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Abstract

Mobile Ambient Calculus employs the core concept of “ambient” to express
computational places with boundaries, and provides capabilities such as ambi-
ent mobility, authentication, and authorization to characterize the essence of
mobile computing from the most fundamental level, thereby establishing itself
as an important research branch in the formal theory and application of mo-
bile computing systems. This paper provides a comprehensive overview of the
theoretical and applied research and development of Mobile Ambient Calcu-
lus, systematically compiles and analyzes methodologies for extended semantics
and algebraic properties, spatial logic and model checking algorithms, as well
as the current application status of mobile ambients in computational system
modeling, and prospects future research directions in this domain.
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Abstract: Ambient Calculus introduces the central notion of “ambients” to de-
scribe computation areas with boundaries, and provides capabilities for mobility,
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authentication, and authorization to capture the fundamental characteristics of
mobile computation systems, making it an important research area in formal-
modeling theory and applications of mobile computation systems. This paper
reviews the main theoretical and applied research works and their development
in ambient-based calculus, analyzes extended semantics and algebra behavior
analyzing methods, spatial logics and model checking algorithms, and applica-
tions of formal-modeling in computation systems, and discusses future research
directions in these areas.

Key words: ambient calculus; bisimulation congruences; context barb congru-
ences; ambient logic; model checking

0 Introduction

Mobile Ambients (MA) [1] is a process calculus model for mobile computation
proposed by Cardelli and Gordon. Inspired by the -calculus, it introduces the
special notion of “ambients” to characterize computation spaces with boundaries,
such as Web pages, components, and mobile devices. Ambients are composed
in a tree-like structure, with each ambient containing communication processes,
mobile processes, and child ambients. An ambient can move as a whole under
the control of mobile processes. Through the concepts of ambients, mobility, and
mobility-related authorization, MA calculus can capture the essential features
of distributed and mobile computation at a fundamental level.

The syntax of MA calculus is defined as follows:

In the above definition, M represents capabilities: it can be empty (€), a name
variable, a name, the capability to enter an ambient (in n), the capability to exit
an ambient (out n), the capability to open an ambient (open n), or a sequential
composition of capabilities (M.M"). P represents processes: 0 denotes the null
process; M.P represents executing capability M and then continuing as process
P; n[P] denotes an ambient named n with internal process P; P|Q represents
the parallel composition of processes P and Q; (x).P is an asynchronous output
action that releases capability « and then continues as process P; (z)P repre-
sents inputting a capability and binding it to the formal parameter in process
P; (vn)P restricts name n for use within process P; and ! P denotes the infinite
replication of process P.

The semantics of mobile ambients calculus consists of two components: struc-
tural congruence relation (=) and reduction relation (—), defined by the rules
in Table 1 and Table 2 . Structural congruence represents processes that are
syntactically different but semantically equivalent, while reduction relation rep-
resents possible execution results of processes.

In Table 2 | the reduction rule (Red In) indicates that the enter capability in n
can lead its enclosing ambient m to migrate into another sibling ambient n and
become a child ambient. The rule (Red Out) shows that the exit capability out n
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can lead its enclosing ambient m to leave its parent ambient n and become a
sibling. The rule (Red Open) demonstrates that the open capability open n can
remove the boundary of ambient n and expose its internal process P. The rule
(Red Comm) represents local communication within an ambient: the output
capability process (M) releases capability M, which is captured by the input
action (x) and bound to the formal parameter « in process P. Rules (Red Amb),
(Red Par), and (Red Res) indicate that reductions can occur inside ambients, in
parallel environments, and within private name spaces, respectively. Rule (Red
=) shows that reduction results are consistent for processes satisfying structural
congruence relations.

From the above syntax and semantics definitions of MA calculus, we can see that
names serve as ambient names rather than channel names as in the -calculus.
Each ambient explicitly indicates its position in the entire tree structure of the
system, allowing every process expression to induce an abstract tree-like config-
uration. This directly captures concepts such as locality, parent /child resources,
boundaries, and system topology in mobile computation systems. System con-
figurations can dynamically change through the execution of mobility capabil-
ities within ambients, local communication, and dynamic binding of resources.
In particular, the dynamic binding of names through process communication
enables implicit reconfiguration of mobile computation systems, transparently
updating the state of receiving parties. Due to these advantages, MA calcu-
lus has become an exemplary model for describing the distribution of processes
and resources, mobility between locations, and related security control issues in
mobile computation systems.

Over the past decade, research on extended ambient calculus models and appli-
cations centered around the “ambient” concept has gradually become an active
area in formal modeling theory and applications of mobile computation systems,
primarily manifested in: (a) research on extended semantics and algebraic the-
ory of mobile ambients; (b) research on spatial logic and model checking algo-
rithms for mobile ambients; and (c) research on modeling applications of mobile
ambients in computation systems.

1 Extended Semantics and Algebraic Theory of Mobile Am-
bients

The ambient concept and its interactive calculus proposed in mobile ambients
reflect the essence of mobile computation systems. Numerous research efforts
have extended the interactive semantics of mobile ambients from different per-
spectives and employed various forms of bisimulation, context barb congruence,
and other algebraic tools to analyze properties of the calculus models.
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1.1 Extensions of Interactive Semantics for Mobile Ambients

In MA calculus, mobility interaction primitives between ambients are unilater-
ally participated, which causes strong interference issues syntactically [2] that
cannot be identified and eliminated through type systems, resulting in rela-
tively weak algebraic theory and difficulty in determining process equivalence.
Many researchers have extended MA calculus from different aspects, with rep-
resentative models including Safe Ambients [2,3], Boxed Ambients [4], and Fair
Ambients [5].

1) Safe Ambients Calculus

Levi and Sangiorgi first identified the strong interference problem in MA calcu-
lus in their work and proposed Safe Ambients calculus, which retains the basic
framework of MA while controlling strong interference. Addressing the unilat-
eral participation of primitive actions in MA, they introduced corresponding
co-action primitives for each primitive. For example, reduction rules (Red In)
and (Red Open) were modified as shown in equations (2) and (3).

By introducing co-action primitives, the strong interference phenomena in MA
can be eliminated through explicit coordination. For instance, in MA, the pro-
cess in n.P|n[Q] might exhibit two interfering reductions as shown in equation
(4). In Safe Ambients calculus, the reduction direction can be explicitly deter-
mined through co-actions, eliminating interference as shown in equations (5)
and (6).

Extended ambient calculi based on Safe Ambients, such as those with authen-
ticated interaction, enhance the security of ambient mobility operations while
strengthening the algebraic properties of these extended models. However, com-
munication between ambients in these extensions still requires opening ambients,
which has limitations for certain security operations. Consequently, various
scholars proposed extended models with cross-boundary communication mech-
anisms, primarily represented by Boxed Ambients and Fair Ambients.

2) Boxed Ambients and Fair Ambients

Boxed Ambients calculus is an extension of MA focusing on cross-boundary
communication mechanisms. It sets communication directions for input and
output actions to clarify communication partners. For example, the rule for
ambient n outputting to external processes is shown in equation (7).

(Output (M)")

Equation (7)" s communication mechanism provides fine-grained ambient com-
munication primitives. Since communication directions are explicitly defined,
it specifies the receiver of output resources, providing basic operations for au-
thentication and authorization behaviors in mobile computation system commu-
nication security. However, Boxed Ambients calculus may lead to unbounded
growth in the number of ambients in mobile computation systems due to the
removal of the Open primitive.

Fair Ambients calculus (FA calculus) is a relatively complete calculus model
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with secure mobility and communication interaction capabilities among ambient-
centered extensions. FA calculus proposes three principles for ambient interac-
tion: all interactions are participated by ambients as subjects; participating
ambients must authenticate each other’ s identities; and participating ambients
must be mutually authorized. These principles meet the basic requirements for
secure operations in network environments. The main reduction semantics are
shown in Table 3 .

In Table 3, rule (R2) means: the co-action out a is contained in parallel ambient
@, so the primary action in m means “needs to exit upon invitation from external
ambient n” , while inm means “desires the arrival of a child ambient from n” .

The communication mechanism (R4) also adopts mutual authentication and
authorization similar to (R1) to establish cross-ambient communication. With
cross-ambient communication mechanisms, the Open primitive in FA calculus
no longer needs to assist communication but only completes the merging of two
ambients, using mutual authentication and authorization for interaction like
(R1).

Compared with other extended calculi, FA calculus possesses the secure mobil-
ity mechanisms of Safe Ambients and the cross-boundary secure communica-
tion mechanisms of Boxed Ambients. To some extent, FA calculus has become
a “fair resource transaction” calculus: exchanging market information through
communication interactions, using In and Out primitives to find transaction
partners, and finally completing transactions through resource merging via the
Open primitive.

3) Other Extended Ambient Calculi

Research extending ambient calculus based on location (region/boundary) and
cross-boundary interactions according to different application backgrounds
mainly includes context-aware ambients [6], multi-type boundary interaction
membrane calculi [7], temporal and probabilistic extensions of interaction
behaviors [8,9], and studies on semantics and expressiveness of ambient calculi
[10].

Context-aware ambients calculus (CCA) is an extended ambient calculus com-
posed of ambients and their contextual environments, placing ambients and
their environments on equal footing: it defines not only interaction semantics
between ambients but also explicit interaction semantics between ambients and
environments. Subsequent work [11] studied a type system to guarantee con-
fidentiality properties during CCA process execution; work [12] investigated
a type system to ensure correctness of communication patterns/process ab-
stractions and context environments in CCA. Meanwhile, work [13] proposed a
context-sensitive extended ambient calculus with global communication similar
to CCS, and studied its labeled reduction semantics and observational bisimu-
lation equivalence; similar work includes space-aware ambients [14].

Membrane calculi simulate biological cell membrane behavior, primarily rep-
resented by Brane calculus [7] and Membranes calculus [15,16]. Membrane
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calculi model computational behaviors such as endocytosis, exocytosis, and mi-
tosis occurring on cell membrane surfaces. Subsequent research [17] established
hierarchical membrane spaces and constructed richer membrane mobility seman-
tics. Additionally, literature [18] proposed a static analysis method for Brane
calculus (membrane calculus) based on abstract interpretation techniques, and
studied polynomial-time algorithms for obtaining global hierarchical structure
and relationship information constructed by membrane processes; literature [19]
proposed a timed membrane calculus, presented various spatiotemporal equiv-
alence properties involved in membrane process mobility during lifetime, and
characterized location observational equivalence properties using ambient logic.

Regarding temporal and probabilistic extensions of ambient calculus interaction
behaviors, literature [8] proposed probabilistic ambient calculus, which describes
that process interaction actions may produce multiple residual processes with as-
sociated probabilities after execution, and presented observational probabilistic
bisimulation to characterize behavioral equivalence between processes, as well
as adding probabilistic temporal formulas to ambient logic formulas. In research
on temporal constraints for ambient calculus interaction behaviors, literature [9)
proposed that ambients exist as resources with constraints such as duration, ca-
pacity, and access radius, along with corresponding timeout handling processes;
interaction actions also have duration constraints and timeout handling pro-
cesses. Furthermore, literature [20] proposed a timed-constrained extended am-
bient calculus to describe runtime temporal and spatial states of mobile agents;
it enables formal description of time-constrained actions, action durations, and
spatial requirements, and subsequent work [21] proposed a spatiotemporal con-
text model based on actions for reasoning about time-constrained and space-
constrained actions.

1.2 Behavioral Equivalence Theory Methods for Ambient Calculus

In process calculi based on algebraic semantics (such as CSP, -calculus, etc.),
various equivalence relations between processes are important means for ana-
lyzing process behaviors. The structural congruence relation between processes
in mobile ambients only expresses static and finest-grained process equivalence,
while higher abstraction levels are sometimes needed to discuss behavioral equiv-
alence. For example, in MA calculus, (vn)n[P] represents an ambient named
n with internal process P. If name n does not appear in internal process P,
then according to reduction rules in Table 2, it cannot interact with any other
process: it cannot exit from ambient n, nor can other processes be aware of
its existence and interact with it. Therefore, it can be considered behaviorally
equivalent to the null process 0 under certain behavioral semantics. How to
reasonably define behavioral semantics equivalence between processes and how
to establish inference rules for such equivalence? The following discusses meth-
ods using labeled bisimulation, context barb congruence, and other algebraic
theory methods to analyze and infer behavioral properties of mobile ambients
processes.
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1) Labeled Bisimulation

Labeled bisimulation characterizes equivalence of interaction behaviors between
processes, which is an equivalence relation based on labeled transition semantics.
It can generally be defined as shown in equation (8) for the labeled bisimulation
relation between processes P and Q.

P ~ Q if and only if for any label a: if P = P’ then Q — @ and P’ ~ @/,
as shown in equation (8). Here, P 5 p represents process P transitioning

to process P’ through label a; @ 4 Q' represents process () transitioning to
@’ through zero or more internal transitions, label a transition, and then zero
or more internal transitions. Meanwhile, according to different granularities
of behavioral equivalence requirements, the relation can be defined as strong
bisimulation [22,23] or Early bisimulation [22], etc.

Labeled transition semantics is consistent with reduction semantics and ex-
presses the possibility of a single process interacting with the external environ-
ment. In -calculus, all process communication interactions occur in a parallel
space, where communication actions can be directly defined as labels to con-
struct a commitment relation, and then a labeled transition system consistent
with reduction semantics can be constructed based on this commitment rela-
tion. However, in ambient-centered calculi, ambients form a hierarchical space,
and execution of interaction actions between ambients leads to reorganization
of the hierarchical space. Methods based on commitment relations would result
in labeled transition outcomes that are not only processes but also what are
called concretions (containing both the participating part and remaining part
of the process) [2]. Another approach is to construct a hardening relation >
(hardening) that first hardens processes into concretions, and then constructs a
labeled transition system using the hardening relation and reduction semantics
[24], ensuring that labeled transition results are also processes.

Figure 1 [Figure 1: see original paper| shows the construction of a labeled
transition rule consistent with reduction semantics (Red In) in Table 2 for MA
calculus. In Figure 1, hardening rules (Harden Cap), (Harden Par), and (Harden
Amb) can derive the hardening relation: in n.P > in n.P’. Meanwhile, from
(Harden Amb) we get the hardening relation: m[in n.P]>m[in n.P’], and from

(Harden Cap) and (Harden Par) we obtain mlin n.P]|n[Q] 5 m[n[P|Q]].
According to the labeled transition rule (Trans Cap), we obtain the labeled

transition: in n.P —% P.
Finally, according to (Trans In), we obtain the labeled transition consistent with
reduction rule (Red In) in Table 2, as shown in equation (9).

Constructing a reasonable labeled transition system is a necessary challenge for
various ambient-centered extended calculi to establish bisimulation relations.
By defining specific labels, richer behavioral bisimulation relations can be ex-
pressed (e.g., in literature [23], extending labels from actions to processes enables
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a stronger bisimulation relation). The hardening relation divides processes into
directly participating parts and parts existing as the environment, establishing
a more intuitive labeled transition system. In membrane calculus [7] (an exten-
sion of MA calculus), the hardening relation is utilized to achieve fine-grained
description of process interaction processes, directly defining the participating
parts as membranes to express more complex interaction behaviors in membrane
calculus (details can be found in literature [7]).

2) Context Barb Congruence

Given two processes, context barb congruence means that placing them in any
context yields equivalent observation results (i.e., the two processes cannot be
distinguished based on observation results). Observation results of processes
(barbs) refer to whether a given process can exhibit specified results, such as
specified ambients [24] or potential interaction actions in ambients [5,25]. For
example, equations (10) and (11) define ways to specify that a process can
exhibit an ambient named n and can exhibit a potential interaction action in n
in some ambient.

{P | n} means there exists P’ such that P = (vp)(n[P’]|P”) with n ¢ P, as
defined in equation (10).

{P | in n} means there exists P’, P” such that P = (vp)(m[n[P’]|P"]|P"”) with
n ¢ P, as defined in equation (11).

Correspondingly, we can define {P | a} as a weak observation result: indicating
that process P can exhibit observation result a after zero or more reductions.

In different ambient extended calculi, the definition methods for observation
results can be determined according to the reduction semantics of the extended
calculus and the construction requirements of observational equivalence. For
example, literature [2] defines {P | n} to indicate that process P has an am-
bient n that can interact (be entered or opened by other ambients). Context
barb congruence defines and constructs corresponding contexts to analyze be-
havioral equivalence properties between processes; it ensures consistency with
structural congruence semantics while establishing behavioral equivalence rela-
tions between processes at more abstract levels.

Determining or proving context barb congruence relations between processes
requires solving two main problems:

a) Contexts may have multiple holes, and name capture may occur when
processes fill context holes (i.e., free names in processes become bound),
leading to complexity in equivalence determination processes.

b) Context observation results {C[P] |} a} require examining zero or more re-
ductions of C[P], so context equivalence determination needs fine-grained
analysis of context and process interaction processes.

By establishing a simplified context (Harness) and then deriving context lemmas
[24] combined with structural congruence and reduction rules, it can be further
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shown that simplified context barb congruence and general context barb congru-
ence are equivalent [24]. Simplified contexts have only one hole and stipulate
that bound names must be renamed before process filling to avoid name capture
complexity. Simplified contexts can be defined as shown in equation (13).

The context lemma demonstrates that context barb congruence maintains equiv-
alence relations under any name substitution within the name space of given
processes, as stated in Lemma 1.

Lemma 1 (Context Lemma). For given processes P and @, P ~ @ if and
only if for any name substitution o in the domain of fv(P)Ufv(Q), any simplified
context C{} and observation result a, we have: {C[Plo | a} < {C[Q]o | a}.

As can be seen, context barb congruence under any name substitution in Lemma
1 already includes scenarios where name capture may occur when processes
fill holes in general contexts. Furthermore, the equivalence between simplified
context barb congruence and general context barb congruence can be proved
by induction based on the structural congruence and reduction semantics of the
given ambient calculus or extended ambient calculus, as seen in literature [26].

Similar to the labeled bisimulation method, literature [24] introduces a harden-
ing relation for contexts and constructs a labeled transition system consistent
with reduction semantics based on observation result sets, requiring examination
of only three cases in Lemma 2 to derive observation results of reductions.

Lemma 2 (Activity Lemma) [24].

C[P] — R if and only if one of (a)~(c) holds:

(a) Reduction caused by internal interaction of the filling process: P — P’ and
R =C[P'].

(b) Reduction caused by internal interaction of the context: C{} — C’{} and
R=C'[P].

(c) Reduction caused by interaction between context and filling process: C{} 5
C’{} and P % P’ and R = C'[P].

Thus, through the context lemma and activity lemma, simplified context barb
congruence can effectively express general context barb congruence.

3) Other Related Research

Both labeled bisimulation and context barb congruence methods obtain equiv-
alence of potential behaviors between processes through fine-grained analysis
of interaction processes based on structural congruence and reduction seman-
tics of ambient calculus or extended ambient calculus. However, the former
has a relatively weaker abstraction level than the latter. The former mainly
analyzes potential behaviors from the process’ s own structural composition
and possible internal reduction actions, while the latter also observes poten-
tial behaviors when processes are placed in any context, including scenarios
where processes may interact with contexts. However, determining context
barb congruence means placing processes in any necessary contexts for obser-
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vation, making it quite difficult to determine context barb congruence between
arbitrary processes, except for certain specific process types given in literature
[25,26]. To address this issue, literature [5] proposed behavioral equivalence
relations based on observation results under weaker conditions: such as weak
observation bisimulation based on labeled transitions and observation results
[5], and context weak observation equivalence relations established in contexts
only for specific types of observation results (not all observation results) [5], etc.

2 Spatial Logic and Model Checking for Mobile Ambients
2.1 Spatial Logic for Mobile Ambients

During modeling of mobile computation systems, it may be necessary to analyze
model properties such as process spatial distribution structure, mobility liveness,
and security. Using modal logic to describe these properties is an important
method, and model checking techniques can be employed to automatically verify
these logical properties.

Compared with traditional concurrent systems, the spatial structure of mobile
computation systems consists of many relatively independent and distributed
subsystems. Traditional modal logics such as LTL, CTL* temporal logics, or
HML logic cannot express spatial structural properties between multiple subsys-
tems in mobile computation systems. Ambient Logic [27] (AL logic) has become
an exemplary spatial logic because it can well characterize spatial structures of
mobile or distributed systems. The basic syntax of AL logic formulas is shown
in equation (14), where 7 represents a name or name variable:

As=0|AlB|AQny | A B|oA|3x.A| ~A| AV B|Va.A| oA

In the logic formulas defined by equation (14) syntax, 0 represents spatial null;
A|B represents spatial conjunction property; A@n represents spatial location
property; A [> B represents spatial implication property; ¢A represents tem-
poral property at some moment; ¢A represents spatial location property; the
remaining formulas are traditional first-order logic formulas.

The satisfaction relation P F A indicates that process P satisfies closed for-
mula A. The satisfaction relation of AL logic formulas relative to MA calculus
processes is defined by Table 4 . For the modal operator AQ@n representing a
location in space, we need to define the relation [> as shown in equation (15),
where [>* represents the reflexive transitive closure of [>.

From Table 4, we can see that the satisfaction relation of spatial formulas in AL
logic strictly depends on the structural congruence relation = of MA calculus.
Thus, with the three basic spatial formulas 0, A|B, and AQr, MA processes can
be directly and finely characterized. Meanwhile, through the weak temporal
modality ¢, reduction properties of MA processes can be characterized, espe-
cially introducing the weak spatial location modality ¢ to achieve observation of
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a certain spatial location. AL formulas have the expressive power to characterize
properties of ambient calculus processes at any time and location.

VP.P E T holds for any MA process. According to the satisfaction relation
definition, this formula describes a testing observation: if any process P satis-
fies A, then P|Q will satisfy A for any (. Therefore, although AL logic does
not use modal operators like HML logic that directly observe potential interac-
tion behaviors of processes, it can indirectly test and observe action behavioral
properties through modal operator [>.

Regarding ambient logic with fixed-point operators, Lin Huimin proposed pred-
icate -calculus for mobile ambients [28], whose fixed-point logic formulas can
characterize infinite computational behaviors of processes. This logic modifies
the weak temporal modality ¢ to a Next modality X representing the next mo-
ment, and expresses ¢A through fixed-point formulas and Next modality X,
while also adding revealing name modality formulas reveal x.A and fresh name
quantifier formulas fresh x.A.

It is worth noting that predicate -calculus for mobile ambients can characterize
the weak spatial modality ¢ in AL logic as shown in equation (16). In equation
(16), predicate variable X does not occur freely in formula A, and the strong
spatial modality (I is defined as (A = — ¢ —A.

On the other hand, the decidability of spatial logic in model checking is crucial
as it concerns whether the logic system can be practically used. The weak
temporal modality ¢ and spatial conjunction modality | in AL logic significantly
affect the expressive power of AL logic formulas. The sublogic of AL without
weak temporal modality ¢ is called AL static sublogic, which has very limited
expressive power. Literature [29,30] studied decidability issues of various AL
logic formula sets and different fragments of MA calculus models, with main
conclusions:

a) Model checking is undecidable on MA calculus fragments containing
replication operation !P, or on AL logic formula sets containing spatial
conjunction modality |.

b) Model checking is decidable on MA calculus fragments without replication
operation !P, and on AL logic formula sets without spatial conjunction
modality |.

From these conclusions, besides the replication operation !P in MA calculus
processes that may cause infinite reduction behaviors and unbounded state ex-
pansion leading to undecidable model checking, the modal operator | is the
key cause of undecidability in AL logic, because spatial conjunction modality
| leads to infinite testing of processes in infinite process sets in MA. However,
decidable AL logic formula sets suffer greatly reduced expressive power without
spatial conjunction modality |, and cannot indirectly observe potential action
interaction behaviors of processes.
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2.2 Model Checking Algorithms for Mobile Ambients

The state explosion problem in model checking arises because detection algo-
rithms need to search all states generated by alternating execution of concurrent
reduction actions, requiring massive state information storage. Model checking
for mobile ambients involves verification of both temporal and spatial proper-
ties simultaneously, especially when detecting fixed-point formulas in predicate
-calculus ambient logic, which requires examining all states generated by pro-
cess composition alternation, leading to even greater state space expansion.

On the other hand, traditional symbolic model checking, partial order reduction
methods, and other model checking algorithms based on temporal logics LTL-
x, CTL*-x, or behavioral modal logics HML, -calculus are difficult to directly
apply in ambient calculus model checking. This is because the reduction process
in ambient calculus model checking may cause alternating changes in system
temporal and spatial properties. Therefore, equivalence of concurrent action
execution paths in ambient calculus involves not only reduction partial order
properties of processes themselves but also whether spatial properties in the
current state satisfy partial order properties [31].

Currently, research on model checking methods for mobile ambients under differ-
ent application requirements includes: literature [27] discussed model checking
for finite ambient calculus without replication process !P and finite ambient
calculus where replication process !P does not contain ambients; literature [29]
studied complexity of model checking algorithms for ambient calculus and am-
bient logic; literature [32] proposed finite-control ambient calculus and provided
model checking algorithms for it; literature [28,33] first presented model checking
algorithms for finite-control ambient calculus and ambient logic with fixed-point
operators.

Regarding efficient algorithms for mobile ambients model checking, building
upon Lin Huimin’ s predicate ambient logic model checking algorithm based
on -calculus [33], Jiang Hua et al. [34,35] proposed a global model checking
algorithm with time complexity exponential in the alternation depth d of fixed-
point operators in ambient logic formulas and space complexity linear in d. In
subsequent work [36], they studied two partial order relations satisfied by in-
termediate results in the computation process of predicate ambient logic model
checking based on -calculus, proposing an efficient local model checking algo-
rithm with time complexity exponential in d/2 and space complexity linear in
the scale of computation node sets.

Other related research on ambient calculus model checking algorithms includes:
literature [31] studied partial order reduction equivalence properties when con-
current operators, ambient operators, and temporal operators appear alternately
in ambient logic; literature [26] also studied sufficiency issues of some single-
threaded processes satisfying partial order properties in ambient calculus; and
literature [37] proposed a method to encode mobile ambient processes in action
temporal logic for logical behavior verification.
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3 Modeling Applications of Mobile Ambients in Computa-
tion Systems

The mobile computation model centered on “ambients” can characterize essen-
tial features of distributed and mobile computation from a fundamental level
using concepts of ambients, mobility, and security. In recent years, mobile ambi-
ents calculus has also been applied in modeling and analysis of cloud computing
service interaction protocols and management systems, model-driven software
engineering, and as mobile computation programming or system modeling lan-
guages.

Cloud computing is a virtualized computing resource service system that pro-
vides dynamic and scalable resources through interconnected networks. Main
research on mobile ambients calculus modeling applications in cloud computing
includes: literature [38] proposed virtually timed ambients calculus based on
mobile ambients, enabling modeling of nested virtual machine systems with dif-
ferent computing capabilities under cloud computing frameworks, and proposed
analysis methods for cloud computing models such as weak time bisimulation
equivalence and reduction observation congruence; literature [39] used a variant
of mobile ambients—membrane calculus—for formal modeling and analysis of
Dryad-based cloud computing programming models; through objects in mem-
brane variants and interactions between membranes to reflect data type changes
during execution, serving as an auxiliary tool for program correctness verifica-
tion; literature [40] proposed an abstract state machine based on safe ambients
with passwords for modeling and analysis of cloud computing service models and
access control technologies; literature [41] studied using ambient calculus and
ambient logic to model role-based user authorization security policies in multi-
domain mobile network systems, and used model checking technology to verify
authorization security policies. Additionally, literature [42,43] studied applica-
tions of extended ambient calculi in network information security transmission
protocols; literature [44] proposed an IoT operation and service interaction pro-
tocol model based on safe ambients, and used ambient logic for analysis.

In model-driven software engineering applications, representative work in-
cludes Ali et al. [45,46] introducing ambients as architectural elements in
traditional software architecture description languages (ADLs) and aspect-
oriented software architecture to intuitively describe locations, interactions,
and cross-boundary behaviors of mobile objects. Ambient-PRISMA [46] is a
.NET platform-based model-driven software engineering project implementing
functions from software requirement definition, software architecture design,
to automatic code generation. In this project, ambients as architectural
elements express component/connector locations and their compositions, while
also expressing behavioral constraints of component mobility functions in
aspect-oriented architecture. In subsequent research of this project, literature
[47] used channel ambient calculus [48] to construct a formal verification
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framework for component/connector mobility behaviors and constraints in
Ambient-PRISMA; literature [49] studied issues faced by interactions between
devices, environments, and service components in runtime systems of mobile ap-
plication systems, and proposed a solution based on ambient calculus software
architecture models for runtime systems; literature [50] studied methods for
characterizing location and mobility requirements of adaptive mobile resources
in aspect-oriented software architecture, and proposed algorithms for dynamic
mobile configuration of mobile processes based on service location and resource
location requirement information. The above series of work established an
exemplary framework for formal analysis and verification of mobile software
architecture models in model-driven software engineering.

Regarding mobile computation programming or system modeling languages cen-
tered on “ambients,” main work includes: literature [48] demonstratively pro-
posed channel ambient systems, using extended ambient calculus models as core
programming languages to construct runtime systems where mobile program
objects move and interact across network nodes. Literature [31] studied using
ambient calculus to express conditional selection semantics and loop control
issues, proposing an extended ambient calculus model that uses a normaliza-
tion operation to handle semantics of conditional selection structure processes
and parameterized recursive processes, simplifying complexity of spatial logic se-
mantics during model checking. Literature [51] proposed a mobile collaborative
resource aggregation model, using mobile ambients processes to autonomously
encapsulate resources, and employed logical reasoning processes of MA to per-
form logical reasoning calculations on some ambient operations and problems
in the model.

4 Future Research Directions

The proposal of mobile ambients calculus theory represents significant progress
in formal modeling theory and applications of mobile computation systems, with
rich research achievements obtained over the past decade. However, as a formal
model oriented toward practical modeling needs, many key issues remain to be
further explored and innovated.

In algebraic theory research of mobile ambients, current behavioral equiv-
alence determination methods based on the “bisimulation and two lemmas”
framework (the various bisimulations and context barb congruences described
in Section 1.2) have high computational complexity [5,24,52-54], making it still
very difficult to use them for inferring complex properties of mobile computation
systems. Therefore, future research can explore innovative approaches from two
aspects:

a) Under the existing theoretical framework, study efficient procedures or
steps to determine whether given processes have context equivalence, or
weaker relations such as weak observation bisimulation, context weak ob-
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servation equivalence, or labeled bisimulation, and other behavioral equiv-
alences with higher abstraction levels than structural congruence. Type
systems are static analysis tools that can infer whether processes share
common structural features, and carefully constructed type systems can
identify whether processes have specific potential behaviors [12]. There-
fore, type inference technology can be combined to classify ambient cal-
culus processes and apply heuristic procedures or steps for different cat-
egories to reduce computational complexity of behavioral equivalence de-
termination.

b) Logic-based inference systems have relative maturity and sufficient expres-
sive power [54], so a new equivalence theoretical framework for mobile
ambients process behaviors can be explored: mapping mobile ambients
processes to description and verification frameworks based on temporal
logic and spatial logic, and verifying equivalence of mobile ambients be-
havioral properties through equivalence inference in temporal and spatial
logic frameworks. Research methods in literature [37,54] provide some
inspiration for the above ideas. However, behavioral properties character-
ized by mobile ambients calculus have interleaved temporal and spatial
characteristics, making it a challenging task to research equivalence the-
oretical frameworks based on temporal logic and spatial logic with rich
expressive power.

In spatial logic and model checking research of mobile ambients, de-
cidable AL logic formula sets suffer greatly reduced expressive power without
spatial conjunction modality |, and cannot indirectly observe potential action in-
teraction behaviors of processes. Therefore, exploring ambient logic that can ob-
serve process behaviors according to application backgrounds [55,56], especially
mobile ambients behavioral observation logic satisfying higher abstraction lev-
els based on ambient observational equivalence theory, represents an important
future research direction.

In model checking research for mobile ambients, efficient core algorithms for
mobile ambients model checking oriented toward computation system modeling
and verification [36] and practical mobile ambients model checking tools should
become main research work: constructing efficient and practical ambient calcu-
lus model checking software can promote in-depth application of mobile ambi-
ents calculus in formal modeling of mobile computation systems, and will also
promote further research and development of efficient ambient calculus model
checking algorithms and software.

In modeling applications of mobile ambients in computation systems,
research on quantifiable real-time interaction behavioral properties needed for
practical modeling and verification, and probabilistic interaction behaviors for
quantitative analysis of system uncertainty, are important for further promoting
mobile ambients calculus in modeling and analysis of interaction protocols in
actual computation systems. Meanwhile, cyber-physical systems (CPS) exhibit
typical characteristics of multi-level autonomy and interaction as characterized
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by mobile ambients calculus, such as loose coupling between computational enti-
ties, strong autonomy, and spatiotemporal dynamic evolution [44,57,58]. There-
fore, work on mobile ambients calculus and model checking technology in mod-
eling and verification of CPS interaction protocols also has important practical
significance.
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