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Abstract

Traditional wireless sensor network (WSN) virus propagation models directly
specify infection probability and recovery probability without analyzing the ra-
tionale behind their values. From a game-theoretic perspective, we analyze
the microscopic mechanism of virus propagation in WSN, establish an attack-
defense game model for WSN, derive the mixed Nash equilibrium solution of
the game model, and determine node infection probability and cure probabil-
ity according to the mixed Nash equilibrium strategies of both players, thereby
establishing a virus propagation model for WSN. Furthermore, we employ the
cellular automaton method to simulate the virus propagation process in WSN.
Theoretical analysis and computer simulations reveal the relationship between
virus propagation outcomes and game parameters, and the research results offer
certain guidance for formulating measures to suppress virus propagation.

Full Text

Preamble
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Abstract: Traditional virus propagation models for Wireless Sensor Networks
(WSN) directly specify infection and recovery probabilities without analyzing
the underlying rationale for their values. This paper analyzes the microscopic
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mechanism of virus propagation in WSN from a game-theoretic perspective, es-
tablishes an attack-defense game model for WSN, derives the mixed Nash equi-
librium solution of the game model, and determines the infection probability
and cure probability for nodes based on the mixed Nash equilibrium strate-
gies of both parties, thereby constructing a virus propagation model for WSN.
Furthermore, the paper simulates the virus propagation process using cellular
automata methods. Theoretical analysis and computer simulation reveal the
relationship between virus propagation outcomes and game parameters. The
research findings provide guidance for developing measures to suppress virus
propagation.

Keywords: wireless sensor networks; virus propagation; attack-defense game;
cellular automaton

0 Introduction

With the development of Internet of Things technology, Wireless Sensor Net-
works (WSN) have been successfully applied in numerous fields including trans-
portation, environmental monitoring, and military reconnaissance [1,2]. How-
ever, due to the limited storage and computational capabilities of wireless sensor
nodes, they are vulnerable to malicious program attacks [3,4]. Common attack
methods include channel interference, identity spoofing, and virus propagation
[5,6]. Among these, malicious virus propagation represents a particularly severe
threat because once a node is infected, it can further propagate the virus to
other nodes, leading to rapid network collapse [7,8].

To date, extensive research has been conducted separately on WSN attack-
defense detection and malicious program propagation. In the area of WSN
attack-defense research, Zhang Kejing et al. analyzed attack and defense strate-
gies between malicious nodes and defense systems from a game-theoretic per-
spective, then used evolutionary dynamics methods to obtain the game equi-
librium solution, providing guidance for WSN defense processes [9]. Liu Yi et
al. proposed an evolutionary game-based attack-defense model for energy con-
sumption attacks in industrial WSN, obtained the evolutionary stable strategies
for both parties, and provided feasible strategies for defending against energy
consumption attacks [10]. Reference [11] used data mining technology for fea-
ture recognition of DoS attacks and employed feature selection algorithms to
further refine key features, reducing time complexity while improving DoS at-
tack recognition rates.

In virus propagation research, Zheng Rongjun et al. studied the propagation be-
havior of multiple worm viruses in WSN using infectious disease dynamics theory
[12], obtaining network propagation characteristics when multiple viruses inter-
act. Reference [13] applied traditional infectious disease propagation theory to
the malicious program propagation process in WSN, treating malicious programs
and intrusion detection systems (IDS) as two opposing agents and establishing
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a differential game model between them. Through analysis and solution of the
game model, they obtained equilibrium strategies that could suppress malicious
program propagation while reducing detection costs. Reference [14] proposed
a virus propagation model incorporating individual differences, where different
nodes have different attack resistance capabilities, and research results showed
that heterogeneity in node resistance significantly affects virus propagation ef-
fectiveness. Reference [15] studied virus propagation when mobile agents in
WSN are attacked, finding that viruses spread more easily when mobile agents
are compromised.

In existing research on WSN malicious program propagation, infection and cure
probabilities are typically specified directly when establishing propagation mod-
els, without considering the underlying microscopic mechanisms. However, in
real WSNs, infection and cure probabilities are determined by the strategies
adopted by attackers and defenders. For this reason, this paper analyzes the
strategies of both parties from a game-theoretic perspective and determines in-
fection and cure probabilities based on these strategies, thereby revealing how
game parameters affect propagation efficiency. The paper is organized as fol-
lows: (a) establish the attack-defense game model in WSN and derive the Nash
equilibrium strategy; (b) based on the game strategies of both parties, establish
the SIS virus propagation model for WSN and obtain the relationship between
virus propagation speed and game parameters through model solution; (c) con-
duct numerical simulation and verification of the theoretical model, and compare
and analyze the simulation results with analytical results from the theoretical
model.

1 Attack-Defense Game Model for WSN

WSN contains both malicious nodes and legitimate nodes. Malicious nodes are
those infected with viruses that propagate to legitimate nodes, while legitimate
nodes use IDS to detect received information. Legitimate nodes consume energy
when using IDS to detect information. Due to limited node energy, legitimate
nodes cannot detect all received information without quickly depleting their
energy and ceasing to function. To extend their lifespan, legitimate nodes detect
received information with a certain probability. For malicious nodes, frequent
attacks quickly expose their identity, so malicious nodes also attack with a
certain probability. Thus, the attack-defense process between legitimate and
malicious nodes is essentially a game, which this paper analyzes using game
theory.

Definition 1. The attack-defense game model in WSN can be represented as
a three-tuple (N, S, u), where:

a) N = {legitimate node, malicious node} represents the set of participants;

b) Slegitimate node — {deteCtvn()t deteCt}7 Smalicious node — {atta’Ckv not a‘tta‘Ck}
represent the strategy sets. Note that the “not attack” strategy for malicious
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nodes means sending normal information rather than sending no information;
c) u; represents the payoff obtained by participant ¢ during the game, with
values determined by the strategies adopted by both parties.

Table 1 provides definitions of symbols used in this paper, and Table 2 presents
the payoff matrix for both parties.

Table 1 Symbolic Definition

Symbol Definition

a Payoff for legitimate node when detecting
virus; loss for malicious node when identified

b Payoff for malicious node when attack
succeeds; loss for legitimate node when
infected

€g Energy cost for legitimate node to detect
received information

ey Energy cost for malicious node to send virus
or normal information

x Probability of malicious node launching
attack

y Probability of legitimate node conducting
detection

E; Expected payoff for legitimate node in
attack-defense game

E; Expected payoff for malicious node in

attack-defense game

Table 2 Game Payoff for Legitimate Node and Malicious Node

Legitimate Node: Legitimate Node: Not
Detect Detect

Malicious Node: (—eg—er,a—eyg) (—=b,b—e;)

Attack

Malicious Node: (—eg,—e€g) (0, —e;)

Not Attack

For the game to be meaningful, the model must satisfy a > eg and b > e;. Under
these conditions, when malicious nodes attack, the best strategy for legitimate
nodes is to detect; otherwise, not to detect. For malicious nodes, when legitimate
nodes detect, the best strategy is not to attack; otherwise, to attack. Since
neither party knows the other’ s action, this game model has no pure strategy
Nash equilibrium. The following analysis examines both parties’ attack-defense
behaviors from the perspective of mixed equilibrium strategies.
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Theorem 1. The attack-defense game model in WSN has a mixed Nash equi-

librium strategy (z*,y*), where z* = aises and y* = bié,'

Proof. Assume malicious nodes attack with probability z and do not attack
with probability 1 — x, while legitimate nodes detect with probability y and do
not detect with probability 1 — y. Based on the payoff matrix, the expected
payoff for legitimate nodes Ey; is:

Ey =ylz(—es —ep) + (1 —2)(—eg)] + (1 = y)[z(=b) + (1 — 2)(0)]

Simplifying:
Ey = —ay(a+ eg) — es(1—2) — ab(1 - y)

Taking the partial derivative with respect to y and setting it to zero:

0E
a—yU =—x(a+eg)+ab=0
Solving yields:
* €s
Ca+ €g

Similarly, the expected payoff for malicious nodes E; is:
Er=zlyla—e)+ 1 —y)b—ep)]+ (1 —z)y(—e) + (1 —y)(—e;)]

Simplifying:
Ep=ayla—0b)+a(b—e;) —e

Taking the partial derivative with respect to x and setting it to zero:

oF
87:31 =yla—b)+(b—e;) =0
Solving yields:
* 61
vy = b + 61

Thus, (z*,y*) constitutes the mixed Nash equilibrium strategy for the attack-
defense game between malicious and legitimate nodes.
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2 Game-Driven Virus Propagation Model for WSN

From the game model, rational malicious and legitimate nodes will attack and
detect with probabilities * and y*, respectively. When a malicious node attacks
and a legitimate node fails to detect, the legitimate node becomes infected.
When a malicious node attacks while the legitimate node enables detection, the
malicious node is identified, cleared of the virus, and restored as a legitimate
node. Therefore, the infection probability for legitimate nodes is x*(1 — y*),
while the cure probability for malicious nodes is z*y*.

Assume malicious nodes constitute proportion ¢ of total network nodes and
legitimate nodes constitute proportion s. The virus propagation evolution model
in WSN can be described by the equation system:

4= " (1 —y*)si — a*y*i
ds = —g*(1—y*)si+ 2*y*i (7)
i+s=1

Substituting z* = aii . and y* = bife - into equation (7) and simplifying yields:
di ab — €g€er . .
—=——2>" j(1—3 9
dt (a+65)(b+€l> ( ) ( )

Let ¢ = (a‘j:)%, and assume the initial infection proportion is i, at t = 0.

Integrating equation (9) from 0 to ¢ gives:

; 1
In> —In Lot (10)
(N 1—1
Further solving equation (10) yields:
7 oct
i(t) = — ¢ (12)

1— io + io@Ct

Equation (12) shows that virus propagation is ultimately determined by the
payoff parameters of the game model. Numerical simulation of equation (12)
reveals the relationship between game parameters and network node infection
proportion, as shown in Figures 1 [Figure 1: see original paper] through 3 [Figure
3: see original paper|. When a > b (Figure 1), the network node infection
proportion reaches 1 over time, meaning all nodes eventually become infected,
and virus propagation speed increases with detection energy cost eq. When
a = b (Figure 2 [Figure 2: see original paper]), the infection proportion remains
constant at the initial value, unaffected by changes in detection energy cost eg.
When a < b (Figure 3 [Figure 3: see original paper]), the network node infection
proportion reaches 0 over time, meaning the virus disappears completely from
the network, and propagation speed decreases with increasing detection energy
cost eg.
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3 Cellular Automata Simulation

While the theoretical model adequately describes malicious program propaga-
tion in WSN, it has limitations. Real sensor nodes have limited communica-
tion ranges and can only communicate with nearby nodes, which the theoretical
model does not consider. Additionally, some sensor networks have mobile nodes,
making the network dynamic—a scenario existing theoretical models cannot han-
dle. To make research results more realistic, this section simulates WSN virus
propagation using cellular automata methods.

3.1 Simulation Steps

a) Generate a 100 x 100 grid as shown in Figure 4 [Figure 4: see original
paper], randomly deploying sensor nodes in proportion p,,.

b) Establish connections between any two sensor nodes if their distance does
not exceed r, thereby determining the sensor network structure.

¢) At the initial moment, randomly set proportion i, of nodes as malicious
nodes.

d) Each malicious node randomly selects a directly connected node to send
information, with probability x* of sending malicious information and
probability 1 — z* of sending normal information.

e) When a malicious node sends information to another malicious node,
the information is discarded. When sending to a legitimate node, the
legitimate node detects with probability y*. If a legitimate node receives
a virus and happens not to detect, it becomes infected. If a legitimate
node detects the received virus, the malicious node is identified, repaired,
and converted back to a legitimate node.

f) If ¢ is less than the preset simulation steps, increment ¢ by 1 and return
to step d); otherwise, terminate.

3.2 Simulation Results

Setting parameters p,, = 0.1 and 4, = 0.05, the above simulation steps were exe-
cuted to examine the impact of game parameters on virus propagation outcomes.
Simulation results are shown in Figures 5 [Figure 5: see original paper] through
7 [Figure 7: see original paper]. The figures demonstrate that when a > b, the
proportion of malicious nodes in the network increases over time until all nodes
are infected, and virus propagation speed increases with detection energy cost
eg. When a = b, the proportion of malicious nodes fluctuates around the initial
infection proportion over time. When a < b, the proportion of malicious nodes
decreases over time until all nodes become legitimate. These conclusions are
consistent with the theoretical results from the previous section.
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Additionally, since virus propagation in WSN is related to communication radius,
this paper further investigated the impact of sensor node communication radius
on virus propagation speed. By varying the communication radius, propagation
curves under different radii were obtained. Figure 8 [Figure 8: see original paper|
shows that with other parameters fixed, virus propagation speed increases with
communication radius.

4 Discussion
4.1 Comparison of Theoretical and Simulation Results

The overall patterns from theoretical research and cellular automata simulation
are consistent, though some details differ. For instance, when a > b, virus
propagation speed in the theoretical model exceeds that in the cellular automata
simulation. The reasons are: (a) In the theoretical model, any two nodes are
directly connected with full mixing, whereas in the cellular automata model,
only nearby nodes can communicate directly. When all neighboring nodes of
a malicious node are infected, it cannot propagate further. (b) In the cellular
automata model, as propagation progresses, malicious nodes tend to cluster,
and this clustering effect also hinders rapid virus spread.

4.2 Impact of Game Parameters on Virus Propagation

This study reveals virus propagation characteristics in WSN driven by attack-
defense games: when the payoff a for legitimate nodes detecting viruses exceeds
the loss b from infection, virus propagation continuously expands until all nodes
are infected; conversely, propagation continuously contracts until the virus dis-
appears. The explanation is as follows: From the game model in Section 2,
malicious nodes propagate viruses with probability x* while legitimate nodes
detect with probability y*. Therefore, infection probability is *(1 — y*) and
cure probability is *y*. When a > b, infection speed exceeds cure speed, caus-
ing virus spread; when a < b, infection speed is less than cure speed, causing
the proportion of infected nodes to decrease.

Notably, when assessing how changes in game parameters affect propagation
speed, one cannot infer based solely on one party’ s possible actions but must
consider both parties’ actions comprehensively. For example, when a > b, if
detection energy cost eg increases, legitimate nodes should rationally reduce de-
tection probability to conserve energy. However, this prompts malicious nodes
to increase attack probability, causing greater losses to legitimate nodes. Ac-
cording to the mixed Nash equilibrium strategy, the final game outcome is that
legitimate nodes maintain their detection probability while malicious nodes in-
crease their attack probability, thereby accelerating virus propagation.
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5 Conclusion

This paper studied virus propagation in WSN from a game-theoretic perspective,
reaching the following conclusions: (a) The attack-defense game model between
malicious and legitimate nodes in WSN has a mixed Nash equilibrium solution;
(b) Virus propagation outcomes in WSN are related to the payoff parameters of
the attack-defense game. When the payoff for legitimate nodes detecting viruses
exceeds the loss from infection, the infection proportion continuously increases
until all nodes are infected; conversely, the infection proportion continuously
decreases until all malicious nodes disappear. These conclusions provide theo-
retical guidance for developing measures to suppress virus propagation in WSN.
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