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Abstract
To address the problems of low recall rate and low operational efficiency when
traditional social network anomalous user detection algorithms are applied to
real-world imbalanced datasets, we extract user content, behavior, attribute,
and relationship features from social network datasets, apply the gradient boost-
ing ensemble classifier XGBoost algorithm for feature selection, establish a clas-
sification model, construct imbalanced datasets, and identify three categories
of spam advertising accounts. Experimental results show that, compared with
traditional classification methods such as Random Forest, the proposed method
achieves effective improvements in both recall rate and F1-value for anomalous
user detection on both balanced and imbalanced datasets; furthermore, select-
ing only a small subset of features can still attain a high detection level, thereby
demonstrating the effectiveness of the method.
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Abstract: Traditional social network abnormal user detection algorithms suffer
from low recall rates and poor operational efficiency when applied to real-world
imbalanced datasets. This study extracts user content, behavior, attribute, and
relationship features from social network datasets, applies the gradient boosting
ensemble classifier XGBoost algorithm for feature selection, establishes a classifi-
cation model, constructs imbalanced datasets, and identifies three types of spam
advertising accounts. Experimental results demonstrate that compared with
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traditional classification methods such as random forest, the proposed method
achieves effective improvements in recall rate and F1-score for abnormal user
detection on both balanced and imbalanced datasets. Moreover, selecting only
a small number of features can still achieve high detection performance, proving
the effectiveness of the method.

Keywords: XGBoost; social networks; abnormal user detection; abnormal ac-
count detection; spam

0 Introduction
In recent years, social networks and social media have experienced vigorous de-
velopment. However, abnormal users, primarily spam senders (also known as
spam accounts), continuously pollute the social network environment [1]. These
accounts are fake users created by attackers to publish advertisements, phish-
ing links, pornographic content, and other malicious URLs, exhibiting distinct
behavioral characteristics. They exploit online social networks to disseminate
harmful information on a large scale, interfere with normal platform usage, and
threaten Internet security [2]. Rapid and effective identification of spam ac-
counts helps purify the social network environment from the source and safe-
guard Internet security, representing a key research focus in both public security
public opinion monitoring and academia.

1.1 Existing Detection Technology
Current academic research on social network abnormal user detection generally
involves extracting one or several types of features from social network nodes,
including registration attributes, published content, activity behaviors, and con-
nection relationships, to construct multi-dimensional feature vectors, followed
by detection using machine learning methods. These approaches can be divided
into supervised learning and unsupervised learning methods.

1.2 Unsupervised Learning Detection Methods
Unsupervised learning detection methods directly cluster samples based on their
multi-dimensional features, thereby grouping normal users and spam users into
different clusters. Since these methods do not require training samples, they
can rapidly form detection systems. Miller et al. [3] utilized Twitter user profile
information and text content features to cluster normal users and spam accounts
into different categories. Chu et al. [5] clustered microblogs based on the final
redirect addresses of URLs embedded in Twitter posts and determined whether
accounts within each cluster were spam accounts.
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1.3 Supervised Learning Detection Methods
Supervised learning detection methods leverage pre-labeled datasets to train
classification models, which are then applied to predict unlabeled data. Zheng
X [8] and Lyu Shaoqing [9] constructed classifiers using account creation time,
message comment counts, and other content and behavioral features to detect
spam accounts. Liu Chen [10] modeled and identified excessive forwarding,
following behaviors, and fake followers based on user posting frequency and
the number of “@”mentions in posts. Meng Jiang [11] and Xue [12] modeled
the in-degree, out-degree, and influence of nodes in social network relationship
graphs to detect fake accounts with mismatched follower and friend counts. F.B
et al. employed random forest and SVM methods to detect spam users and
published their dataset [1].

Traditional supervised learning classification methods include Support Vector
Machines (SVM) and Random Forest (RF). SVM achieves sample classification
by finding hyperplanes in high-dimensional vector space, offering low compu-
tational complexity and excellent performance on small-sample data, particu-
larly suitable for binary classification tasks. Random Forest and other decision
tree-based ensemble classification models select k most effective features from
n-dimensional original features for splitting during training (k < n), generat-
ing multiple decision trees in parallel to determine classification results through
voting. RF demonstrates excellent detection performance for multi-dimensional
feature data.

1.4 Limitations of Current Detection Methods
Since unsupervised learning can only cluster users with similar intrinsic features
but cannot directly determine cluster labels, supervised learning methods can
effectively utilize multi-dimensional features of social network accounts to di-
rectly predict classification labels, generating classification models with higher
accuracy. Therefore, supervised learning approaches are more effective for ab-
normal user detection. Although current commonly used supervised learning
methods can achieve certain detection goals, their detection accuracy remains
limited, primarily due to two aspects: feature selection and algorithm selection.

a) Feature Selection: Previous studies often selected only one type of fea-
ture, such as behavioral features, for detection. Since multiple categories of
features of social network abnormal users differ from normal users, selecting
only certain features easily overlooks information contained in other features,
insufficiently describing the true data situation and resulting in poor detection
performance. However, if all features are selected, due to correlations among var-
ious features of social network accounts, methods like SVM that directly project
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non-orthogonal multi-dimensional features into orthogonal vector spaces using
embedding approaches can cause deviations, yielding limited detection effec-
tiveness for high-dimensional features. Therefore, a feature selection method
is needed that utilizes all categories of features while avoiding noise caused by
high-dimensional features.

b) Algorithm Selection: Although random forest can reduce dataset dimen-
sionality and eliminate the impact of non-orthogonal features through its feature
selection process, features not selected in each splitting round cannot partic-
ipate in that iteration, causing feature information loss and generating errors.
Moreover, since real-world social network datasets are imbalanced where normal
users far outnumber abnormal users (exhibiting a long-tail effect), random for-
est encounters problems such as poor classification performance and increased
generalization error when detecting on imbalanced datasets. Therefore, an al-
gorithm is needed that can effectively utilize multi-dimensional features while
remaining effective on severely imbalanced sample sets.

Currently, classifying imbalanced data represents one of the research challenges
in social network abnormal detection. Academic solutions to imbalanced data
classification mainly include resampling techniques [15-17] and improved classifi-
cation algorithms [18, 19]. Resampling techniques reduce inter-class imbalance
ratios by expanding smaller-class data scales or shrinking larger-class scales,
but newly constructed datasets through under-sampling or over-sampling can-
not completely match the true distribution of original datasets, easily causing
information loss or overfitting. Improvements based on original algorithms by
introducing incremental online learning [18], ensemble learning [19], and other
methods can also reduce algorithm sensitivity on imbalanced datasets, but such
approaches easily introduce new problems such as high computational complex-
ity and low efficiency, and focusing on solving imbalanced classification problems
at a single level can easily sacrifice model generalization.

2 XGBoost-Based Abnormal User Detection Method
Social network abnormal user detection essentially constitutes a multi-
classification task that divides all samples in a dataset into normal users and
various types of abnormal users. This study selects the XGBoost (extreme
gradient boosting) [13] ensemble boosting method to construct classification
models. Each sample in the training dataset corresponds to a user in the
social network, consisting of an n-dimensional feature vector 𝑥𝑖 containing
content, behavior, attributes, relationships, etc., and corresponding p class
labels 𝑦𝑖: {(𝑥𝑖, 𝑦𝑖)} where 𝑥𝑖 ∈ ℝ𝑛 and 𝑦𝑖 ∈ {𝑐𝑙𝑎𝑠𝑠1, 𝑐𝑙𝑎𝑠𝑠2, ..., 𝑐𝑙𝑎𝑠𝑠𝑝}. The
XGBoost-based user classification method constructs a classification model
by learning from input training samples, 挖掘 the relationship 𝑓(𝑥𝑖) = 𝑦𝑖
between feature values 𝑥𝑖 and class labels 𝑦𝑖, thereby predicting the class of
new samples.
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The overall detection process is shown in Figure 1 [Figure 1: see original paper].
For the classification task proposed in this paper, each round of XGBoost train-
ing is iteratively generated based on the previous round. The objective function
for tree construction in the t-th iteration is:

𝑂𝑏𝑗(𝑡) =
𝑛

∑
𝑖=1

𝑙(𝑦𝑖, ̂𝑦(𝑡−1)
𝑖 + 𝑓𝑡(𝑥𝑖)) + Ω(𝑓𝑡) + 𝑐𝑜𝑛𝑠𝑡

The tree model generated in each round is represented by both its structure
part 𝑞 and leaf node sample weights 𝑤 as: 𝑓𝑡(𝑥) = 𝑤𝑞(𝑥). Tree complexity
is determined jointly by the number of leaves 𝑇 and the L2 norm squared of
sample weights 𝑤, where larger 𝑇 and more uneven 𝑤 values among samples
indicate more complex tree structures. The regularization term Ω(𝑓𝑡) controls
model complexity, effectively preventing overfitting, defined as:

Ω(𝑓𝑡) = 𝛾𝑇 + 1
2𝜆

𝑇
∑
𝑗=1

𝑤2
𝑗

Expanding the objective function using second-order Taylor series and rewriting
yields the final objective function:

𝑂𝑏𝑗(𝑡) ≈
𝑇

∑
𝑗=1

[𝐺𝑗𝑤𝑗 + 1
2(𝐻𝑗 + 𝜆)𝑤2

𝑗 ] + 𝛾𝑇

where 𝐺𝑗 = ∑𝑖∈𝐼𝑗
𝑔𝑖 and 𝐻𝑗 = ∑𝑖∈𝐼𝑗

ℎ𝑖 represent the sums of first-order and
second-order derivatives of samples on leaf node 𝑗, respectively. Joint optimiza-
tion using both first-order and second-order derivative information can achieve
global optimality.

The experiment gradually generates optimal tree structures by attempting to
add splits to existing leaf nodes at each step. The gain from splitting is:

𝐺𝑎𝑖𝑛 = 1
2[ 𝐺2

𝐿
𝐻𝐿 + 𝜆 + 𝐺2

𝑅
𝐻𝑅 + 𝜆 − (𝐺𝐿 + 𝐺𝑅)2

𝐻𝐿 + 𝐻𝑅 + 𝜆] − 𝛾

When the splitting gain continuously falls below a fixed value or the number
of splits reaches the specified maximum depth, splitting stops and the final
classification model is obtained.

Regarding the feature selection problem mentioned above, this study retains
all features including user content, behavior, attributes, and relationships when
constructing classification models, fully utilizing effective information from var-
ious features to avoid information loss. It optimizes tree structure by finding
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optimal values for the loss function through serial iterative operations, elimi-
nating the impact of non-orthogonal features. After initial training, XGBoost
statistics are used to count how many times each feature is used for decision
tree splitting, calculating the correlation degree between sample features and
classification results, thereby performing feature selection according to feature
importance and reducing dimensionality.

For the imbalanced data reality where spam users are far fewer than normal
users, this study performs multiple ensemble iterative operations and controls
XGBoost’s max_delta_step parameter to limit each tree’s weight and change
the maximum step size, thereby avoiding excessive influence from instance sam-
ples in small-quantity categories on classification results and reducing errors
caused by training data imbalance.

3.1 Dataset and Comparison Methods
This study employs the Apontador dataset [1] to validate method effectiveness.
This dataset was collected from a famous Brazilian location-based social network
and is a balanced dataset containing both normal users and spam users. Spam
users include three categories: product marketing advertisers (LM), content pol-
luters posting content inconsistent with topic tags (PL), and attackers posting
abusive speech (BM), accounting for 31%, 48.5%, and 21.4% of abnormal users,
respectively.

Each record contains 59 feature fields (Table 1 ) and 2 classification fields. The
original authors used Support Vector Machine (SVM) and Random Forest (RF)
methods to perform: � direct classification on the dataset’s four user types, and �
two-stage classification that first distinguished whether samples were abnormal
then classified abnormal user categories. They verified that RF outperformed
SVM in both classification tasks (in direct classification, RF’s recall rates for
three spam types were 3.2%, 4.5%, and 5.8% higher than SVM respectively; in
two-stage classification, improvements were 1.7%, 3.9%, and 6.3% respectively).
To demonstrate the rationality of our method, we reproduced the RF classi-
fication experiment from reference [1] under optimal parameters in a Python
environment as our experimental comparison baseline.

3.2 Experimental Steps and Parameter Selection
Experiments were conducted on macOS 10.13.4 system with 2.9 GHz Intel Core
i5 processor and Python 3.6.4 environment, following these steps:

a) Data Loading and Preprocessing: Load data, check data format and
distribution, use XGBoost to calculate feature importance rankings, and
perform feature importance analysis.
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b) Dataset Partitioning: Partition the original dataset using 5-fold cross-
validation to create experimental and test sets, cyclically evaluating model
classification performance. Random stratified sampling is applied to sam-
ples from each category during partitioning to ensure the distribution of
various sample types in training and test sets matches the original dataset,
avoiding sampling errors.

c) Model Training and Parameter Tuning: For each training set ob-
tained in step b), further partition into training subsets and validation
subsets using 5-fold cross-validation. Iteratively train models using XG-
Boost on training subsets, employ CV grid search to select optimal values
for each parameter, tune parameters gradually, and validate model classi-
fication performance on validation subsets to select the optimal parameter
set.

d) Prediction and Evaluation: Select the model trained with optimal
parameters to predict classification results on test sets, output confusion
matrices, and calculate evaluation metrics including accuracy (P), recall
rate (R), and F1-score.

Empirical verification shows that XGBoost achieves optimal classification per-
formance when parameters are set to max_depth=3, n_estimators=100, and
n_threshold=None, as shown in Figures 2 [Figure 2: see original paper] and 3
[Figure 3: see original paper].

3.3.1 Balanced Dataset Detection Results
All classification experiments in this paper repeat the same experiment 5 times
and calculate average values to avoid 偶然性 in results. The Random Forest
(RF) method used as the control group operates in the same environment and
experimental steps as XGBoost. In direct classification and binary classification
experiments, confusion matrices and classification reports from both algorithms
are shown in Tables 2 through 4 (NS denotes not spam).

Table 3 and Figure 4 [Figure 4: see original paper] show that diagonal blocks
in confusion matrices have darker colors, indicating both methods can effec-
tively monitor abnormal users. The above tables demonstrate that our method
achieves an overall detection recall rate of 93.22% for abnormal users in binary
classification tasks (Table 5), representing a 4 percentage point improvement
over Random Forest’s 89.11%. In multi-classification tasks (Table 3), recall
rates for various spam users reach 78.96%, 68.66%, and 58.68% respectively,
with stable improvements in both recall rates and F1-scores compared to Ran-
dom Forest (recall rates improve by approximately 1%, 4%, and 5% respectively;
F1-scores improve by over 1%). This indicates our method holds greater practi-
cal significance for public security operations targeting abnormal user detection.
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3.3.2 Imbalanced Dataset Detection Results
This study constructs imbalanced datasets by retaining all normal users while
randomly removing abnormal users proportionally, creating datasets where ab-
normal users account for 10%-40% of all users (50% represents the balanced
dataset), while maintaining the same proportional relationships among the three
types of abnormal users as in the original dataset.

Table 5 presents results from training and testing XGBoost and RF on these
imbalanced datasets. Numbers in the table represent accuracy, recall rate, and
F1-score for detecting three types of abnormal users and normal users in cor-
responding imbalanced datasets. Comparing each corresponding data point
between XGBoost and RF reveals that both ensemble methods demonstrate
even stronger capability in detecting abnormal users in imbalanced datasets
than in balanced datasets, proving the excellent ability of ensemble learning to
handle imbalanced data. Moreover, XGBoost shows significantly higher recall
rates than RF for detecting BM and LM abnormal users, indicating greater
effectiveness on imbalanced datasets.

This occurs because XGBoost possesses strong generalization capability under
the combined effect of quadratic terms and regularization terms in its objective
function, yielding superior performance on imbalanced datasets compared to
RF. Additionally, XGBoost’s slightly lower accuracy than Random Forest for
detecting PL users in imbalanced datasets may be explained by: PL being
the most numerous abnormal user type and still representing a relatively high
proportion in imbalanced datasets; and during data collection and annotation,
content polluters (PL) are accounts posting content inconsistent with topic tags,
which correlates more strongly with content features, making the full-feature
XGBoost approach potentially less precise than RF using partial features for
this specific category.

3.3.3 Feature Selection Detection Results
Social network user features can be divided into four categories: text, location,
user, and relationship features. To investigate the impact of different feature
categories on classification results and validate the effectiveness of XGBoost
feature selection, this round of experiments trains models using each feature
category separately, then selects the top 10 and top 20 features by influence
ranking from XGBoost to train XGBoost and RF classifiers separately, repeating
experiments 5 times and averaging results. Classification performance is shown
in Table 6 .

Experimental results demonstrate that while using partial feature categories
alone can achieve certain classification effects—for instance, using 32 content
features alone yields 73% recall rate—XGBoost feature selection using only 20
features can achieve over 80% average recall rate across both classification algo-
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rithms, approaching results obtained using all features. Using only the top 10
important features still achieves 73.3% recall rate, higher precision than selecting
all features from any single category alone. This proves that in social network
abnormal user detection, comprehensively selecting various feature categories
achieves more effective results than selecting the same number of features from
a single category, validating the effectiveness of XGBoost feature selection. In
public security operations, effective feature selection can reduce the number of
features required for sample collection, thereby improving detection efficiency.
Furthermore, XGBoost achieves higher recall rates than RF in all scenarios,
again demonstrating the superiority of the XGBoost classification algorithm.

4 Conclusion
Social network abnormal user detection can essentially be 归结为 classification or
clustering problems. During decision tree construction, the XGBoost algorithm
performs quadratic optimization on the loss function in its objective function,
possessing greater global search capability than other boosting methods that
only consider first-order derivatives. Simultaneously, the introduced regulariza-
tion term enhances model generalization performance, while the node weight
update strategy preserves complete feature information while eliminating the
impact of non-orthogonal features, achieving outstanding results in both binary
and multi-classification detection tasks for social network spam users. XGBoost
demonstrates even more excellent performance when detecting spam users on
imbalanced datasets that more closely reflect real social network conditions. In
the process of identifying spam using public datasets, XGBoost-based feature
selection that retains only one-third of features can achieve detection perfor-
mance similar to using all features, improving data collection efficiency. More-
over, regardless of whether all features or partial features are selected, XGBoost
achieves improvements in recall rate and F1-score compared to the Random
Forest ensemble classifier, holding important practical significance for public
security work.

Research Outlook:
a) The XGBoost algorithm can only process numerical features, requiring addi-
tional data preprocessing steps to convert non-numeric features into numerical
values during practical detection.
b) XGBoost and RF perform better on different feature categories in imbalanced
data, suggesting that different classification methods can be selected based on
specific detection targets.
c) Future research can integrate multiple algorithms into abnormal user detec-
tion models to enhance the robustness of social network abnormal user detection
systems.
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