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Abstract
To address the challenges of network intrusion detection posed by massive, multi-
source, heterogeneous data with imbalanced distributions, and the limitation of
traditional deep learning algorithms in their inability to update output weights
online in response to real-time intrusion scenarios, an intrusion detection al-
gorithm based on Deep Sequential Weighted Kernel Extreme Learning (DBN-
WOS-KELM) is proposed. The algorithm first employs a Deep Belief Network
(DBN) to learn from historical data, accomplishing feature extraction and di-
mensionality reduction of the raw data, and subsequently utilizes a Weighted
Sequential Kernel Extreme Learning Machine for supervised learning to perform
intrusion identification, thereby combining the capacity of DBN for extracting
abstract features with the rapid learning capability of Kernel Extreme Learning
Machines. Finally, simulation experiments conducted on a subset of the KDD99
dataset demonstrate that the DBN-WOS-KELM algorithm enhances the recog-
nition rate for small-sample attacks and is capable of online updating of output
weights according to actual conditions, achieving superior training efficiency.
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Abstract: To address the challenges of massive multi-source heterogeneous net-
work intrusion detection with imbalanced data distribution, and the inability
of traditional deep learning algorithms to update their output weights online
according to real-time intrusion situations, this paper proposes an intrusion
detection algorithm based on deep sequence weighted kernel extreme learning
(DBN-WOS-KELM). The algorithm first employs a Deep Belief Network (DBN)
to learn from historical data, completing feature extraction and dimensionality
reduction of raw data. It then utilizes a weighted sequence kernel extreme
learning machine for supervised learning to accomplish intrusion identification,
combining DBN’s capability to extract abstract features with the fast learn-
ing ability of kernel extreme learning machines. Finally, simulation experiments
were conducted on a subset of the KDD99 dataset. Experimental results demon-
strate that the DBN-WOS-KELM algorithm improves the recognition rate of
small-sample attacks and can update output weights online according to actual
conditions, achieving higher training efficiency.
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0 Introduction
Intrusion detection technology constitutes an indispensable component of infor-
mation network security. With the continuous advancement of artificial intelli-
gence technology, deep learning algorithms offer advantages of higher recog-
nition rates and lower false positive rates compared to traditional machine
learning-based intrusion detection algorithms, finding widespread application
in the intrusion detection domain. Gao et al. [1] proposed an intrusion detec-
tion algorithm based on deep belief networks, Ambusaidi et al. [2] introduced
a hybrid intrusion detection algorithm based on DBN-SVM, and Lu and Yang
[3,4] presented hybrid intrusion detection models based on deep learning, all
achieving experimental results superior to traditional machine learning algo-
rithms in terms of accuracy and false positive rates. However, current learning
algorithms have not considered the imbalance in the distribution of historical
network intrusion data used for training, focusing solely on high detection rates
and low false positive rates. This oversight results in small-sample attack cate-
gories being mostly misclassified as large-sample attack categories, yielding low
detection accuracy for small-sample attack types.

To address such imbalanced data classification problems, Zong et al. [5] pro-
posed a weighted extreme learning machine algorithm for handling imbalanced
data. Mirza, after studying the advantages of sequence learning, introduced
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weighted online sequential extreme learning machine algorithms for imbalanced
data learning and weighted sequence kernel extreme learning algorithms [6,7],
with experimental results showing significant improvement in small-sample data
recognition. This paper focuses on the multi-source heterogeneous nature of
network intrusion data, the imbalanced distribution characteristics of various
attack categories, and the inability of traditional deep learning algorithms to
update their output weights online based on real-time intrusion data. Through
in-depth research on deep belief networks and sequence kernel extreme learning
machines, we propose an intrusion detection algorithm based on DBN-WOS-
KELM, which fully leverages DBN’s capability to extract data features and the
generalization ability of sequence kernel extreme learning machines. Finally, ef-
fective evaluation through a subset of the KDD99 dataset demonstrates that our
algorithm not only improves the detection rate for small-sample attacks but also
enables online updating of classifier parameters according to actual conditions,
further enhancing training efficiency.

1.1 Overall Architecture
This paper proposes the DBN-WOS-KELM intrusion detection algorithm, with
the overall framework illustrated in [Figure 1: see original paper]. The specific
steps are as follows:
a) Data preprocessing: Convert character features in network data into
corresponding binary data, then normalize to [0,1].
b) DBN abstract feature extraction: Perform unsupervised pre-training of
RBMs followed by global BP fine-tuning to reduce the dimensionality of
network data.
c) WOS-KELM classifier for intrusion identification: Apply labels to the
dimensionality-reduced data as reliable data, perform sample weighting, and
employ KELM sequence learning. After training, replace BP as the classifier.
d) DBN-WOS-KELM intrusion identification: Apply sample weighting to
dimensionality-reduced network historical intrusion data for intrusion detection
and type identification.

To achieve global optimization of the entire DBN network, a BP network utilizes
a small amount of reliably labeled data to fine-tune the parameters of each RBM
layer. The predicted values are compared with actual labels to obtain errors,
which are then propagated to every layer. The specific steps are shown in
Algorithm 2.

Algorithm 2: Backpropagation Algorithm
Input: Pre-trained DBN parameters, maximum iteration count.
Training samples <x, t>, learning rate �.
Output: Fine-tuned DBN parameters.
Training phase: For each sample, compute DBN’s reconstructed output, back-
propagate errors.
For each output unit, compute error: � = (t - y) � y � (1 - y).
For each hidden layer unit, compute error: � = (W^T �_next) � h � (1 - h).
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Update parameters: W = W + � � h^T, b = b + � �.

1.2 DBN Feature Dimensionality Reduction
A Deep Belief Network is a generative deep structure composed of multiple
layers of RBMs and one BP network, first proposed by Hinton [8], as shown in
step b) of [Figure 1: see original paper]. Its training process can be decomposed
into two steps:

1) RBM Pre-training
The RBM structure is shown in [Figure 2: see original paper], consist-
ing of an input layer and a hidden layer. The energy function is defined as:

𝐸(𝑣, ℎ) = −𝑏𝑇 𝑣 − 𝑐𝑇 ℎ − ℎ𝑇 𝑊𝑣

where b is the bias from input layer to hidden layer, c is the bias from
hidden layer to input layer, W is the weight matrix connecting visible
and hidden layer nodes, and v and h represent the states of neurons in
the two layers respectively. The RBM training algorithm is the contrastive
divergence learning algorithm proposed by Hinton [9][10], with the process
as follows:

Algorithm 1: Contrastive Divergence Learning Algorithm
Input: Training samples; number of hidden layer neurons; learning rate �; max-
imum iterations.
Output: RBM parameters.
Training phase: Randomly initialize parameters � = {W, b, c}.
For all hidden units: P(h=1|v) = �(b + Wv), sample h � {0,1}.
For all visible units: P(v’=1|h) = �(c + W^T h), sample v’� {0,1}.
For all hidden units: P(h’=1|v’) = �(b + Wv’), sample h’� {0,1}.
Update parameters: ΔW = �(P(h=1|v)v^T - P(h’=1|v’)v’^T), Δb = �(v - v’
), Δc = �(P(h=1|v) - P(h’=1|v’)).

1.3 WOS-KELM Classifier
Weighted Online Sequential Kernel Extreme Learning Machine (WOS-KELM)
[7] combines weighted sequential learning algorithms with Weighted Kernel Ex-
treme Learning Machine (WKELM) [5], proposed by Shuya Ding et al. Similar
to Online Sequential Kernel Extreme Learning Machine (OS-KELM) [11], the
training process is divided into an initialization phase and a sequential learning
phase.

1) Initialization Phase
The initialization phase of WOS-KELM is similar to the WELM learning
algorithm. First, select initial training data and determine the hidden
layer initialization output matrix. The initial output weight is calculated
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as:

𝛽(0) = (𝐻𝑇
0 𝑊0𝐻0 + 𝐶𝐼)−1𝐻𝑇

0 𝑊0𝑇0

where K is the kernel function, T_0 is the sample label matrix, C is
the regularization coefficient, and W_0 is the weight matrix for the first
batch of training samples. The calculation method for W_0 is given in
literature [7]:

𝑤𝑖 = 1
𝑁 ⋅ 𝑁

𝑁𝑗

where N represents the total number of training samples, N_j represents
the number of training samples belonging to class j, and N is the number
of samples in class j.

2) Sequential Learning Phase
When new training data participates in training, the updated kernel
extreme learning machine output matrix is:

𝛽(𝑘+1) = [𝐾𝑇
𝑘+1𝑊𝑘+1𝐾𝑘+1 + 𝐶𝐼 𝐾𝑇

𝑘+1𝑊𝑘+1
𝑊𝑘+1𝐾𝑘+1 𝑊𝑘+1

]
−1

[𝐾𝑇
𝑘+1𝑊𝑘+1𝑇𝑘+1
𝑊𝑘+1𝑇𝑘+1

]

where W_{k+1} = diag(w_{k+1,1}, ⋯, w_{k+1,N_{k+1}}),
w_{k+1,i} = m/k_i, N_{k+1} is the number of samples in batch
k+1, and k_i is the class index of sample i.

2.1 Dataset Preprocessing
The experiment adopts the KDD99 dataset [12], which categorizes anomalies
into four major types: DOS, R2L, U2R, and Probe, containing 39 attack
methods. The training set includes 22 attack methods, while the test set
contains 17 additional attack methods not present in the training set (these
were not used in our experiments). The dataset has 41-dimensional features,
including both character and numeric types. Preprocessing is performed before
training and detection: first, character data is converted into binary vectors.
For example, label types normal, DOS, R2L, U2R, and Probe are represented
as [0,0,0,0,1], [0,0,0,1,0], [0,0,1,0,0], [0,1,0,0,0], and [1,0,0,0,0] respectively. After
character mapping, data normalization is applied to scale each dimension to
between 0 and 1 using the formula:

𝑥𝑛𝑜𝑟𝑚 = 𝑥 − 𝑥𝑚𝑖𝑛
𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛

2.2 Experimental Evaluation Criteria
Traditional intrusion detection algorithms typically emphasize overall high
accuracy and low false alarm rates while neglecting detection of small-sample
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attacks. In addition to using Accuracy (AC) and False Alarm rate (FA) as
evaluation standards for various attack detections, this paper also employs
Geometric Mean (G-mean) [13] as an overall evaluation standard, as shown in
equations (18)-(20):

𝐴𝐶 = 𝑇 𝑃 + 𝑇 𝑁
𝑇 𝑃 + 𝑇 𝑁 + 𝐹𝑃 + 𝐹𝑁

𝐹𝐴 = 𝐹𝑃
𝐹𝑃 + 𝑇 𝑁

𝐺-mean = |𝑆|

√√√
⎷

|𝑆|
∏
𝑗=1

𝑇 𝑃𝑗
𝑇 𝑃𝑗 + 𝐹𝑁𝑗

where TP represents correctly classified normal samples, TN represents cor-
rectly classified attack samples, FP represents normal samples misclassified as
attacks, FN represents attack samples misclassified as normal, N_j represents
the total number of class j attack samples, TP_j represents correctly detected
class j attacks, and |S| represents the number of sample categories (5 in our
experiments).

2.3 Experimental Parameter Settings
In the proposed model, DBN serves as the dimensionality reduction component,
and determining its network depth is crucial. The experiment preset five DBN
structures (where the number indicates network layers). The classifier uses a
BP network with node parameters shown in . By extracting 20% from the
KDD99 training set and 10,000 records from the test set, detection results for
various attacks were obtained. Based on equation (20), the G-mean values under
different network depths were calculated. Following the principle of selecting
the depth with highest G-mean, DBN4 was chosen (as shown by the dashed
line in [Figure 3: see original paper]), with specific detection results presented
in [Figure 3: see original paper].

KELM parameters include the kernel function, which is a Gaussian kernel
function defined as:

𝐾(𝑥𝑖, 𝑥𝑗) = exp(−𝛾‖𝑥𝑖 − 𝑥𝑗‖2)

where � > 0.

TABLE:1 DBN Parameters
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2.4.1 DBN-WKELM Experiment
To verify detection performance under different training set distributions, this
experiment extracted four training subsets with different sample distributions
from the training set and 5,000 records from the test set. The detection
performance of three algorithms—DBN, DBN-KELM, and the improved
DBN-WKELM—were compared for five attack types, along with their G-mean
values. The data distribution is shown in .

TABLE:2 Training Data Distribution

Detection results for each attack sample are presented in through , with G-
mean values calculated according to equation (20) and shown in [Figure 4: see
original paper]. Experimental results demonstrate that DBN-KELM achieves
higher detection rates than the original DBN algorithm. The weighted DBN-
WKELM algorithm, while minimally sacrificing detection rates for large-sample
attack types, significantly improves detection rates for small-sample attacks.
Across the four training subsets, the G-mean values of DBN-WKELM exceed
those of the other two algorithms, compensating for the traditional intrusion
detection limitation of high recognition rates for large-sample attacks but low
rates for small-sample attacks.

TABLE:3 Test Results of Dataset 1
TABLE:4 Test Results of Dataset 2
TABLE:5 Test Results of Dataset 3
TABLE:6 Test Results of Dataset 4

2.4.2 DBN-WOS-KELM Experiment
This experiment extracted 8,000 records from the KDD99 training set, divided
into 8 data chunks, and 5,000 records from the test set (excluding unknown
attack types). During training, each data chunk was processed through DBN di-
mensionality reduction and then fed into the sequential kernel extreme learning
machine (WOS-KELM) for training, sequentially updating the kernel extreme
learning machine’s output weights to simulate real-world online intrusion detec-
tion system updates. Each data chunk contained equal amounts of data, with
specific distribution shown in . Due to the small U2R quantity in the training
set, a self-replication method was applied.

TABLE:7 Distribution of Batch Data

[Figure 5: see original paper] illustrates the detection rate changes for each at-
tack type and the variation of G-mean as training batches increase. Results
show that as training progresses, detection rates for various attack types grad-
ually stabilize, with G-mean values increasing sequentially but at a decreasing
rate, indicating classifier stabilization. This validates the effectiveness of the
proposed DBN-WOS-KELM algorithm.

[Figure 6: see original paper] compares training time curves between DBN-WOS-
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KELM and DBN-WKELM under identical data volumes. Experimental results
demonstrate that DBN-WOS-KELM exhibits significantly superior training ef-
ficiency compared to DBN-WKELM.

3 Conclusion
This paper addresses the challenges of massive multi-source heterogeneous net-
work intrusion detection with imbalanced data distribution and the inability of
traditional deep learning algorithms to update output weights online based on
real-time intrusion data. We propose a deep sequence weighted kernel extreme
learning intrusion detection algorithm (DBN-WOS-KELM) that combines the
advantages of DBN feature extraction and KELM fast learning. Through sam-
ple weighting, the algorithm resolves training issues under data distribution im-
balance, improving recognition rates for small-sample attacks while minimally
reducing recognition rates for large-sample attack categories. Moreover, it en-
ables online updating of output weights when new training data arrives. Exper-
iments on a subset of the KDD99 dataset demonstrate that DBN-WOS-KELM
achieves high recognition rates for various attack types, can update its output
matrix online according to actual conditions, and exhibits superior training ef-
ficiency compared to DBN-WKELM under equivalent data volumes. However,
this study only validated the algorithm’s feasibility using a subset of the KDD99
dataset; future work will consider applying the algorithm to real-world intrusion
detection scenarios.
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