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Abstract
To address the problems of high computational overhead and deployment dif-
ficulty associated with existing LFA implementation methods, we propose an
LFA implementation method based on the incremental shortest path first algo-
rithm (LFA implementation method based on incremental shortest path first
algorithm, ERPISPF). Firstly, the problem of achieving rapid LFA implemen-
tation is transformed into the problem of efficiently computing the minimum
cost from all neighbor nodes of a computing node to all remaining nodes in the
network on a shortest path tree rooted at the computing node. Subsequently,
a theorem for computing this cost is proposed and its correctness is rigorously
proven. Finally, the time complexity of the algorithm is analyzed theoretically.
Simulation results indicate that ERPISPF not only exhibits low computational
overhead, but also provides the same failure protection rate as LFC.
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Abstract

To address the high computational overhead and deployment difficulty of ex-
isting LFA implementation methods, this paper proposes an efficient LFA im-
plementation method based on the incremental shortest path first algorithm
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(ERPISPF). First, the problem of rapid LFA implementation is transformed
into how to efficiently calculate the minimum cost from all neighbor nodes to
all other nodes in the network on the shortest path tree rooted at the computing
node. Then, a theorem for calculating this cost is presented and its correctness
is proved. Finally, the time complexity of the algorithm is theoretically ana-
lyzed. Experimental results demonstrate that ERPISPF not only incurs lower
computational overhead but also achieves the same failure protection rate as
LFA.

Key words: i-SPF; loop free alternates; network failures

0 Related Work

The literature [20] proposes first using loop-free conditions to compute all eli-
gible next-hops between node pairs, then employing label switching techniques
to select appropriate next-hops for packet forwarding. However, this approach
suffers from high algorithmic complexity and requires modifications to packet
headers, making it unsuitable for practical network deployment. FIR [21] sup-
presses failure notification messages by setting timing parameters and uses lo-
cally precomputed backup next-hops to forward affected packets. If the failure
persists beyond the predetermined time, the failure information is flooded and
routing reconvergence is triggered. FIR is effective for transient failures but
performs poorly for prolonged failures, can protect against link failures but not
node failures, and faces challenges in selecting appropriate suppression parame-
ters. Literature [22] modifies traditional FIR to enable protection against node
failures, while literature [23] extends FIR to support networks with asymmet-
ric link weights. MRC [24] employs multiple topology configurations to protect
against network failures.

The IETF proposes using the LFA method to address network failures. How-
ever, computing nodes must calculate multiple shortest path trees to implement
LFA, which significantly increases router burden. To reduce the algorithmic
overhead of LFA implementation, researchers have conducted extensive work,
with representative studies including TBFH [25] and DMPA [26].

1.1 Network Model

Consider a network topology 𝐺 = (𝑉 , 𝐸) where 𝑉 represents the node set and 𝐸
represents the edge set. For any node 𝑐 ∈ 𝑉 , its neighbor set can be represented
as 𝑁(𝑐), and the shortest path tree rooted at 𝑐 can be represented as 𝑠𝑝𝑡(𝑐). In
𝑠𝑝𝑡(𝑐), 𝐷(𝑐, 𝑥) denotes all descendant nodes of node 𝑥 (including node 𝑥 itself).
For any (𝑖, 𝑗) ∈ 𝐸, 𝑤(𝑖, 𝑗) represents the link cost. For any 𝑥, 𝑦 ∈ 𝑉 and 𝑥 ≠ 𝑦,
𝑐𝑜𝑠𝑡(𝑥, 𝑦) is the minimum cost from node 𝑥 to node 𝑦.

[Figure 1: see original paper] shows the shortest path tree rooted at node 𝑐. In
this tree, node 𝑐’s neighbor nodes can be represented as 𝑁(𝑐) = {𝑎, 𝑏}. Node
𝑐’s child nodes can be represented as 𝑐ℎ𝑖𝑙𝑑(𝑐) = {𝑎}, and node 𝑐’s descendant
nodes can be represented as 𝑑𝑒𝑠𝑐𝑒𝑛𝑑𝑎𝑛𝑡(𝑐) = {𝑎, 𝑑, 𝑒, 𝑓, 𝑔, ℎ}. The cost of the
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shortest path from node 𝑐 to node 𝑥 is 𝑐𝑜𝑠𝑡(𝑐, 𝑥). The default next-hop from
node 𝑐 to node 𝑥 is 𝑑𝑛(𝑐, 𝑥). The backup next-hop from node 𝑐 to node 𝑥 is
𝑏𝑛(𝑐, 𝑥).

1.2 Problem Description

To improve network availability and enhance user experience, the IETF proposes
using LFA rules to handle network failures. Below we introduce three rules in
LFA:

a) LFC (Loop-Free Condition): For any destination address 𝑑, node 𝑐 can
send packets to its neighbor node 𝑥 if and only if 𝑐𝑜𝑠𝑡(𝑥, 𝑑) < 𝑐𝑜𝑠𝑡(𝑥, 𝑐) +
𝑐𝑜𝑠𝑡(𝑐, 𝑑).

b) NPC (Node-Protecting Condition): For any destination address 𝑑,
node 𝑐 can send packets to its neighbor node 𝑥 if and only if 𝑐𝑜𝑠𝑡(𝑥, 𝑑) <
𝑐𝑜𝑠𝑡(𝑥, 𝑛𝑒𝑥𝑡∗(𝑐, 𝑑))+𝑐𝑜𝑠𝑡(𝑛𝑒𝑥𝑡∗(𝑐, 𝑑), 𝑑), where 𝑛𝑒𝑥𝑡∗(𝑐, 𝑑) represents node
𝑐’s optimal next-hop to destination 𝑑.

c) DC (Downstream Condition): For any destination address 𝑑, node
𝑐 can send packets to its neighbor node 𝑥 if and only if 𝑐𝑜𝑠𝑡(𝑥, 𝑑) <
𝑐𝑜𝑠𝑡(𝑐, 𝑑).

To implement the LFC rule on node 𝑐, the node needs to know the values of
𝑐𝑜𝑠𝑡(𝑥, 𝑑) for all 𝑥 ∈ 𝑁(𝑐). To implement the NPC rule, node 𝑐 needs to know
the values of 𝑐𝑜𝑠𝑡(𝑥, 𝑛𝑒𝑥𝑡∗(𝑐, 𝑑)). To implement the DC rule, node 𝑐 needs
to know the values of 𝑐𝑜𝑠𝑡(𝑥, 𝑑) and 𝑐𝑜𝑠𝑡(𝑐, 𝑑). Therefore, the problem this
paper needs to solve can be described as: For node 𝑐, given 𝑠𝑝𝑡(𝑐), can we find
an algorithm to quickly calculate the minimum cost corresponding to all its
neighbors for all other nodes in the network? Theorem 1 answers this question
and provides a proof.

Theorem 1. Given computing node 𝑐 and its shortest path tree 𝑠𝑝𝑡(𝑐), for any
node 𝑥 in the network, let 𝑠𝑝𝑡′(𝑐) denote the new shortest path tree rooted at
node 𝑐 after adjusting the cost of link (𝑐, 𝑥) to 𝑐𝑜𝑠𝑡(𝑐, 𝑥) − 1. Then:

• If 𝑑 ∈ 𝐷(𝑠𝑝𝑡(𝑐), 𝑥), then 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) = 𝑐𝑜𝑠𝑡(𝑐, 𝑑) − 𝑐𝑜𝑠𝑡(𝑐, 𝑥)
• If 𝑑 ∉ 𝐷(𝑠𝑝𝑡(𝑐), 𝑥), then 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) = 𝑐𝑜𝑠𝑡(𝑐, 𝑑)

where 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) represents the minimum cost from node 𝑐 to node 𝑑 in 𝑠𝑝𝑡′(𝑐).
Proof. The proof is divided into two cases:

Case 1: If 𝑑 ∈ 𝐷(𝑠𝑝𝑡(𝑐), 𝑥), then the shortest path from 𝑐 to 𝑑 in 𝑠𝑝𝑡(𝑐) must
pass through link (𝑐, 𝑥). Since we only changed the cost of link (𝑐, 𝑥) and
this link lies on the path, the new shortest path cost becomes 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) =
𝑐𝑜𝑠𝑡(𝑐, 𝑑) − 𝑐𝑜𝑠𝑡(𝑐, 𝑥).
Case 2: If 𝑑 ∉ 𝐷(𝑠𝑝𝑡(𝑐), 𝑥), then the shortest path from 𝑐 to 𝑑 in 𝑠𝑝𝑡(𝑐) does not
pass through link (𝑐, 𝑥). Since the cost change only affects link (𝑐, 𝑥) and this
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link is not on the path, the shortest path cost remains unchanged: 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) =
𝑐𝑜𝑠𝑡(𝑐, 𝑑).

2.1 Algorithm Description

Algorithm ERPISPF
Input: 𝐺 = (𝑉 , 𝐸), 𝑠𝑝𝑡(𝑐)
Output: 𝑏𝑛(𝑐, 𝑑) for all 𝑑 ∈ 𝑉
1: for each 𝑥 ∈ 𝑁(𝑐) do
2: 𝑤𝑒𝑖𝑔ℎ𝑡 ← 𝑐𝑜𝑠𝑡(𝑐, 𝑥)
3: 𝑐𝑜𝑠𝑡(𝑐, 𝑥) ← 𝑐𝑜𝑠𝑡(𝑐, 𝑥) − 1
4: Construct 𝑠𝑝𝑡′(𝑐) using i-SPF algorithm
5: for each 𝑑 ∈ 𝑉 and 𝑑 ≠ 𝑐 and 𝑑 ≠ 𝑥 do
6: if 𝑑 ∈ 𝐷(𝑠𝑝𝑡(𝑐), 𝑥) then 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) ← 𝑐𝑜𝑠𝑡(𝑐, 𝑑) − 𝑤𝑒𝑖𝑔ℎ𝑡
7: else 𝑐𝑜𝑠𝑡′(𝑐, 𝑑) ← 𝑐𝑜𝑠𝑡(𝑐, 𝑑)
8: endfor
9: 𝑐𝑜𝑠𝑡(𝑐, 𝑥) ← 𝑤𝑒𝑖𝑔ℎ𝑡
10: endfor
11: for each 𝑑 ∈ 𝑉 and 𝑑 ≠ 𝑐 do
12: for each 𝑥 ∈ 𝑁(𝑐) do
13: if LFA condition holds then 𝑏𝑛(𝑐, 𝑑) ← 𝑏𝑛(𝑐, 𝑑) ∪ {𝑥}
14: endfor
15: endfor
16: return 𝑏𝑛(𝑐, 𝑑)
Algorithm ERPISPF illustrates how node 𝑐 implements LFA rules. The algo-
rithm takes 𝐺 = (𝑉 , 𝐸) and 𝑠𝑝𝑡(𝑐) as inputs and returns the LFA next-hops
from node 𝑐 to all nodes. It visits each neighbor node 𝑥 of 𝑐, adjusts the cost of
the link between them to 𝑐𝑜𝑠𝑡(𝑐, 𝑥)−1 (lines 2-3), uses the incremental shortest
path first algorithm to compute the shortest path tree 𝑠𝑝𝑡′(𝑐) rooted at node 𝑐
(line 4), then calculates the new costs according to Theorem 1 (lines 5-8), and
finally restores the original link cost (line 9). The LFA condition for comput-
ing backup next-hops from node 𝑐 to all other nodes is evaluated (lines 11-15).
The LFA condition in line 13 can represent LFC, NPC, or DC; modifying this
condition allows computation of backup next-hops satisfying different rules.

2.2 Algorithm Performance Analysis

Theorem 2. The runtime complexity of ERPISPF is 𝑂(|𝐸| log |𝑉 |).
Proof. Assume node 𝑐 runs the ERPISPF algorithm. From the pseudocode,
the node needs to execute the shortest path first algorithm |𝑁(𝑐)| times, where
|𝑁(𝑐)| represents the degree of node 𝑐. Let 𝑀 represent the number of nodes
changed during algorithm execution, 𝐿 represent the number of edges changed,
and 𝑃 represent the number of priority queue operations. The complexity of i-
SPF is 𝑂(𝑀 log 𝑀 +𝐿 log 𝑀). Since 𝑀 ≤ |𝑉 | and 𝐿 ≤ |𝐸|, the total complexity
is 𝑂(|𝐸| log |𝑉 |).
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Theorem 3. Algorithm ERPISPF can compute all next-hop sets that satisfy
LFA rules.

Proof. Assume node 𝑐 runs the algorithm. From lines 1-10, after this portion
executes, the algorithm can calculate the minimum cost from all neighbor nodes
of 𝑐 to all other nodes. Once these minimum costs are known, the backup
next-hops from node 𝑐 to all destinations can be computed using LFA rules.
Therefore, the theorem holds.

3 Experiments and Results

Since the algorithms for implementing the three LFA rules are similar, this
paper only describes the algorithm for implementing the LFC rule, denoted as
ERPISPF in the experiments.

3.1 Experimental Datasets

1) Real Topologies
a) Abilene [27]: This topology includes 11 routers and 28 links.
b) Rocketfuel [28]: Table 1 lists the real topologies published by the Rocketfuel
project.

Rocketfuel topology parameters

2) Synthetic Topologies
This paper uses the Brite [29] software to generate synthetic network topologies.
The parameters for this software are listed in Table 2.

Brite parameters for topology generation

3.2 Evaluation Metrics

The evaluation metrics primarily include computational overhead and failure
protection rate.

1) Computational Overhead
Computational overhead = (Actual runtime of algorithm) / (Actual runtime of
Dijkstra’s algorithm).

2) Failure Protection Rate
Failure protection rate = ∑𝑠,𝑑∈𝑉 ,𝑠≠𝑑 𝑘(𝑠,𝑑)

∑𝑠,𝑑∈𝑉 ,𝑠≠𝑑 |𝑉 |−1 , where 𝑘(𝑠, 𝑑) represents the number
of protected next-hops for source-destination pair (𝑠, 𝑑).

3.3 Computational Overhead

Figure 2 depicts the computational overhead of ERPISPF, LFC, TBFH, and
DMPA on Abilene and Rocketfuel topologies. According to Figure 2, ERPISPF
achieves the highest execution efficiency across all tested topologies, followed by
DMPA and TBFH, while LFC exhibits the worst performance. This is because
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the computational overhead of ERPISPF, DMPA, and TBFH does not vary with
network degree. As stated in Theorem 2, ERPISPF’s computational overhead
is less than the time required to compute one shortest path tree. DMPA’s
overhead equals the time for one shortest path tree computation, while TBFH’
s overhead approaches the time for two shortest path tree computations.

[Figure 2: see original paper] Computational overhead of different algorithms
on Abilene and Rocketfuel topologies

Figure 3 shows the relationship between network topology size and computa-
tional overhead in synthetic networks. The results indicate that the computa-
tional overhead of all four algorithms is independent of network topology size,
with ERPISPF maintaining the smallest overhead among the four. This occurs
because as network topology size increases, both the actual runtime of the algo-
rithms and Dijkstra’s algorithm increase at nearly the same rate, making the
ratio relatively constant.

[Figure 3: see original paper] Relationship between computational overhead and
topology size

Figure 4 illustrates the relationship between average node degree and computa-
tional overhead in synthetic networks. LFC’s computational overhead shows a
linear relationship with average node degree, while the other three algorithms
are largely unaffected. The reason is consistent with that for Figure 2.

[Figure 4: see original paper] Relationship between computational overhead and
average node degree

3.4 Failure Protection Rate

Figure 5 shows the failure protection rates of ERPISPF, LFC, TBFH, and
DMPA on Abilene and Rocketfuel topologies. ERPISPF and LFC achieve the
highest failure protection rates, followed by DMPA and TBFH. According to
Theorem 3, ERPISPF can compute all next-hops that comply with LFC rules.
Due to limitations in their implementation methods, DMPA and TBFH cannot
completely compute all eligible next-hops.

[Figure 5: see original paper] Failure protection rate of different algorithms on
Abilene and Rocketfuel topologies

Figure 6 shows the relationship between topology size and failure protection
rate in synthetic networks. Figure 7 shows the relationship between average
node degree and failure protection rate. The results demonstrate that LFC
and ERPISPF always achieve identical failure protection rates. Figure 7 reveals
that failure protection rate exhibits a near-linear relationship with average node
degree. This is because as average node degree increases, the number of neighbor
nodes per node grows, leading to more next-hops that satisfy LFC rules.

[Figure 6: see original paper] Relationship between failure protection rate and
topology size
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[Figure 7: see original paper] Relationship between failure protection rate and
average node degree

4 Conclusion

To improve the computational efficiency of LFA algorithms, this paper proposes
an efficient LFA implementation method based on the incremental shortest path
first algorithm. The approach fully leverages the characteristics of incremen-
tal shortest path first to cleverly compute, on a single shortest path tree, the
minimum costs from the root node’s neighbors to all other nodes, thereby
enabling rapid LFA implementation. Simulations on Abilene, Rocketfuel, and
Brite-generated topologies demonstrate that ERPISPF’s computational over-
head is less than the time required to compute one shortest path tree and can
compute all next-hops that satisfy LFA rules.
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