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Abstract

To address the issues of low detection accuracy and long latency for DDoS at-
tacks in software-defined networks, a kernel-based real-time security system for
DDoS attacks in software-defined networks is proposed. First, packet header
information from the software-defined network is extracted each period and
organized into matrix form; second, Mahalanobis distance is employed to an-
alyze significant changes in adjacent feature vectors, and two kernel functions
are designed to comprehensively evaluate the traffic of attack behaviors; finally,
spectral clustering technology and covariance statistical information are utilized
to automatically locate attackers. Experiments were conducted based on a real
software-defined network, and the results demonstrate that the security system
achieves high detection accuracy and ideal processing time.
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Abstract: To address the problems of low detection accuracy and long latency
of DDoS attacks in software-defined networks, this paper proposes a real-time
DDoS security system for software-defined networks based on kernel functions.
First, packet header information from the software-defined network is extracted
periodically and organized in matrix form; second, Mahalanobis distance is em-
ployed to analyze significant changes between adjacent feature vectors, and
two kernel functions are designed to comprehensively evaluate attack traffic
flows; finally, spectral clustering technology and covariance statistical informa-
tion are used to automatically locate attackers. Experiments conducted on a
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real software-defined network demonstrate that the security system achieves
high detection accuracy and ideal processing time.

Keywords: software-defined network; network security; denial-of-service at-
tack; kernel function; spectral clustering

0 Introduction

DDoS (Distributed Denial of Service) attacks are currently the most common
type of attack on the Internet [1]. DDoS attacks are simple to implement and
have low implementation costs, making them a significant threat in various
types of networks [2]. Software-Defined Networking (SDN) realizes the concept
of separating network control from data forwarding, supporting high openness
and programmability. However, security issues limit the large-scale deployment
and application of SDN in many scenarios. SDN security mechanisms can be
mainly divided into six categories [3]: a) SDN security controllers; b) composable
security module libraries; ¢) DoS/DDoS attack defense systems for controllers;
d) legitimacy and consistency verification of flow rules; e) northbound interface
security; and f) application security. Among these, DDoS attacks can directly
cause network paralysis, posing an extremely serious threat to SDN [4].

Literature [5] utilizes GHSOM technology to design a DDoS attack detection
method based on object characteristics. This method combines SDN network
and attack features to propose a destination address-based detection heptad,
which serves as the detection element for determining whether a target address
is under DDoS attack. Literature [6] proposes a modular DDoS attack detec-
tion method based on the KNN algorithm in an SDN environment, which selects
five key traffic features of SDN networks and employs an optimized KNN algo-
rithm for traffic anomaly detection. Literature [7] proposes a controller DDoS
detection system that first classifies port flow events and uses Sequential Prob-
ability Ratio Test (SPRT) to detect whether traffic is abnormal. Literature
[8] analyzes several types of SDN DDoS security systems and finds that traffic
statistical analysis methods generally achieve good detection effectiveness but
have low computational efficiency, while SDN packet header feature analysis
methods have high computational efficiency but low detection accuracy.

DDoS attacks can cause entire network paralysis, so it is necessary to identify
DDoS traffic in the early stages to prevent greater damage [9]. To maintain fast
processing speed while ensuring the detection accuracy of the DDoS security sys-
tem, this paper designs a real-time DDoS security system for software-defined
networks based on kernel functions. The emergence of DDoS attacks is often
accompanied by dramatic changes in traffic patterns, so this system treats sig-
nificant changes in message flow features as potential DDoS attacks. Current
mainstream DDoS security systems primarily detect DDoS attack traffic but can-
not locate attack sources, whereas this system can detect DDoS attack behavior
and identify attackers. This system is an unsupervised method that utilizes
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observed message traffic types and data volumes without requiring additional
information.

1 System Model
1.1 OpenFlow Model for Software-Defined Networks

The controller manages all routing decisions and completes packet forwarding
through the flow table of OpenFlow switches. [Figure 1: see original paper]
shows the packet header of the OpenFlow version 1.3 protocol [10].

[Figure 1: see original paper| Message header of OpenFlow version 1.3 protocol
[Figure 2: see original paper] shows the processing flow of OpenFlow packets.

[Figure 2: see original paper] Processing flow of OpenFlow message

1.2 DDoS Attack Model for Software-Defined Networks

Control packets are sampled once every period, denoted as ¢t = iAt, and sam-
ples from this time period are formed into a feature vector. At represents an
observation period that monitors control packets received by the switch during
this period. At the end of At, the traffic from IP_ {SRC} users is represented as
a d-dimensional vector v,, where d is the number of various traffic types. The
elements of vector v are integers, corresponding to the occurrence count of each
message type within the i-th time frame ((i — 1)A <t <1iA).

Assume the r-th user sends P, messages during the observation period, with

each message’s counter represented as v, ,, p = 1,..., . Therefore, the total

. . . . C o P
sampled information during the observation period is v, = Zp;l Uy s

represents the counter matrix sent by the r-th user, as shown in [Figure 3: see
original paper].

where v,

[Figure 3: see original paper] Counter matrix of rth user

Let = be the state vector, representing a d-dimensional count vector defined as
the number of collaborative activities of |U| users during an observation period.
The sum of all user counter vectorsUat the server side is defined as the server
state vector, calculated as x = ) " wv,, as shown in [Figure 4: see original
paper].

[Figure 4: see original paper] Diagram of server states vector

Assume z; and x; € R represent the server state vectors for the i-th and j-th
observation periods, respectively. This paper uses these feature vectors (server
state vectors) to monitor traffic changes in software-defined networks. Let M
be a d x d positive definite matrix, D,,(z;, ;) be the distance between feature
vectors x; and z;, where M represents the scale matrix. f(M|z,, : x, ;) isa
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function of M, defined as the record of feature vectors in a window of length k
from z,_;_ ; to x,,.

The above feature vectors do not contain timestamp information. Assume the
timestamp sequence for the r-th user and message P, is ¢, ;,...,¢, p . Times-
tamp information is introduced by augmenting the message indicator vector

with an augmented vector. The specific method is:

Let w,, = [v},.t.,]" represent the timestamped message indicator vector,
where the relationship between w,. , and vector v,. , is shown in [Figure 5: see

original paper].
[Figure 5: see original paper] Time-stamped user message vector

Any user u, can be characterized as a time series, defined as a matrix W, =

[w, 1w, 5| ... |w, p ]. Kernel functions are used to calculate the similarity be-
A1, P,

tween two users (ug,u,.), expressed as K (u,,u,).

Define k(w, ,,w,,) = exp(=yDy(v, ,,v,,) — plt., — t, ) as the similarity
between two users in the same time period, where w, , represents the p-th
message of the r-th user and w, , represents the p-th message of the g-th user.
Finally, a |U| x |U| kernel matrix K for all users in an observation period can
be calculated.

2 Anomaly Monitoring Based on Adaptive Distance

In a stationary process, message features should have high statistical similarity,
while the distance between two feature sets in a non-stationary process is larger.
Therefore, by detecting significant change points in message feature distances,
sampling time traffic can be analyzed to detect potential DDoS attack behavior.

2.1 Mahalanobis Distance

Let M € &, be a dxd symmetric positive semidefinite matrix. The Mahalanobis
distance D), between z; and z; is calculated as:

Dp(z;, xj) = (7; — xj)TM(xi - xj)
The inverse of the full-rank sample covariance matrix ¥ is a special case of Ma-
halanobis distance. If the feature set follows a standard Gaussian distribution,
then M = ¥ = I. The symmetric positive semidefinite matrix can be decom-
posed as M = AT A, where A is an e x d projection matrix and e < d. The
following relationship can be obtained:

DM(%W%‘) = DE(ACCZ"A%) = ||Az; — A$j||2 = |a; — aj||2
where a; = Ax,; is the projection vector and Dy is the Euclidean distance.

Equation (2) shows that Mahalanobis distance in feature space is equivalent to
Euclidean distance in projection space.
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2.2 Network Traffic Model Based on Distance

Network traffic monitoring is achieved by observing the sum of distances in a
sliding window, called the moving distance of traffic. The sum of the sliding
window is compared with a threshold € to determine whether it is abnormal
traffic. The moving distance of a window of size k can be defined as a function
of a symmetric positive definite matrix (M € 8§, ), as shown in Equation (3):

n—1

n—1
fMz, 2, 1) = Z DM(%‘J;‘—l) = Z (xj —xj—1)TM(17j - xj—l)
j=n—k Jj=n—k

If the moving distance calculated using Mahalanobis distance exceeds the thresh-
old €, ie., f(M,_4|x, : ®,_1_1) > €, an alarm is triggered. The Mahalanobis
distance is updated each period, defined as:

M, =arg min [f(M|x,, : 2, ;1) + Mr(M) — Slogdet(M)]

MeS,

where the second and third terms are regularization functions based on the
LogDet divergence [11]. The LogDet function can estimate the distance between
two matrices, where tr(-) is the matrix trace function.

By calculating the derivative of Equation (4), the optimal Mahalanobis matrix
(M*) can be obtained:

1 n—1
Mt = g (Mr?ll + 3 Z (@ =) () — $j1>T>

j=n—k
This Mahalanobis matrix is updated repeatedly each period. Algorithm 1 shows
the traffic change detection algorithm.

Algorithm 1: Adaptive Moving Distance Traffic Change Detection
Algorithm

1. Initialize parameters k, A, 3, a;

while (new traffic) {

Observe traffic within window (size k), calculate counter vector;
if f(Myy |y, =) > €4

Trigger alarm;

}

Update M,, according to Equation (6);

}

® N ot W
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2.3 Threshold for Moving Distance

Based on experimental analysis, the distribution of the sum of moving distances
can be approximated as a chi-square distribution. The Mahalanobis distance is
obtained from a Gaussian distribution, thus: pu=z,, ¥ = M1

Assume y is the observation set of the current sliding window. If y is a d-
dimensional random vector following a Gaussian distribution with mean vector
p and covariance matrix ¥, then z = (y—x,,) " M(y—=z,) = (y—p) 'Sy —p)
can be transformed into a chi-square distribution with d degrees of freedom.

Assume z; represents k independent and identically distributed random vari-
ables, where z; follows a chi-square distribution X?i-' According to the properties
of independent chi-square distribution variables, ‘the sum of random variables
follows a chi-square distribution with degrees of freedom d; + dy + ... + d.

Specifically, this can be expressed as:

i=1 "1

k
_ o~ 2
7 = Zzl sz 4

=1
Finally, the threshold for the anomaly traffic detection model is:

€th = Xid,a
where « represents the probability of receiving abnormal traffic. The proba-
bility that the Z value reaches the threshold ¢, under normal traffic condi-

tions is a. The value of a can be set according to application scenarios as
a € {0.1,0.05,0.02,0.01}.

3 Malicious User Identification

If an abnormal traffic is a DDoS attack, it is necessary to identify the set of
malicious users to prevent distributed attacks. The historical behavior of each
user during the observation period is represented as a time series, as shown in
[Figure 3: see original paper|. Similarity functions are used to process time
series, classifying users with similar behavior into the same group.

Two attack discrimination methods are proposed: a) calculating the distance
between message sequence features based on global time series alignment kernel;
and b) extracting user message quantity vectors at the end of the observation
period.

3.1 Time Series Alignment Kernel

This paper considers timestamped messages within a k-length window, repre-
senting messages in time series format as (n — k — 1),...,(n — 1). Each user’s
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sequence contains different numbers of message events occurring at different
time points. The goal is to calculate similarity between user messages based
on kernel methods, which first requires aligning message queues. Similarity be-
tween messages of different lengths is low, while similarity between the same
type of messages is high.

Assume the timestamped message sequences for a pair of users (u,,u,) are
(W,, W,), with 3 and 2 message events respectively. [Figure 6: see original
paper] shows all possible alignment cases between W, and W, with a total of
5 alignment cases as follows:

Literature [12] proposes a global alignment kernel that uses dynamic program-
ming to calculate the similarity between two sequences. This paper implements
the algorithm based on [12], with the only modification being the introduction
of Mahalanobis distance.

[Figure 6: see original paper] All aligned cases of W, and W,

3.1.1 Global Sequence Alignment Kernel Given two message sequences
for users (u,,u,):

Wq = [wq,1|wq,2| |wq,Pq]
Wr = [wr,l‘wr,2| |wr,PJ

Assume the state space is (2, and design a two-dimensional array TP, p, to
store the two-dimensional sequence, where TP, , =0 (p, =1, ..., P,), Ty p, =0
(p, = 1,..., P.), and T ; = 0. Assume there exists a function to measure the

similarity between message events of users u, and u,., denoted as Ii(’u}qmq, w,, ).

Therefore, TP, p, can be calculated recursively:

qu—l,pr—l + ”<wq,pq’ wr,p)
qu,p,,. = max qufl,pr + K(wqmq’ gap)

qu,prl + /i(gap7 wr,pr)

The final unnormalized similarity result between two users (u,,u,) can be ob-
tained as shown in Equation (10):

Kunnormcd (u(p ur) = TPq,PT

After obtaining the kernel matrix for each pair of users, to solve the problem of
inconsistent scales, unit diagonal regularization is performed on the |U| x |U]|
kernel matrix, where |U| represents the number of active users in the system.
The unit diagonal regularization method is shown in Equation (11):

K

unnormed (uq? ur)

K(uy,u,) =
\/Kunnormed (uq’ uq) ’ Kunnormed (urv ur)

q’
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The above kernel matrix is called the time series kernel.

3.1.2 Kernel Function Each user in a window can be characterized as a
timestamped message sequence, where user message sequences include differ-
ent lengths and different message types. Assume two timestamped vectors are
w,, = [v) .t 1" and w, , = [v] ,,t, ]". The kernel function between the two
vectors is defined as:

P

H(w'r',pv wq,p) = eXp(_’YDI\/I (Ur,pv Uq,p) - p‘tr,p - tq,p|)

where M is the Mahalanobis matrix from Equation (6). The coefficients v and
p are the weights for message distance and time distance, respectively. This
paper assumes they are equal: v = p =1.

3.2 User Distance Kernel

The similarity kernel matrix between users is calculated based on Mahalanobis
distance. If the Mahalanobis distance is closer to 0, the similarity between two
users is higher; conversely, the similarity is lower. The Mahalanobis distance
kernel can be considered a special case of the Gaussian kernel. Based on user
message count vectors v,,v, € R, the similarity between two users u, and wu,.

@ r q
is compared:

K(u,,u,) = exp(—(v, — v,.)TM(vq —v,))

The kernel calculated by Equation (13) is referred to as the distance kernel.
If v, = v,, then K(u,, u,) = 1. This feature vector does not contain message
timestamp information and only evaluates user message features within the
window.

3.3 Spectral Clustering Algorithm

Equations (11) and (13) calculate the kernel matrix K representing similarity
between users. Matrix K can be represented as a fully connected weighted adja-
cency graph, where vertices represent users and edges represent similarity. The
adjacency matrix should be divisible into two subgraphs: malicious users and
legitimate users. The Laplacian spectral clustering algorithm is used to classify
the adjacency graph, which can group similar nodes together while ensuring
dissimilar nodes remain far apart [13].

Define the sum of elements in the g-th row of the kernel matrix as the degree of
the g-th active user. Then the degree of the ¢-th active user in a given window
is defined as:
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The degree matrix D is a diagonal matrix with diagonal elements being the
“degrees™ dq,d ,dg‘U|. The Laplacian matrix L is evaluated as defined in
Equation (15):

g25 -+
L=D-K

where K is the |U| x |U| kernel matrix, and K (u,,u,) is calculated using Equa-
tion (11) or Equation (13).

Algorithm 2: Laplacian Spectral Clustering Algorithm

Input: Kernel matrix K € RIVIUI,
Output: Evaluation results of matrices D and L.

1. Compute the first two eigenvectors ¥, and ¥, of the generalized eigenprob-
lem LY = ADW, where A represents the diagonal matrix of eigenvalues
Ags s Ay

2. Form matrix ¥ € RIY*2 from eigenvectors ¥; and ¥,. Use each row of ¥
as a new feature vector in the mapping space.

3.4 Automatic Identification of Malicious User Classes

Most malicious users exhibit repetitive and correlated behavior, while legitimate
users generally exhibit non-repetitive and diverse behavior. Section 4.3 classifies
legitimate and malicious users, and the next task is to identify the attack type
of malicious users.

Because malicious user message sequence vectors have high repetitiveness and
low diversity, the covariance matrix of intra-class user message sequence vectors
is calculated. If the covariance matrix is smaller, the likelihood of that class
being malicious users is higher. Algorithm 3 shows the malicious user selection
algorithm.

Algorithm 3: Malicious User Class Selection Algorithm

Input: Classified vectors C.
Output: Types of classes C; and Cj.

1. Calculate the covariance matrix of projected message vectors within classes

C; and Cy;
2. if (covariance matrix == 0) {
3. The class is malicious users;
4. } else {
5. Calculate eigenvalues of the covariance matrix;
6. The class with the highest eigenvalue is malicious users.
7.}

Algorithm 4: Overall Pseudocode of DDoS Intelligent Security Sys-
tem

1. Extract OpenFlow packet header information;

chinarxiv.org/items/chinaxiv-201901.00017 Machine Translation


https://chinarxiv.org/items/chinaxiv-201901.00017

ChinaRxiv [$X]

2. Establish vector model and matrix model according to Section 2.2;
3. if (time series alignment kernel) {
4. Set weight parameters « and p;
5. Calculate kernel matrix K, i.e., K , = K(u,,u,);
6. Perform diagonal regularization on K, ormeq t0 Obtain K;
7.}
8. if (user distance kernel) {
9. Calculate kernel matrix K, i.e., K , = K(u,,u,);
10. }
11. Use Laplacian spectral clustering algorithm (Algorithm 2) to classify K
and obtain result C;
12. Use Algorithm 3 to detect malicious users in C.

4 Experiments

The experimental environment is a PC with an Intel Core i7-4770 processor at
3.4 GHz and 8 GB of memory. The operating system is Linux Ubuntu 14.04, the
switch system is Mininet Version 2.2.26, and OpenFlow version 1.3. An actual
software-defined network was built in the laboratory, as shown in [Figure 7: see
original paper|. The network consists of three controllers, each containing a
POX control layer, 64 hosts, and 8 OpenFlow switches. Each OpenFlow switch
connects 8 hosts to form a subnet. POX is a fast, lightweight SDN control layer
that supports various platforms, so the POX control layer was adopted in the
experiments.

The simulation network was built using the MiniEdit tool, with Open vSwitch
(OVS) as the network switch, which has implemented various mainstream net-
work interfaces and protocols. The Scapy tool was used to generate actual
flooding attacks, with legitimate traffic containing random data flows. Network
traffic was generated using Python programming, with the “randrange” func-
tion used to generate random source IP addresses. The target IP address range
for legitimate traffic was 10.0.0.1~10.0.0.64. Two Python scripts were run, one
responsible for generating attack traffic and the other for generating legitimate
traffic.

[Figure 7: see original paper] Software defined network constructed in the ex-
periment
4.1 Experimental Setup

4.1.1 Performance Evaluation Metrics The performance of the DDoS
security system is evaluated using three metrics: precision, recall, and F-score,
defined as:

o Precision = Correctly detected attacks / All detected attacks
e Recall = Correctly detected attacks / Total number of samples
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o F-score = Precision x Recall x 2 / (Precision + Recall)

4.1.2 Test Cases To test the security of this system against DDoS attacks,
two experimental test cases are considered. The first test case is a single-target
attack experiment: three different traffic ratio DDoS attacks are run on one
host, with attack traffic ratios of 10%, 20%, and 30%. The second test case is a
subnet-target attack experiment: three different ratio DDoS attacks are run in
one subnet, with attack traffic ratios of 10%, 20%, and 30%.

4.1.3 Simulation Parameter Settings shows the parameter settings in the
experiments. Because there are 64 hosts in the experiments, the window size
of this system is set to 80. Based on preliminary experimental results, k = 5,
A =1, 8 =4, c =1 achieve good detection performance in this experimental
environment.

Parameters of test cases

Parameter Value

Legitimate traffic interval  0.025 seconds
Attack traffic interval 0.025 seconds

Because the sampling period of this system has a certain impact on detection
accuracy, this paper considers three sampling periods: 1 s, 3 s, and 5 s. This
algorithm is compared horizontally with two similar DDoS detection systems,
KNNDD [6] and VNDD [7], to comprehensively evaluate the performance of
this system. Each group of experiments is run independently 30 times, with the
results of the 30 experiments used as the final statistical results.

4.2 Experimental Results

4.2.1 Single-Target Attack Results [Figure 8: see original paper| shows
the results of the single-target attack experiment for the three security systems.
The figure shows that the precision, recall, and F-score of this system with a 1 s
sampling period are lower than those of the KNNDD and VNDD systems, while
the performance of this system with 3 s and 5 s sampling periods has obvious
advantages.

[Figure 8: see original paper] Result of single target attack of three security
systems

4.2.2 Subnet-Target Attack Results [Figure 9: see original paper| shows
the results of the subnet-target attack experiment for the three security systems.
The figure shows that the precision, recall, and F-score of this system with a 1 s
sampling period are lower than those of the KNNDD and VNDD systems. The
performance of this system with a 3 s sampling period is close to that of the
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KNNDD algorithm, while the performance of this system with a 5 s sampling
period shows obvious advantages.

[Figure 9: see original paper] Result of sub-network target attack of three secu-
rity systems

4.2.3 Computational Efficiency of Security System According to the
processing flow of Algorithm 4, this system mainly consists of three modules:
distance kernel calculation, time series alignment kernel calculation, and spec-
tral clustering processing. The average processing time of the three modules
was statistically measured in the experiments, as shown in [Figure 10: see orig-
inal paper|. The figure shows that under three different sampling periods, the
processing time of this system is relatively stable, with a total time of about 3.5
s, meeting the requirements of real-time detection.

[Figure 10: see original paper] Average processing time of three models

5 Conclusion

The emergence of DDoS attacks is often accompanied by dramatic changes in
traffic patterns. This system treats significant changes in message flow features
as potential DDoS attacks. This system can detect DDoS attack behavior and
identify attackers. It is an unsupervised method that utilizes observed message
traffic types and data volumes without requiring additional information. Exper-
iments based on a real software-defined network show that the security system
achieves high detection accuracy and ideal processing time. Future work will
consider testing in actual large-scale software-defined networks.
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