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Abstract

Traditional single-path linear workflows struggle to satisfy the requirements
of management transactions characterized by high concurrency and stringent
timeliness demands, whereas multi-layer mesh distributed architectures can ef-
fectively address such issues. To address the data interaction security concerns
in distributed approval workflow business systems, we propose a short multi-
signature scheme with high security. First, the security of the signature scheme
is proven under the random oracle model and the Computational Diffie-Hellman
(CDH) hardness assumption; based on this scheme, a distributed approval work-
flow interaction protocol is designed and subjected to security analysis; the sig-
nature scheme is implemented in C language and its efficiency is compared with
comparable signature schemes; finally, the advantages of the application system
built upon this signature scheme are analyzed. The results demonstrate that
the signature scheme exhibits high efficiency and low computational overhead;
consequently, the distributed approval workflow based on this scheme is applica-
ble to e-government systems with demanding requirements for high concurrency
and timeliness.
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Abstract: Traditional single-route workflows struggle to meet the demands
of high-concurrency and time-sensitive management transactions. Multi-layer
mesh distributed architectures can effectively address these challenges. To tackle
data interaction security issues in distributed approval workflow business sys-
tems, this paper proposes a multi-signature scheme with high security and short
signature length. First, the security of the signature scheme is proven under the
random oracle model and the Computational Diffie-Hellman (CDH) hardness
assumption. Based on this scheme, a distributed approval workflow interac-
tion protocol is designed and its security is analyzed. The signature scheme
is implemented in C language and compared with similar schemes. Finally,
the advantages of the application system based on this signature scheme are
analyzed. Results show that the proposed scheme offers high efficiency and
low computational overhead, making the distributed approval workflow suitable
for e-government systems with high concurrency and time-effectiveness require-
ments.

Keywords: distributed architecture; workflow; short multi-signature; protocol

0 Introduction

Traditional workflow technologies are designed for centralized applications.
However, as modern enterprises continue to expand, information has become
distributed, heterogeneous, and loosely coupled, rendering traditional work-
flow technologies inadequate for managing massive data volumes. This is
particularly true for e-government systems aimed at government agencies,
where management tasks are cumbersome and require multi-level approval.
In high-concurrency, time-sensitive environments, traditional workflows fail
to meet these system requirements, whereas multi-layer mesh distributed
architectures can effectively solve such problems. In 2018, Pan [1] classified
agents in distributed workflow management systems according to their func-
tions, analyzed the execution process of each agent type, and researched and
implemented key technologies for process execution and resource management.
However, Pan’ s research on distributed workflow technology focused primarily
on functionality, with little attention to the security protection of approval
information. For systems serving government agencies and other governmental
institutions, information confidentiality is paramount. Therefore, applying
digital signatures to distributed approval workflows and constructing a multi-
short signature scheme suitable for such workflows is crucial for ensuring data
security in business systems that adopt distributed approval workflows.

The concept of multi-signature (MS) was first proposed by Itakura et al. [2] in
1983. It is a special type of signature where multiple users sign the same mes-
sage, applicable to scenarios where a document requires signatures from multiple
parties, such as multi-level approval documents. This concept has wide appli-
cations in e-commerce, e-government, and other fields. In recent years, many
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experts and scholars have constructed and improved multi-signature schemes.
In 2015, Sahu et al. [3] proposed an identity-based multi-proxy multi-signature
scheme using bilinear pairings and proved its existential unforgeability against
adaptive chosen-identity attacks under the Computational Diffie-Hellman as-
sumption and random oracle model. In 2016, Du Hongzhen [4] constructed an
efficient identity-based sequential multi-signature mechanism using bilinear pair-
ing technology and proved its existential unforgeability against adaptive chosen-
message and chosen-identity attacks under the CDH hardness assumption. In
2017, Pankaj et al. [5] proposed an identity-based multi-proxy multi-signature
scheme using bilinear pairings and demonstrated its high efficiency and security.
Other scholars have subsequently proposed additional multi-signature schemes
[6-9]. However, most of these schemes suffer from long signature lengths, re-
sulting in low transmission and storage efficiency in poor network conditions.
Therefore, constructing a multi-signature scheme with short signature length
and high security is of significant importance.

The concept of short signatures was first introduced by Boneh et al. [10], with
signature lengths half that of DSA signatures and higher signing efficiency. This
paper incorporates short signatures into multi-signatures to construct a multi-
short signature scheme suitable for distributed approval workflows, offering ad-
vantages of short signature length and high security. A corresponding interac-
tion protocol is also designed, making it applicable to e-government systems re-
quiring multi-level approval while satisfying the demands of high security, large
data volumes, high concurrency, and loose coupling in transaction management.

1 Principles of Secure Distributed Approval Workflow

As shown in [Figure 1: see original paper], the secure distributed approval work-
flow business system discussed in this paper requires a Key Generation Center
(KGC) and an approval network. The approval network structure is illustrated
in [Figure 2: see original paper]|, which primarily includes an information sub-
mission node, an information receiving node, a rejection node, an approval com-
pletion node, an information processing node, and M approval layers. Each
approval layer contains several approval nodes. Selecting one approval node
from each layer forms an approval chain consisting of the selected M approval
nodes along with the start and end nodes. The selection rule for nodes in an
approval chain is to choose the approval node with the shortest current queue
in each layer, and one approval chain completes a round of workflow approval.
Specific parameter descriptions are provided in .

The key components of the approval workflow system are as follows:

a) Key Generation Center: The KGC’ s primary function is to generate and
distribute key pairs for each approval node in the network. Since user-submitted
approval information is private, the KGC must monitor the entire approval
process, leading to special system requirements: (1) Only the KGC can verify
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signatures, though authorized parties may also verify with KGC authorization;
(2) Secure authentication can be performed using the KGC' s master key and
the approval node’ s index.

b) Approval Network: As shown in [Figure 2: see original paper|, the
approval network comprises multiple approval chains. For an approval chain
L = {Ustares U1, Usy oo s Upyy Ugpa b, the information submission user submits
message m to the information receiving node Ug,,,.. Upon receiving m, Ugiat
timestamps it with 7" to record when the message first enters the approval queue,
then encapsulates the information and sends it to the first approval node U; in
chain L. Node U, first reviews the information. If it fails to meet approval re-
quirements, U; sends the rejection result and information to the rejection node
Ur.i; otherwise, U, signs the information and sends it to the next approval
node U,. Node U, first verifies the signature’ s validity. If invalid, U, directly
returns the information to Up,;; if valid, U, reviews the information. If require-
ments are not met, U, sends the rejection result to Up,;; otherwise, U, signs
the information and forwards it to the next node. This process continues until
the final approval node U, receives the information, verifies the signature, and
either rejects or signs the approval result, sending the signature to the com-
pletion node Uy, 4. Nodes Up,; and Ug, 4 ultimately send the approval results
to the processing node Uy, which returns the final result to the information
submission user.

Based on these system principles and requirements, this paper designs a multi-
short signature scheme for distributed approval workflows to enhance system
security. Developing a secure and efficient multi-short signature scheme is the
key challenge.

2.1 Mathematical Foundations

Definition 1 (Computational Diffie-Hellman Problem, CDH). Given
(P,aP,bP) € G where a,b € Z; are unknown random numbers, computing
abP is computationally hard.

Definition 2 (Bilinear Pairings). Given a security parameter k, let G; be
a cyclic additive group of order ¢, and G, be a cyclic multiplicative group of
the same order, where P is a generator of G;. A bilinear pairing is a map
e: G; x G; = G, that satisfies the following three properties:

a) Bilinearity: For all a,b € Z;, e(aP,bP) = e(P, P)*.
b) Non-degeneracy: e(P, P) # 1.

¢) Computability: For all Q, R € G, there exists an efficient algorithm to
compute e(Q, R).

If these properties hold, the map e is called a bilinear pairing.
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2.2 Multi-Short Signature Scheme

The general definition of multi-short signature schemes follows that in [4]. Based
on the security requirements analysis for approval workflows, this paper con-
structs a multi-short signature scheme suitable for distributed approval work-
flows. The scheme consists of five efficient algorithms: system initialization,
approval node key generation and injection, approval chain and multi-signature
generation, multi-signature verification, and authorized signature verification.

a) System Initialization. The KGC takes a security parameter k as input,
selects a large prime ¢, and defines G; and G, as order-q cyclic groups with
P as a generator of G;. It selects a secure bilinear map e : Gy x G; — G,
and a random s € Z; as the master secret key, computing P, = sP as the
master public key. It also selects secure hash functions H; : {0,1}* — Zj
and H, : {0,1}* — G;. The KGC publishes system parameters params =

{4,G1, Gy, P,e, Py, Hy, Hy} while keeping the master key s secret.

b) Approval Node Key Generation and Injection. Before connecting to
the approval network, each node in every approval layer must register with
the KGC. For an approval node with identity 1D, the KGC randomly se-
lects a key generation token K;p, € Zj, generates the private key S;p =
(s + Hy(ID,K;,)) ' P, and secretly stores K . It computes the public key
yrp = H,(ID,K;p)P,,,- The KGC manages approval node information by es-
tablishing an index through identity I D, using different key generation tokens
for different nodes, and injects keys securely into the node with identity ID.
This key generation approach differs from existing digital signature schemes to
satisfy the special requirements (1) and (2) mentioned earlier.

¢) Approval Chain and Multi-Signature. Let L = {Ug,.+, U1, Us, .., Upsy, Ugna }
be an approval chain. The user submits approval information m € {0,1}* to

the information receiving node Ug,,,. If the information meets all approval
conditions, it proceeds to the approval completion node U, 4; otherwise, it
returns to the rejection node Up,;. The approval chain adds a timestamp T

to the submitted information m when Ug,,,, receives it, recording when the
message first enters the approval queue. The message m and timestamp T are
sent to the first approval node U;.

The detailed process is as follows:

(b) Operations at Node U;: Upon receiving the information, U; computes
h = Hy(m,T) and the partial signature S; = H,(ID, K;p )~" - h, then sends
(S1,IDy,m,T) to the next node U,.

(c) Operations at Node U, (i = 2,3, ..., M): Node U, first verifies the validity
of the received signature before adding its own. The process is: 1. Compute h =

H,(m,T). 2. Verify if e(S,_;, P) = e(h, Z;;i H\(ID;, Kip ) P,up) holds. If not,
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send information m to Up,; and terminate; otherwise, continue. 3. Compute
S, =851+ Hl(IDmKIDi)_l - h, then send (S;,ID;,ID,,...,ID;;m,T) to the
next node U;_ ;.

When the final node U,, receives the partial signature S,, ; and related in-
formation, it verifies validity, computes S,; = Sy, + Hl(IDM,KIDM)’l - h,
and sends (Sy;,IDy,IDy,....,IDy;,m,T) to Ug,q. The signature S, is the
multi-short signature on message m by approval chain L.

d) Multi-Signature Verification. Upon receiving (S,;, IDy,...,IDy;,m,T),

Uppa verifies e(Sy, P) = e(h, Y1, Hy(ID;, K;p )P,y,). 1f valid, it sends an
approval result to Up,g,; otherwise, it rejects and sends a failure result to Upy;;.

The correctness verification is as follows:

\

M M M
e(Sy,P)=e (Z H,(ID;, K;p,) " h,p) —e (h, > H\(ID;, KIDi)1p> —e (h, > H(IDy, Kip )Py,
i=1 i=1 i=1

/

e) Authorized Signature Verification. The KGC publicly releases autho-
rization information Q;, = H,(ID, K;p) for each approval node. Anyone can
verify signature validity through the node’ s identity ID and Q;p by checking
if e(Sy, P) = e(HQ(m,T),Z?;Il Qp,Ppup) holds. If so, the signature is valid
and approval is confirmed; otherwise, the signature is invalid and approval fails.

2.3 Security Model and Security Analysis

Definition 3 (Security Game). The interaction between adversary A (signa-
ture attack algorithm) and challenger € is shown in [Figure 3: see original paper].
A wins the game if it forges a signature gn for some message m* and identity set
L7 that was not queried for multi-signature, and the forged signature passes
verification.

If no probabilistic polynomial-time signature attack algorithm A can win this
game, the scheme is said to be existentially unforgeable against adaptive chosen-
message attacks.

Theorem 1. Under the random oracle model and the CDH hardness assump-
tion, the proposed multi-short signature scheme is existentially unforgeable
against adaptive chosen-message attacks.

Lemma 1. If there exists an adversary .4 that breaks the scheme with non-
negligible probability ¢ in polynomial time ¢, making at most gz hash queries,
g, hash queries, g key generation queries, and gg multi-signature queries with
times ¢y , ty,, tx, and tg respectively, then there exists an algorithm € that
can solve the CDH problem with advantage ¢” in time ¢’.
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Proof. Let the CDH challenge instance be (P,aP,bP) where a,b €5 Z; are
unknown. € must compute abP using A’ s capabilities.

C runs the system initialization algorithm with security parameter k, setting
P, = aP (embedding the challenge a) and generating system parameters
params = {q,G4, Gy, Pye, Py, Hy, Hy}, which are sent to 4. To facilitate
signature forgery, € maintains a special message set ) initialized as empty. C
assumes A has made all necessary H,, H,, and key generation queries before

signature queries, with all record lists initially empty.

a) H, Queries. € maintains a list L; with storage structure (ID,, K;,r;).
When A queries H,(ID;), € checks L. If found, it returns the stored value; oth-
erwise, it randomly selects r; € Z; and returns r; to A, recording (ID;, K;,7;)

(R
in L.

b) Public Key Queries. € maintains a list KL with structure (ID,, K, y;).
For a query on ID,;, € checks K L. If found, it returns y,; otherwise, it first
makes an H,; query to obtain r;, computes y, = r; P, Teturns y; to A, and
adds (ID,, K;,y;) to KL.

c) H, Queries. € maintains a list Ly with structure (m;,T},t;,h;). When
A queries Hy(m;, T;), C checks Ly. If found, it returns h;; otherwise: - With
probability 4, € randomly selects ¢; € Zj and returns h; = ¢,p, recording

(mj, T} t;,h;) in Ly and adding m; to 2. - With probability 1 — ¢, € randomly
selects ¢; € Z; and returns h; = t;(bP), recording (m;, T}, t;,h;) in Ly.

d) Multi-Signature Queries. For a query on message m and ordered identity
set {IDy,...,ID;}: - If m € Q (Event E,), € aborts and outputs “FAILURE” .
- Otherwise, C retrieves records from L, and L,, computes the partial signature

S; =327 7' h where h = Hy(m,T), and returns S; to A.

i=1"1i
After polynomially many adaptive queries, A outputs a forged multi-signature
Sy on message m* and identity set L, = {ID3,...,IDj,}: - If m* ¢ Q (Event
E,), C aborts. - Otherwise, € retrieves records from L; and L,. Since h* = t*bP
and the forged signature verifies, we have:

M M
6(57\4,P) =€ (h*,zrippub) —e (t*bp’azrip> —e (P,P)t'abzri
i=1 i=1

Thus € can compute:

v -1
abP = (t* ZT1> S

=1

The probability that € successfully solves the CDH instance satisfies:
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1
g’ > —e(l—6—dqg)

[\

And the time bound satisfies:

t<t+(2qn, +2qu, + dx +2q5)texp + (@m, + 91, + 4k + 45)tpair

Therefore, € solves a CDH problem instance with non-negligible advantage ¢’
in polynomial time ¢’ contradicting the CDH hardness assumption. Hence, the
scheme is existentially unforgeable, proving Theorem 1.

3.1 Protocol Design

Traditional approval workflows are single-route and linear, making them unsuit-
able for high-concurrency, time-sensitive scenarios, particularly in e-government
systems requiring multi-departmental, multi-level approvals. Multi-layer mesh
distributed architectures effectively address these issues, but cross-server ap-
proval processes may introduce security vulnerabilities. Using our proposed
scheme, we construct a secure distributed approval workflow protocol. The
interaction process is as follows:

1. User — Start: Submit message m to Ugqap-

Start — Uy: Send (m,T) to the first approval node.

U,_, — U;: Forward (S;_,ID;,...,ID;_y,m,T) for i =2,..., M.

Uy; — End: Send final signature (S,;, IDy,...,IDy;,m,T) to Ugyg-

End — Info: Verify signature e(S,;, P) = e(Hy(m, T, Zﬁl Qrp, Poun)-
If valid, send approval result; otherwise, reject and notify Upg,;-

6. Info — User: Return final result “true” or “false” .

Al o

3.2 Security Analysis of Protocol Interaction

1) Resistance to Existential Forgery Attacks

The protocol’ s node-to-node transmission is unidirectional with single interac-
tion, and its security is guaranteed by the signature scheme’ s security. As ana-
lyzed in Section 2.3, the distributed workflow approval protocol based on multi-
short signatures is existentially unforgeable against adaptive chosen-message
attacks.

2) Resistance to Man-in-the-Middle Attacks

From the multi-short signature scheme construction, a malicious man-in-the-
middle attacker must satisfy the verification equation to forge a signature for
a target identity. However, as proven in Section 2.3, forging a valid signature
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requires solving the CDH problem. Therefore, malicious attackers cannot forge
signatures for target identities.

3) Resistance to Message Replay Attacks

The workflow approval process employs a timestamp mechanism. Each user-
submitted approval message is timestamped 7" when first entering the workflow,
ensuring message freshness. Any attacker who intercepts approval information
cannot pass verification through replay. Each approval node re-verifies the times-
tamp; if invalid, the message is rejected and returned.

4.1 Implementation

The signature scheme was implemented in C language on Windows 7 64-bit
using Microsoft Visual Studio 2012. The implementation results are shown in
[Figure 4: see original paper|, with core code as follows:

// 3. Approval chain and multi-signature
// Calculate h = H2(m, T)
element_{{{from}}_{{hash}}}(h, m, strlen(m));

// User 1 partial stignature
element_{mul}(datal, ID1, X1);
element_{mul}(S1, datal, h);

// User 2 verification

element_{pairing}(leftl, 81, P); // Left side of equation
element_{mul}(templ, ID1, Y1); // ID1 * Y1
element_{pairing}(rightl, h, templ); // Right side: e(h, ID1*YV1)

// Compare left and right
if (element_{cmp}(rightl, leftl))
printf("User 1 signature invalid!\n");
else {
printf ("User 1 signature valid!\n");

// User 2 partial signature
element_{mul}(datal, ID2, X2);
element_{mul}(temp4, datal, h);
element_{add}(S2, S1, temp4d);

// User 3 verification

element_{pairing}(leftl, S2, P); // e(S2, P)
element_{mul}(temp2, ID2, Y2); // ID2 * V2
element_{add}(temp3, templ, temp2); // IDI*V1 + ID2*Y2
element_{pairing}(rightl, h, temp3);
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if (element_{cmpl}(rightl, leftl))

printf ("User 2 signature invalid!\n");
else {

printf ("User 2 signature valid!\n");

// User 3 signature, S3 is final multi-signature
element_{mul}(datal, ID3, X3);

element_{mul} (temp5, datal, h);
element_{add}(S3, S2, tempb);

// 4. Multi-signature verification
element_{pairing}(leftl, 83, P); // e(S3, P)
element_{mul}(temp5, ID3, Y3); // ID3 * V3
element_{add} (temp6, temp3, temp5);
element_{pairing}(rightl, h, temp6);

4.2 Efficiency Analysis

Research on multi-short signature schemes is limited in existing literature, so we
compare our scheme with other multi-signature schemes. compares the compu-
tational costs of signature generation and verification, where P denotes bilinear
pairing operations, M denotes scalar multiplication, and E' denotes exponentia-
tion.

As shown in , our scheme requires 2 scalar multiplications for signing and 1 scalar
multiplication plus 2 bilinear pairings for verification. Compared with [12], the
computational overhead is similar. Compared with [5, 11], our scheme demon-
strates advantages in both computational performance and signature length.

TABLE:2 Efficiency Comparison of Multi-Signature Schemes

Scheme Signature Generation Verification

[5] 4M 4P +2F
[11] 2M + E 3P+ FE

[12] M+ FE 2P +2F
Ours 2M 2P + M
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5.1 System-Wide Security Advantages

General distributed workflow systems can meet high-concurrency and time-
sensitive transaction management needs but often require cross-server opera-
tion, facing security threats such as data forgery, repudiation, impersonation,
and tampering during transmission. The distributed workflow system based
on our multi-short signature scheme effectively prevents these issues. Multi-
short signatures are suitable for scenarios where multiple users sign the same
message. With this scheme, each approval node in the workflow’ s approval
network can verify information validity upon receipt, significantly improving
data source reliability and transmission integrity while preventing nodes from
denying or forging information.

5.2 Signature Performance Advantages

The proposed multi-short signature scheme reduces signature length to 160 bits
—half the length of DSA signatures—with high computational efficiency, mak-
ing it suitable for poor and unstable network conditions. In mobile network
environments, for a 1480-byte message, a short signature requires only 20 bytes
compared to 40 bytes for a standard signature, saving 20 bytes per interaction.
Since maximum packet sizes are limited, shorter signatures allow more business
information per interaction, avoiding efficiency loss from packet fragmentation.
This provides clear advantages for transaction-intensive systems with frequent
interactions.

6 Conclusion

This paper proposes a multi-short signature scheme for distributed approval
workflows and designs a corresponding secure interaction protocol. Under the
CDH hardness assumption and random oracle model, we prove the scheme’ s
existential unforgeability against adaptive chosen-message attacks. The scheme
was implemented and its efficiency analyzed. The solution is suitable for
e-government systems requiring multi-level approval, employing a multi-layer
mesh distributed architecture to meet high-concurrency and time-sensitive
business demands while maintaining high security for safe and efficient system
operation.
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