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Abstract
Automated search algorithms for solving differential characteristics and linear
approximations have become a research hotspot in differential and linear crypt-
analysis of block ciphers. This paper proposes a nibble-oriented MILP model
for automated search of differential characteristics and linear approximations in
cryptographic algorithms, and applies it to analyze the lightweight LED cipher.
By solving for the number of active S-boxes with fewer variables and constraint
inequalities, it is demonstrated that four rounds of operation contain at least
25 active S-boxes. This result coincides with the theoretical value of active S-
boxes provided by the algorithm designers, thereby verifying the correctness of
the proposed method. Finally, the maximum differential characteristic proba-
bility and linear approximation probability of the LED algorithm are computed,
demonstrating its resistance to differential and linear attacks.
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cryptanalysis of block ciphers. This paper proposes a method for automatically
searching differential characteristics and linear approximations of cryptographic
algorithms based on a half-byte MILP model. Applying this method to analyze
the lightweight LED block cipher, we solve for the minimum number of active
S-boxes with fewer variables and constraint inequalities. For 4 rounds of op-
eration, at least 25 active S-boxes are obtained, which matches the theoretical
value of active S-boxes given by the algorithm designers, thereby verifying the
correctness of the proposed method. Finally, we calculate the maximum dif-
ferential characteristic probability and linear approximation probability of the
LED algorithm, demonstrating its resistance to differential and linear attacks.

Keywords: block cipher; differential attack; linear attack; MILP model; LED

0 Introduction
In recent years, lightweight block ciphers have attracted significant attention
from academia and industry as a security guarantee for Internet of Things (IoT)
devices. Several lightweight block cipher algorithms have been proposed both do-
mestically and internationally, including notable designs such as PRESENT[1],
LED[2], LBlock[3], KLEIN[4], RECTANGLE[5], SKINNY[6], and SFN[7]. The
lightweight LED block cipher was introduced by Guo Jian et al. from Nanyang
Technological University at CHES 2011. The algorithm design balances software
and hardware implementation performance, offering fast software execution
efficiency. For hardware implementation, it employs an ultra-lightweight (or
even non-existent) key schedule where the key is directly implemented through
single-input flip-flops, saving substantial hardware area resources. This ultra-
lightweight key scheduling approach has been adopted and learned from by
multiple algorithms including SKINNY. Compared with PRESENT, LBlock,
KLEIN, and RECTANGLE, LED achieves a smaller hardware footprint. To en-
sure confidentiality, integrity, and authentication for information transmission
in micro wireless sensor devices, wireless sensor networks (WSN)[8], vehicular
ad-hoc networks (VANET)[9], and to protect user privacy in mobile smart de-
vices[10], the LED algorithm stands out among lightweight block ciphers for its
strong adaptability and high execution efficiency in both software and hardware,
making it highly suitable for intelligent micro-devices in IoT applications.

While lightweight block cipher algorithms offer advantages in hardware imple-
mentation such as low resource consumption and power usage, their security re-
mains a primary concern for cryptographers. For block ciphers, differential[11]
and linear[12] attacks represent two powerful cryptanalytic methods, and re-
sistance against these attacks constitutes a crucial security evaluation metric.
Consequently, designers must first assess differential and linear attacks to val-
idate the security of their cryptographic algorithms. The key to these attacks
lies in finding high-probability differential characteristics and linear approxima-
tions. The maximum differential characteristic probability and maximum linear
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approximation probability are calculated by analyzing the minimum number of
active S-boxes in the algorithm. Currently, automated search algorithms for ob-
taining the minimum number of active S-boxes have become a research hotspot
in differential and linear cryptanalysis.

In 2011, Mouha et al.[13] applied Mixed Integer Linear Programming (MILP) to
automatically solve for the minimum number of active S-boxes, using bytes as
the unit for differential variables and combining SPN (Substitution-Permutation
Network) and Feistel structures to constrain and programmatically solve byte-
level confusion and diffusion components. In 2014, Sun et al.[14] extended the
MILP automation method at ASIACRYPT, expanding the differential variable
unit from byte-level to bit-level. In 2016, Fu et al.[15] proposed a MILP-based
automated search method for ARX-structure block ciphers at FSE, analyzing
the differential characteristics and linear approximations of the lightweight SI-
MON algorithm[16]. In 2017, Yin et al.[17,18] built upon the method in[14] to
automatically search for differential characteristics and linear approximations
of the lightweight ESF algorithm[19], demonstrating that full-round ESF can
resist differential attacks.

Currently, security analysis of the LED block cipher primarily relies on tradi-
tional theoretical methods for solving differential characteristics and linear ap-
proximations[20], and the algorithm designers did not provide specific inference
or calculation processes to prove their claims. No publicly published results
have been found domestically or internationally regarding the application of
MILP automated search models to solve for differential characteristics and lin-
ear approximations of the LED algorithm. Therefore, for protecting sensitive
information in IoT devices, using MILP models for automated half-byte-based
security analysis of the LED algorithm and other ciphers provides significant
value for strengthening the design and analysis of proprietary cryptographic
algorithms.

This paper proposes a half-byte-oriented MILP model for automatically search-
ing differential characteristics and linear approximations of cryptographic al-
gorithms. Through programming implementation, this model solves for the
number of active S-boxes with fewer variables and constraint inequalities, im-
proving the efficiency of MILP-based automated analysis. We accurately verify
the number of active S-boxes in LED and calculate its maximum differential
characteristic probability and maximum linear approximation probability, prov-
ing that LED can resist differential and linear attacks.

1 LED Algorithm Description
1.1 Common Symbols and Terminology

• 𝑃 : 64-bit plaintext
• 𝐶: 64-bit ciphertext
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• 𝐾: Original key
• 𝑆𝐾: 64-bit round key
• ⊕: XOR operation
• ||: Concatenation operator
• 𝑠𝑡𝑎𝑡𝑒: Intermediate state value
• 𝑟𝑐: Round constant value

1.2 LED Algorithm

LED is a typical SPN-structure lightweight block cipher with a 64-bit block
size and two key sizes: 64-bit and 128-bit, denoted as LED-64 and LED-128,
respectively, with 32 and 48 rounds of iteration.

The encryption process consists of five module components in the round func-
tion: AddRoundKey, AddConstants, SubCells, ShiftRows, and MixColumnsSe-
rial. The LED encryption flow is illustrated in [Figure 1: see original paper].
LED operates on half-byte (𝑛𝑖𝑏𝑏𝑙𝑒) units, with plaintext input denoted as 𝑃
and ciphertext output as 𝐶.

[Figure 1: see original paper] The encryption process of LED

The following describes and analyzes the five module components of LED’s
round function and its key schedule:

1) AddRoundKey Transformation
AddRoundKey performs bitwise XOR between the intermediate state value
(𝑠𝑡𝑎𝑡𝑒) and the round key (𝑆𝐾). LED applies AddRoundKey once every 4
rounds. The main difference between LED-64 and LED-128 lies in their Ad-
dRoundKey operations:

For LED-64:
𝑠𝑡𝑎𝑡𝑒[0 ∶ 63] ← 𝑠𝑡𝑎𝑡𝑒[0 ∶ 63] ⊕ 𝑆𝐾1

For LED-128, odd-numbered 4-round operations:

𝑠𝑡𝑎𝑡𝑒[0 ∶ 63] ← 𝑠𝑡𝑎𝑡𝑒[0 ∶ 63] ⊕ 𝑆𝐾1

Even-numbered 4-round operations:

𝑠𝑡𝑎𝑡𝑒[0 ∶ 63] ← 𝑠𝑡𝑎𝑡𝑒[0 ∶ 63] ⊕ 𝑆𝐾2

2) AddConstants Transformation
AddConstants performs XOR between the 32-bit intermediate state value and
fixed constants (0, 1, 2, 3) along with round constants 𝑟𝑐 (detailed in[2]):

𝑠𝑡𝑎𝑡𝑒[0 ∶ 7]||𝑠𝑡𝑎𝑡𝑒[4𝑖 + 4 ∶ 4𝑖 + 7] ← 𝑠𝑡𝑎𝑡𝑒[0 ∶ 7]||𝑠𝑡𝑎𝑡𝑒[4𝑖 + 4 ∶ 4𝑖 + 7] ⊕ 𝑟𝑐𝑗

where 𝑖 = 0, 1, 4, 5, 8, 9, 12, 13 and 𝑗 = 0, 1, 2, 3.
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3) SubCells Transformation
SubCells is the non-linear layer of LED, using the 4 × 4 S-box from PRESENT.
The S-box is shown in , and the substitution operation is:

𝑠𝑡𝑎𝑡𝑒[0 ∶ 3]||𝑠𝑡𝑎𝑡𝑒[4𝑖 ∶ 4𝑖 + 3] ← 𝑆𝑏𝑜𝑥(𝑠𝑡𝑎𝑡𝑒[0 ∶ 3]||𝑠𝑡𝑎𝑡𝑒[4𝑖 ∶ 4𝑖 + 3]), 0 ≤ 𝑖 ≤ 15

** S-box in hexadecimal form**

4) ShiftRows Transformation
ShiftRows performs cyclic shifts on nibble blocks. In the 4 × 4 nibble matrix,
Row 1 remains unchanged, Row 2 is cyclically left-shifted by 1 nibble, Row 3 by
2 nibbles, and Row 4 by 3 nibbles, as shown in [Figure 2: see original paper].

[Figure 2: see original paper] Operation of shiftrows

5) MixColumnsSerial Transformation
MixColumnsSerial multiplies the 4 × 4 nibble intermediate state matrix with a
fixed mixing matrix over the finite field 𝐺𝐹(24):

⎡
⎢⎢
⎣

𝑠𝑡𝑎𝑡𝑒[0 ∶ 3] 𝑠𝑡𝑎𝑡𝑒[16 ∶ 19] 𝑠𝑡𝑎𝑡𝑒[32 ∶ 35] 𝑠𝑡𝑎𝑡𝑒[48 ∶ 51]
𝑠𝑡𝑎𝑡𝑒[4 ∶ 7] 𝑠𝑡𝑎𝑡𝑒[20 ∶ 23] 𝑠𝑡𝑎𝑡𝑒[36 ∶ 39] 𝑠𝑡𝑎𝑡𝑒[52 ∶ 55]
𝑠𝑡𝑎𝑡𝑒[8 ∶ 11] 𝑠𝑡𝑎𝑡𝑒[24 ∶ 27] 𝑠𝑡𝑎𝑡𝑒[40 ∶ 43] 𝑠𝑡𝑎𝑡𝑒[56 ∶ 59]
𝑠𝑡𝑎𝑡𝑒[12 ∶ 15] 𝑠𝑡𝑎𝑡𝑒[28 ∶ 31] 𝑠𝑡𝑎𝑡𝑒[44 ∶ 47] 𝑠𝑡𝑎𝑡𝑒[60 ∶ 63]

⎤
⎥⎥
⎦

←
⎡
⎢⎢
⎣

2 3 1 1
1 2 3 1
1 1 2 3
3 1 1 2

⎤
⎥⎥
⎦

×
⎡
⎢⎢
⎣

𝑠𝑡𝑎𝑡𝑒[0 ∶ 3] 𝑠𝑡𝑎𝑡𝑒[16 ∶ 19] 𝑠𝑡𝑎𝑡𝑒[32 ∶ 35] 𝑠𝑡𝑎𝑡𝑒[48 ∶ 51]
𝑠𝑡𝑎𝑡𝑒[4 ∶ 7] 𝑠𝑡𝑎𝑡𝑒[20 ∶ 23] 𝑠𝑡𝑎𝑡𝑒[36 ∶ 39] 𝑠𝑡𝑎𝑡𝑒[52 ∶ 55]
𝑠𝑡𝑎𝑡𝑒[8 ∶ 11] 𝑠𝑡𝑎𝑡𝑒[24 ∶ 27] 𝑠𝑡𝑎𝑡𝑒[40 ∶ 43] 𝑠𝑡𝑎𝑡𝑒[56 ∶ 59]
𝑠𝑡𝑎𝑡𝑒[12 ∶ 15] 𝑠𝑡𝑎𝑡𝑒[28 ∶ 31] 𝑠𝑡𝑎𝑡𝑒[44 ∶ 47] 𝑠𝑡𝑎𝑡𝑒[60 ∶ 63]

⎤
⎥⎥
⎦

6) Key Schedule
LED employs a non-expanded key schedule. In LED-64, the 64-bit original key
is directly assigned as the round key 𝑆𝐾1 = 𝐾. In LED-128, the 128-bit original
key is split into two equal parts assigned to round keys 𝑆𝐾1 and 𝑆𝐾2, where
𝑆𝐾1||𝑆𝐾2 = 𝐾.

3 Automated MILP Model Construction for LED
MILP is an optimization problem in operations research that seeks to maximize
or minimize an objective function under linear constraints. In constructing
automated differential characteristic analysis, each nibble’s differential value is
either Δ = 0 or Δ ≠ 0, described using binary variables {0, 1} to characterize
the differential pattern across 𝑟 rounds.

Definition 1 In a string, 𝑛 nibble differences are represented as (Δ0, Δ1, ..., Δ𝑛−1),
with corresponding binary variables (𝑥0, 𝑥1, ..., 𝑥𝑛−1). When a nibble difference
Δ𝑖 = 0, the variable 𝑥𝑖 = 0; when Δ𝑖 ≠ 0, then 𝑥𝑖 = 1, where 0 ≤ 𝑖 ≤ 𝑛 − 1.
In block ciphers, round functions achieve confusion and diffusion: non-linear
components provide confusion while linear components provide diffusion.

a) Non-linear Transformation Constraints
Non-linear transformations use S-box substitution. Lightweight block ciphers
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employ 4 × 4 S-boxes operating on half-bytes. Let the 4-bit input difference
be (Δ𝑎0, Δ𝑎1, Δ𝑎2, Δ𝑎3) and output difference be (Δ𝑏0, Δ𝑏1, Δ𝑏2, Δ𝑏3). The
active status of this 4 × 4 S-box is denoted by variable 𝑡𝐴.

In non-linear constraints, at least one S-box must be active in round 𝑟’s differen-
tial characteristic. To ensure 𝑥0, 𝑥1, 𝑥2, 𝑥3 has at least one active state, 𝑡𝐴 = 1
is enforced by:

⎧{{
⎨{{⎩

𝑡𝐴 − 𝑥0 ≥ 0
𝑡𝐴 − 𝑥1 ≥ 0
𝑡𝐴 − 𝑥2 ≥ 0
𝑡𝐴 − 𝑥3 ≥ 0

Conversely, when 𝑡𝐴 = 1, at least one of 𝑥0, 𝑥1, 𝑥2, 𝑥3 must be active:

𝑥0 + 𝑥1 + 𝑥2 + 𝑥3 − 𝑡𝐴 ≥ 0

For a bijective 4 × 4 S-box, when the input nibble difference is non-zero, the
output nibble difference must also be non-zero; when input is zero, output is
zero. This is constrained by:

{∑3
𝑗=0 𝑏𝑗 − ∑3

𝑗=0 𝑎𝑗 ≥ 0
∑3

𝑗=0 𝑎𝑗 − ∑3
𝑗=0 𝑏𝑗 ≥ 0

b) Linear Transformation Constraints
For linear transformation 𝐿 with differential branch number 𝐵, given in-
put nibble difference variables (𝑥𝑖𝑛0

, 𝑥𝑖𝑛1
, ..., 𝑥𝑖𝑛𝑛−1

) and output variables
(𝑥𝑜𝑢𝑡0

, 𝑥𝑜𝑢𝑡1
, ..., 𝑥𝑜𝑢𝑡𝑛−1

), let 𝑑 be a binary variable. When all input and output
differences of 𝐿 are zero, 𝑑 = 0; otherwise, 𝑑 = 1. The linear transformation
constraints are:

⎧{
⎨{⎩

∑𝑛−1
𝑖=0 𝑥𝑖𝑛𝑖

+ ∑𝑛−1
𝑖=0 𝑥𝑜𝑢𝑡𝑖

− 𝐵 ⋅ 𝑑 ≥ 0
𝐵 ⋅ 𝑑 − ∑𝑛−1

𝑖=0 𝑥𝑖𝑛𝑖
≥ 0

𝐵 ⋅ 𝑑 − ∑𝑛−1
𝑖=0 𝑥𝑜𝑢𝑡𝑖

≥ 0

LED-Specific MILP Model
LED’s round function includes five modules: AddRoundKey, AddConstants,
SubCells, ShiftRows, and MixColumnsSerial, all operating on half-byte units.
Among these, SubCells provides confusion while ShiftRows and MixColumnsSe-
rial provide linear diffusion. We construct a half-byte-oriented automated MILP
model for LED.

a) SubCells Transformation Constraints
Since LED’s key schedule performs no operations, we focus on the S-box substi-
tution in the encryption process. As described in Section 2, for a bijective 4 × 4
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S-box, a non-zero input nibble difference yields a non-zero output nibble differ-
ence, indicating an active S-box (represented as 1). The inequality constraint
is:

𝑥𝑖𝑛𝑖
− 𝑥𝑜𝑢𝑡𝑖

= 0

b) ShiftRows and MixColumnsSerial Constraints
In MixColumnsSerial, an 𝑛-order MDS matrix has maximum branch number
𝑛 + 1 (branch number theoretically bounds resistance to differential and linear
attacks; larger branch numbers indicate better diffusion). LED’s fixed mixing
matrix is a 4-order MDS matrix, achieving optimal linear diffusion. Thus, LED’
s differential and linear branch numbers are both 5. Let 𝑑 be a binary variable.

ShiftRows only performs cyclic shifts on nibbles without changing difference
values, generating no new variables:

𝑥𝑜𝑢𝑡 = 𝑥𝑖𝑛

MixColumnsSerial involves matrix multiplication over 𝐺𝐹(24), where each col-
umn’s elements change, producing new difference variables.

C Implementation of MILP Constraints
The C code for MixColumnsSerial constraints:

void MixColumnsSerial(int a[4][4]) {
for(i = 0; i < 4; i++) {

int state[4];
for(j = 1; j < 4; i++) {

for(i = 0; i < 4; i++) {
state[i] = a[j][(i + j) % 4];

}
for(i = 0; i < 4; i++) {

a[j][i] = state[i];
}

}
}

}

The C code for ShiftRows constraints:

for(j = 0; j < 4; j++) {
printf("x%j +", a[j][i]);
for(j = 0; j < 3; j++) {

printf("x%j +", next + j);
}
printf("x%j - 5 d%j >= 0\n", next+3, dummy);
for(j = 0; j < 4; j++) {

printf("d%j - x%j >= 0\n", dummy, a[j][i]);
printf("d%j - x%j >= 0\n", dummy, a[j][i] = next++);
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}
dummy++;

}

LED uses 4 rounds as a major operational step, providing sufficient confusion
and diffusion. We analyze one 4-round operation’s MILP constraints, with the
confusion and diffusion pattern shown in equation (14).

Main MILP Module C Implementation for LED’s 4-Round Operation:

int main() {
int a[4][4];
for (j = 0; j < 4; j++) {

for (i = 0; i < 4; i++) {
a[j][i] = next++;

}
}
printf("Minimize\n");
/* Output objective function */
for (j = 0; j < ROUNDS*16-1; j++) {

printf("x%j + ", j); /* ROUNDS is the round number */
}
printf("x%j\n\n", ROUNDS*16-1);
printf("Subject To\n");
/* Round function constraints */
for (r = 0; r < ROUNDS; r++) {

ShiftRows(a);
MixColumnsSerial(a);

}
/* At least one S-box must be active */
for (j = 0; j < ROUNDS*16-1; j++) {

printf("x%j + ", j);
}
printf("x%j >= 1\n\n", ROUNDS*16-1);
printf("Binary\n");
/* Variable constraints */
for (j = 0; j < 16; j++) {

printf("x%j\n", j);
}
for (j = 0; j < dummy; j++) {

printf("d%j\n", j);
}
printf("End\n");
return 0;

}
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4 MILP Model Solution for Active S-Boxes in LED
By constructing LED’s half-byte automated MILP model and implementing it
in C, we analyze each round of the 4-round operation. The 4-round constraint
inequalities are as follows:

Round 1 constraints:

{𝑥0 + 𝑥5 + 𝑥10 + 𝑥15 + 𝑥16 + 𝑥17 + 𝑥18 + 𝑥19 − 5𝑑0 ≥ 0
𝑑0 − 𝑥𝑖 ≥ 0, 𝑖 ∈ {0, 5, 10, 15, 16, 17, 18, 19}

Round 2 constraints:

{𝑥16 + 𝑥21 + 𝑥26 + 𝑥31 + 𝑥32 + 𝑥33 + 𝑥34 + 𝑥35 − 5𝑑1 ≥ 0
𝑑1 − 𝑥𝑖 ≥ 0, 𝑖 ∈ {16, 21, 26, 31, 32, 33, 34, 35}

Round 3 constraints:

{𝑥32 + 𝑥37 + 𝑥42 + 𝑥47 + 𝑥48 + 𝑥49 + 𝑥50 + 𝑥51 − 5𝑑2 ≥ 0
𝑑2 − 𝑥𝑖 ≥ 0, 𝑖 ∈ {32, 37, 42, 47, 48, 49, 50, 51}

Round 4 constraints:

{𝑥48 + 𝑥53 + 𝑥58 + 𝑥63 + 𝑥64 + 𝑥65 + 𝑥66 + 𝑥67 − 5𝑑3 ≥ 0
𝑑3 − 𝑥𝑖 ≥ 0, 𝑖 ∈ {48, 53, 58, 63, 64, 65, 66, 67}

Based on these 4-round constraints, we solve for the active S-boxes in the first
4 rounds. In the MILP model, each round’s differential characteristic must
contain at least one active S-box.

Analysis Process:
In Round 1, with one nibble difference variable 𝑥0 ≠ 0, after SubCells transfor-
mation (LED’s S-box is bijective), a non-zero input difference yields a non-
zero output difference, resulting in 1 active 4 × 4 S-box. After ShiftRows
and MixColumnsSerial, the nibble difference variables propagate from 𝑥0 to
{𝑥16, 𝑥17, 𝑥18, 𝑥19}. According to the constraints, when 𝑥16, 𝑥17, 𝑥18, 𝑥19 are non-
zero, variable 𝑑0 ≠ 0. To satisfy the constraints, we set 𝑥16, 𝑥17, 𝑥18, 𝑥19 ≠ 0
while other nibble differences remain zero.

In Round 2, with four difference variables {𝑥16, 𝑥17, 𝑥18, 𝑥19} non-zero, Sub-
Cells yields 4 active S-boxes. After linear layers, variables propagate to
{𝑥32, 𝑥33, 𝑥34, 𝑥35}. The constraints require 𝑑1 ≠ 0 when these four variables
are non-zero.

In Round 3, with 16 difference variables non-zero from Round 2, SubCells
produces 16 active S-boxes. Propagation through linear layers spreads to
{𝑥48, 𝑥49, 𝑥50, 𝑥51}, requiring 𝑑2 ≠ 0.
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In Round 4, with four variables {𝑥48, 𝑥49, 𝑥50, 𝑥51} non-zero, SubCells yields 4 ac-
tive S-boxes. After linear transformations, variables become {𝑥64, 𝑥65, 𝑥66, 𝑥67}.
To satisfy Round 4 constraints, we can set 𝑥64 ≠ 0 while others are zero.

After Round 4, the pattern returns to a single non-zero nibble difference, making
Round 5 identical to Round 1. Thus, LED exhibits periodic behavior every 4
rounds. By calculating active S-boxes for the first 4 rounds (1+4+16+4 = 25),
we can precisely extrapolate the full-round count.

** MILP Model for Differential Cryptanalysis of LED**

Rounds Nibble Variables Constraints Active S-boxes
1 20 5 1
2 36 10 5
3 52 15 21
4 68 20 25
⋯ ⋯ ⋯ ⋯
14 228 70 125

** The Number of Active S-Boxes in LED-64**

Round1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Count 1 5 21 25 26 30 46 50 51 55 71 75 76 80 96 100

Round17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Count101 105 121 125 126 130 146 150 151 155 171 175 176 180 196 200

** The Number of Active S-Boxes in LED-128**

Round1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Count 1 5 21 25 26 30 46 50 51 55 71 75 76 80 96 100

Round17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Count101 105 121 125 126 130 146 150 151 155 171 175 176 180 196 200

Round33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
Count201 205 221 225 226 230 246 250 251 255 271 275 276 280 296 300
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The analysis shows that 4-round encryption contains at least 25 active S-boxes,
LED-64 has at least 200 active S-boxes in full rounds, and LED-128 has at least
300. These results match the theoretical values provided by LED’s designers,
validating our half-byte MILP model.

LED’s S-box has differential probability 2−2 and linear probability 2−2. Us-
ing the Piling-Up Lemma[10], LED-64’s maximum differential characteristic
probability is 2−2×200 = 2−400, and maximum linear approximation probabil-
ity is 2−2×200 = 2−400. For LED-128, the maximum differential characteristic
probability is 2−2×300 = 2−600, and maximum linear approximation probabil-
ity is 2−2×300 = 2−600. These calculations prove LED’s strong resistance to
differential and linear attacks.

5 Conclusion
This paper proposes a half-byte-oriented MILP model for automatically search-
ing differential characteristics and linear approximations of cryptographic algo-
rithms, implemented in C based on LED’s structure. The model efficiently solves
for active S-boxes using fewer variables and constraints, precisely determining
that LED’s 4-round operation contains at least 25 active S-boxes, LED-64 has
at least 200, and LED-128 has at least 300. These results match the designers’
theoretical values, confirming the model’s correctness. LED-64’s maximum dif-
ferential characteristic probability is 2−400 and maximum linear approximation
probability is 2−400; LED-128’s are 2−600 and 2−600, respectively. Our analysis
proves LED can resist differential and linear attacks.

Future work will apply this half-byte MILP model to more block ciphers to
develop a generalized, efficient automated MILP framework.
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