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Abstract

Blockchain-based voting systems can be applied to scenarios such as credit eval-
uation and identity authentication. The underlying cryptographic techniques
of corresponding electronic voting protocols are primarily implemented based
on blind signatures, ring signatures, and proxy signatures; however, traditional
signature algorithms of the aforementioned types may encounter issues such
as reliance on central nodes and low efficiency when applied to blockchain. A
threshold signature scheme suitable for blockchain voting scenarios is proposed
based on the Chinese Remainder Theorem, which generates share signatures
and synthesizes the final signature through collaboration among members. The
signature method supports node joining and exiting, and the signature process
does not require participation of central nodes, thereby enhancing the usabil-
ity of the scheme; it incorporates verification functionality for communication
data while not exposing key information during the communication process, en-
suring the security of data transmission over insecure communication channels
in blockchain; the algorithm optimizes communication efficiency, saving net-
work bandwidth resources while improving system throughput. Security analy-
sis demonstrates that the difficulty of attack is equivalent to solving the discrete
logarithm problem, and it can effectively resist impersonation attacks. Compu-
tational complexity analysis shows that the algorithm has low computational
overhead and can be effectively adapted to blockchain application scenarios.

Full Text
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Signature Scheme Applying on Blockchain Voting Scene Based on
Chinese Remainder Theorem
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Abstract: Blockchain-based voting systems are applicable for credit evaluation
and identity verification scenarios. The underlying cryptographic schemes of
corresponding electronic voting protocols mainly include blind signatures, ring
signatures, and proxy signatures. However, traditional algorithms may intro-
duce dependence on central nodes and inefficiency when applied to blockchain.
This paper proposes a threshold signature scheme for blockchain voting scenar-
ios based on the Chinese Remainder Theorem. Through cooperation among
members, share signatures are generated and synthesized into a final signature.
The proposed scheme supports node joining and leaving, eliminates the need for
central node participation during signing, and improves availability. The scheme
incorporates verification functionality for communication data while not expos-
ing key information during transmission, ensuring data security over blockchain’
s insecure communication channels. The algorithm optimizes communication ef-
ficiency, saving network bandwidth resources while improving system through-
put. Security analysis demonstrates that the attack difficulty is equivalent to
solving the discrete logarithm problem, effectively resisting impersonation at-
tacks. Computational complexity analysis shows that the algorithm has low
computational overhead and can be effectively adapted to blockchain applica-
tion scenarios.

Key words: blockchain; confidential computation; threshold signature; Chi-
nese remainder theorem

0 Introduction

Blockchain is a distributed database technology for recording transaction his-
tory, characterized by decentralization, anonymity, and trustlessness. It solves
data trust issues among different nodes and has rapidly developed in electronic
currency, financial investment, Internet of Things, healthcare, energy Internet,
and other fields. Blockchain is primarily categorized into three types: public
chains, consortium chains, and private chains. Currently, electronic voting sys-
tems based on blockchain have emerged on consortium and private chains for
credit evaluation and decision-making scenarios.

Electronic voting protocols address security issues in Internet-based voting
processes, satisfying requirements for voting legitimacy, anonymity, tally
integrity, unforgeability, non-reusability, and immutability. The underlying
cryptographic techniques for electronic voting protocols mainly include blind
signatures, ring signatures, and proxy signatures, which can be used for identity
verification and ensuring vote content trustworthiness [1]. This paper focuses
on designing a ring signature scheme for blockchain online voting scenarios
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that coordinates all voting participants to ensure fairness and correctness while
allowing new members to join and signatures to be revoked. Compared with
other voting systems, blockchain-based voting applications feature immutability
and non-repudiation, with voting processes executed automatically according
to protocols without manual intervention. Their trust mechanisms possess
natural neutrality and security, offering significant application prospects.

Current mainstream threshold signature schemes are divided into dealer-based
and dealerless schemes based on key distribution methods. Dealer-based
schemes have management nodes that handle most trust authentication tasks,
but these nodes become performance bottlenecks. In dealerless schemes, each
node is highly autonomous at the cost of increased overall network computation.
When implementing voting protocols using signature algorithms in blockchain,
trusted-center-based group signature schemes face issues of trusted center
selection and data leakage. As a decentralized network structure, blockchain
requires signature algorithms to be designed as decentralized structures.
Additionally, when nodes become unavailable, the signature algorithm must
support signature revocation. Designing a secure, decentralized, revocable
threshold signature scheme is the key research problem addressed in this paper.

Due to blockchain network heterogeneity, threshold signature schemes for
blockchain require low computational resource consumption while providing
high-security services for complex scenarios. When initiating voting, commu-
nication rounds and bandwidth requirements should be minimized. When
voting nodes fail or new members join, related operations should be completed
efficiently with minimal computation. Designing a signature scheme with
low computational and communication resource requirements is an important
prerequisite for adaptation to blockchain application scenarios.

In 2004, Tzer-Shyong et al. integrated threshold methods requiring shorter ellip-
tic curve encryption into a new signature scheme, but did not provide identity
tracking and revocation operations [2]. Literature [3] improved the key gener-
ation method of the above scheme, making the difficulty of collusion attacks
equivalent to the elliptic curve discrete logarithm problem. Literature [4] pro-
posed a threshold signature scheme that effectively resists attacks where mem-
bers collude to forge signatures. These methods are threshold signature schemes
based on Shamir’ s secret sharing, and other secret sharing techniques have since
emerged.

Literature [5] proposed an identity-based threshold signature scheme using bi-
linear mapping and secret sharing, employing an identity-based t-out-of-n se-
cret sharing algorithm to improve execution efficiency. Literature [6] proposed
a threshold signature scheme based on discrete logarithm difficulty that effec-
tively resists attacks targeting secret sharing techniques. Literature [7] presented
a threshold group signature scheme with short key length, low computational
load, and bandwidth requirements. Literature [8, 9] proposed ECDSA-based
threshold signature systems where s participants reconstruct keys but require
signers. Goldfeder et al. [10] proposed using threshold signature technology to
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implement multi-party control of Bitcoin keys, utilizing threshold cryptography
for trusted key management. Literature [11] proposed a secret sharing scheme
based on visual cryptography that effectively resists brute-force attacks on se-
crets.

In recent years, secret sharing schemes based on the Chinese Remainder The-
orem have emerged [12-14]. Among them, the Asmuth-Bloom threshold secret
sharing scheme [15] requires less computation compared to Shamir’ s secret shar-
ing but cannot guarantee data security when transmitting over insecure com-
munication channels. Literature [16] proposed a scheme combining the ElGa-
mal mechanism with Asmuth-Bloom threshold secret sharing to prevent secret
shares from being tampered with during propagation. Literature [17]’ s scheme
effectively controls data length during computation with good anonymity and
anti-forgery properties but must rely on a trusted center for key distribution.

Addressing existing research problems, this paper proposes a blockchain thresh-
old signature scheme based on the Chinese Remainder Theorem with attack
difficulty equivalent to solving the discrete logarithm problem. To better adapt
to blockchain networks and meet their decentralized and heterogeneous commu-
nication channel characteristics, the proposed signature method supports node
joining and leaving without requiring central node participation. Additionally,
the scheme incorporates communication data verification functionality while
not exposing key information during transmission, effectively resisting imper-
sonation attacks. For blockchain application scenarios, the signature algorithm
optimizes communication efficiency, saving network bandwidth resources while
improving system throughput. Compared with existing threshold signature al-
gorithms, this scheme has lower computational complexity in both signature
generation and verification.

1.1 Digital Signatures

Digital signatures are cryptographic protection techniques using cryptography
to verify data origin or integrity, primarily used in asymmetric key encryption
and digital digest scenarios. A typical digital signature process involves signing
by the owner, verification by others, and validity only for the current verification
entity, with steps as follows [18]: | where is the private key and is the public
key. , where is the plaintext message and is the generated signature. , verifying
data integrity based on public key, plaintext, and signature information.

Currently commonly used signature algorithms mainly include the Elliptic
Curve Digital Signature Algorithm and partial blind signature algorithm. The
Elliptic Curve Digital Signature Algorithm is designed based on the elliptic
curve discrete logarithm problem, with security depending on the difficulty
of solving elliptic curve problems. The partial blind signature algorithm was
proposed by Abe et al. [19] in 1996. Its main idea is that except for consensus
messages pre-negotiated with the signer, the signer cannot obtain the content
of the signed message, thereby protecting the signer’ s privacy.
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1.2 Secret Sharing Protocol

The concept of secret sharing was first proposed by Shamir [20] and Blakley
[21]. The idea is to split a secret into N shares using appropriate methods
and distribute each share to different participants. During secret recovery, the
number of participants must reach a certain threshold to reconstruct the message
content. Classic secret sharing algorithms include Shamir’ s algorithm and the
Asmuth-Bloom algorithm based on the Chinese Remainder Theorem.

1.2.1 Shamir Algorithm

Shamir’ s secret sharing algorithm splits secret into n sub-secrets, where any sub-
secrets can recover while any sub-secrets cannot. The process consists of three
steps: a) Initialization. Assuming n participants, a prime number, the trusted
center’ s encoding range is the finite field , the threshold value is , and each
participant’s ID is , where . b) Share generation. Construct a degree polynomial
. Substitute the above equation to obtain and send these information pairs to
each participant. ¢) Decryption. participants arbitrarily select message pairs
and reconstruct the polynomial using Lagrange interpolation.

1.2.2 Asmuth-Bloom Algorithm

The Asmuth-Bloom algorithm operates as follows: Let be the threshold value
and be the secret. Select a large prime and n integers satisfying the following
conditions: strictly monotonically increasing; ; . b) Share generation. Let be
greater than the product of any of the . Random select an integer where and
compute . It follows that . Split the secret as where . ¢) Secret recovery. Any
members can exchange their secret shares to recover secret . Assuming partic-
ipants submit secret shares , construct the congruence system: . According to
the Chinese Remainder Theorem, this system has a solution in and the solution
is , where satisfies: . From this, the secret can be obtained.

2.1 Blockchain Threshold Signature System Architecture

The blockchain threshold signature system architecture further ensures data
security.

2.2 Blockchain Threshold Signature System Detailed De-
sign
The detailed process of blockchain threshold signature is described below. For

convenience, symbols are defined in Table 1. Table 1 Symbols of the proposed
scheme.

This paper proposes a decentralized threshold signature algorithm on blockchain
based on the Chinese Remainder Theorem. Participants mainly include three
roles: blockchain nodes, signature verifiers, and signature combiners. The secret
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share shadow generated by node is . The partial signature satisfies the Asmuth-
Bloom scheme’ s large prime . The large prime for generating group public key
is . The message to be signed is .

1) Initialization: Let the node set in the blockchain be with members, where
the threshold value is . Select two large primes and , a positive integer
sequence , and a generator on finite field , where and satisfy Asmuth-
Bloom scheme requirements. Note that is public information known to all
nodes. Node randomly generates node private key for key sharing member
key and corresponding , letting satisfy: . Node computes and obtains node
public key , broadcasting it to other nodes. After receiving messages from
other nodes, each node computes the group public key: .

Figure 1 [Figure 1: see original paper| Architecture of the proposed scheme. As
shown in Figure 1, the blockchain threshold signature system includes seven
steps: initialization, secret splitting, partial signature generation, signature
synthesis, signature verification, member joining, and member revocation. a)
Generate public parameters required for the signature algorithm. Each node
generates its private key information and public information, broadcasting its
public information to other nodes in the network. b) Split node secret infor-
mation based on the Chinese Remainder Theorem. The split secret shares are
broadcast to other nodes for partial signature generation. c¢) Each node solves
for secret information from received secret shares according to the Chinese Re-
mainder Theorem, combines it with its key to generate partial signatures, and
broadcasts them to signature combiners. d) The signature combiner synthesizes
received partial signatures. Note that in blockchain scenarios, each node can act
as both signature combiner and signature verifier. The synthesized signature is
calculated as follows: . The signature combiner sends to the signature verifier
for verification. e) When new members join, all nodes in the blockchain re-
ceive related messages and initiate the member joining process. f) When a node
leaves the blockchain network, other nodes receive the exit information and ini-
tiate signature revocation. Note that most blockchain applications are built on
heterogeneous networks without a trusted center for resource optimization, re-
quiring high robustness and security from signature schemes to meet blockchain’
s decentralized and heterogeneous communication channel characteristics. To
better adapt to blockchain scenarios, signature algorithms must support node
joining and leaving to improve availability. This scheme’ s signature algorithm
meets these requirements and offers higher computational efficiency compared
to Shamir’s secret sharing protocol. Since most blockchain applications are built
on insecure communication channels vulnerable to man-in-the-middle attacks,
this scheme incorporates communication data verification while not exposing
key information.

2) Secret Splitting: The secret share that node sends to node is calculated as:
. This will be broadcast to other nodes. To prevent malicious tampering
during transmission, verification is required. The verification information
generated by is and , calculated as: . Node publishes information to other
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nodes. Assuming node receives this information, it performs verification
to ensure data integrity: . If verification passes, the message was not
tampered with in the transmission channel and is trustworthy; otherwise,
blockchain node requests node to retransmit the message.

3) Partial Signature Generation: After node successfully verifies the mes-
sage, it first calculates : . After computing the result, it sends related
information to the signature combiner. Each node can compute where
is calculated as: . Then for message , compute its corresponding partial
signature: . From this, updating the group public key only requires one
division operation locally without further interaction with other nodes,
saving network bandwidth and improving update efficiency.

Since is public, node deletes and content. When initiating a signature, the
process starts from step 3 (partial signature generation).

3.1 Correctness Proof

Theorem 1: After node receives the secret splitting message, the message
verification equation holds.

Proof: Since , we have . QED.

Theorem 2: When a node receives shadow shares from other nodes, it can
recover the final secret and the value is unique.

Proof: Since are sub-secrets generated by each node, can be viewed as the
synthesized secret. Because , the solution to the congruence system is unique.
QED.

Theorem 3: During signature synthesis, the signature verification formula
holds.

Proof: Since , we have . QED.

3.2.1 Threshold Security Analysis

Implementing a threshold signature scheme on blockchain requires at least nodes
to collaborate to generate the final signature in an node network. For a well-
designed threshold signature algorithm, if an attacker compromises a certain
number of nodes, the final voting result will not be affected as long as the
number of legitimate signing nodes is greater than or equal to .

For participants, each node in the blockchain network splits sub-secret during
secret splitting, with group public key . Since is public, even if a third party
steals this message, solving for the group private key is a discrete logarithm
problem, which is computationally difficult. Additionally, since each node stores
its own sub-secret information and does not directly transmit sub-secret content
during communication, group private key information cannot be obtained unless
all members collude.
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During partial signature generation, node receives message and verifies it to
ensure the message content was not tampered with during transmission. If a
third party steals this message content, solving for , , and given , , and is a
discrete logarithm problem, which is difficult. Since , the verification message
cannot be used to solve for .

After verification passes, at least nodes must send for secret synthesis. If more
than messages are received, only groups need to be selected for synthesis. Con-
versely, if fewer than groups of signatures are received, the congruence system
cannot be solved according to the Chinese Remainder Theorem.

Nodes sign messages and generate corresponding partial signature information
sent to the signature combiner, where the partial signature generation formula is
. Solving for node private key from is a discrete logarithm problem, and cannot
be obtained from values.

During partial signature synthesis, the synthesis formula is , yielding: . This
is sent to the signature verifier for verification using the formula . Since and
are large primes, we can assume . The actual transmission does not contain
private key content, so even if a third party steals this content, no meaningful
information can be obtained.

3.2.2 Unforgeability Analysis

Unforgeability means that nodes in the blockchain cannot impersonate other
members to generate signature information. Advanced unforgeability also in-
cludes signature traceability. Since this scheme eliminates the trusted center and
all nodes have equal status, generating final signatures through collaboration
avoids the trusted center impersonation problems in traditional schemes. The
following analysis assumes any blockchain node can impersonate other nodes to
sign sent messages . For convenience, the malicious node is defined as node and
the impersonated node as .

If member impersonates member and generates its own key , based on public
information, member * s private key cannot be calculated. When is randomly
generated with , since the group private key is and each blockchain node locally
stores group private key information, if causes group private key calculation
errors, node cannot join the signature generation process. Therefore, member
cannot impersonate by generating corresponding key information .

If member impersonates member and generates node private key , to normally
generate signatures, must hold. Calculating from is a discrete logarithm prob-
lem, which is difficult. Therefore, member cannot impersonate by generating
corresponding node private key .

If member impersonates member and generates , since is an integer and is prime,
. Member cannot generate to impersonate .

If member impersonates member and generates , since member cannot imper-
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sonate to generate corresponding , , and , this implies . At this point, , so
member cannot generate to impersonate .

In summary, the proposed blockchain threshold signature scheme ensures that
nodes cannot impersonate other members to generate signature information,
guaranteeing scheme security.

4.1 Efficiency Analysis

The proposed blockchain threshold signature algorithm has difficulty equiva-
lent to solving the discrete logarithm problem. To compare performance with
existing signature algorithms, symbols are defined in Table 2 .

Table 2 Symbols of computational complexity for the proposed scheme.

Since modular addition and subtraction have low computational overhead, they
are not considered. Modular exponentiation is essentially modular multiplica-
tion and can be simplified through Montgomery exponentiation. Performance
evaluation will treat modular exponentiation separately.

This section analyzes efficiency from three aspects: secret splitting, signature
generation, and signature verification. Signature generation includes the previ-
ously discussed partial signature generation and signature synthesis steps. For
the same computational task, only one instance is counted. Computational
complexity is shown in Table 3 .

Table 3 Computational complexity of the proposed scheme.

For comparison with existing threshold signature methods, the analysis
examines signature generation and verification. Existing methods are com-
plex, mainly including Lagrange interpolation-based and Chinese Remainder
Theorem-based approaches. Table 4 compares computational complexity
between the proposed blockchain threshold signature algorithm and existing
algorithms. Literature [22] and this paper are based on the Chinese Remainder
Theorem, while literature [23, 24] use Lagrange interpolation and literature
[25] uses zero-knowledge proof.

Table 4 Comparison of computational complexity.

Table 4 shows that the proposed algorithm outperforms literature [25] in both
signature generation and verification. The latter includes user identity informa-
tion in secret shares for authorization management and detecting participant
deception, requiring additional hash functions to blind identity information and
extra operations for permission management, resulting in higher computational
complexity.

Generally, hash function computational complexity exceeds modular operations,
making literature [24] less efficient than the proposed algorithm in signature
generation. Blockchain, as a heterogeneous network with limited computing
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resources, demands high algorithm execution efficiency. Since threshold signa-
ture algorithm computation concentrates on signature generation rather than
verification, improving signature generation efficiency provides greater value for
blockchain execution efficiency. Therefore, although the proposed algorithm is
inferior to literature [23] in signature verification, its higher signature genera-
tion efficiency results in better system throughput when adapted to blockchain
scenarios.

As a decentralized distributed network, blockchain distributes signature algo-
rithm computation tasks evenly across nodes. Since blockchain node computing
capabilities vary, simply increasing resources for certain nodes cannot effectively
improve signature algorithm execution efficiency. The key factor affecting effi-
ciency is communication resource consumption; reducing communication rounds
shortens execution time. Although literature [22] outperforms the proposed al-
gorithm in both signature generation and verification, it requires generating
and broadcasting temporary public key information during partial signature
generation, with other nodes needing to receive messages from t nodes before
synthesizing the final signature. The proposed algorithm eliminates this step,
reducing one communication round, saving computational resources, improving
synthesis efficiency, and effectively increasing task throughput.

Literature [23-25] do not provide member joining and signature revocation func-
tions, while literature [22] lacks signature revocation. Since blockchain is a
complex network with random node status changes, power failures, and faults
causing node unavailability, signature algorithms must support efficient signa-
ture revocation and member joining. The proposed signature algorithm opti-
mizes functionality and performance for blockchain scenarios, adapting more
effectively than other algorithms.

4.2 Simulation Experiments

The simulation experiments used Windows 7, Intel CPU i7-6700, Microsoft
VC++ 6.0. The proposed scheme was compared with literature [23] in terms
of execution efficiency, measuring the total time consumption of signature gen-
eration and verification steps in milliseconds. Both and are 150-bit integers.
Experiments examine the relationship between time consumption and thresh-
old value and member number respectively.

Experiment 1: Member number , threshold value takes values 10, 15, 20, 25,
30, 35, 40 to examine the relationship between time consumption and threshold
value .

Experiment 2: Threshold value , member number takes values 40, 45, 50, 55,
60, 65, 70, 75, 80 to examine the relationship between time consumption and
member number .

Simulation results are shown in Figures 2 and 3. Figure 2 [Figure 2: see original
paper] shows the relationship of time consuming over the threshold t. Figure 3
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[Figure 3: see original paper| shows the relationship of time consuming over the
member number n.

Figure 2 shows that as threshold value increases, both schemes’time consumption
increases because signature generation computational complexity is positively
correlated with threshold value . Literature [23] consumes more time than the
proposed scheme, with time consumption increasing faster as threshold value
grows. When threshold value is small, both schemes have similar time con-
sumption because their computational complexities are close at small threshold
values.

Figure 3 shows that as member number increases, the proposed scheme’ s
time consumption remains basically stable and is always less than literature
[23]. Combined with Figures 2 and 3, the proposed algorithm shows relatively
small time consumption fluctuations when threshold value and member num-
ber change, maintaining stable performance. For blockchain’ s heterogeneous
network with frequently changing node numbers, the proposed algorithm’ s per-
formance does not fluctuate significantly, demonstrating better robustness and
improved adaptation to blockchain voting protocols.

5 Conclusion

When applying ring signature algorithms to blockchain voting, issues of un-
trusted nodes and low efficiency arise. This paper proposes a blockchain thresh-
old signature scheme based on the Chinese Remainder Theorem with attack
difficulty equivalent to solving the discrete logarithm problem. Blockchain fea-
tures decentralization and heterogeneous communication channels. To adapt
to blockchain networks, the proposed signature method supports node joining
and leaving without central node participation, improving availability. Since
blockchain is built on insecure communication channels vulnerable to man-in-
the-middle attacks, the scheme incorporates communication data verification
and does not expose key information during transmission, ensuring data secu-
rity.

Security analysis demonstrates that the proposed threshold signature scheme
effectively resists impersonation attacks, overcoming security defects in native
blockchain systems. For blockchain application scenarios, the algorithm opti-
mizes communication efficiency, saves computational resources, and improves
system throughput. Performance analysis shows that compared with existing
threshold signature algorithms, the proposed scheme has lower computational
complexity in both signature generation and verification, with better robustness.
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