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Abstract

In 2012, Sujata et al. proposed a strong designated verifier signcryption scheme
based on discrete logarithms; however, analysis reveals that Sujata et al.” s
scheme cannot resist delegation attacks and the verification right is delegatable.
To address the aforementioned shortcomings, an improved strong designated
verifier signcryption scheme is presented, wherein only the designated verifier
can verify the validity of the signcrypted ciphertext; furthermore, the designated
verifier can generate a signcryption copy indistinguishable from the original sign-
crypted ciphertext. Security analysis demonstrates that the scheme can not only
resist adaptive chosen-plaintext attacks, but also ensure the unforgeability of the
signcrypted ciphertext while providing authentication. Due to these superior
properties of the scheme, it has broad application prospects in real-world scenar-
ios, such as blockchain, electronic voting, electronic tendering, and other similar
contexts.
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Abstract: In 2012, Sujata et al. proposed a strong designated verifier signcryp-
tion scheme based on discrete logarithms. However, analysis reveals that Sujata
et al.” s scheme cannot resist delegable attacks, and the verification right is del-
egable. To address these shortcomings, this paper presents an improved strong
designated verifier signcryption scheme where only the designated verifier can
verify the validity of the signcrypted ciphertext. Furthermore, the designated
verifier can generate a signcryption transcript that is indistinguishable from the
original signcrypted ciphertext.

Security analysis demonstrates that the proposed scheme not only resists adap-
tive chosen-plaintext attacks but also guarantees the unforgeability of the sign-
crypted ciphertext while providing authentication. Due to these superior perfor-
mance characteristics, the scheme has broad application prospects in real-world
scenarios such as blockchain, electronic voting, and electronic tendering.

Keywords: strong designated verifier signcryption; delegable attack; unforge-
able; indistinguishable

0 Introduction

Signcryption, first proposed by Zheng in 1997, is a novel cryptographic primi-
tive that simultaneously fulfills both digital signature and public-key encryption
functions within a single logical step, offering lower computational and commu-
nication costs than traditional “sign-then-encrypt” approaches. In signcryption
schemes, the sender typically generates a session key using the receiver’ s public
key to achieve symmetric encryption between the parties, while the receiver can
produce an identical session key using their private key. The security of this
session key underpins the security of authentication and encryption.

To enhance signer privacy, Jakobsson et al. introduced the concept of Strong
Designated Verifier Signature (SDVS), where only the designated verifier be-
lieves in the signature’ s validity. However, anyone obtaining the signature can
verify its validity and determine that the true signer is one of two parties. To
address this issue, Saeednia et al. proposed a strong designated verifier signature
scheme in 2003 where only the holder of the designated verifier’ s private key can
verify the signature’ s validity. Concurrently, Saeednia et al. first introduced
the concept of strong designated verifier signcryption, which combines signcryp-
tion with designated verifier properties to achieve deniable authentication while
ensuring message confidentiality.

In 2005, Lipmaa et al. proposed an attack model against designated verifier sig-
natures called the delegable attack. They introduced a new security property
for designated verifier signatures (termed non-delegatability) and proved that
several existing designated verifier signature schemes could not resist delegable
attacks. The fundamental idea of delegable attacks is that the signer or desig-
nated verifier can delegate signing or verification rights to a third party without
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revealing their private key—a property undesirable in secure designated verifier
signature schemes.

In 2012, Sujata et al. proposed a strong designated verifier signcryption scheme
based on discrete logarithms. However, analysis shows that Sujata et al.” s
scheme cannot resist delegable attacks and possesses delegable verification rights.
Therefore, this paper presents an improved strong designated verifier signcryp-
tion scheme. In this scheme, signcrypted text can only be verified by the desig-
nated verifier, achieving significantly higher computational efficiency than the
schemes in references [6,7] while providing the same functionality, along with
security and efficiency analysis.

1.1 Discrete Logarithm Problem

Let p be a prime number and g be a primitive root of p, meaning all values of
g generate the set {1,2,...,p —1}. For any b € {1,2,...,p — 1}, there exists a
unique i such that b = ¢g° (mod p). This i is called the discrete logarithm of
b with base g modulo p, denoted as i = logg b (mod p). When g, p, and i are
known, b can be computed easily using fast exponentiation algorithms. However,
when g, p, and b are known, computing i is extremely difficult. Currently, the
fastest known algorithm for solving discrete logarithms has time complexity
O(exp((Inp)'/3 - (Inlnp)?/?)), making it infeasible when p is sufficiently large.

1.2.1 Indistinguishability

For any polynomial-time adversary A, if there exists a negligible function (k)
such that AdvINP~CPA(k) < (k), where k is the security parameter, then the
algorithm is semantically secure, or equivalently, possesses indistinguishability
under chosen-plaintext attacks (IND-CPA). As shown in Figure 1 [Figure 1: see
original paper|, the game proceeds as follows:

a) The challenger runs the key generation algorithm to generate the sign-
cryption recipient’ s public/private key pair (bpk,bsk) and sends bpk to
adversary A.

b) When adversary A makes signcryption queries, it selects a message
m € M and the signer’ s public key apk, sending them to the challenger.
The challenger simulates the signcryption oracle, performs signcryption,
and returns the result to A.

¢) Adversary A selects two messages mg,my; € M of equal length and a
public key bpk, sending them to the challenger. The challenger randomly
selects r € {0,1} and computes a signeryption ¢* for message m,. using
the signer’ s private key ask and the designated verifier’ s public key bpk,
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sending ¢* to A as the challenge ciphertext.

d) Adversary A outputs r’. If 7 = r, the adversary succeeds in distinguishing.
The adversary’ s advantage is defined as the function of parameter k:

AdvflPA(k) =|Prlr' =7]— %|

1.2.2 Unforgeability

For any polynomial-time adversary A, if there exists a negligible function e(k)
such that Pr[Sig-forge 4(n) = 1] < e(n), then the signcryption scheme is ex-
istentially unforgeable under adaptive chosen-message attacks (EF-CMA). As
shown in Figure 2 [Figure 2: see original paper], the game proceeds as follows:

a) The challenger runs the key generation algorithm to generate the sign-
cryption recipient’ s public/private key pair (bpk, bsk) and sends bpk to
adversary A.

b) When adversary A makes signcryption queries, it selects a message
m € M and the signer’ s public key apk, sending them to the challenger.
The challenger simulates the signing oracle, performs signing, and returns
the result to A.

¢) Adversary A selects a message m’ € M and public key bpk, sending
them to the challenger. The challenger computes a signcryption text
0’ for message m’ using the signer’ s private key ask and the desig-
nated verifier’ s public key bpk, sending ¢’ to A as the challenge ciphertext.

d) Adversary A outputs (m*,0*) such that Vr fy(bpk, m*,0*) = 1 and m* was
not previously queried. If these conditions hold, the adversary succeeds
in forgery.

2.1 Scheme Overview

The scheme first generates public parameters: two safe primes p and ¢ (where ¢
is a prime factor of p—1), a generator g of order ¢, and a one-way hash function
H whose output belongs to Z;,.

Key Generation:

- Signer Alice selects her private key x, € Z, and computes her public key
Yo = g%+ (mod p).

- Designated verifier Bob similarly has key pair (z;,,y,) where z, € Z; and
yp = g™ (mod p).
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Signcryption Generation:

a) Alice randomly selects k € Ly, rys,t € L.

b) Alice computes K = ¢g* (mod p), C = Ex(m), and r = H(K).

¢) Alice computes s =k —z, - r (mod q).

d) Alice sends the signeryption text § = (r, s, C) to designated recipient Bob.

Unsigncryption:

a) Upon receiving 6 = (r,s,C), Bob uses his private key z;, to compute K’ =
(9° - ya)™ (mod p).

b) Bob computes ' = H(K’) and verifies if #' = r. If the equality holds, the
signature is valid.

2.2 Scheme Analysis

The original intention of designated verifier signatures is that Alice proves the
correctness of statement © to Bob by demonstrating either “O is correct” or “she
knows Bob’ s private key.” However, in this designated verifier signature scheme
design, the proof transforms into demonstrating the proposition “®© is correct”
or “she knows partial information,” where this partial information is a one-way
function of Alice’ s private key (public key) and Bob’ s public key (private
key)—meaning the private key cannot be derived from this one-way function.
In cryptography, except for private keys which are strictly protected, all other
components are vulnerable under various attacks and may be compromised.

This scheme possesses the delegatability flaw, described as follows: Because any
third party obtaining (r, s, C') can verify whether g* = (¢*-y7)® (mod p) holds
without knowing Bob’ s private key, this violates the definition of strong des-
ignated verifiers. After obtaining knowledge [8], anyone can verify whether the
equation holds without the designated verifier Bob’ s private key. An attacker,
upon acquiring this knowledge before the message reaches the designated ver-
ifier, can decrypt the ciphertext on one hand and learn the true origin of the
signcryption on the other—an extreme security risk for strong designated verifier
signcryption.

3 Construction of the Proposed Scheme

This paper presents a new strong designated verifier signcryption scheme that
resists delegable attacks and offers certain security improvements over Sujata’ s
signcryption scheme. Based on Lee’s strong designated verifier signature scheme
[9], this work combines Schnorr signatures [10] with Wang’ s authenticated
encryption scheme [11], using a secure symmetric encryption algorithm.

a) System Initialization:
Two safe primes p and ¢ (where ¢ is a prime factor of p — 1), a generator g of
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order ¢, and a one-way hash function H whose output belongs to Z,.

b) Key Generation:

- Alice selects her private key x, € Z; and computes her public key y, = g
(mod p).

- Designated verifier Bob similarly has key pair (z,,y,) where z, € Z; and
Y = g** (mod p).

c) Signcryption Generation:

(a) Alice selects a random value k € 7.

(b) Alice computes 7 = g¥ (mod p) and s =k + x, - H(m,r) (mod q).

(c) Alice splits ¢ bitwise into left and right halves ¢;, ¢, (if ¢ length is odd, left
half is shorter).

(d) Alice computes t = H(m,¢;) and D = Enc, (m).

(e) The generated signcryption text is § = (r,t, D).

d) Unsigncryption:

(a) Upon receiving § = (r,¢, D), Bob uses his private key z;, to compute ¢’ =
(Yq - g")" (mod p).

(b) Bob splits ¢” into two parts ¢}, c; and computes m” = Dec,, (D).

(¢) If t = H(m', ¢}) holds, the signcryption text is verified.

e) Signcryption Transcript Generation:

The characteristic of designated verifier signatures is that only the pre-
designated verifier knows the true origin of the signature and cannot convince
any third party of its authenticity. The reason third parties cannot know
the true origin is that the designated verifier can also generate a signature
transcript indistinguishable from the signer’ s signature. To make it difficult
for third parties to distinguish whether the transmitted signcryption text was
generated by Alice or Bob, after successful verification, Bob simulates the
generation of a signcryption transcript ¢’ as follows:

(a) Bob selects a random value k" € Z;.
(b) Bob computes " = ¢* (mod p) and s’ = k' + z;, - H(m, ') (mod q).
(¢) Using the same method, Bob splits ¢’ into two parts ¢}, .

(d) Bob generates the signcryption transcript as 6’ = (r',t’, D).

4 Security and Efficiency Analysis

In this scheme, given only the public keys of the signcrypter and designated
verifier along with knowledge of (r,t, D), one cannot generate a valid signature
or verify its validity. Even with this knowledge, generating a valid signature
or verifying its validity still requires solving the discrete logarithm problem.
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This scheme possesses unforgeability, confidentiality, non-transferability, and
non-delegatability.

4.1 Correctness
Recipient Bob can correctly verify the signature’ s validity upon receiving sign-
cryption text § = (r,t, D) because:

¢ = (g g =g g = g (mod p)

Thus, the verification equation t = H(m/', ¢]) holds.

4.2 Confidentiality

Except for the designated recipient, no one can extract any information about
message m from the signcryption text. Due to the one-way property of hash
functions, recovering ¢, from D cannot yield any information about message m.
The pair (Enc(-), Dec(:)) must be a secure symmetric encryption/decryption
algorithm. To obtain the key, one must know k and z;,. Due to the difficulty
of the discrete logarithm problem, it is hard to derive k and x; from ¢, making
the scheme secure.

Lemma 1: For all probabilistic polynomial-time adversaries A, there exists a
negligible function (k) satisfying Pr[PrivK}{(n) = 1] < 4 + £(n), meaning
the scheme is indistinguishable under chosen-plaintext attacks.

In this scheme, if adversary A successfully distinguishes between mgy, m;, it
implies A has broken the secure symmetric encryption scheme. Due to the
ciphertext indistinguishability of symmetric encryption, this scheme is indistin-
guishable. The symmetric encryption component can be constructed using al-
ternative methods with provable security, but for scheme completeness, detailed
description is omitted here.

4.3 Unforgeability

The scheme uses Schnorr signatures to generate (r, s). Based on the provable se-
curity of Schnorr signatures [4], no adaptive adversary, including Bob, can forge
a signcryption text for message m satisfying s = k+x,- H(m,r) (mod q); other-
wise, the adversary could successfully forge a valid Schnorr signature. Therefore,
this scheme is secure.

Lemma 2: If no probabilistic polynomial-time algorithm can win the above
game with non-negligible probability, the scheme is existentially unforgeable
under adaptive chosen-message attacks.

If, in the above game, the adversary returns a valid message-signcryption text
to the challenger after a series of queries, then the adversary’ s ability to forge
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signcryptions can be reduced to breaking the Schnorr signature problem. Since
Schnorr signatures are unforgeable, this scheme is unforgeable.

4.4 Non-delegatability

Given only the public keys of the signcrypter and designated verifier along with
knowledge of (r,t, D), one cannot generate a valid signature or verify its valid-
ity. This scheme eliminates delegatability flaws in the verification process—only
those possessing the designated verifier’ s private key can verify signature va-
lidity, which requires solving the discrete logarithm problem, a computationally
difficult problem with current computing capabilities.

4.5 Non-transferability

The signeryption transcript §” generated by Bob is indistinguishable from Al-
ice’ s signeryption . From Alice’ s valid signeryption text, randomly selecting
(r,t,D) and (r’,t’, D"), where r is determined by k and 7’ is determined by &/,
the distributions of (r,¢, D) and (r’,t, D’) are identical and therefore indistin-
guishable.

Thus, Bob’ s generated signcryption transcript ¢’ = (r',t’, D) is indistinguish-
able from Alice’ s signeryption § = (r,t, D).

4.6 Efficiency Analysis

In this scheme, the computational complexity of the signcryption phase is 275+
Ty + Ty, and the unsigneryption phase is 2Ty + Ty + Ty, (where Ty, Ty,
T, T's represent modular exponentiation, hash operation, modular multiplica-
tion, and bilinear pairing operations respectively). Compared with reference [2],
this scheme achieves delegatable attack resistance without additional overhead.
Furthermore, Table 1 compares the computational efficiency of signcryption
schemes with equivalent functionality.

Table 1 Performance comparison of relevant schemes

To demonstrate the scheme’ s actual computational overhead and correspond-
ing time-cost curves, this paper implemented the scheme in C+4++ using the
Crypto++ library in the Visual Studio 2012 integrated development environ-
ment. Table 2 shows the main parameters of the experimental environment.

Table 2 Main parameters of the experimental environment

When the private keys of the signcrypter and designated verifier are fixed (in
this experiment, z, = x, = 512), the runtime curves for signcryption and
unsigncryption processes with varying message lengths are shown in Figure 3
[Figure 3: see original paper].

Figure 3 Runtime curves for signcryption and unsigncryption processes
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Through theoretical and implementation analysis, we conclude that this scheme
is efficient and possesses practical application value.

5 Conclusion

This paper presents a delegable attack on Sujata’ s scheme and proposes a
strong designated verifier signcryption scheme based on the discrete logarithm
problem. This scheme enables secret transmission between the signcrypter and
designated verifier without requiring a secure channel [15]. The scheme is proven
secure under adaptive chosen-plaintext attacks. Additionally, it satisfies the
non-delegatability security requirement and prevents ciphertext tampering dur-
ing signeryption transmission [16]. Therefore, this scheme has numerous prac-
tical applications in areas such as blockchain asset proofs [17,18] and electronic
voting.
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