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Abstract
To address the low computational efficiency of existing certificateless aggregate
signcryption (CLASC) schemes, this paper proposes a pairing-free aggregate
signcryption scheme suitable for the Internet of Things (IoT). Compared with
the current best scheme [15], the proposed scheme achieves nearly a sixfold im-
provement in operational efficiency, requiring only (2n+1) point multiplication
operations in the aggregate signcryption phase and (5n+1) point multiplica-
tion operations in the aggregate de-signcryption phase. Based on the discrete
logarithm problem, the scheme is proven to satisfy both confidentiality and
unforgeability in the random oracle model. During the aggregate signcryption
verification phase, the scheme does not require any third-party secret informa-
tion, thereby fulfilling public verifiability. Finally, it is demonstrated that the
scheme can achieve high security at a relatively low computational cost, making
it more suitable for IoT applications.
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Abstract

Aiming at the problem of low computational efficiency in current certificateless
aggregate signcryption (CLASC) schemes, this paper proposes an aggregate
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signcryption scheme suitable for the Internet of Things (IoT) that eliminates
bilinear pairings. Compared with the state-of-the-art scheme [15], the proposed
scheme improves operational efficiency by nearly sixfold, requiring only (2n+1)
point multiplication operations in the aggregate signcryption phase and (5n+1)
point multiplication operations in the aggregate unsigncryption phase. Based
on the discrete logarithm problem, we prove that the scheme satisfies confiden-
tiality and unforgeability in the random oracle model. During the aggregate
signcryption verification phase, no secret information from third parties is re-
quired, thus the scheme satisfies public verifiability. Finally, we demonstrate
that the scheme can achieve higher security at lower computational cost, making
it more suitable for IoT applications.

Keywords: certificateless aggregate signcryption; Internet of Things; without
bilinear pairings; random oracle model; public verifiability

0 Introduction
The Internet of Things (IoT) concept was first proposed by the International
Telecommunication Union in 2005 [1]. Since then, increasing numbers of coun-
tries have invested in IoT research, yielding fruitful results [2–5]. IoT has been
widely applied in food safety, public security, health monitoring, intelligent
transportation, security, environmental protection, and numerous other indus-
tries. As network scales expand from single laboratories to entire buildings and
communities, and as different systems converge, IoT systems face challenges:
IoT terminals are widely distributed and structurally simpler than traditional
computer network terminals, making them vulnerable to attacks and lacking in
functionality. Applications such as food safety and intrusion detection require
IoT systems to provide rapid, accurate responses to emergencies, users, and
administrators, enabling accurate communication between people and things
while ensuring economical deployment of network infrastructure. This necessi-
tates system coordination in an efficient, reliable, and secure manner, making
cryptographic technology essential for designing secure and efficient algorithms
and protocols.

Modern cryptography serves as the core technology for ensuring information se-
curity, guaranteeing confidentiality, integrity, availability, and non-repudiation
in network environments. While confidentiality can be achieved through en-
cryption and authentication through digital signatures, traditional public-key
cryptography implements both through“sign-then-encrypt,”which suffers from
low efficiency. In 1997, Zheng et al. [6] proposed the concept of signcryption
and presented a concrete scheme. Baek et al. [7] first defined the security model
for signcryption schemes in 2002. In practical applications, when many users
perform signcryption, receivers must verify multiple ciphertexts simultaneously.
To improve batch verification efficiency, Selvi et al. [8] combined the advantages
of aggregate signatures [9] and proposed the concept of aggregate signcryption
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in 2009.

In 2003, Al-Riyami et al. [10] first introduced certificateless cryptography, which
avoids public key certificate management and verification issues while effectively
solving the key escrow problem. Barbosa et al. [11] first proposed a certificateless
signcryption scheme and its security model in 2008. Subsequently, Eslami et
al. [12], Liu Jianhua et al. [13], Niu Shufen et al. [14], and Han et al. [15] each
proposed certificateless signcryption schemes.

Through research on aggregate cryptography, this paper proposes a certificate-
less signcryption scheme for IoT systems that eliminates bilinear pairing op-
erations. The absence of complex bilinear pairing operations gives the scheme
high computational efficiency. We prove that the scheme satisfies unforgeability,
confidentiality, and public verifiability.

[Figure 1: see original paper] IoT architecture of WSN

1 Preliminaries
1.1 Discrete Logarithm Problem

Discrete Logarithm Problem (DLP): Let 𝐺 be an additive cyclic group of
order 𝑞, and 𝑃 be a generator of 𝐺. For a given 𝑎𝑃 ∈ 𝐺, computing 𝑎 ∈ ℤ∗

𝑞 is
computationally hard.

1.2 Computational Diffie-Hellman Problem

Computational Diffie-Hellman Problem (CDHP): For unknown 𝑎, 𝑏 ∈ ℤ∗
𝑞,

given (𝑃 , 𝑎𝑃 , 𝑏𝑃 ), computing 𝑎𝑏𝑃 is computationally hard.

1.3 System Model

A complete IoT system consists of sensory nodes (𝑆𝑁𝑖, 1 ≤ 𝑖 ≤ 𝑛), a gateway
node (𝐺𝑁), a cloud platform server (𝐶𝑃𝑆), and an application terminal (𝐴𝑇 ),
as shown in Figure 1. Sensory nodes collect data and transmit it hop-by-hop to
the gateway node. The gateway node automatically stores data and periodically
transmits the collected data to the internet cloud platform server at regular in-
tervals. The cloud platform server sends the received data to the application
terminal for decryption and analysis. The 𝐶𝑃𝑆 is honest and reliable, respon-
sible for system management and maintenance, including registration of 𝑆𝑁 ,
𝐺𝑁 , and 𝐴𝑇 , and private key distribution. Communication occurs between
𝐶𝑃𝑆 and 𝐺𝑁 , 𝐺𝑁 and 𝑆𝑁 , and 𝐺𝑁 and 𝐺𝑁 via wireless channels.

The concrete implementation process is as follows:

a) System Initialization: This algorithm is executed by 𝐺𝑁 . Inputting
security parameter 𝑘, it selects a large prime 𝑞 (𝑞 > 2𝑘), defines 𝐺 as a cyclic
group on an elliptic curve, with the elliptic curve equation defined on 𝔽𝑝 (where
𝔽𝑝 denotes a finite field with 𝑝 elements, 𝑝 is prime and 𝑝 > 3). Let 𝑃 be a
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generator on the elliptic curve. Select three collision-resistant hash functions:
𝐻1 ∶ {0, 1}∗ × 𝐺 × 𝐺 → ℤ∗

𝑞, 𝐻2 ∶ 𝐺 × 𝐺 → ℤ∗
𝑞, 𝐻3 ∶ 𝐺 × 𝐺 × 𝐺 × 𝐺 → ℤ∗

𝑞,
and 𝐻4 ∶ 𝐺 × 𝐺 × 𝐺 × 𝐺 → ℤ∗

𝑞. 𝐶𝑃𝑆 randomly selects master key 𝑠 ∈ ℤ∗
𝑞

and keeps it secret, computes the master public key 𝑃𝑝𝑢𝑏 = 𝑠𝑃 . 𝐶𝑃𝑆 publishes
system public parameters 𝑝𝑎𝑟𝑎𝑚𝑠 = {𝐺, 𝑞, 𝑃 , 𝑃𝑝𝑢𝑏, 𝐻1, 𝐻2, 𝐻3, 𝐻4}. The set of
all solutions on the elliptic curve plus a point at infinity is denoted as 𝒪, i.e.,
𝒪 = {(𝑥, 𝑦)|𝑥, 𝑦 ∈ 𝔽𝑝} satisfying the equation 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 (mod 𝑝). The
number of points on the curve is denoted by 𝑞, which becomes the order of the
elliptic curve.

b) Key Generation: This algorithm is executed by sensory node 𝑆𝑁𝑖. 𝑆𝑁𝑖
randomly selects secret value 𝑥𝑖 ∈ ℤ∗

𝑞 and saves it, computes 𝑋𝑖 = 𝑥𝑖𝑃 , and
sends (𝐼𝐷𝑖, 𝑋𝑖) to 𝐶𝑃𝑆, where 𝐼𝐷𝑖 is the identity. The private key is 𝑥𝑖 and
the public key is 𝑋𝑖.

c) Partial Private Key Generation: This algorithm is executed by 𝐶𝑃𝑆.
𝐶𝑃𝑆 randomly selects secret 𝑟𝑖 ∈ ℤ∗

𝑞 and sends (𝑅𝑖, 𝐷𝑖) to each sensory node
𝑆𝑁𝑖 through a secure channel, where 𝑅𝑖 = 𝑟𝑖𝑃 , ℎ𝑖 = 𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖), and
𝐷𝑖 = 𝑟𝑖 + 𝑠 ⋅ ℎ𝑖. Here, 𝑅𝑖 serves as the user’s partial public key and 𝐷𝑖 as the
user’s partial private key.

Thus, the private key of 𝑆𝑁𝑖 is 𝑆𝐾𝑖 = (𝐷𝑖, 𝑥𝑖) and the public key is 𝑃𝐾𝑖 =
(𝑅𝑖, 𝑋𝑖). Similarly, the application terminal 𝐴𝑇’s private key is 𝑆𝐾𝐵 =
(𝐷𝐵, 𝑥𝐵) and public key is 𝑃𝐾𝐵 = (𝑅𝐵, 𝑋𝐵).
d) Individual Signcryption: This algorithm is executed by sensory node 𝑆𝑁𝑖.
To signcrypt message 𝑚𝑖 sent to 𝐴𝑇 , 𝑆𝑁𝑖 performs the following steps:

1. 𝑆𝑁𝑖 randomly selects 𝑘𝑖, 𝑡𝑖 ∈ ℤ∗
𝑞, computes 𝐾𝑖 = 𝑘𝑖𝑃 , 𝑇𝑖 = 𝑡𝑖𝑃 , 𝑄𝐵

𝑖 =
𝑘𝑖𝑋𝐵, and 𝑄𝐵′

𝑖 = 𝑡𝑖(𝑅𝐵 + 𝑃𝑝𝑢𝑏 ⋅ 𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵)).

2. Compute ℎ𝑖
2 = 𝐻2(𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 ), 𝐶𝑖 = 𝑚𝑖 ⊕ 𝐻3(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝐾𝑖), and

ℎ𝑖
4 = 𝐻4(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝑇𝑖).

3. Compute 𝑆𝑖 = 𝑘𝑖 + 𝑡𝑖 + 𝐷𝑖 + ℎ𝑖
2 ⋅ 𝑥𝑖.

The signcryption of message 𝑚𝑖 from 𝑆𝑁𝑖 to 𝐴𝑇 is: 𝜎𝑖 = (𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖).
e) Aggregate Signcryption: This algorithm is executed by the gateway node
𝐶𝑁 . Upon receiving 𝑛 signcryption messages (𝐼𝐷𝑖, 𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖) from 𝑛 sign-
crypters, the aggregator 𝐶𝑁 computes 𝑆 = ∑𝑛

𝑖=1 𝑆𝑖. The aggregate signcryp-
tion is 𝜎 = {𝐼𝐷𝑖, 𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆}𝑛

𝑖=1, which is sent to 𝐴𝑇 .

f) Unsigncryption: This algorithm is executed by the application terminal
𝐴𝑇 . To unsigncrypt 𝜎𝑖 = (𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖) sent by 𝑆𝑁𝑖, 𝐴𝑇 performs:

1. Compute 𝑄𝐵
𝑖 = 𝑥𝐵𝐾𝑖 and 𝑄𝐵′

𝑖 = 𝐷𝐵 ⋅ 𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵) + 𝑅𝐵.

2. Recover plaintext: 𝑚𝑖 = 𝐶𝑖 ⊕ 𝐻3(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝐾𝑖).
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3. Verify signature correctness: Check if 𝑆𝑖𝑃 = 𝐾𝑖 + 𝑇𝑖 + (𝑅𝑖 + 𝑃𝑝𝑢𝑏 ⋅
𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖)) + ℎ𝑖

2𝑋𝑖 holds. If valid, output 𝑚𝑖; otherwise output
“false”.

g) Aggregate Unsigncryption: This algorithm is executed by the application
terminal 𝐴𝑇 . To unsigncrypt 𝜎 = {𝐼𝐷𝑖, 𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆}𝑛

𝑖=1 sent by 𝑆𝑁𝑖, 𝐴𝑇 :

1. Compute 𝑄𝐵
𝑖 = 𝑥𝐵𝐾𝑖 and 𝑄𝐵′

𝑖 = 𝐷𝐵 ⋅ 𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵) + 𝑅𝐵 for each 𝑖.
2. Recover plaintext: 𝑚𝑖 = 𝐶𝑖 ⊕ 𝐻3(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝐾𝑖).

3. Verify signature correctness: Check if 𝑆𝑃 = ∑𝑛
𝑖=1[𝐾𝑖 + 𝑇𝑖 + (𝑅𝑖 + 𝑃𝑝𝑢𝑏 ⋅

𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖)) + ℎ𝑖
2𝑋𝑖] holds. If valid, output 𝑚𝑖; otherwise output

“false”.

3 Security Analysis
3.1 Correctness

Theorem 1. The receiver can verify the correctness of signcryption and aggre-
gate signcryption, and obtain the correct decrypted plaintext.

Proof. a) 𝐴𝑇 can verify the correctness of signcryption 𝜎𝑖 = (𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖):
Since 𝑄𝐵

𝑖 = 𝑥𝐵𝐾𝑖 = 𝑘𝑖𝑋𝐵 and 𝑄𝐵′
𝑖 = 𝐷𝐵 ⋅ 𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵) + 𝑅𝐵 = 𝑡𝑖(𝑅𝐵 +

𝑃𝑝𝑢𝑏 ⋅ 𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵)), we have ℎ𝑖
2 = 𝐻2(𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 ). Then:

𝑆𝑖𝑃 = (𝑘𝑖 + 𝑡𝑖 + 𝐷𝑖 + ℎ𝑖
2 ⋅ 𝑥𝑖)𝑃

= 𝑘𝑖𝑃 + 𝑡𝑖𝑃 + (𝑟𝑖 + 𝑠 ⋅ 𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖))𝑃 + ℎ𝑖
2 ⋅ 𝑥𝑖𝑃

= 𝐾𝑖 + 𝑇𝑖 + (𝑅𝑖 + 𝑃𝑝𝑢𝑏 ⋅ 𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖)) + ℎ𝑖
2𝑋𝑖

b) 𝐴𝑇 can verify the correctness of aggregate signcryption:

𝑆𝑃 =
𝑛

∑
𝑖=1

𝑆𝑖𝑃

=
𝑛

∑
𝑖=1

[𝐾𝑖 + 𝑇𝑖 + (𝑅𝑖 + 𝑃𝑝𝑢𝑏 ⋅ 𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖)) + ℎ𝑖
2𝑋𝑖]

c) 𝐴𝑇 can obtain the correct decrypted plaintext. Since 𝑄𝐵
𝑖 = 𝑥𝐵𝐾𝑖 encrypts

the plaintext and 𝐴𝑇 decrypts the ciphertext using 𝑄𝐵
𝑖 = 𝑘𝑖𝑋𝐵, 𝐴𝑇 can

correctly recover the plaintext.

3.2 Unforgeability

Theorem 2. In the random oracle model and under the assumption that DLP is
hard, the proposed CLASC scheme is existentially unforgeable against adaptive
chosen-message attacks (EUF-CLASC-CMA).
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Lemma 1. In the random oracle model, if there exists a probabilistic
polynomial-time adversary 𝒜𝐼 that wins the game with non-negligible proba-
bility, then there exists an algorithm 𝒞 that can solve the DLP problem (where
𝒜𝐼 makes at most 𝑞𝐻𝑖

queries to 𝐻𝑖 for 𝑖 = 1, 2, 3, 4, 𝑞𝑆𝐾 private key queries,
𝑞𝑃𝑆𝐾 partial private key queries, 𝑞𝑃𝐾 public key queries, and 𝑞𝑆𝐶 signcryption
queries, with 𝑛 users in the aggregate signature).

Proof. Assume algorithm 𝒞 is a DLP solver that receives input tuple (𝑃 , 𝑏𝑃 )
where 𝑏 ∈ ℤ∗

𝑞 is unknown, with the goal of computing 𝑏. 𝒞 uses 𝒜𝐼 as a
subroutine. 𝒞 maintains six lists 𝐿1, 𝐿2, 𝐿3, 𝐿4, 𝐿𝐼𝐷, 𝐿𝑆𝐶 to record queries to
oracles 𝐻1, 𝐻2, 𝐻3, 𝐻4, user creation, and signcryption. All lists are initially
empty.

1. System Initialization Phase: 𝒞 generates system parameters
𝑝𝑎𝑟𝑎𝑚𝑠 = {𝐺, 𝑞, 𝑃 , 𝑃𝑝𝑢𝑏, 𝐻1, 𝐻2, 𝐻3, 𝐻4} (here 𝑃𝑝𝑢𝑏 = 𝑏𝑃 serves as the
system master key, kept secret from 𝒜𝐼) and sends them to 𝒜𝐼 .

2. Query Phase: 𝒜𝐼 executes polynomially bounded queries.

• 𝐻1 Query: 𝒞 maintains list 𝐿1. On input (𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖), if the query exists
in 𝐿1, return the corresponding ℎ𝑖; otherwise, randomly select ℎ𝑖 ∈ ℤ∗

𝑞,
add (𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖, ℎ𝑖) to 𝐿1, and return ℎ𝑖.

• 𝐻2 Query: 𝒞 maintains list 𝐿2. On input (𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 ), if the query exists,
return ℎ𝑖

2; otherwise, randomly select ℎ𝑖
2 ∈ ℤ∗

𝑞, add (𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , ℎ𝑖
2) to 𝐿2,

and return ℎ𝑖
2.

• 𝐻3 Query: 𝒞 maintains list 𝐿3. On input (𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝐾𝑖), if
the query exists, return ℎ𝑖

3; otherwise, randomly select ℎ𝑖
3 ∈ ℤ∗

𝑞, add
(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝐾𝑖, ℎ𝑖

3) to 𝐿3, and return ℎ𝑖
3.

• 𝐻4 Query: 𝒞 maintains list 𝐿4. On input (𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝑇𝑖), if
the query exists, return ℎ𝑖

4; otherwise, randomly select ℎ𝑖
4 ∈ ℤ∗

𝑞, add
(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝑇𝑖, ℎ𝑖

4) to 𝐿4, and return ℎ𝑖
4.

• User Creation Query: 𝒞 maintains initially empty list 𝐿𝐼𝐷. On sub-
mitted user identity 𝐼𝐷𝑖, if 𝐼𝐷𝑖 already exists in 𝐿𝐼𝐷, ignore; otherwise,
𝒞 executes 𝐻1 query to obtain ℎ𝑖, then:

– If 𝑖 ≠ 𝑗, randomly select 𝑟𝑖, 𝑥𝑖 ∈ ℤ∗
𝑞, compute 𝑅𝑖 = 𝑟𝑖𝑃 , 𝑋𝑖 = 𝑥𝑖𝑃 ,

and insert (𝐼𝐷𝑖, ℎ𝑖, 𝐷𝑖, 𝑟𝑖, 𝑅𝑖, 𝑥𝑖, 𝑋𝑖) into 𝐿𝐼𝐷.
– If 𝑖 = 𝑗, randomly select 𝑟𝑖, 𝑥𝑖 ∈ ℤ∗

𝑞, compute 𝑅𝑖 = 𝑟𝑖𝑃 , 𝑋𝑖 = 𝑥𝑖𝑃 ,
𝐷𝑖 = 𝑟𝑖 + 𝑏 ⋅ ℎ𝑖, and insert (𝐼𝐷𝑖, ℎ𝑖, 𝐷𝑖, 𝑟𝑖, 𝑅𝑖, 𝑥𝑖, 𝑋𝑖) into 𝐿𝐼𝐷.

• Partial Private Key Query: On submitted user identity 𝐼𝐷𝑖, return
the corresponding 𝐷𝑖.

• Private Key Query: On submitted user identity 𝐼𝐷𝑖:

– If 𝑖 = 𝑗, terminate the game.
– Otherwise, return 𝑆𝐾𝑖 = (𝐷𝑖, 𝑥𝑖) to 𝒜𝐼 .
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• Public Key Query: On submitted user 𝐼𝐷𝑖, return the corresponding
public key (𝑅𝑖, 𝑋𝑖).

• Public Key Replacement Query: On submitted user identity 𝐼𝐷𝑖
and replacement public key (𝑅′

𝑖, 𝑋′
𝑖), replace the original public key of

legitimate signcrypter 𝐼𝐷𝑖 with (𝑅′
𝑖, 𝑋′

𝑖).
• Signcryption Query: 𝒞 maintains initially empty list 𝐿𝑆𝐶 . On submit-

ted message 𝑚𝑖, sender identity 𝐼𝐷𝑖, and receiver identity 𝐼𝐷𝐵:

– Randomly select 𝑆𝑖, ℎ𝑖
3, ℎ𝑖

4 ∈ ℤ∗
𝑞 and 𝐾𝑖, 𝑇𝑖 ∈ 𝐺.

– Query lists 𝐿3 and 𝐿4. If (𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝐾𝑖, ℎ𝑖
3) exists in 𝐿3 or

(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝑇𝑖, ℎ𝑖
4) exists in 𝐿4, reselect values.

– Otherwise, compute 𝐶𝑖 = 𝑚𝑖 ⊕ ℎ𝑖
3 and return ciphertext

𝜎𝑖 = (𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖).
– Finally, insert (𝐼𝐷𝑖, 𝑚𝑖, 𝐼𝐷𝐵, 𝐾𝑖, 𝑇𝑖, ℎ𝑖

3, ℎ𝑖
4, 𝑆𝑖, 𝑐) into 𝐿𝑆𝐶 , and insert

(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝐾𝑖, ℎ𝑖
3) and (𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝑇𝑖, ℎ𝑖

4) into 𝐿3
and 𝐿4 respectively.

3. Forgery Phase: After the query phase, 𝒜𝐼 submits challenge user
identity (𝐼𝐷𝑖, 𝐼𝐷𝑗), message 𝑚𝑖, and its signcryption ciphertext
𝜎𝑖 = (𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖). 𝒞 decrypts the message. According to the forking
lemma [17], 𝒞 can obtain two valid signatures using oracle replay attack
techniques. Then 𝒞 computes:

𝑏 = (𝑆𝑗 − 𝑆′
𝑗) − (ℎ𝑗

3 − ℎ𝑗′

3 ) ⋅ 𝐷𝑗

(ℎ𝑗
3 − ℎ𝑗′

3 ) ⋅ 𝐻1(𝐼𝐷𝑗, 𝑅𝑗, 𝑋𝑗)

Thus, 𝒞 successfully obtains an instance of the DLP hard problem. The advan-
tage of 𝒞 in successfully solving the DLP problem is:

𝜀′ ≥ 𝜀
𝑞𝑃𝑆𝐾 + 1 (1 − 𝑞𝑃𝑆𝐾

𝑞 ) (1 − 𝑞𝑃𝑆𝐾 + 𝑞𝑆𝐶
𝑞 )

Lemma 2. In the random oracle model, if there exists a probabilistic
polynomial-time adversary 𝒜𝐼𝐼 that wins the game with non-negligible proba-
bility, then there exists algorithm 𝒞 that can solve the DLP problem (where
𝒜𝐼𝐼 makes at most 𝑞𝐻𝑖

queries to 𝐻𝑖 for 𝑖 = 1, 2, 3, 4, 𝑞𝑆𝐾 private key queries,
𝑞𝑃𝑆𝐾 partial private key queries, 𝑞𝑃𝐾 public key queries, and 𝑞𝑆𝐶 signcryption
queries, with 𝑛 users in the aggregate signature).

Proof: Assume algorithm 𝒞 is a DLP solver receiving input tuple (𝑃 , 𝑏𝑃 )
where 𝑏 ∈ ℤ∗

𝑞 is unknown, with the goal of computing 𝑏. 𝒞 uses 𝒜𝐼𝐼 as a
subroutine. 𝒞 maintains six lists 𝐿1, 𝐿2, 𝐿3, 𝐿4, 𝐿𝐼𝐷, 𝐿𝑆𝐶 to record queries to
oracles 𝐻1, 𝐻2, 𝐻3, 𝐻4, user creation, and signcryption. All lists are initially
empty.
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1. System Initialization Phase: 𝒞 generates system parameters
𝑝𝑎𝑟𝑎𝑚𝑠 = {𝐺, 𝑞, 𝑃 , 𝑃𝑝𝑢𝑏, 𝐻1, 𝐻2, 𝐻3, 𝐻4} where 𝑃𝑝𝑢𝑏 = 𝑠𝑃 and 𝑠 ∈ ℤ∗

𝑞 is
randomly selected. 𝒞 sends (𝑝𝑎𝑟𝑎𝑚𝑠, 𝑠) to 𝒜𝐼𝐼 .

2. Query Phase: 𝒜𝐼𝐼 executes polynomially bounded queries.

• 𝐻1 Query: 𝒞 maintains list 𝐿1. On input (𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖), if the
query exists, return ℎ𝑖; otherwise, randomly select ℎ𝑖 ∈ ℤ∗

𝑞, add
(𝐼𝐷𝑖, ℎ𝑖, 𝐷𝑖, 𝑟𝑖, 𝑅𝑖, 𝑥𝑖, 𝑋𝑖) to 𝐿1, and return ℎ𝑖.

• 𝐻2 Query: Same as Lemma 1.

• 𝐻3 Query: Same as Lemma 1.

• 𝐻4 Query: Same as Lemma 1.

• User Creation Query: 𝒞 maintains initially empty list 𝐿𝐼𝐷. On sub-
mitted user identity 𝐼𝐷𝑖, if 𝐼𝐷𝑖 exists in 𝐿𝐼𝐷, ignore; otherwise:

– If 𝑖 ≠ 𝑗, randomly select 𝑟𝑖, 𝑥𝑖 ∈ ℤ∗
𝑞, compute 𝑅𝑖 = 𝑟𝑖𝑃 , 𝑋𝑖 = 𝑥𝑖𝑃 ,

𝐷𝑖 = 𝑟𝑖 + 𝑠 ⋅ 𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖), and insert (𝐼𝐷𝑖, ℎ𝑖, 𝐷𝑖, 𝑟𝑖, 𝑅𝑖, 𝑥𝑖, 𝑋𝑖)
into 𝐿𝐼𝐷.

– If 𝑖 = 𝑗, set 𝑋𝑖 = 𝑏𝑃 , randomly select 𝑟𝑖 ∈ ℤ∗
𝑞, compute 𝑅𝑖 = 𝑟𝑖𝑃 ,

and insert (𝐼𝐷𝑖, ℎ𝑖, 𝐷𝑖, 𝑟𝑖, 𝑅𝑖, ⟂, 𝑋𝑖) into 𝐿𝐼𝐷.

• Partial Private Key Query: On submitted user identity 𝐼𝐷𝑖, return
the corresponding 𝐷𝑖.

• Private Key Query: On submitted user identity 𝐼𝐷𝑖, return the corre-
sponding 𝑆𝐾𝑖 = (𝐷𝑖, 𝑥𝑖).

• Public Key Query: On submitted user 𝐼𝐷𝑖, return the corresponding
public key (𝑅𝑖, 𝑋𝑖).

• Public Key Replacement Query: On submitted user identity 𝐼𝐷𝑖 and
replacement public key (𝑅′

𝑖, 𝑋′
𝑖), replace the legitimate signcrypter 𝐼𝐷𝑖’s

original public key (𝑅𝑖, 𝑋𝑖) with (𝑅′
𝑖, 𝑋′

𝑖).
• Signcryption Query: 𝒞 maintains initially empty list 𝐿𝑆𝐶 . On submit-

ted message 𝑚𝑖, sender identity 𝐼𝐷𝑖, and receiver identity 𝐼𝐷𝐵:

– Randomly select 𝑆𝑖, ℎ𝑖
3, ℎ𝑖

4 ∈ ℤ∗
𝑞 and 𝐾𝑖, 𝑇𝑖 ∈ 𝐺.

– Query lists 𝐿3 and 𝐿4. If (𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝐾𝑖, ℎ𝑖
3) exists in 𝐿3 or

(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝑇𝑖, ℎ𝑖
4) exists in 𝐿4, reselect values.

– Otherwise, compute 𝐶𝑖 = 𝑚𝑖 ⊕ ℎ𝑖
3 and return ciphertext

𝜎𝑖 = (𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖).
– Finally, insert (𝐼𝐷𝑖, 𝑚𝑖, 𝐼𝐷𝐵, 𝐾𝑖, 𝑇𝑖, ℎ𝑖

3, ℎ𝑖
4, 𝑆𝑖, 𝑐) into 𝐿𝑆𝐶 , and insert

(𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵
𝑖 , 𝑄𝐵′

𝑖 , 𝐾𝑖, ℎ𝑖
3) and (𝐼𝐷𝑖, 𝐼𝐷𝐵, 𝑄𝐵

𝑖 , 𝑄𝐵′
𝑖 , 𝑇𝑖, ℎ𝑖

4) into 𝐿3
and 𝐿4 respectively.

3. Forgery Phase: After the query phase, 𝒜𝐼𝐼 submits challenge user
identity (𝐼𝐷𝑖, 𝐼𝐷𝑗), message 𝑚𝑖, and its signcryption ciphertext 𝜎𝑖 =
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(𝐶𝑖, 𝐾𝑖, 𝑇𝑖, 𝑆𝑖). 𝒞 decrypts the message. According to the forking lemma
[17], 𝒞 can obtain two valid signatures using oracle replay attack tech-
niques. Then 𝒞 computes:

𝑏 = (𝑆𝑗 − 𝑆′
𝑗) − (ℎ𝑗

4 − ℎ𝑗′

4 ) ⋅ 𝑡𝑗

(ℎ𝑗
4 − ℎ𝑗′

4 )

Thus, 𝒞 successfully obtains an instance of the DLP hard problem. The advan-
tage of 𝒞 in successfully solving the DLP problem is:

𝜀′ ≥ 𝜀
𝑞𝑃𝑆𝐾 + 1 (1 − 𝑞𝑃𝑆𝐾

𝑞 ) (1 − 𝑞𝑃𝑆𝐾 + 𝑞𝑆𝐶
𝑞 )

3.3 Confidentiality

Theorem 3. In the random oracle model and based on the CDHP, the proposed
CLASC scheme is indistinguishable against adaptive chosen-ciphertext attacks,
i.e., IND-CLASC-CCA2 secure.

Lemma 3. In the random oracle model, if there exists a probabilistic
polynomial-time adversary 𝒜𝐼 (or 𝒜𝐼𝐼) that wins the game with non-negligible
probability, then there exists challenger 𝒞 that can solve a CDHP instance
with non-negligible probability.

Proof: The proof method is similar to the confidentiality proof in reference [12]
and is omitted here due to space limitations.

3.4 Public Verifiability

In this scheme, when disputes occur between signcryption senders and receivers
regarding the authenticity of aggregate signcryption ciphertexts, any third party
can verify the following equation:

𝑆𝑃 =
𝑛

∑
𝑖=1

[𝐾𝑖 + 𝑇𝑖 + (𝑅𝑖 + 𝑃𝑝𝑢𝑏 ⋅ 𝐻1(𝐼𝐷𝑖, 𝑅𝑖, 𝑋𝑖)) + ℎ𝑖
2𝑋𝑖]

Since this verification requires no participation from the receiver and needs no
secret information from any signcrypter, the scheme provides public verifiability.

3.5 Performance Analysis

To facilitate comparison of signcryption scheme computational efficiency, as-
sume 𝑛 users participate in signcryption. We consider three operations: expo-
nentiation (denoted as 𝑒), group multiplication (denoted as 𝐺), and bilinear
pairing (denoted as 𝑝). Compared with these three operations, the time cost
of hash and XOR operations has negligible impact on overall efficiency. In
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the proposed scheme’s signcryption phase, 𝑛 signcrypters computing 𝑄𝐵′
𝑖 =

𝑡𝑖(𝑅𝐵 +𝑃𝑝𝑢𝑏 ⋅𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵)) require (2𝑛+1) multiplication operations (the
value 𝑅𝐵+𝑃𝑝𝑢𝑏 ⋅𝐻1(𝐼𝐷𝐵, 𝑅𝐵, 𝑋𝐵) is fixed and only needs to be computed once).
In the unsigncryption phase, verifying the equation requires (5𝑛 + 1) multipli-
cation operations. Reference [18] provides experimental data showing the time
costs (in milliseconds) for the three operations are approximately: 𝑡𝑒 ≈ 20.01,
𝑡𝐺 ≈ 11.20, and 𝑡𝑝 ≈ 0.83.

Comparison of computation and security performance of aggregation signcryp-
tion

As shown in Table 1, when signcrypting the same number of messages, the
proposed scheme significantly improves computational efficiency compared to
schemes in references [12–15], achieving nearly six times higher efficiency than
the relatively efficient scheme. In terms of security performance, only reference
[13] and this scheme satisfy public verifiability. Considering both computa-
tional efficiency and security, the proposed scheme is superior to the above four
schemes.

4 Conclusion
Aggregate signcryption offers significant application value in IoT environments
due to its encryption, signature, and batch processing capabilities. To improve
the computational efficiency of certificateless aggregate signcryption, this paper
proposes a pairing-free aggregate signcryption scheme based on the random
oracle model. The scheme is proven to satisfy confidentiality, unforgeability,
and public verifiability. Compared with existing schemes, the proposed scheme
achieves faster computation speed and is more suitable for IoT applications.
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