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Abstract

Linear frequency sweep interference is one of the commonly employed jamming
patterns in battlefield environments, and its timely detection along with efficient
anti-jamming decision-making is of significant importance. A low-complexity
linear frequency sweep interference detection algorithm is proposed that incor-
porates metrics of false alarm probability and missed detection probability, with
theoretical performance analysis conducted to provide a decision basis for actual
communication systems to assess interference conditions. Subsequently, a Q-
learning-based anti-frequency-sweep-jamming algorithm is proposed, enabling
autonomous selection of optimal communication channels and maximum dwell
times when wireless communication systems encounter sweep interference. Fi-
nally, simulation results demonstrate that the proposed detection algorithm can
effectively detect linear frequency sweep interference signals, achieving detection
performance closely matching theoretical analysis results at low complexity. The
proposed anti-frequency-sweep-jamming learning algorithm can autonomously
select communication channels in interference environments, efficiently evade
sweep interference, and realize continuous and reliable information transmis-
sion.
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Detection Algorithm and Anti-Jamming Method for Linear Sweeping
Jamming with Low Complexity
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(1. Army Engineering University, Nanjing 210000, China; 2. Nanjing Telecom-
munication Technology Institute, Nanjing 210007, China)

Abstract: Linear sweeping jamming is one of the commonly employed jamming
patterns in battlefield environments, making its timely detection and effective
anti-jamming decision-making critically important. This paper proposes a low-
complexity linear sweeping jamming detection algorithm that considers both
false alarm probability and missed detection probability metrics, and provides
a theoretical performance analysis to serve as a basis for actual communication
systems to determine jamming conditions. Subsequently, a Q-learning-based
anti-sweeping jamming algorithm is proposed, which enables wireless communi-
cation systems to autonomously select the optimal communication channel and
maximum dwell time when encountering sweeping jamming. Simulation results
demonstrate that the proposed detection algorithm can effectively detect linear
sweeping jamming signals, achieving detection performance closely matching
theoretical analysis results at low complexity. The proposed anti-sweeping jam-
ming learning algorithm can autonomously select communication channels in
jamming environments, efficiently evade sweeping jamming, and achieve contin-
uous and reliable information transmission.

Keywords: linear sweeping jamming; communication anti-jamming; probabil-
ity of missed detection; probability of false alarm; Q-learning; channel selection

0 Introduction

Military wireless communication has become a key factor in determining the
outcome of modern warfare, with its reliability and effectiveness directly deter-
mining the degree of battlefield information sharing. Malicious jamming from
adversaries is one of the primary factors affecting wireless communication relia-
bility and effectiveness. Linear sweeping jamming, with its advantages of simple
generation, large jamming bandwidth, and high jamming efficiency, has become
one of the commonly used jamming patterns by adversaries. Therefore, timely
and effective detection of linear sweeping jamming is of great significance.

Currently, several mature analysis methods and approaches exist for linear
sweeping jamming detection. The Wigner-Ville distribution exhibits good time-
frequency concentration for linear sweeping jamming detection, but suffers from
cross-term interference when the number of jamming signals increases. Ref-
erences [4-6] propose the Wigner-Hough transform algorithm combined with
Hough transform, which further improves detection performance. Reference
[7] presents a hidden Markov model recognition algorithm based on likelihood
gradient, with real-time parameter estimation to solve the sweeping jamming
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suppression problem in spread spectrum communications. Reference [9] utilizes
fractional Fourier transform methods for jamming detection of sweeping sig-
nals in the fractional domain. These studies provide valuable contributions to
sweeping signal detection and suppression. However, existing algorithms still
suffer from high complexity, focus primarily on weak sweeping signal detection,
lack theoretical analysis of detection performance, and struggle to meet the re-
quirements of military wireless communication systems for sweeping jamming
awareness.

Reinforcement learning techniques, represented by Q-learning, have been widely
applied in wireless communications. Reference [11] investigates spectrum and
power allocation in distributed dynamic spectrum access networks, first solving
spectrum allocation through Q-learning and then treating power allocation as
an optimization problem to reduce computational complexity and enhance real-
time performance. Reference [12] proposes a Q-learning-based real-time rout-
ing algorithm to address routing instability caused by node mobility in mobile
ad hoc networks. Reference [13] employs minimax Q-learning within an anti-
jamming game framework to solve spectrum allocation problems under cognitive
jamming threats. However, research on applying reinforcement learning tech-
niques for anti-sweeping jamming decision-making remains limited. For wireless
communication systems under jamming attacks, reinforcement learning technol-
ogy can be introduced to perceive and learn from jamming patterns, effectively
predict jamming behavior, enable dynamic adaptation to the electromagnetic
environment, and achieve efficient and reliable data transmission.

This paper investigates effective detection of linear sweeping jamming under
constraints of performance metrics such as false alarm probability and missed
detection probability, derives theoretical detection performance, and provides a
theoretical basis for actual communication systems to determine jamming con-
ditions. Subsequently, Q-learning is employed to achieve reliable transmission
under sweeping jamming. Finally, based on military wireless communication
requirements, simulation verification is conducted for the theoretical detection
performance analysis and anti-jamming learning algorithm.

1 System Model

Linear sweeping jamming is a jamming pattern where a jamming signal performs
periodic linear scanning across a target frequency band, thereby effectively de-
grading the reliability or effectiveness of wireless communications within that
band. The considered jamming signal is a narrowband Gaussian white noise
signal following a normal distribution with signal bandwidth W,;,,. Within
one scanning period 7T, the jamming signal’ s center frequency moves from the
lowest frequency f; to the highest frequency fy, forming sweeping jamming
across the target band.

The sweeping jamming signal is expressed as:
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where Filter[-] represents narrowband filtering, w(t) represents a zero-mean
Gaussian white noise signal following a normal distribution with variance o2,
and J,(t) represents the instantaneous center frequency of the narrowband fil-

ter during the h-th sweeping period.

When linear sweeping jamming exists, the received sampled signal in an AWGN
channel is:

LC(TL) = Jchirp(”) + n(](n)

where z:(n) represents the received signal and ny(n) represents zero-mean Gaus-

sian white noise in the channel with variance o2.

For research convenience, the following assumptions are made:

a) The target spectrum consists of N non-overlapping channels in the fre-
quency domain, each with bandwidth W, giving a target spectrum band-
width of W =N - W,.

b) The broadband detector has a detection bandwidth of W and can detect
energy values within these N channels, requiring 2N L samples per detec-

tion. The sweeping jamming bandwidth satisfies W;., < W.

¢) During the entire detection process, detection is performed at most M

times, with each detection duration being T}, and total detection duration
Ttotal =M- Td <T.

d) Each detection duration T}, is sufficiently short, allowing the sweeping
signal to be approximated as a fixed-frequency signal during detection.

e) Reliable transmission time is defined as the transmission duration from the
start of communication until communication interruption due to jamming.

2 Low-Complexity Linear Sweeping Jamming Detection Al-
gorithm

This section proposes a low-complexity linear sweeping jamming detection al-
gorithm that considers false alarm probability and missed detection probability
metrics, providing criteria for actual communication systems to determine jam-
ming conditions. The specific algorithm steps are as follows:

a) Calculate the power spectrum of the target band. At time m, the
NP energy detector computes the power spectrum of the target band using the
modified periodogram method. The power spectrum value at frequency point f
obtained from the m-th detection is:

chinarxiv.org/items/chinaxiv-201811.00161 Machine Translation


https://chinarxiv.org/items/chinaxiv-201811.00161

where 2N L is the number of sampling points, x(l) are the sampled values, and
w(l) is the window function. This paper selects the Hamming window.

b) Calculate energy values in each channel. The power spectrum obtained
in equation (3) contains N L points, which are equally divided into N segments
in order. Each segment contains L power spectrum points corresponding to one
channel. The energy value in the ¢-th channel during the m-th detection can be
calculated as:

) u
k=(i—1)L+1 NL

c) Determine if any channel is jammed in the m-th detection. Compare
the energy value E,, ; of the i-th channel in the m-th detection with the detection
threshold . The threshold value is determined by the false alarm probability
indicator Ppy:

0.2

= EQ;zI(PFA)

v

If E,, ; > 7, it is determined that channel ¢ is jammed at time m, denoted as
I, ; = 1; otherwise, it is determined that channel 7 is not jammed in the m-th

detection, denoted as I,,, ; = 0.

d) Perform M detections on the target band using the above method.
If channel ¢ is not jammed at time m—1, is jammed at time m, and the jamming
disappears at time m + 1, then it is determined that channel i experiences
dynamic jamming;:

{Imfl,i = O;Im,i = 1§Im+1,i =0}

e) Calculate the channel threshold value M for the number of detected
channels based on the given missed detection probability indicator

Pyp:

N

M = argke{lrg%.r.l”N} n;gC}\'}Pgl(l — PD)N—m — (1= Pyp)

where Pp is the single-channel dynamic jamming detection probability. If at
least M out of N channels are detected as experiencing dynamic jamming during
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M detections, it is determined that the band is subject to dynamic jamming.
The missed detection probability Py is defined as the probability that jamming
actually exists but is not detected.

f) Divide the detected jammed frequency points into odd and even
groups, and fit them into straight lines using the least squares method:
y,=A.x+ B,, y, = A,x+ B,. If the similarity between the parameters
of the two fitted lines exceeds the threshold value 7, i.e.,

A= (Ae 7Ao)2 + (BeiBo>2 <n

then it is determined that linear sweeping jamming is present.

3 Detection Algorithm Performance Analysis

This section provides a theoretical analysis of the proposed low-complexity linear
sweeping jamming detection algorithm that considers false alarm probability
and missed detection probability metrics.

3.1 NP Detector

The jamming signal detection problem can be viewed as a binary hypothesis
selection problem. According to the NP theorem, the NP detector is constructed
as:

Hy:xz(n) =nyg(n), n=01,..,2NL—1
Fqx(n) =ng(n) + Jepip(n), n=0,1,..,2NL—1

where J{; assumes only noise in the observations, and 7, assumes both jam-
ming signal and noise in the observations. With 2N L independent samples, the
likelihood ratio function is constructed as:

/

B P($|}[1>
L) = amy ~

If the likelihood ratio exceeds the threshold value v/, the NP detector decides
J, (jamming present); otherwise, it decides F,. Here p(x|H ) represents the
probability density function of observations under ', and p(z|H ) represents
the probability density function under .

According to the model assumptions, as shown in equation (9), under F,
z(n) ~ N(0,02); under H,, z(n) ~ N(0,02 + o2). The log-likelihood ratio
function is:
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Simplifying and combining constants independent of observations with the
threshold v’ into a new threshold ~, we obtain the detection statistic:

2NL—-1

T(z) = Z z2(n) >~

n=0
If T'(x) exceeds the new threshold +, it is decided that J; holds (jamming
present).

T (x) follows a Gaussian distribution and is the sum of squares of 2N L indepen-
dent and identically distributed Gaussian random variables. Under F, T'(x)
follows a chi-square distribution with 2N L degrees of freedom; under K, T'(x)
follows a non-central chi-square distribution with 2/VL degrees of freedom. A
chi-square distribution with v degrees of freedom is denoted as x2.

3.2 Jamming Signal Detection Performance Analysis

The false alarm probability Pp, represents errors where jamming is detected
when none exists:

Pea = Pr{T(a) > 1176} = Qs ()

o2
where Q) > Is the complementary cumulative distribution function of the chi-

square dlStI"lbuthn with v degrees of freedom. Therefore, the final detection
threshold ~ is calculated from the given false alarm probability:

7= UQQéNL (Pra)

The single-channel dynamic jamming detection probability Pp is the probability
that jamming actually exists and is correctly detected:

Py =Pr{T(z) >y|H1} = Q2 , <7>

o2+ o2

The missed detection probability is:

Pyp =Pr{T'(z) <~[H,} =1—Fp
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3.3 Single-Channel Dynamic Interference Detection Probability

From the algorithm, the detection probability P, 1, that dynamic jamming exists
on channel ¢ is:

P

3

p=P3x(1—Py) x P}

3.4 Linear Sweeping Jamming Detection Performance

Given the premise that jamming exists, the communication system’s final missed
detection probability Pyp toa and detection probability Pp 4o, for dynamic
jamming are:

N
PD,total = Z CJT\rfLPZT,rILD(l - Pi,D)Nim
m=M

Given the missed detection probability indicator, the channel threshold value
M for determining whether the band is subject to dynamic jamming can be
obtained from equation (7). If after M detections, at least M out of N channels
are detected as experiencing dynamic jamming, it is determined that the band
is subject to dynamic jamming. The missed detection probability Pyp tota1
is defined as the probability that dynamic jamming actually exists but is not
detected.

Analysis from equation (7) shows that a larger channel threshold value M leads
to smaller Ppy and larger Pyp (a1, Tesulting in lower detection probability for
dynamic jamming. However, under unknown adversary jamming conditions, if
the final detector determines that jamming exists, the credibility of this result
is higher.

The detected jammed frequency points are divided into odd and even groups,
and linear fitting is performed using the least squares method. If the fitted result
approximates a straight line, it is determined that linear sweeping jamming is
present.

4 Q-Learning-Based Anti-Sweeping Jamming Algorithm

Q-learning is a typical reinforcement learning algorithm where an agent can
adjust its execution strategy based on environmental feedback, achieving adap-
tive interaction between the agent and environment to improve environmental
adaptability. As shown in [Figure 1: see original paper|, in the current state s,
the agent selects an action a according to the current selection policy 7, applies
it to the unknown environment, and simultaneously receives an environmental
feedback signal r, thereby updating the Q-function and guiding the next round
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of action selection. Through continuous learning, the agent can eventually find
the optimal action selection policy 7*.

Based on the detection algorithm results, the state space S is defined as S =
[1,2,..., N], where S, represents the channel where the sweeping jamming resides
at time t.

The action space A is defined as A = [1,2, ..., N], where a, represents the com-
munication channel selected by the user at time ¢.

The reward function is defined as:

ry="T,-T;

where T is the communication start time and T, is the time when communica-
tion is interrupted due to jamming.

The user’ s communication selection policy 7 is defined as a probability distribu-
tion over various possible actions in the current state s. The user’ s optimization
objective is to find the optimal selection policy 7* that maximizes reliable trans-
mission time.

Traditional Q-learning algorithms generally use a fixed e-greedy model to bal-
ance “exploration” and “exploitation” :

random(A) if Num < ¢
a =
argmax, Q(s,a’) if Num > e

where Num represents a random number generated between [0,1]. If Num > ¢,
a random action is selected from the action set to “explore” better strategies;
if Num < ¢, the Q-table is “exploited” to select the action that maximizes the
Q-value. For communication anti-jamming, after both communication parties
obtain anti-jamming decision knowledge, they need to establish stable communi-
cation behavior to meet communication requirements. Therefore, the method of
using a fixed € value to balance “exploration” and “exploitation”is not conducive
to stable convergence of the learning process. In anti-jamming scenarios, this
paper implements a smooth transition between “exploration” and “exploitation”
based on a simulated annealing model. After obtaining complete anti-jamming
decision knowledge, stable communication behavior can be established to better
achieve intelligent communication anti-jamming learning.

The communication selection policy is updated as:

exp(§,(sy,a)/7,)
WeA exp(&;(sy,a’) /)

m(alsy) = >
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where a’ represents channels other than the current communication channel
a;, and &, T, are parameters related to the Boltzmann model. &, is positively
correlated with “exploration” time, &g, represents the termination condition of
the “exploration” phase, and 7, v affect the transition between the “exploration”
and “exploitation” phases.

Based on the Q-learning algorithm, the anti-sweeping jamming algorithm is
proposed as follows:

a) Initialize @) as a zero matrix, initial learning rate «, annealing initial
temperature &, final temperature &g,,,;, Boltzmann parameter 7, and annealing
rate v in the learning rule. Initialize the communication selection policy 7, and
randomly select a channel from the state set A as the current communication
channel.

b) At each time slot ¢, repeat the following process:

(a) Select action a, according to the current communication policy, calculate
the received reward r,, and observe the next state s, .

(b) Update the Q-table:

Qi1(spay) = (1 —)Qy (54, a) + vy fry + H}ZE}X Qi(841,0")]

(c) Update the communication selection policy according to equation (27).

(d) Update the Boltzmann coefficient £, and learning rate «, according to equa-
tions (28) and (30):

g — gt —v if gt > gﬁnal
o gﬁnal if gt < gﬁnal

_ X
log(pu(sy, as) +1)

Oy

where o represents the learning step size at the initial stage, and u(s,;,a;)
represents the number of times the state-action pair (s;,a,) has been visited.
Literature [16] has proven that if Zzo o, = oo and ZZO a? < oo, the Q-
learning algorithm can converge.

(e) Determine whether the maximum number of iterations K has been reached.
If not, return to step b).
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5 Simulation Results

To verify the performance of the proposed algorithms, MATLAB simulation
experiments were conducted.

The experimental parameters were set as: sampling frequency F, = 20 MHz,
detection time per interval T; = 0.5 ms, sweeping signal period 7' = 0.05s. The
sweeping signal’ s lowest frequency, highest frequency, and sweeping jamming
bandwidth were f;, = 2MHz, fy = 10MHz, and W,;,, = 8 MHz, respectively.
The broadband detector’ s detection bandwidth was W = 8 MHz, with N = 100
channels. The Gaussian white noise variance was 0 = 0.5, and the jamming-to-
noise ratio (JNR) ranged from —15dB to 6 dB. This paper generates sweeping
jamming signals using narrowband Gaussian noise amplitude-modulated sweep-
ing signals. First, narrowband Gaussian noise ng,,.(n) with 50kHz band-
width is generated. Then, this noise amplitude-modulates the sweeping signal
Jenirp(). The final jamming signal is J(1n) = Ngauss(n) X Jepipp(n) + np(n),
where ng(n) is channel environment Gaussian white noise, satisfying a JNR of
—15dB to 6dB.

Fig. 2 shows the detection probability of a single interference detection. With
false alarm probabilities Py, set to 1072, 1073, and 107, the single detection
probability P, from the simulation matches the theoretical value Pp, ¢, well. The
proposed detection algorithm achieves detection performance close to theoretical
analysis results with low complexity of O(logn). When JNR > —4 dB, the energy
detector performs well, with single detection probability approaching 1.

Fig. 3 shows the detection probability under different false alarm probability
constraints. With constant JNR = —5dB, the relationship between system de-
tection probability Pp o, and channel threshold value M is compared. When
JNR is constant, detection probability gradually decreases as the channel thresh-
old value increases. A higher channel threshold setting results in lower detection
probability for dynamic jamming, but higher detection credibility when jamming
status is unknown. A smaller false alarm probability indicator leads to lower
single detection probability, and with the same channel threshold setting, the
achievable detection probability is lower.

Fig. 4 compares theoretical values Pp, ), and actual simulation values P, under
different JNR conditions with fixed false alarm probability Py, = 1072, With
constant false alarm probability, detection probability and detection channel
threshold value have a one-to-one correspondence. As the channel threshold
value increases, detection probability decreases while detection credibility under
unknown jamming status increases. When JNR gradually decreases, with the
same channel threshold setting, system detection probability decreases.

In each detection period, channel frequency points experiencing dynamic jam-
ming are divided into odd and even groups for least squares linear fitting. The
fitted curves are shown as blue dashed lines in Fig. 5 (for demonstration pur-
poses, N = 10 is used in this simulation). Fig. 5 illustrates the time-frequency
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jamming pattern of sweeping jamming signals over two periods. Based on de-
tection results, the anti-sweeping jamming learning algorithm finds channel se-
lection strategies that guarantee maximum reliable transmission time, shown
as red solid lines in Fig. 5. Based on the current jamming state, the wire-
less communication system autonomously selects a communication channel that
lags one channel behind the sweeping signal’ s location. When the sweeping
signal jams the lowest frequency channel, the selected channel is the highest fre-
quency channel. This allows the communication system to guarantee maximum
transmission dwell time through autonomous channel selection.

Fig. 6 compares the average reliable transmission time performance of the
proposed anti-jamming algorithm against blind frequency hopping and tradi-
tional Q-learning algorithm (¢ = 0.8). The results show that the proposed
algorithm ensures higher reliable transmission time and demonstrates superior
anti-jamming performance.

6 Conclusion

Timely and effective detection of linear sweeping jamming signals and the devel-
opment of corresponding efficient anti-jamming strategies constitute an impor-
tant research topic in military communication anti-jamming. This paper pro-
poses a broadband detection algorithm for effective detection of linear sweeping
jamming signals and provides performance analysis. Simulation results demon-
strate that the proposed detection algorithm can meet given false alarm prob-
ability and missed detection probability metrics, achieving good detection per-
formance with low complexity, which satisfies military wireless communication
system requirements for sweeping jamming awareness and validates the cor-
rectness of the fundamental theoretical analysis. Based on detection results, a
Q-learning-based anti-sweeping jamming algorithm is proposed. Simulation re-
sults show that this algorithm can select optimal channels to achieve continuous
and efficient reliable transmission under sweeping jamming.
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