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Abstract
Sponge functions utilize short keys and initialization vectors, and are thus em-
ployed as a novel structure for pseudo-random generators. Addressing issues
such as low efficiency and slow speed in the 2SC (sponge code-based stream
cipher) pseudo-random sequence generation method proposed by Meziani et
al., we propose a fast pseudo-random sequence generation method based on
sponge functions by incorporating coding theory. Using a universal state trans-
formation, its security is reduced to the regular syndrome decoding problem,
yet its computational capability is superior compared to regular coding. Theo-
retical analysis and experimental results demonstrate that this pseudo-random
sequence generator retains the characteristics of sponge functions while achiev-
ing substantially improved efficiency. For a 160-bit security level, its speed is
increased by more than fivefold compared to the original scheme. Furthermore,
NIST statistical tests and evaluations of sequence balance, cross-correlation, and
other properties indicate that the generated pseudo-random sequences exhibit
excellent randomness characteristics.
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Abstract: Sponge functions utilize relatively short keys and initialization vec-
tors, making them a novel structure for pseudo-random generators. To address
the low efficiency and slow speed of the 2SC (sponge code-based stream cipher)
pseudo-random sequence generation method proposed by Meziani et al., this pa-
per proposes a fast pseudo-random sequence generation method based on sponge
functions combined with coding theory. Using a generic state transformation,
its security is reduced to the Regular Syndrome Decoding (RSD) problem, yet
it offers better computational characteristics than regular encoding. Theoret-
ical analysis and experimental results demonstrate that this pseudo-random
sequence generator retains the properties of sponge functions while significantly
improving efficiency. For a 160-bit security level, its speed is more than 5 times
faster than the original scheme. Meanwhile, NIST statistical tests and eval-
uations of sequence balance and cross-correlation indicate that the generated
pseudo-random sequences exhibit excellent randomness properties.

Keywords: sponge function; pseudo-random sequence; coding theory; regular
word; syndrome decoding

0 Introduction
Cryptography forms the foundation of network security. In today’s world
where network activities have permeated every aspect of society—whether on-
line banking, e-commerce, email, or instant messaging services—cryptographic
technologies continuously protect user information security. Stream ciphers, as
a mainstream encryption method, offer simple implementation, high speed, and
relatively mature theory, making them widely applicable in practice, particu-
larly in wireless communication standards such as IEEE 802.11b and Bluetooth.
Pseudo-random sequences often serve as keystreams in stream ciphers, which
are combined with plaintext streams through simple XOR operations to pro-
duce ciphertext streams. This“one-time pad”approach achieves perfect secrecy,
the highest level of security. Consequently, keystream generation becomes the
critical component of stream cipher algorithms. Currently, most keystream gen-
erators are based on pseudo-random number generators (PRNGs), making the
design of high-performance PRNGs a research hotspot in cryptography.

When applied in stream ciphers, pseudo-random sequences require not only fa-
vorable statistical properties and efficiency but also provable security—meaning
their security must be reducible to specific hard problems. Among existing
pseudo-random sequence generation methods, those based on Linear Feedback
Shift Registers (LFSR) are common, yet they suffer from numerous security
weaknesses, particularly low linear complexity. To resist attacks, Blum et al. pro-
posed in the early 1980s a provably secure pseudo-random sequence generator
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based on the integer factorization problem. Subsequently, Kaliski introduced
another scheme whose security relies on the difficulty of the discrete logarithm
problem, while Alexi et al. proposed a provably secure method based on the
RSA problem.

Although the aforementioned pseudo-random sequence generation methods are
provably secure, they would lose their security under quantum attacks. There-
fore, designing pseudo-random number generators based on alternative assump-
tions is crucial, representing a direction in post-quantum cryptography research.
The earliest post-quantum resistant pseudo-random sequence generator was pro-
posed by Impagliazzo et al., introducing a provably secure method based on
the subset sum problem. Later, Fischer and Stern proposed a pseudo-random
sequence generator based on the Syndrome Decoding (SD) problem, which suf-
fered from two defects: slow computation speed and large memory consumption
for syndrome calculation matrices, making it difficult to apply in practice. In
2007, Gaborit et al. introduced a new scheme called SYND, an improvement
over the previous work, with its security reduced to the SD problem. In 2011,
Meziani et al. proposed a new pseudo-random sequence generation method based
on the sponge structure and syndrome decoding problem, called 2SC. This cryp-
tographic structure proved more efficient than SYND in performance metrics,
achieving high security levels with small key sizes and initialization vectors.
However, its primary drawback was the requirement for large matrices. In 2016,
Gaborit et al. constructed a pseudo-random sequence generator based on the
difficulty of the Rank Metric code syndrome decoding problem.

This paper re-examines the 2SC scheme proposed by Meziani et al. and presents
an efficient improved algorithm. While retaining the sponge structure to keep
keys and initialization vectors short, our approach abandons the process of en-
coding codewords into regular words and instead employs the construction phi-
losophy of compression functions in hash algorithms, transforming it into an
encoding method reducible to the regular word syndrome decoding problem.
This results in significantly faster pseudo-random sequence generation.

1 Coding Theory
This section reviews the fundamentals of code-based cryptography, briefly de-
scribes common hard problems in coding theory, and finally introduces hash
functions based on coding.

1.1 Linear Block Codes

A linear block code 𝒞 of length 𝑛 and dimension 𝑘 over finite field 𝔽𝑞 is defined
as a 𝑘-dimensional linear subspace of the 𝑛-dimensional linear space 𝔽𝑛

𝑞 . Vectors
in 𝔽𝑛

𝑞 are called words, while vectors in 𝒞 are called codewords. Here, 𝑛 is called
the block length and 𝑘 the dimension of the block code.

chinarxiv.org/items/chinaxiv-201811.00159 Machine Translation

https://chinarxiv.org/items/chinaxiv-201811.00159


Definition 1 A generator matrix of an [𝑛, 𝑘] linear block code 𝒞 is a 𝑘 × 𝑛
matrix 𝐺 whose row vectors form a basis of 𝒞. The generator matrix of a linear
block code is not unique; different generator matrices can be converted through
elementary row operations. That is, if 𝐺 is a generator matrix of 𝒞 and 𝑃 is an
elementary matrix, then 𝑃𝐺 is also a generator matrix of 𝒞.

Definition 2 A parity-check matrix of an [𝑛, 𝑘] linear block code 𝒞 is an (𝑛 −
𝑘) × 𝑛 matrix 𝐻 where any row vector of 𝐻 is orthogonal to any row vector
of the generator matrix 𝐺 of 𝒞, i.e., 𝐻𝐺𝑇 = 0. The parity-check matrix of a
linear block code is not unique and can be converted through elementary row
operations. A vector 𝑐 of length 𝑛 is a codeword of 𝒞 if and only if 𝐻𝑐𝑇 = 0.
For any word 𝑥, 𝐻𝑥𝑇 is called the syndrome of 𝑥.

Definition 3 For two codewords 𝑢 = (𝑢1, 𝑢2, … , 𝑢𝑛) and 𝑣 = (𝑣1, 𝑣2, … , 𝑣𝑛) of
a linear block code 𝒞, the Hamming distance 𝑑(𝑢, 𝑣) is defined as the number
of different components between 𝑢 and 𝑣, i.e., 𝑑(𝑢, 𝑣) = |{𝑖|𝑢𝑖 ≠ 𝑣𝑖}|. The
Hamming weight 𝑤(𝑢) of a codeword 𝑢 is defined as the number of non-zero
components of 𝑢. The minimum Hamming weight among all non-zero codewords
of 𝒞 is called the minimum distance of 𝒞, denoted as 𝑑(𝒞). The minimum
distance determines the error-correcting capability of the code. Generally, the
error-correcting capability 𝑡 of a linear block code satisfies 𝑡 = ⌊(𝑑 − 1)/2⌋.

Definition 4 Given a word of length 𝑛 and weight 𝑤, convert it into 𝑤 blocks
of length 𝑛/𝑤, each containing exactly one “1”. Such a codeword is called a
regular word.

1.2 Hard Problems

In code-based cryptography, security is mostly reduced to the following hard
problems:

Q1 Syndrome Decoding Problem (SD)
Given an (𝑛 − 𝑘) × 𝑛 matrix 𝐻 over finite field 𝔽𝑞 and a vector 𝑠 ∈ 𝔽𝑛−𝑘

𝑞 ,
does there exist a word 𝑥 ∈ 𝔽𝑛

𝑞 with weight less than or equal to 𝑤 such that
𝐻𝑥𝑇 = 𝑠?

Q2 Codeword Finding Problem (CF)
Given an (𝑛 − 𝑘) × 𝑛 matrix 𝐻 over 𝔽𝑞 and an integer 𝑤 > 0, does there exist a
non-zero word 𝑥 ∈ 𝔽𝑛

𝑞 with weight less than or equal to 𝑤 such that 𝐻𝑥𝑇 = 0?

The SD and CF problems have been proven to be NP-complete in the literature
[14].

A special case of the SD problem is the RSD problem, which was proven to be
NP-complete in [13] and is described as follows:

Q3 Regular Syndrome Decoding Problem (RSD)
Given an (𝑛 − 𝑘) × 𝑛 matrix 𝐻 over finite field 𝔽𝑞 and a vector 𝑠 ∈ 𝔽𝑛−𝑘

𝑞 , do
there exist 𝑤 vectors ℎ𝑖1

, ℎ𝑖2
, … , ℎ𝑖𝑤

, which are column vectors of 𝐻, such that
𝑠 equals the sum of these vectors?
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1.3 Construction of Hash Functions Based on Coding

The core component in hash function construction is the compression function
𝐹 . The construction method for compression functions based on coding hard
problems is as follows:

Randomly select an [𝑛, 𝑘] codeword 𝐶, where: - 𝑚 = 𝑛/2 - 𝑡 = 𝑛 − 𝑘 − 𝑟 -
𝑤 = |𝑚|2
The length 𝑛 input word 𝑥 can be divided into 𝑤 equal-length blocks, each
containing 𝑚 bits.

Randomly select an (𝑛 − 𝑘) × 𝑛 parity-check matrix 𝐻, which can be divided
into 𝑤 submatrices, i.e., 𝐻 = (𝐻1, 𝐻2, … , 𝐻𝑤), where each submatrix 𝐻𝑖 is the
𝑖-th column of matrix 𝐻.

Define the compression function 𝑔 ∶ 𝔽𝑚
2 → 𝔽𝑛−𝑘

2 . For any 𝑥 ∈ 𝔽𝑚
2 , also divide

𝑥 into 𝑤 blocks using the above method: 𝑥 = (𝑥1, 𝑥2, … , 𝑥𝑤). Convert each 𝑥𝑖
into a number between 0 and 2𝑚 − 1, select the 𝑥𝑖-th column of submatrix 𝐻𝑖,
then the function output is:

𝑔(𝑥) =
𝑤

∑
𝑖=1

ℎ𝑥𝑖

Theorem 1 The output of the above compression function 𝑔 is equivalent to
computing the syndrome of a regular word of length 𝑛 and weight 𝑤, i.e., for
any 𝑥 ∈ 𝔽𝑚

2 , there exists a regular word 𝑐 such that 𝑔(𝑥) = 𝐻𝑐𝑇 . Proof can be
found in reference [15].

2 Sponge Function and 2SC Scheme
2.1 Sponge Function

The sponge function was first proposed by Peeters et al. in [16], providing a
new approach for iterative hash function design. It uses a finite state to receive
input bitstreams of any length and can produce output of any length.

The sponge function consists of three parts, as shown in Figure 1 [Figure 1: see
original paper]: a) A memory state 𝑆 containing 𝑏 bits. The memory state is
divided into two blocks: 𝑅 (size 𝑟 bits) and 𝐶 (size 𝑐 bits). The parameter 𝑟 is
called the bitrate, while 𝑐 is called the capacity. b) A fixed-size transformation
function 𝑓 that permutes or transforms the memory state. c) A padding function
𝑝𝑎𝑑 that adds sufficient length to the input to make its bitstream length an
integer multiple of 𝑟.

Thus, the padded input can be split into an integer number of segments of length
𝑟. The specific operation of the sponge function is as follows: a) Initialize 𝑆 to
zero. b) Process the input through the padding function. c) XOR the first 𝑟
bits of the padded input with 𝑅. d) Transform 𝑆 through function 𝑓 to obtain
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𝑆′. e) If there is remaining padded input, XOR the next 𝑟 bits with 𝑅′ of 𝑆′.
f) Transform 𝑆′ through function 𝑓 to obtain 𝑆″.

This process repeats until all input is consumed, called the absorbing phase (in
the sponge metaphor, this represents being “absorbed”by the function).

The output block 𝑍𝑖 quantity is user-selected, and this phase is called the squeez-
ing phase (“squeezing out”), with the specific process as follows: a) After the
absorbing phase, obtain the new memory state 𝑆. At this point, 𝑍0 represents
the first 𝑟 bits of output. b) If more output is needed, transform 𝑆 through 𝑓
to obtain 𝑆′. c) At this point, 𝑍1 represents the next 𝑟 bits of output.

This process repeats until the required output length is satisfied. Note that
input is never XORed with the 𝐶 portion of memory, and this portion is never
directly output. This memory portion is only related to the transformation
function. In hash functions, preventing collision attacks or preimage attacks
relies on this memory portion.

2.2 2SC Scheme Structure

Based on the sponge function described above, Meziani et al. designed a pseudo-
random sequence generation method. Let 𝐾 and 𝐼𝑉 represent the key and
initialization vector respectively, with |𝐾| = |𝐼𝑉 | = 𝑘. The internal state 𝑆 has
size 𝑏 bits.

Initialization The initialization function takes key 𝐾 and initialization vector
𝐼𝑉 as input, computes and returns the initial state 𝑆0, defined as follows:

𝑆0 = 𝑓(𝐾|𝐼𝑉 |0𝑐−𝑟)

where“|”denotes concatenation and 0𝑐−𝑟 is a zero vector of size 𝑐 − 𝑟 bits. [𝑟]𝑓1
represents the first 𝑟 bits of 𝑓 , and [𝑐]𝑓1 represents the remaining 𝑐 bits. The
syndrome mapping is defined as:

𝑥
𝜙
−→ 𝑔(𝑥) = 𝐻𝜙(𝑥)𝑇

Here, function 𝜙 denotes regular encoding, converting an 𝑟-bit string into a reg-
ular word of length 𝑛 and weight 𝑤. Matrix 𝐻 is an 𝑛 × 𝑠 random matrix. This
initialization step requires computing two functions and performing two XOR
operations, making it more efficient than the SYND scheme when optimal pa-
rameters are selected for each security level. Through this initialization process,
the initial state 𝑆0 is obtained.

Update In this step, a new random function 𝑓 is used to update the internal
state (e.g., 𝑁 times). The number of runs is user-selected, affecting both the
security and efficiency of the structure. Function 𝑓 is defined as:

𝑆𝑖+1 = 𝑓(𝑆𝑖)
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where:

𝑓(𝑥) = {𝑥 ⊕ 𝑎1 if 𝑥 ∈ 𝔽𝑟
2

𝑥 ⊕ 𝑏1 if 𝑥 ∈ 𝔽𝑐
2

𝐴 and 𝐵 are 𝑏 × 𝑏 binary random matrices, 𝐴𝑖 and 𝐵𝑖 are submatrices of 𝐴 and
𝐵 respectively, 𝑎𝑖,𝑗 represents the 𝑗-th column of the 𝑖-th submatrix of 𝐴, and
𝑏𝑖,𝑗 represents the 𝑗-th column of the 𝑖-th submatrix of 𝐵.

Squeezing After obtaining 𝑆𝑖 through the update process, 2SC finally produces
keystream blocks of size 𝑟 bits (𝑍𝑖), described as follows:

𝑍𝑖 = [𝑟]𝑓(𝑆𝑖)
1

where [𝑟]𝑓(𝑆𝑖)
1 represents the first 𝑟 bits of the output after applying the update

function to the internal state 𝑆𝑖.

The structure described above is shown in Figure 2 [Figure 2: see original paper].

3 A Fast Pseudo-Random Sequence Generation Method
Based on Sponge Functions
During experimental simulation, we found that the pseudo-random sequence
generation method introduced in the previous section consumes significant time
in the regular encoding Niederreiter transformation [17] process. Therefore, we
aim to improve its performance through an alternative encoding approach with-
out reducing security. Based on the construction methodology of hash functions
from coding theory, we improve the above scheme as specifically described be-
low.

Given input 𝑥, composed of blocks 𝑥1, 𝑥2, … , 𝑥𝑤, with |𝑥| = 𝑚 bits, this paper
first provides data for each block through function 𝑓1 to obtain output 𝑦𝑖, then
performs XOR operations on 𝑦𝑖 to obtain the final output. The structure is
shown in Figure 3 [Figure 3: see original paper].

The function is specifically described as: Select a binary random matrix 𝐻 of
size 𝑛 × 𝑠, divide it into 𝑤 submatrices of size (𝑛 − 𝑘) × 𝑠/𝑤:

𝐻 = (𝐻1, 𝐻2, … , 𝐻𝑤)

For any 𝑥 ∈ 𝔽𝑚
2 , also divide 𝑥 into 𝑤 blocks using the above method: 𝑥 =

(𝑥1, 𝑥2, … , 𝑥𝑤). Convert each 𝑥𝑖 to a number between 0 and 2𝑏 − 1, select the
𝑥𝑖-th column of submatrix 𝐻𝑖, then the function output is:

𝐷(𝑥) =
𝑤

⨁
𝑖=1

ℎ𝑥𝑖
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where each submatrix 𝐻𝑖 is (𝑛−𝑘)×(𝑛/𝑤), and each submatrix has 2𝑏 columns.
Let 𝑗 equal the decimal value of 𝑥𝑖, then ℎ𝑖,𝑗 is obtained through function 𝑓1,
with each 𝑥𝑖 having 2𝑏 possibilities. The functions 𝑓1 and 𝑔 are redefined as
follows:

𝑓1(𝑥) = 𝑎1(𝑥1) ⊕ 𝑎2(𝑥2) ⊕ ⋯ ⊕ 𝑎𝑤(𝑥𝑤)
𝑔(𝑥) = 𝑏1(𝑥1) ⊕ 𝑏2(𝑥2) ⊕ ⋯ ⊕ 𝑏𝑤(𝑥𝑤)

where 𝐴 and 𝐵 are 𝑏 × 𝑏 binary random matrices, 𝐴𝑖 and 𝐵𝑖 are submatrices of
𝐴 and 𝐵 respectively, 𝑎𝑖,𝑗 represents the 𝑗-th column of the 𝑖-th submatrix of
𝐴, and 𝑏𝑖,𝑗 represents the 𝑗-th column of the 𝑖-th submatrix of 𝐵.

The following example illustrates the above method. First, let 𝑤 = 3 and 𝑏 = 2.
Matrix 𝐴 is a 6 × 6 matrix. Randomly select a matrix 𝐴 that meets the above
requirements as follows:

𝐴 =

⎛⎜⎜⎜⎜⎜⎜⎜⎜
⎝

1 0 0 0 1 0
1 0 0 0 1 0
0 1 0 1 1 0
1 0 0 0 1 1
1 1 1 0 0 0
1 1 0 1 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟
⎠

Let 𝑥 = (00|01|10), divide 𝑥 into groups and represent them in decimal: 𝑥′
1 = 0,

𝑥′
2 = 1, 𝑥′

3 = 2. According to the formula 𝑧𝑖 = (2𝑏−1 + 𝑥𝑖) ⋅ 2𝑏(𝑖−1), we calculate
𝑧1 = 1, 𝑧2 = 6, 𝑧3 = 9. In binary notation, 𝑧 = (001|010|001|000|010|000).
Therefore, we can verify:

𝐷(𝑥) = 𝐴 ⋅ 𝑧𝑇 = 𝑎0,3 ⊕ 𝑎1,2 ⊕ 𝑎2,1 = (1111)𝑇

4 Security Analysis
This chapter analyzes the algorithm’s security from two perspectives. Theoret-
ically, it is difficult to reverse-engineer the key 𝐾 and initialization vector 𝐼𝑉 .
In practical attacks, adversaries must solve the SD problem. Currently, there
are two effective attacks against the SD problem: Information Set Decoding
(ISD) and Generalized Birthday Attack (GBA).

4.1 Theoretical Security

From the transformation function 𝐷(𝑥) described in Section 3, define a generic
function:

𝐷(𝑥) = 𝑔(𝑓1(𝑥))

where 𝑓1 ∶ 𝔽𝑟
2 → 𝔽𝑛

2 and 𝑔 ∶ 𝔽𝑛
2 → 𝔽𝑛−𝑘

2 . For any 𝑥 ∈ 𝔽𝑟
2, we need to prove two

points:
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a) For each input codeword 𝑥, there exists a regular word 𝑧 such that 𝐷(𝑥) =
𝐻 ⋅ 𝑧𝑇 . Solving 𝐷(𝑥) is equivalent to finding a regular word 𝑧 with weight
less than or equal to 𝑤 such that 𝐻𝑧𝑇 = 𝐷(𝑥). This is precisely an
instance of RSD. Therefore, the security of the improved scheme can be
reduced to the RSD problem.

b) It has been proven that for each input 𝑥, a regular word 𝑧 of weight 𝑤
can be found such that 𝐷(𝑥) = 𝐻 ⋅ 𝑧𝑇 . Suppose there exists an adversary
that can reverse-engineer 𝐷(𝑥), i.e., given 𝐷(𝑥), the adversary outputs 𝑥.
Then given a matrix 𝐻 and a value 𝑠, the same adversary could output a
regular word 𝑧 such that 𝐻𝑧𝑇 = 𝑠. This is precisely an instance of RSD.
Therefore, the algorithm’s security can be reduced to the hardness of the
RSD problem, which, like the SD problem, is NP-complete.

Proof of a)
First, 𝐻 = (𝐻1, 𝐻2, … , 𝐻𝑤), where each submatrix 𝐻𝑖 has size (𝑛 − 𝑘) × (𝑛/𝑤).
Each submatrix has 2𝑏 columns selected from {0, 1}𝑏. For a regular word 𝑧 of
length 𝑛 and weight 𝑤, let 𝑧1, 𝑧2, … , 𝑧𝑤 represent the positions of its non-zero
entries (since the word is regular, each value between 𝑧𝑖 and 𝑧𝑖+1 is unique).
Then 𝑧 and 𝑥 have the relationship:

𝑧𝑖 = (2𝑏−1 + 𝑥𝑖) ⋅ 2𝑏(𝑖−1)

The inverse transformation from 𝑧 to 𝑥 is:

⎧{{
⎨{{⎩

𝑥1 ≡ 𝑧1 − 2𝑏−1 (mod 2𝑏)
𝑥2 ≡ (𝑧2 − 𝑧1) − 2𝑏−1 (mod 2𝑏)
⋮
𝑥𝑤 ≡ (𝑧𝑤 − 𝑧𝑤−1) − 2𝑏−1 (mod 2𝑏)

Therefore, it is easy to verify that 𝐷(𝑥) = 𝐻 ⋅ 𝑧𝑇 .

4.2 Practical Security

In practice, adversaries face two problems. On one hand, they obtain 𝑟 bits
of output but cannot access the remaining 𝑐 bits; the larger the capacity, the
more secure the system. On the other hand, even if they successfully guess
these bits, they must solve an instance of the RSD problem. For appropriately
chosen parameters, effectively solving the RSD problem is as difficult as solving
the SD problem. Indeed, all known SD attacks are fully exponential; only
two algorithms can attack systems based on the SD problem: Information Set
Decoding (ISD) [10] and Generalized Birthday Attack (GBA) [18]. The latest
GBA algorithm against code-based cryptosystems was proposed in [19] and will
be used to select security parameters for 2SC.

Note that another attack called Memory Trade-off Attacks exists, initially in-
troduced in [20] as a generic method for attacking block ciphers. To avoid such
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attacks, the initialization vector 𝐼𝑉 should be at least as large as the key 𝐾,
and 𝑐 should be at least twice the key size.

Based on the descriptions in this and previous sections, we compare the 2SC
scheme with our proposed scheme structurally, as shown in Table 1 . The next
chapter will present specific experimental comparisons.

Table 1 Structural Comparison Between 2SC Scheme and Proposed
Scheme

Scheme
Cycle
Structure

Dependent Hard
Problem

Problem
Nature Characteristics

2SC Sponge
Structure

Niederreiter
Transform

SD Problem NP-Complete,
Time-
consuming

ProposedSponge
Structure

Coding-based Hash
Transform

RSD
Problem

NP-Complete,
Less Time-
consuming

5 Experimental Simulation
We analyze the improved pseudo-random sequence generation algorithm, com-
pare it with the original 2SC algorithm, and test the randomness of the gener-
ated sequences.

5.1 Algorithm Efficiency Analysis

Parameter selection must achieve high efficiency and security under known at-
tacks. First, according to Time Memory Trade-Off attacks, 𝑐 should be at least
twice the key size. Select the optimal value 𝑏 = ⌊8/ log2 𝑤⌋. For each security
level 𝜆, solving the RSD problem has complexity at least 2𝜆. We tested the time
required to generate 𝑁 = 106 bits of pseudo-random sequence under different se-
curity levels. Table 2 presents test results for several security levels by selecting
optimal parameter sets. Note that during simulation implementation, only ran-
dom binary matrices were used without any specific structure. However, when
the parity-check matrix is quasi-cyclic, parameters providing the same security
level can be found [10].

The results in Table 3 were implemented in Pycharm using Python on a Win-
dows 10 operating system with a 2.3GHz CPU. For different security levels,
106 bits of data were generated in 10 iterations. As the parity-check matrix
size increases, sequence generation time increases accordingly, but security also
improves. Table 3 compares the implementation results of the 2SC algorithm
with the new algorithm. From Table 2 , we can draw the following conclusions:
For an 80-bit security level, generating 106 bits of pseudo-random sequence, our
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method is 3.19 times faster than the original 2SC method; for a 120-bit security
level, it is 3.02 times faster; for a 160-bit security level, it is 5.75 times faster;
for a 400-bit security level, it is 4.5 times faster.

Table 2 Test Results Under Different Security Levels

Key Size (bits) Matrix Size 𝑤 𝑏 Time (s)
80 1700 × 3400 20 8 0.43
120 2500 × 5000 25 8 1.44
160 3300 × 6600 33 8 3.06
400 8100 × 16200 81 8 31.2

Note: Test time does not include initialization time

Table 3 Performance Comparison Under Different Security Levels

Key Size (bits) 2SC (s) Our Scheme (s) Ratio
80 1.37 0.43 3.19
120 4.35 1.44 3.02
160 17.60 3.06 5.75
400 140.40 31.20 4.50

5.2 NIST SP800-22 Test Analysis

We conducted randomness tests on the algorithm’s generated pseudo-random
sequences using the NIST SP800-22 test suite sts-2.1.1 [21]. The test suite
contains 15 test items, requiring sequence length greater than 106 bits. When
test value 𝑃 -value ≥ 0.01, the sequence is considered random in that test; when
𝑃 -value < 0.01, it is considered non-random. We used sts-2.1.1 to test 6 × 107

bits of pseudo-random sequence generated by the algorithm. The tests were
divided into 6 groups, each of length 107 bits. The test results are shown in
Table 4 .

The results show that among 15 test items, only one test value failed, with all
others greater than the significance level 𝛼 = 0.01. In the Frequency Test, the
mean value greater than 0.5 indicates that the numbers of 0s and 1s in the
pseudo-random sequence are nearly equal, showing good balance. The Runs
test mean of 0.375 indicates that the number of runs is close to that of a truly
random sequence. The Serial test mean greater than 0.5 shows that occurrences
of subsequences of specified lengths tend to be equiprobable. The Cumulative
Sums test values all above 0.6 indicate uniform distribution of 0s and 1s. The
Linear Complexity test values all above 0.8 indicate high sequence complex-
ity. Therefore, the pseudo-random sequences generated by our method exhibit
excellent randomness characteristics.

chinarxiv.org/items/chinaxiv-201811.00159 Machine Translation

https://chinarxiv.org/items/chinaxiv-201811.00159


Table 4 Test Results of Randomness

Test Item Group 1 Group 2 Group 3 Group 4 Group 5 Group 6
Frequency 0.534146 0.739918 0.224821 0.350485 0.534146 0.911413
Block
Frequency

0.739918 0.739918 0.911413 0.739918 0.224821 0.534146

Cumulative
Sums

0.911413 0.350485 0.534146 0.739918 0.534146 0.350485

Longest
Run of
Ones

0.534146 0.534146 0.739918 0.739918 0.739918 0.911413

Discrete
Fourier
Transform

0.224821 0.350485 0.534146 0.739918 0.739918 0.350485

Non-
periodic
Template

0.350485 0.534146 0.350485 0.534146 0.739918 0.534146

Overlapping
Template

0.739918 0.534146 0.739918 0.350485 0.534146 0.739918

Universal
Statistical

0.534146 0.739918 0.350485 0.739918 0.350485 0.534146

Approximate
Entropy

0.739918 0.534146 0.739918 0.534146 0.739918 0.350485

Random
Excur-
sions

0.350485 0.534146 0.739918 0.739918 0.350485 0.534146

Random
Excur-
sions
Variant

0.534146 0.739918 0.350485 0.534146 0.739918 0.350485

Serial 0.739918 0.534146 0.739918 0.350485 0.534146 0.739918
Linear
Complex-
ity

0.911413 0.739918 0.739918 0.911413 0.739918 0.739918

Note: Underlined test values indicate failure

5.3 Correlation Analysis

The autocorrelation and cross-correlation coefficients of sequences are commonly
used statistics for evaluating randomness [22]. For a pseudo-random sequence
{𝑏𝑖} of length 𝑁 , the autocorrelation coefficient is defined as:

𝑎𝑐(𝑚) = 1
𝑁

𝑁−𝑚
∑
𝑖=1

(2𝑏𝑖 − 1)(2𝑏𝑖+𝑚 − 1)
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where 𝑚 is the step size. The autocorrelation coefficient depends on the step
size; smaller variation when the step size changes indicates better randomness
performance. The theoretical value is 0.5 when step size 𝑚 = 0, and 0 for other
step sizes.

The cross-correlation coefficient between sequences {𝑏𝑖} and {𝑐𝑖} is defined as:

𝑐𝑐(𝑚) = 1
𝑁

𝑁−𝑚
∑
𝑖=1

(2𝑏𝑖 − 1)(2𝑐𝑖+𝑚 − 1)

The theoretical value is 0. Values closer to theoretical values indicate better
randomness. We randomly selected two groups of pseudo-random sequences of
length 𝑁 = 38400 for testing. The experimental results are shown in Figure 4
[Figure 4: see original paper].

The experimental results show that the distributions of both autocorrelation and
cross-correlation are close to ideal, indicating low correlation between sequences
generated by our method and good randomness.

5.4 Balance Analysis

For a pseudo-random sequence of length 𝑁 , let the numbers of 0s and 1s be 𝑛0
and 𝑛1 respectively. The balance degree is defined as:

𝐸(𝑁) = |𝑛0 − 𝑛1|
𝑁

A smaller balance degree value indicates that the numbers of 0s and 1s are more
similar, implying better randomness. We selected three groups of sequences of
length 𝑁 = 38400 (𝑐1, 𝑐2, 𝑐3) for testing. Figure 5 [Figure 5: see original paper]
shows the experimental balance degree results.

The experimental results show that the balance degrees of all three pseudo-
random sequences are below 0.010, close to 0. This indicates that the numbers
of 0s and 1s in the sequences are very close, demonstrating stable performance
and good balance.

5.5 Run Test

A run is a subsequence of a pseudo-random sequence consisting of consecutive
0s or 1s, where the elements before and after differ from the run elements.
The number of consecutive occurrences is called the run length. In random
sequences, the numbers of 0s and 1s of any length are approximately equal,
where runs of length 𝑖 constitute about 1/2𝑖+1 of the total sequence length. The
closer the generated pseudo-random sequence is to the ideal state, the better its
randomness.

We conducted run statistical tests on three groups of sequences. The specific
statistics are shown in Tables 5 through 7 .
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Table 5 Run Statistics of Sequence 𝑐1

Run Length 1 2 3 4 5 6 7 8
Measured 0.5012 0.2487 0.1260 0.0604 0.0333 0.0150 0.0076 0.0044
Theoretical 0.5000 0.2500 0.1250 0.0625 0.0313 0.0156 0.0078 0.0039

Table 6 Run Statistics of Sequence 𝑐2

Run Length 1 2 3 4 5 6 7 8
Measured 0.5027 0.2527 0.1218 0.0600 0.0316 0.0154 0.0078 0.0044
Theoretical 0.5000 0.2500 0.1250 0.0625 0.0313 0.0156 0.0078 0.0039

Table 7 Run Statistics of Sequence 𝑐3

Run Length 1 2 3 4 5 6 7 8
Measured 0.5020 0.2478 0.1233 0.0629 0.0333 0.0158 0.0078 0.0043
Theoretical 0.5000 0.2500 0.1250 0.0625 0.0313 0.0156 0.0078 0.0039

The experimental results from all three groups show that the run statistics of the
generated pseudo-random sequences are close to theoretical values, with nearly
equal numbers of 0s and 1s. The percentages of sequences with different run
lengths are comparable to theoretical values. Therefore, the sequences obtained
in our experiments conform to run statistical characteristics.

6 Conclusion
This paper proposes a fast pseudo-random sequence generation method based
on sponge functions, representing an improvement over the 2SC pseudo-random
sequence generation method. This approach shortens the key and initialization
vector lengths while replacing the process of encoding codewords into regular
words with an encoding method reducible to the regular word syndrome de-
coding problem, substantially increasing computational speed. Experimental
simulation results demonstrate that our method achieves at least a 3x improve-
ment in sequence generation speed compared to the original method at the same
security level. NIST test results confirm that the pseudo-random sequences gen-
erated by our method exhibit excellent randomness, with autocorrelation, cross-
correlation, balance degree, and run statistics all matching theoretical values.
Moreover, the scheme’s security relies on the RSD problem, enabling resistance
against existing quantum attacks.
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