
AI translation ・View original & related papers at
chinarxiv.org/items/chinaxiv-201811.00137

Postprint: Search for Integral Distinguishers of
PRIDE and RoadRunneR Based on Bit-based Di-
vision Property
Authors: Li Yanjun, Zhao Jingming

Date: 2018-11-29T00:00:00+00:00

Abstract
PRIDE and RoadRunneR are two lightweight block cipher algorithms proposed
in recent years. At Asiacrypt 2016, Xiang Zejun et al. proposed utilizing MILP
(Mixed Integer Linear Programming) models based on bit-based division prop-
erty to search for integral distinguishers. Building upon this idea, to evaluate
the integral properties of these algorithms and verify the practicality of the new
method, MILP models are constructed separately according to their different
cryptographic structures and solved using the Gurobi optimizer to search for
usable integral distinguishers. The results yield 9-round and 5-round integral
distinguishers, respectively, which represent the longest known integral distin-
guishers for PRIDE and RoadRunneR to date, enabling integral attacks on more
rounds.
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Abstract: PRIDE and RoadRunneR are two lightweight block cipher algo-
rithms proposed in recent years. At ASIACRYPT 2016, Xiang Zejun et al. pro-
posed using MILP (Mixed Integer Linear Programming) models based on bit-
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based division property to search for integral distinguishers. Applying this ap-
proach to two different types of lightweight block cipher algorithms, we construct
MILP models according to their distinct structures to evaluate their integral
properties and verify the practicality of this new method. By solving these
models using the Gurobi optimizer, we successfully search for usable integral
distinguishers. The results yield 9-round and 5-round integral distinguishers
for PRIDE and RoadRunneR, respectively, which represent the longest known
integral distinguishers for these ciphers and enable integral attacks on more
rounds.

Keywords: PRIDE; RoadRunneR; bit-based division; MILP model; integral
distinguisher

1.1 Introduction to PRIDE and RoadRunneR Algorithms
PRIDE is a lightweight block cipher with a 64-bit block length and 128-bit key
length, proposed by Albrecht et al. at CRYPTO 2014. It employs an SPN
structure with 20 rounds. The 64-bit round function input is divided into 16
nibbles, which are XORed with round keys, then processed in parallel through
the S-layer consisting of 16 identical S-boxes (see Table 1 ), followed by a linear
layer. The round function structure is illustrated in Figure 1 [Figure 1: see
original paper]. The specific matrix representation and additional details of
PRIDE can be found in reference [1].

RoadRunneR, proposed in 2015, is a lightweight block cipher that adopts a
Feistel structure with an SPN-type round function. It has a 64-bit block length
and supports key lengths of 80/128 bits, iterating for 10/12 rounds respectively.
The round function F consists of four SLK functions plus one S-layer, with the
S-box shown in Table 2 . The S, L, and K layers represent the substitution layer,
linear layer, and round key addition layer, respectively. The algorithm structure
and round function are depicted in Figure 2 [Figure 2: see original paper], where
the left side shows the overall Feistel structure, the upper-right shows the SPN-
type round function F, and the lower-right shows the SLK function. Further
details about RoadRunneR can be found in reference [2].

2.1 Notation
Let 𝔽2 denote the binary finite field and 𝔽𝑛

2 denote the set of 𝑛-bit vectors over 𝔽2.
Let ℤ and ℤ𝑛 denote the integer ring and the set of 𝑛-dimensional integer vectors,
respectively. For any 𝑎 ∈ 𝔽𝑛

2 , 𝑎[𝑖] represents the 𝑖-th element of 𝑎, and 𝑤(𝑎)
denotes the Hamming weight calculated as 𝑤(𝑎) = ∑𝑛−1

𝑖=0 𝑎[𝑖]. For any vector
𝑎 = (𝑎0, 𝑎1, … , 𝑎𝑚−1) ∈ 𝔽𝑛0

2 × 𝔽𝑛1
2 × ⋯ × 𝔽𝑛𝑚−1

2 , the Hamming weight is defined
as 𝑤(𝑎) = ∑𝑚−1

𝑖=0 𝑤(𝑎𝑖). Let 𝑘 = (𝑘0, 𝑘1, … , 𝑘𝑚−1) and 𝑘∗ = (𝑘∗
0, 𝑘∗

1, … , 𝑘∗
𝑚−1) be
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two vectors in ℤ𝑚. We define 𝑘 ⪰ 𝑘∗ if and only if all corresponding components
satisfy 𝑘𝑖 ≥ 𝑘∗

𝑖 for 𝑖 = 0, 1, … , 𝑚 − 1.

The bit product function 𝜋𝑢(𝑥) is a function from 𝔽𝑛
2 to 𝔽2 defined for any

𝑢 ∈ 𝔽𝑛
2 and 𝑥 ∈ 𝔽𝑛

2 as:

𝜋𝑢(𝑥) =
𝑛−1
∏
𝑖=0

𝑥[𝑖]𝑢[𝑖] = ∏
𝑢[𝑖]=1

𝑥[𝑖]

For any vector 𝑢 = (𝑢0, 𝑢1, … , 𝑢𝑚−1) ∈ 𝔽𝑛0
2 × 𝔽𝑛1

2 × ⋯ × 𝔽𝑛𝑚−1
2 , we define:

𝜋𝑢(𝑥) =
𝑚−1
∏
𝑖=0

𝜋𝑢𝑖
(𝑥𝑖)

2.2 Division Property and Division Trails
Definition 1 (Division Property). Let 𝑋 be a multiset whose elements take
values from 𝔽𝑛

2 . When 𝑋 satisfies the division property 𝒟𝑛,𝑚
𝑘 , where 𝑘 is an

𝑚-dimensional vector with each component taking integer values from 0 to 𝑛,
the following condition holds: for any 𝑢 ∈ 𝔽𝑛0

2 × 𝔽𝑛1
2 × ⋯ × 𝔽𝑛𝑚−1

2 , the parity
⨁𝑥∈𝑋 𝜋𝑢(𝑥) is always even when 𝑢 ∈ 𝑊𝑘 = {𝑢 ∈ 𝔽𝑛0

2 × ⋯ × 𝔽𝑛𝑚−1
2 ∣ 𝑤(𝑢) ⪰̸ 𝑘}.

Division property was introduced by Todo at EUROCRYPT 2015 as a gener-
alization of integral properties [3]. At FSE 2016, Todo and Morii proposed
bit-based division property [5] and applied it to find a 14-round integral distin-
guisher for SIMON32. At ASIACRYPT 2016, Xiang Zejun et al. proposed a
method for searching integral distinguishers using MILP models based on bit-
based division property [6], overcoming the enormous time and space overhead
of direct bit-based division property searches. By selecting appropriate objective
functions and accurately modeling division property propagation, they analyzed
six lightweight block ciphers with bit-permutation diffusion layers, leaving the
search for algorithms with non-bit-permutation diffusion layers as an open prob-
lem. Sun Ling et al. addressed this issue by introducing intermediate variables
and establishing 2𝑛 linear inequalities to represent division trails through an
𝑛-bit input linear layer [7].

Definition 2 (Division Trail). Let 𝑓 be the round function of a block cipher.
Assuming the initial input division property is 𝒟𝑛,𝑚

𝑘0
, and after 𝑟 rounds of prop-

agation the output division property is 𝒟𝑛,𝑚
𝑘𝑟

, we obtain the following division
property propagation chain:

𝒟𝑛,𝑚
𝑘0

𝑓
−→ 𝒟𝑛,𝑚

𝑘1

𝑓
−→ ⋯

𝑓
−→ 𝒟𝑛,𝑚

𝑘𝑟

If there exists a vector 𝑘𝑖 in the chain that does not belong to 𝒟𝑛,𝑚
𝑘𝑖+1

, then there
must exist a vector 𝑘∗

𝑖 in 𝒟𝑛,𝑚
𝑘𝑖

that corresponds to it. We can say that 𝑘∗
𝑖
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can propagate to 𝑘𝑖+1 through division property propagation rules, denoted as

𝑘𝑖
𝑓
−→ 𝑘𝑖+1. This paper refers to such a chain as an 𝑟-round division trail.

The general steps for searching integral distinguishers using MILP models based
on bit-based division property are: first, specify the initial bit-based division
property by designating active and inactive bits; second, establish a model rep-
resenting division trails through the round function, including through substi-
tution and diffusion layers. Currently, the representation method for division
trails through S-boxes is well-established, while representation methods for lin-
ear layers remain under investigation [9]. Finally, select an appropriate objec-
tive function as the search termination condition to determine whether a usable
integral distinguisher exists.

2.3 Bit-Based Division Property Propagation Rules and
Modeling
Todo proved the propagation rules for traditional division property [3] and sum-
marized them in [4] as five operations: substitution, copy, XOR, split, and merge.
In bit-based division property, only the copy and XOR propagation rules are
used. For S-boxes (substitution operations), more detailed study is required,
which was addressed in [8][10]. Algorithm 2 in [6] provides a general algorithm
for computing bit-based division property propagation through S-boxes.

Rule 1 (Copy). Let 𝐹 be a copy function with input 𝑥 ∈ 𝔽2 and outputs
represented as (𝑦0, 𝑦1) = (𝑥, 𝑥). Let 𝑋 and 𝑌 be the corresponding input
and output sets. If 𝑋 satisfies division property 𝒟𝑘0

, then 𝑌 satisfies division
property 𝒟𝑘1

. The propagation process has only two possible cases.

Rule 2 (XOR Compression). Let 𝐹 be an XOR compression function with
inputs (𝑥0, 𝑥1) ∈ 𝔽2

2 and output represented as 𝑦 = 𝑥0 ⊕ 𝑥1. Let 𝑋 and 𝑌 be
the corresponding input and output sets. If 𝑋 satisfies division property 𝒟𝑘0

,
then 𝑌 satisfies division property 𝒟𝑘1

. The propagation process has only four
possible cases.

Rule 3 (AND Compression). Let 𝐹 be an AND compression function with
inputs (𝑥0, 𝑥1) ∈ 𝔽2

2 and output represented as 𝑦 = 𝑥0 ∧ 𝑥1. Let 𝑋 and 𝑌 be
the corresponding input and output sets. If 𝑋 satisfies division property 𝒟𝑘0

,
then 𝑌 satisfies division property 𝒟𝑘1

. The propagation process has only four
possible cases.

The following briefly explains the modeling process for division property propa-
gation through copy, AND, and XOR operations using linear inequality systems.

Model 1 (Copy). Let (𝑎)
copy
−−−→ (𝑏0, 𝑏1) be a division trail of the copy func-

tion. The following inequality system accurately represents the division property
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propagation of the copy operation:

{𝑏0 + 𝑏1 − 𝑎 = 0
𝑎, 𝑏0, 𝑏1 are binary numbers

Model 2 (AND). Let (𝑎0, 𝑎1) AND−−−→ (𝑏) be a division trail of the bit-AND
function. The following inequality system accurately represents the division
property propagation of the AND operation:

⎧{{
⎨{{⎩

𝑏 − 𝑎0 ≥ 0
𝑏 − 𝑎1 ≥ 0
𝑎0 + 𝑎1 − 𝑏 ≥ 0
𝑎0, 𝑎1, 𝑏 are binary numbers

Model 3 (XOR). Let (𝑎0, 𝑎1) XOR−−−→ (𝑏) be a division trail of the bit-XOR
function. The following inequality system accurately represents the division
property propagation of the XOR operation:

{𝑎0 + 𝑎1 − 𝑏 = 0
𝑎0, 𝑎1, 𝑏 are binary numbers

Modeling S-boxes. For S-box propagation, Xiang Zejun et al. provided a gen-
eral algorithm (Algorithm 2 in [6]) to compute the bit-based division property
propagation through S-boxes. The Sage software’s Inequality_{generator}()
function is then used to obtain a set of linear inequalities representing these
propagation rules, which can be further reduced using inequality reduction al-
gorithms [6].

2.4 Objective Function
If a set 𝑋 satisfies division property 𝒟𝑛,𝑚

𝑘 , it has no integral property if and
only if 𝑘 contains all 𝑛 unit vectors. Let 𝑘(𝑖) denote the output division prop-
erty vector after 𝑖 rounds of encryption. The propagation terminates when 𝑘(𝑖)

first contains all 𝑛 unit vectors, yielding an 𝑟-round distinguisher. To determine
whether an (𝑟 − 1)-round distinguisher exists, we only need to check whether
𝑘(𝑟−1) contains all unit vectors. Therefore, the objective function is set to min-
imize the sum of components of the last vector 𝑘(𝑟) in any 𝑟-round division
trail:

Obj: Minimize
𝑛−1
∑
𝑖=0

𝑘(𝑟)
𝑖
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3 PRIDE’s MILP Model
In division property propagation, XOR with constants does not change the divi-
sion property, meaning round key addition does not affect propagation. There-
fore, we only consider the effects of S-boxes and linear diffusion layers on division
property propagation.

3.1 Linear Inequality Representation of the S-box Layer

PRIDE’s S-layer consists of 16 identical S-boxes in parallel. We first study
division trails through a single S-box. Let the S-box input be (𝑥3, 𝑥2, 𝑥1, 𝑥0) and
output be (𝑦3, 𝑦2, 𝑦1, 𝑦0). The Algebraic Normal Form (ANF) representation of
the S-box is:

⎧{{
⎨{{⎩

𝑦0 = 𝑥0 ⊕ 𝑥1 ⊕ 𝑥2 ⊕ 𝑥3
𝑦1 = 𝑥0 ⊕ 𝑥1 ⊕ 𝑥2 ⊕ 𝑥3 ⊕ 𝑥0𝑥1 ⊕ 𝑥0𝑥2 ⊕ 𝑥0𝑥3 ⊕ 𝑥1𝑥2 ⊕ 𝑥1𝑥3
𝑦2 = 𝑥0 ⊕ 𝑥2 ⊕ 𝑥0𝑥1 ⊕ 𝑥0𝑥2 ⊕ 𝑥0𝑥3 ⊕ 𝑥1𝑥2 ⊕ 𝑥1𝑥3
𝑦3 = 𝑥0 ⊕ 𝑥1 ⊕ 𝑥3 ⊕ 𝑥0𝑥1 ⊕ 𝑥0𝑥2 ⊕ 𝑥0𝑥3 ⊕ 𝑥1𝑥2 ⊕ 𝑥1𝑥3

Applying Algorithm 2 yields 44 division trails through the S-box, shown in
Table 3 . Using Sage’s Inequality_{generator}() function, these 44 trails are
represented by 110 linear inequalities, which are then reduced to 11 inequalities.
Let (𝑎0, 𝑎1, 𝑎2, 𝑎3) 𝑆−→ (𝑏0, 𝑏1, 𝑏2, 𝑏3) denote a division trail through an S-box.
The linear inequality representation is:

For the entire S-layer, we concatenate sixteen 4-dimensional input vectors,
with outputs similarly represented as sixteen 4-dimensional vectors. Let
(𝑎0, 𝑎1, … , 𝑎63) 𝑆−→ (𝑏0, 𝑏1, … , 𝑏63) denote a division trail through the S-layer. If
the S-layer input set satisfies division property 𝒟64,16

𝑘0
, then the output satisfies

division property 𝒟64,16
𝑘1

.

Additionally, the copied bits from the S-box output need to be XORed with
relevant output bits. Since variables in the same row need to be XORed with
identical variables, to describe all XOR operations, we generate 16 linear in-
equalities:

Given an S-layer input set satisfying division property 𝒟64,16
𝑘0

, the output after
the S-layer satisfies division property 𝒟64,16

𝑘1
.

3.2 Linear Inequality Representation of the Linear Layer

Using MILP models to search for ciphers with more complex linear layers was
an open problem. This can be addressed by introducing intermediate variables:
any linear matrix layer can be decomposed into copy and XOR operations [7].

PRIDE’s 64×64 matrix layer consists of four 16×16 sub-matrices arranged diag-
onally: 𝐿0, 𝐿1, 𝐿2, 𝐿3. Taking 𝐿0 as an example, we derive the linear inequality
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system for 𝐿0, with similar processes for the other three matrices.

Assume the input set passing through matrix 𝐿0 satisfies division property 𝒟16,4
𝑘0

,
where 𝑘0 = (𝑥0, 𝑥1, … , 𝑥15). From the first column of 𝐿0, we see that 𝑥0 is
copied 5 times. These copied values are then XORed with other copied values
in different rows. The remaining operations for 𝑥1, 𝑥2, 𝑥3 are similar.

𝐿0 contains 48 non-zero elements. By introducing intermediate variables
𝑡0, 𝑡1, … , 𝑡47, we transform it into the following form:

To describe all copy operations in 𝐿0, we generate 16 linear inequalities:

To obtain division trails through 𝐿0, we simply combine the two linear inequality
systems (1) and (2) into one system.

Similarly, division trails through 𝐿1, 𝐿2, 𝐿3 are represented as (𝑥16, … , 𝑥31)
𝐿1−→

(𝑦16, … , 𝑦31), (𝑥32, … , 𝑥47)
𝐿2−→ (𝑦32, … , 𝑦47), and (𝑥48, … , 𝑥63)

𝐿3−→ (𝑦48, … , 𝑦63),
with intermediate variables 𝑡48, … , 𝑡95, 𝑡96, … , 𝑡143, and 𝑡144, … , 𝑡191, respec-
tively. Following the propagation rules above, we generate corresponding linear
inequality systems.

Let (𝑥0, 𝑥1, … , 𝑥63) 𝐿−→ (𝑦0, 𝑦1, … , 𝑦63) denote a division trail through the linear
matrix layer 𝐿. This inequality system is reduced to 10 inequalities. Given a
linear layer input set satisfying division property 𝒟64,16

𝑘0
, the output after the

linear layer satisfies division property 𝒟64,16
𝑘1

.

Having obtained the linear inequality representations for division trails through
both the S-layer and L-layer, we combine them to get division trails for the round
function. Repeating the round function 𝑟 times yields an 𝑟-round division trail.

4 RoadRunneR’s MILP Model
RoadRunneR adopts a Feistel structure overall, containing copy and XOR oper-
ations that can be modeled using the methods described in Section 2.3. While
the round function is complex, it fundamentally consists of S-layer and linear
diffusion layers, allowing modeling similar to the steps in Section 3.

RoadRunneR uses whitening keys in the first and last rounds and incorporates
round constant XOR operations in each round. However, since XOR with con-
stants does not change division property, these operations are ignored in our
model.

4.1 Linear Inequality Representation of the S-box Layer

RoadRunneR’s S-layer consists of 8 identical S-boxes in parallel. Let the S-box
input be (𝑥3, 𝑥2, 𝑥1, 𝑥0) and output be (𝑦3, 𝑦2, 𝑦1, 𝑦0). The ANF representation
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of the S-box is:

⎧{{
⎨{{⎩

𝑦0 = 𝑥0 ⊕ 𝑥1 ⊕ 𝑥2 ⊕ 𝑥3
𝑦1 = 𝑥0 ⊕ 𝑥1 ⊕ 𝑥2 ⊕ 𝑥3 ⊕ 𝑥0𝑥1 ⊕ 𝑥0𝑥2 ⊕ 𝑥0𝑥3 ⊕ 𝑥1𝑥2 ⊕ 𝑥1𝑥3
𝑦2 = 𝑥0 ⊕ 𝑥2 ⊕ 𝑥0𝑥1 ⊕ 𝑥0𝑥2 ⊕ 𝑥0𝑥3 ⊕ 𝑥1𝑥2 ⊕ 𝑥1𝑥3
𝑦3 = 𝑥0 ⊕ 𝑥1 ⊕ 𝑥3 ⊕ 𝑥0𝑥1 ⊕ 𝑥0𝑥2 ⊕ 𝑥0𝑥3 ⊕ 𝑥1𝑥2 ⊕ 𝑥1𝑥3

Applying Algorithm 2 yields 43 division trails through the S-box, shown in
Table 4 . Using Sage’s Inequality_{generator}() function, these 43 trails
are represented by 132 linear inequalities, which are reduced using inequality
reduction algorithms.

4.2 Linear Inequality Representation of the Linear Layer

RoadRunneR’s matrix layer consists of four identical 8×8 matrices 𝐿 in parallel.
We derive the linear inequality system for 𝐿 as follows.

Assume the input set passing through matrix 𝐿 satisfies division property 𝒟8,4
𝑘0

,
where 𝑘0 = (𝑥0, 𝑥1, … , 𝑥7). Matrix 𝐿 contains 24 non-zero elements. By intro-
ducing intermediate variables 𝑡0, 𝑡1, … , 𝑡23, we transform it into the following
form:

To describe all copy operations in 𝐿, we generate 8 linear inequalities:

To describe all XOR operations in 𝐿, we generate 8 linear inequalities:

Let (𝑥0, 𝑥1, … , 𝑥7) 𝐿−→ (𝑦0, 𝑦1, … , 𝑦7) denote a division trail through 𝐿. If a linear
layer input set satisfies division property 𝒟32,4

𝑘0
, then the output after the linear

layer satisfies division property 𝒟32,4
𝑘1

.

Having obtained the linear inequality representations for division trails through
both the S-layer and L-layer, we combine them to get division trails for the SLK
function. Combining three SLK functions and one S-layer yields a division trail
for one round. Repeating the round function 𝑟 times gives an 𝑟-round division
trail.

5 Integral Distinguisher Search
With the complete MILP models for PRIDE and RoadRunneR established, we
use the constraints and objective function described above. Following the search
algorithm from [6] and applying the Gurobi optimizer to solve these models, we
can search for the existence of 𝑟-round integral distinguishers. All experimental
data in this section were obtained on the following platform: Intel(R) Celeron(R)
CPU 1007U @ 1.50 GHz, 4 GB RAM, 64-bit Windows 7. The search was
implemented in Python, yielding the results shown in Table 5 .
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Table 5. Searched Integral Distinguishers

Cipher
Block
Length

Distinguisher
Rounds Active Bits Balanced Bits

PRIDE 64 bits 9 rounds 60 bits 32 bits
RoadRunneR64 bits 5 rounds 50 bits 32 bits

5.1 PRIDE’s 8-Round Integral Distinguisher

If we select the initial division property as 𝒟64,16
𝑘0

where the rightmost 60 bits
of the input are active and the remaining 4 bits are constant, we obtain a valid
8-round distinguisher where the rightmost 32 bits of the output are balanced.
The 8-round distinguisher for PRIDE can be represented as: [description of
distinguisher pattern].

5.2 PRIDE’s 9-Round Integral Distinguisher

If we select the initial division property as 𝒟64,16
𝑘0

where the rightmost 63 bits are
active and 1 bit is constant, we obtain a valid 9-round distinguisher where the
rightmost bit of the output is balanced. The 9-round distinguisher for PRIDE
can be represented as: [description of distinguisher pattern].

5.3 RoadRunneR’s 5-Round Integral Distinguisher

If we select the initial division property as 𝒟64,2
𝑘0

where all 32 bits of the right
half are active, 18 bits of the left half are active, and the remaining 14 bits are
constant, we obtain a valid 5-round distinguisher where the rightmost 32 bits
of the output are balanced. The 5-round distinguisher for RoadRunneR can be
represented as: [description of distinguisher pattern].

We also found a 4-round distinguisher for RoadRunneR, which matches the 4-
round distinguisher proposed by the algorithm designers in the original paper,
confirming the correctness of our search method.

6 Conclusion
Previous work has analyzed PRIDE using differential and linear cryptanalysis
[13][14], but no integral analysis of PRIDE had been conducted. RoadRunneR’
s designers proposed a 4-round distinguisher in the original paper. This paper
uses MILP models based on bit-based division property to search for integral
distinguishers of PRIDE, obtaining a 9-round distinguisher—the longest known
integral distinguisher for PRIDE. Applying this method to RoadRunneR yields
a 5-round distinguisher, improving upon the designers’result by one round. This
demonstrates that for both Feistel and SPN-type block ciphers, this technique
can find more effective integral distinguishers compared to traditional methods.
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Using these longest-known integral distinguishers enables the most round-
efficient integral attacks on these ciphers. For example, with PRIDE’s 8-round
distinguisher, we can extend two rounds forward to attack 10 rounds and
recover the corresponding key using related-key recovery techniques. However,
increasing the distinguisher length also increases the required number of chosen
plaintexts, which does not significantly reduce the data complexity of the
overall attack. For instance, the 9-round distinguisher for PRIDE requires
260 chosen plaintexts. Therefore, reducing the number of chosen plaintexts
while maintaining the same distinguisher length remains a challenge. Current
research suggests that integral distinguishers found using bit-based division
property are often optimal, though not necessarily guaranteed to be optimal,
depending on the accuracy of the propagation modeling method—this represents
a primary direction for future research.

As research on bit-based division property and automated distinguisher search-
ing progresses, combining mathematical models with optimization software has
significantly improved search efficiency and advanced integral cryptanalysis.
The potential of bit-based division property for finding distinguishers remains
substantial, and this paper contributes to the study and application of this
method.
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