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Abstract

Existing network-coding-based anonymous systems suffer from low data trans-
mission success rates due to the instability of forwarding nodes and multi-path
forwarding of anonymous messages. This paper proposes ACSNC (anonymous
communication system based on network coding), a novel anonymous commu-
nication mechanism based on network coding and data redundancy methods.
First, a data redundancy mechanism is employed to perform redundant frag-
mentation on the data to be sent and transmit the fragments along multiple
paths. Then, intermediate forwarding nodes randomly encode the information
before forwarding, causing the statistical characteristics of the information to
change as it passes through the nodes. Finally, the destination node recovers
the anonymous information based on the received data fragments and encoding
coefficients. Simulation results demonstrate that this mechanism significantly
improves data transmission success rates while effectively ensuring communica-
tion anonymity and security.
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Abstract: Existing anonymous systems based on network coding suffer from
low data transmission success rates due to the instability of forwarding nodes
and multipath forwarding of anonymous messages. To address this issue, this
paper proposes a new anonymous communication mechanism called ACSNC
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(Anonymous Communication System based on Network Coding). The mecha-
nism first employs a data redundancy mechanism to redundantly fragment the
data to be sent and transmit it along multiple paths. Intermediate forward-
ing nodes then randomly encode the information before forwarding, causing
the statistical characteristics of the information to change as it passes through
the nodes. Finally, the destination node recovers the anonymous information
based on the received data fragments and coding coefficients. Simulation re-
sults demonstrate that this mechanism can effectively guarantee communication
anonymity and security while significantly improving data transmission success
rates.

Keywords: anonymous communication; network coding; data redundancy;
multipath; network security

Introduction

Since David Chaum first proposed anonymous communication technology in
1981 [3], scholars have continuously discussed and developed this field for over
three decades, yielding numerous classical research achievements. Ubiquitous
network surveillance and traffic censorship pose severe threats to covert com-
munication on the Internet. When transmitting sensitive data, people desire
not only transparent data transfer but also anonymity for both communicating
parties. However, network communication itself does not provide identity pro-
tection, making anonymous communication mechanisms a research hotspot for
identity information protection [1].

Anonymous communication refers to the use of technical means to protect the
relationship between communicating parties during transmission, preventing at-
tackers from directly obtaining or indirectly inferring the communication rela-
tionship or any party’ s identity information [2]. Mix-Net technology originated
from this concept. Traditional anonymous communication systems generally
rely on trusted key infrastructure and require third-party participation in key
negotiation, making overall system security heavily dependent on key security.
Moreover, traditional anonymous systems struggle to adapt to network environ-
ments without a key trust center. Therefore, research on anonymous communi-
cation without a key center holds significant importance.

Reference [9] implements anonymous path construction without a key center
through source information segmentation strategies. Analysis shows that this
anonymous system significantly improves attack resistance during the path con-
struction phase, but it does not employ coding techniques to process anony-
mous information during the information transmission phase. Building upon
this, reference [10] further proposes transmitting anonymous communication in-
formation through information segmentation and network coding. However, the
encoding and forwarding of anonymous messages by forwarding nodes in this
approach increases system delay, while multipath transmission of anonymous
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messages reduces the success rate of anonymous message delivery. To address
these problems, the anonymous communication mechanism proposed in this pa-
per combines the advantages of current network coding, eliminating the need for
a key mechanism and reducing system deployment costs. Simultaneously, the
introduced data redundancy mechanism improves the success rate of anonymous
information transmission and enhances system efficiency and stability.

1.1 Architecture

Network coding [11,12] is an information exchange technology that integrates
routing and coding. Its core idea is to perform linear or nonlinear processing on
information received from various channels at each node in the network before
forwarding it to downstream nodes, with intermediate nodes acting as encoders
or signal processors. Ahlswede et al., using the butterfly network [13] as a case
study, demonstrated that network coding can achieve the maximum flow bound
of multicast routing transmission, thereby improving information transmission
efficiency. Network coding technology can enhance existing network throughput
while also improving network reliability and attack resistance. In anonymous
communication, processing transmitted information through encoding at inter-
mediate nodes changes the form and content of data flows as they enter and
exit nodes, preventing attackers from tracking information flows. However, ex-
isting network coding-based multicast scenarios struggle to guarantee system
data transmission success rates. To address this, this paper improves the anony-
mous communication mechanism based on network coding by introducing a data
redundancy mechanism.

The data redundancy fragmentation mechanism is illustrated in [Figure 1: see
original paper]. The file is read and fragmented into n fragments. XOR op-
erations are then performed on each row of fragments, with results saved to
auxiliary fragments. XOR operations are also performed on each column, with
results saved to auxiliary fragments. Ultimately, n + m + 1 fragments are ob-
tained. Randomly deleting k& fragments may delete original fragments or auxil-
iary fragments, yet the original data can still be recovered using the remaining
fragments [14].

As shown in [Figure 2: see original paper], the source sending node is S, the
destination node is O, and forwarding nodes are Ny, Ny, ..., N,,,_;. To construct
an anonymous path § — N, - N, — - = N,,_; — O, when source node
S sends path construction information to Ny, it randomly selects n nodes (ex-
cluding path construction nodes) to build n coding forwarding nodes through
interaction with the directory server. Subsequently, source node S encodes and
forwards the path construction information to destination node O. Repeating
the above steps for other nodes’ routing information construction, each forward-
ing node in the entire coding forwarding network eventually obtains the address
of its successor node.
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1.2 Design Philosophy

After establishing the anonymous path, the source sending node uses a data
redundancy mechanism to fragment messages and send them through multiple
paths. Upon receiving anonymous data, forwarding nodes encode and forward
data packets using random coding coefficients, changing the statistical character-
istics of data packets as they flow into and out of the node. The random coding
coefficients and encoded data are then forwarded together to the next node
until reaching the destination node. Finally, the receiver obtains all message
fragments and random coding coefficients to recover the anonymous message
through corresponding decoding rules. The system architecture is shown in
[Figure 2: see original paper].

1.3 Improved Method

This section details the communication process of the ACSNC mechanism. lists
the definitions of commonly used symbols in the system.

Table 1 Symbol Definitions in the System

1) Anonymous Forwarding Network Establishment: The routing con-
struction of forwarding nodes in the anonymous network primarily draws
on the anonymous path construction mechanism based on network coding
from reference [9]. However, reference [9]’s multipath forwarding of coding
coefficients increases system complexity and delay. This paper improves
the forwarding mechanism by having forwarding nodes forward through
the current path, reducing delay while improving system fault tolerance.
Ultimately, each forwarding node only knows the address of its next node.

2) Anonymous Message Forwarding Phase:

e The source sending node first performs redundancy processing on
anonymous data. The redundant coding model is shown in [Figure 3:
see original paper]. The anonymous data M is split into n data pack-
ets. Then, through XOR algorithms, 1 or multiple redundant data
packets are generated. The n data packets and generated redundant
data are sent through m different links.

o Forwarding nodes NN, in the anonymous link, after receiving anony-
mous data from the previous node, select random coding coefficients
p; (k) to encode the received anonymous data M;(k). The encoded
data M,(k + 1) and random coding coefficients p,(k) are then sent
together to the next node N, ;.

o The destination node receives all or partial fragment data M, (k) and
random coding coefficients p,, (k). It first decodes each message frag-
ment using all obtained coding coefficients, then decodes the original
anonymous data message through the redundancy algorithm.

The anonymous communication process is shown in [Figure 4: see original pa-
per].
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2.1 Anonymity Analysis

1) Identity Anonymity: Each node in the system only knows its predecessor
and successor nodes. Even if a node is malicious, observing its data packets
cannot reveal the real addresses of the source and destination nodes. Further-
more, through encoding and forwarding by intermediate nodes, this system’ s
links become untraceable, further protecting the real addresses of source and
destination nodes.

2) Communication Anonymity: The source node fragments communication
messages through the redundancy mechanism and transmits them via different
paths. Attackers cannot easily control nodes on all paths to reconstruct the
communication message. The probability of attackers obtaining communication
messages through collusion attacks is defined as anonymity degree D. A smaller
D value indicates stronger system anonymity [17].

In the coding forwarding network, to obtain communication messages, attackers
must control one node on each of the m links and have these m nodes share data
to decode and recover the source communication message. The probability of
attackers obtaining communication messages through collusion attacks is D =
cr /e . where m and n represent the number of links in the anonymous
forwarding network and the number of nodes per link, respectively.

As shown in [Figure 5: see original paper]| and [Figure 6: see original paper],
the anonymity degree of ACSNC decreases with increasing m and n, but is
more significantly affected by the number of transmission links n. [Figure 6:
see original paper| shows that when n > 6, the system’ s anonymity degree
D approaches 0, approaching absolute anonymity, while also indicating that
further increasing the number of links and forwarding nodes has limited effect
on improving system anonymity. Information leakage primarily results from at-
tackers controlling forwarding nodes. The more fragments anonymous messages
are divided into and the more paths they traverse, the more difficult it becomes
for attackers to control one node on each forwarding path, resulting in stronger
system anonymity. Simultaneously, increasing the number of forwarding nodes
per path lengthens anonymous paths, further enhancing system anonymity.

2.2 Performance Analysis

When the source node sends information, ACSNC performs redundant fragmen-
tation processing on the information through the data redundancy mechanism.
This redundant fragmentation mechanism can improve the system’ s data trans-
mission success rate. By adding one or more redundant packets to the original
data, the receiver can still recover the original data even after losing one or
more data packets on m links. Assuming the transmission success rate on each
link is identical at 7, the successful transmission probability for m links without
redundant packets is given by formula (1): P, = n™. The successful transmis-
sion probability after adding a single redundant packet is given by formula (2):

1 i i, m—i
PQZZZ‘ZOOm(l_n)n .
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The simulation results for generating a single redundant packet are shown in
[Figure 7: see original paper]. ACSNC’ s redundancy mechanism also supports
generating multiple redundant packets, with simulation results shown in [Figure
8: see original paper].

As shown in [Figure 7: see original paper] and [Figure 8: see original paper],
transmitting data packets through the redundancy mechanism significantly im-
proves data transmission success rates. [Figure 7: see original paper] demon-
strates that generating a single redundant packet improves system data trans-
mission success rate by 20%. [Figure 8: see original paper] shows that generating
multiple redundant packets yields even more significant improvement, increasing
success rate by over 30%. Therefore, introducing the redundant fragmentation
mechanism into anonymous communication greatly enhances system stability
and fault tolerance.

2.3 Security Analysis

1) Collusion Attacks: The source node first fragments messages into multiple
pieces and transmits them through multiple paths via the redundancy mecha-
nism. Each forwarding node in the system only knows its predecessor and
successor node addresses, making it difficult for attackers to probe the entire
system’ s anonymous communication relationships through collusion attacks. As
analyzed in Section 2.1, as long as the number of links and forwarding nodes
in the system is properly controlled, the probability of successful attack can
basically be ignored.

2) Traffic Analysis Attacks: In ACSNC s forwarding network, each in-
termediate forwarding node encodes and forwards data, changing the form of
transmitted information as it flows into and out of nodes. This makes it ex-
tremely difficult for attackers to trace data packet transmission paths through
traffic analysis to discover the addresses of source and destination nodes.

3 Conclusion

This paper proposes an improved anonymous communication mechanism based
on network coding (ACSNC) by introducing a data redundancy mechanism. AC-
SNC inherits the advantages of existing network coding-based anonymous sys-
tems while the introduced data redundancy mechanism significantly improves
the success rate of anonymous data transmission. Theoretical analysis and sim-
ulation results demonstrate that ACSNC offers good stability, anonymity, and
security. This study assumes identical forwarding probabilities for all forward-
ing nodes; future work will consider system efficiency in more complex network
environments.
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