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Abstract

Attribute-based encryption-based location hierarchical access schemes enable
users to flexibly configure their location access information according to their
own circumstances, which not only addresses the location sharing problem in
social networks but also enhances decryption efficiency through algorithmic im-
provements. However, during system operation, there exists the need for users
to correct their attribute information or the possibility that partial private keys
may be compromised, making revocation support essential for system security.
Based on this consideration, we propose a revocation-supporting location hier-
archical attribute-based encryption scheme that outsources partial decryption
operations to a decryption server and incorporates a two-factor authentication
method. This scheme reduces users’ computational overhead while enhancing
algorithmic security.
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Research on Location-Hierarchical Attribute-Based Encryption Sup-
porting Revocation

Shen Xueli, Cui Haiyun, Chen Xintong

School of Electronics & Information Engineering, Liaoning Technical University,
Huludao, Liaoning 125105, China

Abstract: The location-hierarchical access control scheme based on attribute-
based encryption allows users to flexibly configure their location access informa-
tion according to their own circumstances. It not only solves the location sharing
problem in social networks but also improves decryption efficiency through al-
gorithmic enhancements. However, during system operation, users may need to
correct their attribute information, and there exists the possibility that some
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private keys could be leaked, making revocation support essential for system se-
curity. This paper proposes a location-hierarchical attribute-based encryption
scheme supporting revocation that outsources partial decryption operations to a
decryption server and incorporates a two-factor identity authentication method.
The scheme reduces user computational costs while enhancing algorithmic secu-
rity.

Keywords: attribute-based encryption; revocation; hierarchical access control;
outsourced decryption; two-factor authentication

0 Introduction

With the rapid development of the Internet, cloud storage has become a hot
research topic in the field of information technology. In recent years, various
location-based services have proliferated. In distributed open network environ-
ments, users in social networks can enjoy diverse location services such as vehicle
navigation and hotel search services. However, while enjoying the multifunction-
ality of these services, users have also noticed security issues in social software.
To improve the security of their location information, relevant location protec-
tion methods have received increasing attention.

Current methods for protecting personal location information can be broadly
divided into two categories: spatial cloaking techniques [?] and dummy location
techniques [?]. Both methods protect information by obfuscating user location
data or generating false information to confuse attackers. However, they do
not allow users to perform fine-grained access control, cannot provide the most
concise location information according to specific user needs, and can easily lead
to information leakage.

To address these issues, Lin et al. [?] proposed a new attribute-based encryp-
tion algorithm based on traditional attribute-based encryption schemes [?] and
designed a location-hierarchical access control scheme by drawing on linear se-
cret sharing schemes from references [?, ?]. This hybrid approach uses both
attribute-based encryption and symmetric encryption to encrypt user location
information, allowing users to set location information access policies accord-
ing to their needs. However, user permissions change as users modify their
attributes, and the scheme proposed by Lin et al. cannot achieve timely at-
tribute revocation. Pirretti et al. [?] proposed an attribute revocation scheme
for ciphertext-policy attribute-based encryption in 2006, where the central au-
thority periodically updates attribute versions with set validity periods, thereby
revoking specified attributes to achieve user revocation. Hur et al. [?] proposed
an attribute-based encryption scheme supporting revocation in 2011, which can
achieve fine-grained access control in outsourced environments but cannot resist
collusion attacks. Zhao et al. [?] proposed a revocable CP-ABE scheme based
on two-party computation, which requires splitting the attribute center into an
attribute authority and a central controller.
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In distributed open network environments, user identity authentication is the
foundation and key to ensuring security. Two-factor identity authentication
technology compensates for the shortcomings of traditional password authenti-
cation. In 1999, Yang et al. [?] introduced the first password authentication
scheme based on smart cards, which did not maintain a table of sensitive infor-
mation—a key advantage over traditional schemes. To protect static user-related
ID information, Das et al. [?] proposed a feasible method using “dynamic ID
technology” to solve information attack problems. In 2015, after cryptanalyz-
ing two important anonymous two-factor schemes [?, 7], Wang et al. proposed
a two-factor identity authentication scheme for distributed systems [?], which
was shown through analysis and verification to have stronger security.

To solve the aforementioned problems, drawing on existing revocable CP-
ABE decryption outsourcing schemes [?], this paper proposes a revocable
location-hierarchical attribute-based encryption scheme. The scheme supports
fine-grained attribute revocation and user revocation, improving system secu-
rity. To reduce user computational burden, complex decryption calculations
are outsourced to agents, making the system more flexible. Additionally, by
incorporating existing anonymous two-factor authentication mechanisms [?],
the scheme further protects user privacy and data security.

1.1 Bilinear Maps

Let G, and G, be multiplicative cyclic groups of prime order p. A bilinear map
e: G; x Gy — G, satisfies the following properties:

1) Bilinearity: For all u,v € G and a,b € Z,,, we have e(u®, v") = e(u, v)*?.
2) Non-degeneracy: There exist u,v € G; such that e(u,v) # 1.
3) Computability: For all u,v € Gy, e(u,v) can be computed efficiently.

1.2 Linear Secret Sharing

Let P be a set of participants. A secret sharing scheme on P is linear if it
satisfies the following two conditions:

a) The secret value for each participant is represented as a vector over Z,.

b) There exists an [ x h matrix M where a mapping function p associates each
row of M with an attribute value, with row i corresponding to the i-th
attribute. A random column vector ¥ = (s, 7y, ...,r,,) is selected, where s

represents the secret to be shared and ry,...,r, are random values from
Z,. The i-th share is \; = M, - ¥, where M; denotes the i-th row of M.
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Every linear secret sharing scheme satisfies the property of linear reconstruction:
Suppose A is a linear secret sharing scheme for access structure A, and S is any
authorized set in A. If {\,;} are valid shares of secret s, there must exist constants
{w; € Z,};ep such that 3. w,A; = s, where I = {i: p(i) € S}.

1.3 Diffie-Hellman DBDH Assumption

Based on the system security parameter, randomly select a, b, ¢,t € Z,,, a bilinear
map e : G; x G; = G5, and generator g of G;, where prime p is the order of
groups G, and G,. The adversary’ s advantage is defined as |Pr[b =b'] — 3|.
The adversary cannot obtain (g2, ¢°, g, e(g, 9)**¢) from (g%, ¢°, g%, e(g, g)!) with
non-negligible advantage.

1.5 Security Model

This scheme describes the security model for location-hierarchical encryption
supporting revocation through a game between a challenger and an adversary.
The specific process is as follows:

Setup(): The challenger runs the Setup algorithm, inputs public parameters,
and outputs public key PK and attribute public key PK_,,. The challenger
sends PK and PK_,, to the adversary.

Phase 1: The adversary can repeatedly make the following queries to the
challenger:

o Transformation key query: The challenger selects k = k + 1 and runs
the outsourcing key generation algorithm, returning the corresponding
transformation key T K to the adversary.

o Attribute key query: The adversary submits an access policy corre-
sponding to I for query, and the challenger generates the corresponding
attribute key SK and sends it to the adversary.

Challenge: The adversary submits two equal-length messages M, and M,
and I*, where the decryption key corresponding to I* cannot satisfy the access
policy of I*. The challenger randomly selects b € {0, 1}, encrypts M, with I'*,
and sends the encrypted ciphertext CT* to the adversary.

Phase 2: Similar to Phase 1, but the adversary cannot directly query the
transformation key that can decrypt CT™.

Guess: The adversary outputs a guess b for b. If b’ = b, the adversary succeeds.

The adversary’ s advantage in this experiment is Pr[b’ = b] — 1.

Definition 1: A scheme is secure against chosen-plaintext attacks if no
polynomial-time adversary can win the security game with non-negligible
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2 Scheme Design

Based on the location-hierarchical access policy using attribute-based encryp-
tion [?], this paper introduces outsourced decryption and combines it with a
two-factor identity authentication method to propose a revocable CP-ABE en-
cryption scheme.

2.1 User Registration and System Initialization

a) The server S selects an elliptic curve E : y?> = 23 + ax + b mod p, where
G is a base point of order n, and P, = s X G is the system public key.
User U, inputs their ID; and PW;. The server sends security parameters
to the user.

b) Setup(1?): Define a hash function H : {0,1}* — G4 and valid bilinear
groups G; and G4 of prime order p, where ¢ is a generator of G;. Let
A = {hq, hy,...,h,} be the main attribute set and A" = {h7,h},...,h}}
be the secondary attribute set. For each attribute in the system, set
main attribute numbers {n,, n,, ..., n,} and secondary attribute numbers
{nf,nb,....n,}.

Subsequently, select random numbers «, 8, o € Z,,, compute:

PK = {g,e(g,9)*, 9%, 9%, g%, ...,g%, g, ... ghw, g™, .. g" H)

and public attribute keys PK,,, = g% and PK],, = g™°. Set the master key
MSK ={a, B, 0y, 04, ... ,a, }, which AA secretly retains. Finally, send PK and
PK_,, to the agent.

KeyGen(MSK, u): User u inputs the master key MSK. AA runs the key
generation algorithm, randomly selects a unique ¢ € Z,,, and combines the main
attribute set and secondary attribute set to generate the transformation key for
legitimate authorized user wu:

TK = (K — ga/ﬂ . gt'H(“'),Km — gt .gﬂ-H(w)>

The transformation key T'K is sent to the agent, and the user private key SK =
{K, K,} is sent to the user via a secure channel.

2.2 Encryption Algorithm

The data owner generates three symmetric keys k;, ky, k3 using a symmetric
encryption algorithm (denoted as E) based on the user’ s location information
hierarchical policy, directly defining the symmetric keys ky, ks, k5 as ciphertexts.
Randomly encrypt location information m;, my, ms to obtain encrypted cipher-
texts C, Cy, Cs.
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The data owner further encrypts the symmetric keys k;, ky, k5 and constructs an
attribute-based access policy using the LSSS matrix to represent the main policy
P,. M represents an [ x h matrix, and p is the mapping function. Randomly
generate column vector ¥ = (s, v, ...,vy), where s represents the secret to be
shared. Randomly select ry,7y,...,r; € Z,,, then compute:

C=k elg,9*, C =g

C,=g*N g P D ,=g" fori=1,2,..,1

In the process of encrypting k,, ks, use g*o and gt from the system public key
PK as the first stage of encryption. Output symmetric key ciphertexts Cy , Cy,
to complete the second stage of encryption.

2.3 Identity Authentication and Private Key Generation

The user selects random number n,;, computes Q; = H(PW;|n;)® H(ID,||z|T),
and sends M; = {ID,,Q,} to S.

The server performs the following calculations: selects random number ¢ € Z,,,
computes a = ¢ X P, e = ¢g¢, and M, = {a, e, H(c)}, then sends the information
back to the user.

After receiving S’ s reply, the user computes:
My = H(ID;|z|T) & H(PW;|n;) ® H(a)

and further calculates M, = H(Mj|e). The server, upon receiving M,, performs
the operation: if M, # H(SK]|e), user authentication fails; if M, = H(SK]|e),
user authentication succeeds and the private key algorithm can continue.

2.4 Decryption Algorithm

Upon receiving the user’ s request, the agent inputs the corresponding trans-
formation key T'K and ciphertext CT, runs the transformation algorithm to
determine whether the user’ s attributes satisfy the main access policy. If satis-
fied, a set of constants {w; € Z,,},; can be computed in polynomial time such
that > ., w;A; = s holds. Compute partial decryption ciphertext:

Continue to determine whether user attributes match the secondary access pol-
icy. Using the previous stage’ s calculation, similar to the first decryption stage,
compute the remaining partial decryption ciphertexts CT5, CT3. Send the par-
tial decryption ciphertexts CTy,CTy, CTy to the user. The user computes:

c C, Cy

k= — . k, = —
Ytery T ety CTy

ks
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Finally, obtain the decrypted plaintext information through symmetric keys
kl’ k27 k3:
my = Dkl (Cy), my= Dk2(02>7 m3 = Dk3(03)

2.5 Attribute Revocation

This phase’ s revocation scheme is divided into user revocation and attribute
revocation.

User Revocation: When A A revokes a specified user, that user cannot decrypt
any information in the data server after leaving the system, and user u’ s access
rights are revoked. AA maintains a revocation list R = |JRT,. Users on the
list will be denied partial decryption ciphertexts by the agent, thereby achieving
user revocation.

Attribute Revocation: When revoking a user’ s main attribute att;, input
the master key MSK and attribute key PK,,, . Randomly select a new at-
tribute number V;,, for this attribute. The attribute authority computes and

outputs the updated public attribute key PKg,, = g%/ Vatts and publishes

an announcement that the public attribute key has been updated to PKy, .
Through a secure channel, send the update key UK, = V4 [V, to the
agent. For users who still possess the revoked attribute, the agent updates their
transformation key as:

TK/ = <K7 Kxa {Kattl = gt/Véml }>

To prevent new users from being unable to access previous ciphertexts when they
satisfy the access policy, all ciphertexts associated with the revoked attribute
att, in their access policies need to be updated. AA generates the ciphertext
update key CUK ;= (Vo4 — Vjy,) and sends it to the agent, who updates

a
the ciphertext to:
CUK

wtt, = Cap, * 9 @t

The process for revoking secondary attribute att, is similar to the above main
attribute revocation process. The agent updates the ciphertext and transfor-
mation key T'K using the new transformation key generated by the attribute
authority.

3.1 Chosen Plaintext Attack

Setup: The challenger initializes the system, outputs public parameters PP A,
public key PK, and attribute public key PK .

Phase 1: a) Transformation key query: The adversary can repeatedly
query transformation keys for attributes they control. The challenger runs the
outsourced key algorithm KeyGen,,,(MSK,I) to obtain transformation key
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TK and private key SK. According to the DBDH assumption, the adversary’
s advantage is €, and they cannot obtain the private key SK corresponding to
the plaintext.

b) User private key query: Transformation key TK corresponds to pri-
vate key SK. Since neither T'K nor its corresponding main attribute set
can match the access policy of ciphertext M’ s I*, the adversary attempts
to combine different transformation key T'K access policies to attack the
location information m; access policy. However, in this scheme, all at-
tribute access policies contain random parameter ¢. According to the
transformation algorithm, computing K ,,, = t/Vatt means the adversary
cannot calculate e(g, g)**. Based on the DBDH assumption, the adversary
cannot compute the secret value S at this point. If users 1 and 2 input
parameters t;,t, and attempt to collude and expand their attribute sets
to attack, they would need to compute e(g, g)**. According to the DBDH
assumption, the adversary’ s advantage is negligible, and SK is sent to
the adversary.

Challenge: The adversary submits two plaintext messages M, and M, and
additionally generates I*, where all decryption keys for I* cannot match the
access policy corresponding to I, meaning they cannot decrypt. The challenger
randomly selects b € {0, 1}, encrypts plaintext M, and sends ciphertext CT*
to the adversary.

Phase 2: Repeat the query steps from Phase 1.

Guess: Output the adversary’ s guess b’ for b. Further determine whether it
matches the encrypted ciphertext of M, and M, i.e., whether b’ equals b. If
b’ = b, the adversary succeeds. The adversary’ s advantage in the above process
is Pr(b’ = b] — 3.

3.2 Data Confidentiality

Data confidentiality is defined as: only legitimate users and data owners can
decrypt and obtain plaintext messages; illegal users and revoked users cannot
access data. In this scheme, the security of the second encryption stage relies on
the NPC problem of discrete logarithm decomposition in the Elgamal algorithm.
Assuming an unauthorized user has satisfied the first-stage access policy and de-
crypted to obtain symmetric key k,, if this user wants to continue attacking to
obtain keys ks, k5, they must be able to obtain random numbers ns,n,. How-
ever, calculating the values of n; and n, from g«o, g*1, g*2 in the system public
key PK is computationally infeasible. This computational problem belongs to
the NPC problem of discrete logarithm decomposition, thereby verifying data
confidentiality.
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3.3 Resistance to Collusion Attacks

In the first decryption stage, users must first obtain e(g, g)*® to recover the
symmetric encryption key k;. Normally, if two users cannot satisfy the main
policy, they cannot recover the secret value s from e(g, g)*°. However, these
two users might satisfy parts of the main attribute policy and could potentially
extend their permissions by exchanging main attribute parameters. To prevent
this, random number ¢ is introduced into transformation key 7K. In this scheme,
all K, contain parameter ¢, so colluding users cannot decrypt by combining their
private keys.

In the second stage, the user’ s goal is to obtain keys ky, k4. If the user has
already obtained e(g, g)*® from the first-stage decryption process, they still need
ng and ns +mn, to decrypt. This system does not directly release the parameters
nq, Ny, ..., N, that users desire but instead releases secondary attribute param-
eters, preventing users from decrypting. Further discussion: when two users
cannot satisfy the secondary attribute policy, they cannot access ns, n;+n, con-
tained in the private key and thus cannot decrypt. Users who partially match
the secondary attribute policy could exchange their parameters n,n,, ..., n,, to
launch a coordinated attack. Using the same approach as in the first stage, ran-
dom number ¢ is also employed here, preventing colluding users from achieving
decryption by combining private key parameters. Verification shows that this
scheme can resist collusion attacks.

3.4 Forward Security and Backward Security

Forward Security: Users whose attributes have been revoked cannot decrypt
updated ciphertexts associated with those attributes, even if they possess the at-
tributes. Taking secondary attribute revocation as an example, when attribute
revocation occurs, AA generates a new attribute number V,,, for the revoked
attribute att and upgrades the key T'K for users who have not revoked this at-
tribute. Users who have revoked this attribute cannot upgrade their keys, while
AA simultaneously upgrades related ciphertexts. If a user with revoked at-
tribute att attempts to decrypt the updated ciphertext using their previous key,
according to the data decryption algorithm, the final decryption result would be
e(g, g)®sVare/Var) | while the adversary cannot compute e(g, g)o‘s'“/att/vtz/tt)7 thus
cannot decrypt to obtain k.

Backward Security: Newly joined users can still decrypt previous ciphertexts
after AA updates the re-encrypted ciphertexts. For new users, their private keys
are generated from the updated attribute key CUK. AA sends the updated
attribute key to the agent, who is responsible for upgrading related ciphertexts,
so new users can decrypt previous ciphertexts, ensuring backward security of
the scheme.
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4 Scheme Analysis

This chapter provides a comparison of the proposed scheme with related schemes
[?,7, 2,7, 7] in terms of functionality and computational efficiency.

4.1 Functionality Comparison

As shown in Table 1 , reference [?] uses hierarchical attribute-based encryption
and optimizes the algorithm, but its security and computational cost reduction
need improvement. Reference [?] achieves immediate attribute-level revocation
capability but does not implement fine-grained access control. Reference [?]
proposes a key-escrow-free revocable attribute-based scheme that achieves fine-
grained access control but requires two-party computation between a central
controller and authorization institution, which does not integrate well with hier-
archical attribute-based encryption. Based on these works, our scheme supports
both user revocation and attribute revocation, outsources extensive decryption
computations to agents, and reduces user computational burden.

Table 1. Comparison of Scheme Functions

Access Revocation Supports
Structure Mecha- Revocation  Location Decryption
Schemél'ype nism Granularity  Hierarchy Outsourcing
[?] Access tree - - No No
[?] LSSS - - No No
[?7] LSSS - - Yes No
[?] Access tree Revocable  Attribute No No
revocation
[?7]  LSSS Revocable  Attribute/user No No
revocation
Our LSSS Revocable  Attribute/user Yes Yes
scheme revocation

4.2 Efficiency Analysis

This paper addresses the security and computational issues in reference [?] by
proposing a scheme combining revocation support and decryption outsourcing
while ensuring the original scheme’ s location-hierarchical multi-encryption ad-
vantages continue without impacting encryption/decryption efficiency. There-
fore, this paper analyzes the efficiency of two-stage and three-stage attribute
encryption. As shown in Tables 2 and 3 , adding revocation functionality does
not affect the original scheme’ s encryption efficiency, and the introduced de-
cryption outsourcing reduces user decryption burden.

Symbol Definitions: p denotes bilinear pairing operations, e denotes modular
exponentiation operations, and a, b represent the number of main and secondary
attributes, respectively.
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Table 2. Efficiency Analysis of Two-Stage Attribute Encryption

Structure Related Encryption Decryption

Scheme Type Attributes Cost Cost

[?] Access tree - (4da + 4b + (2a + 2b)e +
2)e+2p (2a+2b+4)p

[?] LSSS - (6a + 6b + (2a + 2b)e +
2)e+2p (4da +4b+2)p

(7] LSSS - Ba+1e+2p (a+1)e+

(2a+2)p
Our LSSS - (Ba+1)e+2p (a+1)e+
scheme (2a +2)p

Table 3. Efficiency Analysis of Three-Stage Attribute Encryption

Structure Related Encryption Decryption
Scheme Type Attributes Cost Cost
[?] Access tree - (6a + 6b + (3a + 3b)e +
3)e+3p (3a +3b+6)
[?] LSSS - (9a + 9b + (3a+ 3b)e +
3)e+3p (6a + 6b + 3)p
[?] LSSS - Ba+1e+3p (a+2)e+
(2a +2)p
Our LSSS - Ba+1e+3p (a+2)e+
scheme (2a 4+ 2)p

5 Conclusion

This paper proposes a location-hierarchical attribute-based encryption scheme
supporting revocation. Without affecting encryption efficiency and hierarchical
functionality, the scheme combines a two-factor identity authentication mecha-
nism to enhance system security, improve decryption efficiency, and reduce user
computational load. The scheme also offers advantages in data confidentiality
and resistance to user collusion attacks. Through functional comparison and
efficiency analysis, results demonstrate that the proposed scheme achieves high
decryption efficiency and certain security guarantees.
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