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Abstract
Hyperchaotic systems exhibit characteristics of large key space and high sensitiv-
ity to initial values, and with improvements made to their formulas, they possess
certain advantages. To address the issues of poor robustness and low security
in existing zero-watermarking algorithms, this paper proposes a hyperchaotic-
based image zero-watermarking algorithm. First, the Chen three-dimensional
hyperchaotic system is utilized to perform encryption preprocessing on the wa-
termark information. By analyzing the impact of each bit plane on the image
after decomposition, the least significant bit of the carrier image is initialized to
zero. The block mean binary quantization method is employed for feature extrac-
tion. Finally, the zero watermark is obtained by performing XOR processing on
the encrypted watermark and the feature matrix after Arnold scrambling. Sim-
ulation attack experiments and comparisons with previous zero-watermarking
algorithms demonstrate that the algorithm maintains good robustness while
being able to resist various attacks such as noise attacks, filtering attacks, com-
pression attacks, and cropping attacks.
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Abstract: Hyperchaotic systems exhibit certain advantages due to their large
key space and extreme sensitivity to initial values. This paper addresses the
limitations of existing zero-watermarking algorithms, specifically their poor ro-
bustness and low security, by proposing a novel hyper-chaos-based image zero-
watermarking algorithm. The approach employs the Chen three-dimensional
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hyperchaotic system to encrypt watermark information as a preprocessing step.
By analyzing the influence of each bit plane on the image after decomposition,
the least significant bit (LSB) of the carrier image is initialized to zero. Feature
extraction is performed using block mean binary quantization, and the final
zero watermark is obtained through XOR operations between the encrypted wa-
termark and the Arnold-scrambled feature matrix. Simulation experiments and
comparative analysis with previous zero-watermarking algorithms demonstrate
that the proposed algorithm maintains robust performance while effectively re-
sisting various attacks, including noise, filtering, compression, and cropping
attacks.

Keywords: hyper-chaos encryption; Chen chaotic system; robustness; zero
watermarking

0 Introduction
With the rapid development of internet and multimedia technologies, digital
content distribution has become increasingly convenient. However, this con-
venience also introduces significant security risks, as unauthorized individuals
may steal, tamper with, or illegally distribute digital images and videos, causing
substantial economic losses and social harm. Network transmission introduces
additional uncertainties such as noise interference, image distortion, and packet
loss, making it difficult for recipients to verify the authenticity and integrity of
received data. Consequently, digital image copyright protection has emerged as
a critical research priority.

Chaos-based cryptography was first proposed by Matthews in 1989, leverag-
ing the extreme sensitivity of chaotic dynamical systems to initial conditions.
Minute variations in initial values produce dramatically different chaotic se-
quences through complex dynamical behaviors. While chaotic systems follow
deterministic equations, their unpredictable dynamics provide robust security
guarantees. As system dimensionality increases, the dynamical behavior be-
comes more complex and harder to predict. The Chen chaotic system rep-
resents a classical three-dimensional chaotic system characterized by complex
structure, abundant sequence generation, and enhanced randomness, making it
particularly suitable for cryptographic applications. Its multi-parameter, multi-
initial-value configuration significantly expands the key space, offering substan-
tial advantages for encryption system design.

Numerous studies have investigated chaos-based watermarking algorithms. Wu
Danhui and Zheng Enrang proposed an image watermarking algorithm based
on logistic and Arnold dual chaotic encryption to address robustness issues. Ji
Nuoran, Lyu Xiaoqi, and colleagues developed a Contourlet-domain color image
watermarking scheme combining QR codes with chaotic encryption to improve
resistance against geometric attacks and capacity limitations. Qu Changbo, Yu
Zhilong, and Li Dongdong constructed a robust zero-watermarking algorithm
using ridgelet transform, block-based FRIT-SVD, and bit-plane techniques. Qu
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Changbo and Wu Deyang presented a strong robust zero-watermarking ap-
proach combining Curvelet-DSVD with visual cryptography and Arnold scram-
bling. While these methods utilize low-dimensional chaotic maps to enhance
watermark robustness and security, this paper introduces a dimensionality re-
duction technique for the Chen three-dimensional chaotic system, transforming
it into a one-dimensional system to generate encryption sequences. By ana-
lyzing the impact of bit-plane decomposition on image quality and initializing
the LSB to zero, the algorithm employs block mean quantization for feature
extraction. The feature matrix undergoes Arnold transformation before XOR
operation with the encrypted watermark to construct the zero watermark. Ex-
perimental results demonstrate that this approach achieves excellent robustness
against multiple attack types.

1.1 Watermark Preprocessing
The Chen chaotic system is described by the following dynamical equations:

⎧{
⎨{⎩

𝑑𝑥
𝑑𝑡 = 𝑎(𝑦 − 𝑥)
𝑑𝑦
𝑑𝑡 = (𝑐 − 𝑎)𝑥 − 𝑥𝑧 + 𝑐𝑦
𝑑𝑧
𝑑𝑡 = 𝑥𝑦 − 𝑏𝑧

To enhance sensitivity to initial values, the system is reduced to a one-
dimensional chaotic map using the following dimensionality reduction model:

𝐿(𝑘) = 𝐻 ⋅ floor(𝐶 ⋅ 𝑘 ⋅ 𝑧(𝑘)) + 𝑥(𝑘) + 𝑦(𝑘) + 𝑧(𝑘), 𝑘 = 0, 1, 2, … , 𝑁 × 𝑁

where 𝑥(𝑘), 𝑦(𝑘), and 𝑧(𝑘) represent the three state variables at iteration 𝑘,
and 𝐻, 𝐶 are control parameters. The factor 𝐻 dramatically amplifies initial
value sensitivity, while 𝐶 provides moderate amplification, making the resulting
one-dimensional map more sensitive than the original Chen system.

The algorithm selects a binary watermark image of size 𝑁 ×𝑁 with initial values
𝑥0, 𝑦0, and 𝑧0 stored as key 𝐾1. Starting from these initial values, the Chen
system generates three chaotic sequences 𝑥(𝑘), 𝑦(𝑘), and 𝑧(𝑘). To ensure the
reduced-dimensional sequence maintains superior hyperchaotic properties and
good diffusion uniformity, the parameter 𝐶 = 1.27 is selected. The resulting
hyperchaotic sequence is illustrated in [Figure 1: see original paper].

Since one-dimensional chaotic maps exhibit simpler dynamical behavior com-
pared to high-dimensional systems, the algorithm employs the Chen three-
dimensional system for two-dimensional image encryption. The sequence 𝐿(𝑘)
is first reshaped into a two-dimensional matrix 𝐿𝐿(𝑘) of size 𝑁 × 𝑁 :

𝐿𝐿 = reshape(𝐿, 𝑁, 𝑁)
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Binary quantization is then performed using:

𝑚𝑙 = mean(𝐿𝐿)

𝐽(𝑖, 𝑗) = {1, if 𝐿𝐿(𝑖, 𝑗) > 𝑚𝑙
0, otherwise

The final encrypted watermark 𝐶(𝑖, 𝑗) is obtained through XOR operation with
the original binary watermark 𝑊(𝑖, 𝑗):

𝐶(𝑖, 𝑗) = 𝐽(𝑖, 𝑗) ⊕ 𝑊(𝑖, 𝑗)

The complete watermark encryption preprocessing flowchart is shown in [Figure
2: see original paper].

1.2 Feature Matrix Extraction and Zero-Watermark Con-
struction
Feature extraction is crucial for zero-watermark construction and determines
algorithm robustness. The proposed algorithm processes a 256 × 256 Lena
grayscale image through bit-plane decomposition as shown in Figure 3: see
original paper-(i). The most significant bit (MSB) plane exhibits the clearest
contour, followed by the sixth and seventh planes. As plane significance de-
creases, pixel distribution becomes increasingly irregular and random. This oc-
curs because visual significance and information content increase with bit-plane
significance.

Analysis reveals that the least significant bit (LSB) plane contains minimal in-
formation, resembling random noise. To preserve texture information, the algo-
rithm initializes the LSB plane to zero. The processed image achieves a PSNR
of 51.12 dB, significantly exceeding the 35 dB threshold, indicating minimal
perceptual difference from the original image.

The zero-watermark construction process, illustrated in [Figure 4: see original
paper], proceeds as follows:

a) Initialize the LSB of original carrier image 𝐼 to zero, obtaining 𝐼𝐿𝑆0.

b) Partition 𝐼𝐿𝑆0 into non-overlapping blocks of size 𝑚 × 𝑚, labeling each
block as 𝑃𝑘.

c) Calculate the mean value 𝑇𝑘 for each block:

𝑇𝑘 = 1
𝑚2

𝑚
∑
𝑖=1

𝑚
∑
𝑗=1

𝑃𝑘(𝑖, 𝑗)
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d) Construct binary matrix 𝐵 by comparing each pixel with its block mean:

𝑏𝑘(𝑖, 𝑗) = {1, if 𝑃𝑘(𝑖, 𝑗) ≥ 𝑇𝑘
0, otherwise

e) Apply Arnold transformation 𝐾 times to matrix 𝐵, obtaining scrambled
matrix 𝐵𝑆.

f) Perform XOR operation between 𝐵𝑆 and encrypted watermark sequence
𝐶 to generate the final zero-watermark sequence 𝐿𝑆𝐼 of length 𝑁 × 𝑁 .

2 Simulation Experiments and Security Analysis
All experiments were conducted in Matlab R2010b using a 256 × 256 standard
Lena image as the carrier and a binary watermark containing Chinese characters
for copyright protection. The chaotic system parameters were set as 𝑥0 = 0.123,
𝑦0 = 0.321, 𝑧0 = 0.231, 𝐻 = 30, 𝐶 = 1.27, stored as key 𝐾1. The Arnold
transformation iteration count was set to 75, stored as key 𝐾2. The original
carrier and watermark images are shown in [Figure 5: see original paper].

2.1 Performance Against Various Attacks

2.1.1 Compression and Filtering Attacks Compression and filtering rep-
resent the most common attack types. JPEG compression reduces data volume
to alleviate transmission channel pressure, while median filtering removes high-
frequency noise components. Both processes inevitably cause pixel loss. The
experiments tested JPEG compression with quality factors of 60, 70, and 80,
and median filtering with 3 × 3 and 5 × 5 templates.

Visual results in [Figure 6: see original paper] and [Figure 7: see original paper]
demonstrate that while filtering degrades carrier image quality, the extracted
watermark remains clearly legible. Similarly, JPEG compression introduces mi-
nor artifacts, but watermark readability persists. Quantitative evaluation using
Normalized Correlation (NC) values, presented in , shows NC values exceeding
0.85 for all filtering tests and above 0.87 for compression tests, confirming the
algorithm’s robustness against these attacks.

2.1.2 Noise Attacks Noise interference frequently occurs during image trans-
mission. Gaussian and salt-and-pepper noise represent two predominant attack
types. Experiments evaluated various noise intensities, with results shown in
[Figure 8: see original paper] and [Figure 9: see original paper]. While in-
creasing noise levels degrade image quality, the extracted watermark maintains
recognizable contours. presents NC values that remain above 0.73 even under
severe Gaussian noise (intensity 0.003) and exceed 0.89 under salt-and-pepper
noise (intensity 0.03), validating the algorithm’s noise resistance capabilities.
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2.1.3 Cropping Attacks Cropping attacks directly remove image regions,
causing irreversible information loss. Experiments evaluated three cropping
positions (top-left, center, bottom-right) with four area ratios (1/16, 1/8, 1/4,
1/2). Visual results in [Figure 10: see original paper] and [Figure 11: see
original paper] show that while larger cropping areas reduce watermark clarity,
the text remains distinguishable even when half the image is removed. NC
values in consistently exceed 0.86 across all cropping scenarios, demonstrating
strong resistance to cropping attacks.

2.1.4 Image Tampering Attacks Tampering attacks including content dele-
tion, text addition, and copy-paste operations were evaluated. [Figure 12: see
original paper] through [Figure 14: see original paper] illustrate that extracted
watermarks remain clearly visible after such manipulations. reports NC values
above 0.98 for all tampering types, indicating exceptional robustness. The algo-
rithm effectively detects unauthorized modifications while preserving watermark
integrity.

2.2 Watermark Encryption Security Analysis

The encryption scheme employs both Chen hyperchaotic system and Arnold
transformation, generating two independent keys (𝐾1, 𝐾2). Successful water-
mark extraction requires both keys. [Figure 15: see original paper] demonstrates
that errors in either key produce random noise-like outputs, preventing unautho-
rized extraction. This dual-key mechanism ensures high security, as compromise
of a single key cannot reveal the watermark.

2.3 Algorithm Performance Comparison

Comparative analysis with literature methods [13, 14] across noise, cropping,
and filtering attacks is summarized in . The proposed algorithm outperforms
existing methods in resisting Gaussian noise and median filtering while main-
taining competitive performance against cropping attacks. Unlike methods that
modify the LSB plane directly, our zero-watermarking approach preserves the
original carrier image completely. The block-mean-based feature extraction
ensures stability under attacks, as block averages remain relatively invariant,
yielding superior robustness compared to LSB-substitution techniques.

3 Conclusion
This paper presents a hyper-chaos-based image zero-watermarking algorithm
that achieves robust copyright protection without modifying the original car-
rier image. By leveraging the Chen hyperchaotic system and Arnold transfor-
mation for encryption, the algorithm provides enhanced security and large key
space. Comprehensive experimental validation demonstrates effective resistance
against compression, filtering, noise, cropping, and tampering attacks. Compar-
ative analysis confirms superior performance over existing methods, particu-
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larly in maintaining watermark integrity under severe attacks. The proposed
approach offers a practical solution for robust and secure digital image water-
marking applications.
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