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Abstract

To address the security threats posed by external eavesdroppers to information
transmission in multi-relay cooperative communication systems, a cooperative
secure transmission scheme is proposed wherein relay nodes transmit artificial
jamming signals while forwarding information. The security performance of
this scheme in Nakagami-m fading channels is analyzed, and closed-form ex-
pressions for the outage probability and intercept probability—used to evaluate
the reliability and security of opportunistic relaying systems, respectively—are
derived. Based on these expressions, the trade-off performance of the system
is discussed from both reliability and security perspectives. Simulations verify
the correctness of the derivations and clarify the impact of the number of relays
on the system’ s trade-off performance. Finally, to further improve the system’
s trade-off performance, the power allocation problem between artificial jam-
ming signals and communication signals is discussed, and the power allocation
factor that optimizes the system’ s trade-off performance is obtained through
simulations.
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Abstract: To address the security threats posed by external eavesdroppers
to information transmission in multi-relay cooperative communication systems,
this paper proposes a cooperative secure transmission scheme where relay nodes
forward information while simultaneously transmitting artificial interference sig-
nals. The security performance of this scheme under Nakagami-m fading chan-
nels is analyzed, and closed-form expressions for outage probability (represent-
ing system reliability) and intercept probability (representing system security)
are derived for opportunistic relay systems. Based on these results, the tradeoff
performance of the system is discussed from both reliability and security per-
spectives. Simulations verify the correctness of the derivations and clarify the
impact of the number of relays on the system’ s tradeoff performance. Finally,
to further improve the system’ s tradeoff performance, the paper also discusses
the power allocation problem between artificial interference signals and commu-
nication signals, and obtains the optimal power allocation factor that maximizes
the system’ s tradeoff performance through simulation.

Key words: cooperative communication; Nakagami-m fading channel; relay
selection; outage probability; intercept probability

0 Introduction

With the rapid development and widespread application of wireless communica-
tion technology, the demand for data services continues to grow, accompanied by
increasingly stringent requirements for the confidential transmission of personal
private information. Cooperative communication leverages collaborative infor-
mation processing among nodes within the system to achieve excellent diversity
gains, thereby effectively improving the reliability of information transmission
[1]. Due to its superior anti-fading performance, cooperative communication
technology has been extensively studied in the wireless communication field [2,3].
However, because of the openness of wireless channels and the broadcast nature
of information transmission, cooperative communication increases the risk of
information being intercepted by eavesdroppers while improving transmission
reliability and expanding communication range.

In recent years, physical layer security technology has gained widespread at-
tention as a complement to traditional encryption techniques, with artificial
interference being a common method for implementing physical layer security
that has found extensive application in addressing security threats to coopera-
tive communication systems [4,5]. Reference [4] presents a secure communica-
tion scheme where the source node transmits artificial interference signals and
optimizes the allocation of total transmit power to achieve optimal security per-
formance. Reference [5] utilizes artificial interference to enhance the security of
two-way relay communication systems, designing precoding matrices for relays
and users to effectively prevent information interception by eavesdroppers.

Currently, research on cooperative communication systems primarily focuses on
single performance metrics such as reliability or security. However, practical
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applications require attention to comprehensive system performance. Recently,
the industry has begun investigating the combined performance of cooperative
communication systems in terms of both reliability and security [6,7] to make
them more applicable in real-world scenarios. Reference [6] first introduced the
concept of secrecy outage probability, opening new avenues for system security
analysis. Reference [7] analyzed the reliability and security of opportunistic relay
cooperative communication systems under Rayleigh fading channels. Through
numerical simulations of outage probability (representing reliability) and in-
tercept probability (representing security), it was found that improvements in
information transmission reliability in cooperative communication systems are
accompanied by decreases in security, and vice versa. However, practical sys-
tems typically desire both optimal reliability and security, a consideration not
addressed in that work regarding the system’ s comprehensive performance.

Relay nodes are unique to cooperative communication systems, and system per-
formance generally varies depending on which node is selected as the relay.
Consequently, relay selection has always been a critical aspect of cooperative
communication system design and has been widely studied in the industry [8,9].
Reference [8] employs a maximum SNR strategy for relay selection and ana-
lyzes the system’ s outage probability and diversity gain. Reference [9] pro-
poses optimal and suboptimal relay selection schemes depending on whether
the eavesdropping channel state information is known, and derives asymptotic
closed-form expressions for secrecy outage probability under both schemes. How-
ever, these studies also investigate relay selection in the system based on single
performance aspects of reliability or security, without considering the system’ s
comprehensive performance.

This paper proposes a secure transmission scheme for a multi-relay cooperative
communication system model in the presence of eavesdroppers, where oppor-
tunistic relays forward information while simultaneously transmitting artificial
interference. Based on the more general Nakagami-m fading channel, a trade-
off analysis of the system’ s reliability and security is conducted. Closed-form
expressions for the outage probability of the main channel (representing relia-
bility) and the intercept probability of the eavesdropping channel (representing
security) are first derived. These two probabilities are then considered as a
whole to analyze the tradeoff performance of the system in terms of both infor-
mation transmission reliability and security. Simulations verify the correctness
of the derivations and analyze the impact of the number of relays on system
security performance. Finally, the power allocation problem between artificial
interference and source signals is discussed, and the power allocation factor that
optimizes the system’ s tradeoff performance is obtained.

1 System Model

The system model considered in this paper is shown in [Figure 1: see original pa-
per]. In the presence of an eavesdropper E, the system comprises a single source
S, a destination D, and N relays (where || = N represents the cardinality of set
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R). There are no direct links between S and D or between S and E due to long
distances, while both D and E are within the communication coverage range of
the relays. Therefore, when relays forward information to D, E can also receive
the forwarded information. All relay nodes operate in half-duplex mode and em-
ploy a decode-and-forward cooperative strategy. Each node is equipped with a
single antenna for transmitting and receiving information. During communica-
tion, the system adopts an opportunistic relay strategy, selecting only one relay
to forward source information to destination D. To degrade the eavesdropping
channel quality, the selected relay is assumed to transmit D-known artificial
interference signals (such as pseudo-random sequences) along with the source
information to reduce the SINR at E. All links are assumed to be Nakagami-m
fading channels. The meanings of commonly used symbols in the paper are
listed in .

The entire information transmission process can be divided into two phases. In
the first phase, S transmits source information to all relays. Due to differences in
channel conditions between S and each R;,, not all signals received by the relays
can meet the requirements for perfect decoding and forwarding. For analytical
convenience, let D denote the set of relays that can successfully decode. When
D is empty, it indicates that no relay can decode the source information; when
D equals the full set R (i.e., |D| = |R| = N), it means all relays can achieve
perfect decoding.

In the first phase, the signal received at relay R, can be expressed as:
Yr, = VPshgr,©+np,

where Pg represents the transmit power of S, hgp, denotes the channel fading
coefficient between S and the k-th relay following a Nakagami-m distribution,
x is the source signal, and np _represents the additive white Gaussian noise
(AWGN) at the relay with zero mean and variance U%k, lLe,np ~CN(O, 012?%).
Therefore, using Shannon’ s theorem, the channel capacity between S and R,
can be obtained as:

1 Ps|hSR,|2
CSRk = 510g2 (1 + Tk

where the factor % indicates that information transmission occupies two time
slots.

Let y,;; = |h;;|* denote the channel gain, where ~,; follows a gamma distribution,
Le., v ~ Gam(mij, )\ij). Here, m,;; is the Nakagami shape factor representing
the fading severity due to scattering and multipath interference processes, and
A;; represents the average power of multipath scattering components, with its
probability density function given by:

)\Tij,ymijfl
Fr, () = —F e
B F(mij)

ij
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In the second phase, if the decoding relay set 2 is not empty, the forwarded
information from one relay in this set will serve as the decoded signal for des-
tination D. The relay selection strategy in this paper chooses the relay that
maximizes the channel coefficient between the relay and D, i.e.:

R* = h 2
arg 1?;2%‘ Ryp|

where |hp |2 represents the channel gain between the k-th relay and D. This
relay selection strategy only requires knowledge of the main channel’ s channel
state information (CSI) and does not require knowledge of the eavesdropping
channel state information.

The selected relay R* decodes the information from S, re-encodes it, and for-
wards it while simultaneously transmitting D-known artificial interference sig-
nals. The signals received at the destination and the eavesdropper can be ex-
pressed respectively as:

Yp = Prhgpr+/Phppr;+np
Yg = VPrhp-px + /Prhp.gr;+ng

where Pp and P; are the relay’ s forwarding power and interference transmit
power, respectively; x and z; represent the forwarded source signal and artifi-
cial interference signal, respectively; and np and ng denote the additive white
Gaussian noise received at the destination and eavesdropper, respectively.

Assuming destination D knows the CSI of the main channel and the artificial
interference sent by the relay, it can completely eliminate the impact of artificial
interference on decoding. In contrast, eavesdropper E has no knowledge of the
artificial interference. Therefore, the channel capacities of the selected relay R*
to D and E can be expressed as:

1 Prlhgpl?
Cpep = 5 log, (1 + R'JﬁD)
D
1 Pplhggl?
Coor= =1 14— RUVREL
e 20g2< Pylhgpl? + 0%

Let Ygip = |hg-pl? and vg.p = |hg-g|?, both of which follow gamma distribu-
tions, i.e., Yg.p ~ Gam(mp.p, Ag.p) and Vg g ~ Gam(mp. g, Ag-g)-

2 System Performance Analysis

This section derives closed-form expressions for the outage probability (OP, rep-
resenting system reliability) and intercept probability (IP, representing system
security) of the proposed system scheme in Nakagami fading channels. A per-
formance metric that includes both OP and IP is then defined to analyze the
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tradeoff performance (SRT) of the system as a whole [10]. Finally, the impact
of power allocation among various signals in the system on system performance
is analyzed.

In physical layer security, the source encoder typically needs to design codes
that maximize both the data rate at the legitimate destination D (Rp) and
the equivocation rate at eavesdropper E (Rpy). If the data rate equals the
equivocation rate (R, = Rp), perfect security can be achieved, meaning D can
achieve a data rate of R, while the mutual information between S and E is zero
[7]. Therefore, in the following analysis, the same threshold value Rg is used
for both outage probability and intercept probability.

2.1 Outage Probability (Reliability)

Based on the channel capacities derived above for relay nodes and the desti-
nation node, for a given target transmission rate Rg, the outage probability
(OP) of system information transmission can be defined as the probability of
the outage event {Cyp < Rg} [7], which measures the reliability of informa-
tion transmission in communication systems. Therefore, using the law of total
probability, the OP expression is obtained as:

N

Pout = ZPI‘{@ = Dn}Pr{CSD < RS|9 = @n}
n=0

where Rg is the data transmission rate and 2,, represents a relay subset.

When 2 = {), it means Pr{?D = D}, and no relay forwards information to D.
Therefore, equation (9) can be rewritten as:

N
P =Pr{D=0}+> Pr{D=D,}Pr{Cphp<Rg|D=D,}

n=1

Pr{?D = D,} represents the probability that n relays can successfully decode
the source information. Combining with equation (2), we obtain:

PI‘{@ = @TL} = Pr{CSRi > Rs,i S Dn} Pr{CSRj < Rs,j € @n}

where D, is the complement of 2
Rg|D = D, } can be calculated as:

and |D,| = n. Similarly, Pr{Cr.p <

n’
1 Ppyg

Pr{Cp.p < Rg|D = D,} =Pr {210g2 (1 + ’ié“’) < RS}
D

From equations (4) and (7), it can be observed that when the impact of arti-
ficial interference on the legitimate receiver is ignored, selecting the relay that
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maximizes the channel gain from relay k to D is equivalent to selecting the relay
that maximizes channel capacity, i.e.:

R* = arg max C
gR eD Brp

Substituting equations (11), (12), and (14) into (10) yields the closed-form ex-
pression for OP:

out_(I)N+Z( )CI)N ”]_—@) (I)Z

where @, = Pr{vgg, < Ai}, @3 = Pr{yg.p < Ay}, and A, = %i?:’ A, =
k

22R571

Pr/op

are:

. Based on the derivation in Appendix A, the closed-form expressions
oL S
e P(mSRk) - il(mgpg, +1)

mgg, T

=0
=) mR*DJr’L Mg+ p+i
. >
L(mp.p) =5 l|mRD+Z)

2.2 Intercept Probability (Security)

Similarly, the intercept probability (IP) can be defined as the probability of
the intercept event {Cgp > Rg}, which measures the security of information
transmission in communication systems [7]. For the proposed system model, the
occurrence of an intercept event requires that at least one relay can correctly
decode, i.e., D # (. Therefore, IP can be expressed as:

Py =Pr{Csp > Rg, D # 0}
Expanding the conditional probability using the law of total probability yields:

N
=> Pr{D=D,}Pr{Crp > Rg|D=D,}
n=1

where Pr{D = D, } is given by equation (11). The conditional probability can
be calculated as:

1 Ppp-
Pr{Cr.g > Rg|D =D, _—Pr{log <1+RRE>>R}
Cre s I 2 2 IJVR*E"’U% s

Let Ay = %. When Pp/0% > 228sP; /02 we have A; > 0, and:

Pr{Cgr.p > Rs|D =D, } = Pri{yp.p > A3} = 1 — Pr{vg.p < A3}
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When Pp/0% < 22sP; /0% we have A3 < 0, and Pr{Cpr.p > Rg|D =D, } =
1.

Therefore, the closed-form expression for IP is:

=3 (V)arra-epra-ay

n=1 n

where ®; = Pr{vp.5 < A3}. From equation (19), when A5 > 0, the closed-form
expression for ®; is:

)\mR*E+1A3mR*E+i

MS

)
3=
D(mp.p) = iNmp.p +1)

When A; <0, &3 =0.

2.3 Reliability-Security Tradeoff Analysis

For any communication system, both high reliability and high security are de-
sired, which corresponds to both probabilities defined in equations (9) and (15)
being as small as possible. However, existing research shows that these two
performance metrics are actually contradictory and cannot both be minimized
simultaneously. To comprehensively analyze system performance, this paper
defines a tradeoff performance metric that includes both OP and IP [10]:
T=(1-P

out

) X (1= Pyy)

Substituting the closed-form expressions for OP and IP derived above (equations
(14) and (21)) into this equation yields the tradeoff performance of the proposed
scheme:

N

1—oN — Z( )@N (1 —®,)" @21><[1—2(Z)@{V—”a—q)l)”a—q)?))

n=1

T =

This expression shows that a larger 7 value indicates better system tradeoff
performance, while a smaller 7 value indicates poorer tradeoff performance.
Through this equation, the impact of various parameters on system performance
can be conveniently obtained.

2.4 Power Allocation

To further improve the system’ s tradeoff performance, consideration of power
allocation in the system is necessary. The discussion proceeds for two cases:
limited total system power and unlimited total system power.

When the total system power is limited, without loss of generality, assume the

total system power is P, ;. Let the source transmit power be Py = vP,;, the
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relay forwarding power be Pp = uP,,,, and the artificial interference transmit
power be P; = (1 — p — v)P,,;, where p and v are power allocation factors.
Therefore, the optimization problem can be expressed as:

max T (u,v)
v

st. 0<u<l, 0<v<l, pu+r<l

When the total system power is limited, the forwarding power and interference
transmit power allocated to each relay are Pr/n and P;/n, respectively (where
n is the number of relays that can correctly decode in the first phase). As
the number of relays increases, the forwarding power and artificial interference
transmit power allocated to each relay continuously decrease, resulting in pro-
gressively worse system SRT performance.

When the total system power is unlimited, fixed power values are allocated
to each relay. Theoretically, system performance continuously improves as the
number of relays increases, but the total system power also increases correspond-
ingly. Subsequent simulations will compare these two scenarios.

3 Simulation Analysis

This section presents a series of simulation analyses based on MATLAB. Unless
otherwise specified, the default parameter values are: the target transmission
rate Rg = 0.1 bits/s/Hz, the Nakagami shape factor m = 1, and the noise
variances 053y = 0% = 0%y = 1. The channel coefficients in the simulation are
independent and identically distributed. First, the system performance under
power-limited and power-unlimited conditions is compared. Next, the power
allocation under power-limited conditions is discussed. Finally, the SRT perfor-
mance under different Nakagami-m fading channels with various values of m is
compared and analyzed.

3.1 Comparison of Power-Limited and Power-Unlimited Cases

[Figure 2: see original paper| shows the simulation of system SRT performance
versus the number of correctly decodable relays m under both power-limited
(PL) and power-unlimited (nPL) cases. The theoretical analysis results (solid
lines) and Monte Carlo simulation results (dotted lines) in the figure almost
completely overlap, verifying the correctness of the outage probability and in-
tercept probability derivations. In the PL case, P,,, = 1 is set. In the nPL
case, case 1 and case 2 represent scenarios where the relay node power (sum
of forwarding power and artificial interference transmit power) takes the values
allocated to each relay when the number of correctly decodable relays is 15 and
25, respectively, in the PL case, with fixed power per relay regardless of the
actual number of relays.

The figure shows that in the PL case, system SRT performance J first increases
and then decreases with the number of correctly decodable relays n, reaching
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its maximum at n = 12. When the number of relays is small, appropriately
increasing the number of relays can improve system diversity gain and thus
enhance reliability. The subsequent decline occurs because as the number of
relays increases, the power allocated to each relay continuously decreases, re-
ducing the power available for information forwarding and artificial interference
transmission, thereby degrading system SRT performance. In the nPL case,
system SRT performance J continuously increases with the number of relays
n, stabilizing when the number of relays reaches a certain point. This is be-
cause as n increases, system reliability gradually peaks, while further increases
in n do not change the system’ s security level, causing the SRT performance
to stabilize. However, in practical systems, power is a critical resource that
cannot increase indefinitely, and the total system power is typically constant.
Therefore, subsequent simulation analyses are primarily based on the PL case.

3.2 Finding the Optimal Configuration

Based on the optimal number of relays n = 12 obtained from [Figure 2: see
original paper] for the PL case, the three-dimensional plot of system SRT per-
formance versus p and v is shown in [Figure 3: see original paper]. The figure
demonstrates that for a fixed v, there exists a corresponding p that maximizes
system SRT performance. For the target rate Rg = 0.1 bits/s/Hz assumed in
this paper, the optimal SRT performance is achieved at = 0.19 and v = 0.62.
Therefore, in subsequent power allocation simulations, ¢ = 0.19 and v = 0.62
are used.

3.3 Optimal Power Allocation

Using the previously obtained optimal number of correctly decodable relays
n = 12 for the PL case and the optimal SNR ¢ = 15.5 dB, the three-dimensional
simulation of system SRT performance versus p and v is shown in [Figure 4: see
original paper]. The optimal power allocation factor obtained from the figure is
@ = 0.19 and v = 0.95, with optimal system SRT performance 7 = 0.142. At
this point, the source node power allocation factor is v = 0.95, which differs from
the previous simulation assumption of ¥ = 0.62 because the current number of
correctly decodable relays is 12, which is relatively large and consumes more
system power, leaving less power for the source node. The artificial interference
power is P; = 0.19P,,, and after averaging among the 12 relays, each receives
only 0.0158P,,, showing that not much power is needed for transmitting artifi-
cial interference to achieve secure information transmission.

3.4 Simulation of Tradeoff Performance under Different Channel Con-
ditions

Using the previously obtained optimal parameters g = 0.19 and v = 0.62, the
simulation of system SRT performance versus SNR ¢ under different channel
conditions is shown in [Figure 5: see original paper|. The figure demonstrates
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that the system SRT performance can approach 1 under all three channel con-
ditions, indicating that the system can achieve reliable and secure information
transmission. As ¢ continuously increases (i.e., channel conditions improve), the
SNR. ( required to achieve optimal SRT performance decreases, meaning that
less system power is needed to achieve better SRT performance.

4 Conclusion

This paper proposes a cooperative secure transmission scheme based on arti-
ficial interference for multi-relay cooperative communication systems. In this
scheme, opportunistic relays transmit artificial interference signals while for-
warding source information to disrupt eavesdroppers and reduce their ability to
intercept source information. Under Nakagami-m fading channels, the system’ s
security performance is analyzed, closed-form expressions for outage probability
and intercept probability are derived, and these two probabilities are consid-
ered as a whole to conduct tradeoff analysis and system optimization from the
perspectives of information transmission reliability and security. Computer sim-
ulations verify the accuracy of the theoretical analysis and clarify the impact
of the number of relays on system security performance. Additionally, through
simulations of the impact of power allocation among various signals on system
tradeoff performance, the optimal power allocation factor that maximizes sys-
tem tradeoff performance is obtained.

Artificial interference plays a crucial role in improving system security; however,
existing literature rarely studies specific interference cancellation schemes for
legitimate receivers. Future work will leverage existing interference cancella-
tion and signal separation methods to design different cancellation schemes for
various artificial interference signals, enabling efficient and secure information
transmission.

Appendix A

Derivation of ¢,, ®,, and ®;:

From the probability density function of v4 R, 0 equation (3), we obtain:
Al )\mst PymSkal

SR —\
o, = Pr{y <A} :/ i S e AR dy
! S ' 0 F(mSRk)

Using Taylor series expansion and integration yields:

o1 e
! F(mSRk) i=0 Z'!<’rnSRk + Z)
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Similarly, the closed-form expression for ®, is:

mR «p+ip Mp«p+i
A2

by =Pr{vgp <Ay} =

@MS

T(mpg.p z' mR*D—Fz)

For ®;, from equation (19), when A5 > 0, the closed-form expression is:

)\mR*E+zAmR*E+i
3

¢, =P g <A} =
3 {Yr g 3} = T(mp g zZ: z' (M +19)

When A; <0, &, =0.
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