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Abstract
To address the upper-layer performance bottlenecks and overload issues caused
by flooding attacks in Software-Defined Networking (SDN), this paper pro-
poses a network traffic attack detection method that combines Distributed Self-
Organizing Map (DSOM) with K-means clustering. First, the DSOM controller
located at the application layer sends the existing dataset to switches integrated
with the DSOM extension package, training DSOM maps separately on each
switch; then, the DSOM maps are merged within a predetermined time frame;
finally, the DSOM controller sends the merged DSOM map to all OpenFlow
switches, utilizing K-means clustering to complete the final classification. Ex-
perimental results demonstrate that the DSOM scheme can effectively detect
anomalous traffic, resolve bottleneck issues, and offers certain advantages over
traditional methods. Furthermore, the proposed method improves the system’s
response speed to attack traffic while incurring minimal overhead to the network
system.
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Abstract: To address the performance bottleneck and overload problems in
the upper layer caused by flooding attacks in software-defined networks (SDN),
this paper proposes a network traffic attack detection method that combines
distributed self-organizing maps (DSOM) with K-means clustering. First, the
DSOM controller at the application layer sends the existing dataset to switches
integrated with the DSOM extension package, where DSOM mappings are
trained individually on each switch. Then, within a predetermined time, the
DSOM mappings are merged. Finally, the DSOM controller sends the merged
DSOM mapping to all OpenFlow switches, and K-means clustering is used to
complete the final classification. Experimental results demonstrate that the
DSOM scheme can effectively detect abnormal traffic and solve bottleneck prob-
lems, offering certain advantages over traditional methods. Additionally, the
proposed method improves the system’s response speed to attack traffic while
introducing minimal overhead to the network system.

Keywords: software-defined network; flooding attacks; distributed self-
organizing map; K-means clustering; OpenFlow

0 Introduction
Software-defined networking (SDN) represents a promising network architecture
for the future, where the separation of control and data layers offers significant
benefits for network operators in traffic management. The OpenFlow protocol
serves as a primary component in SDN, acting as the communication interface
between SDN controllers and OpenFlow switches. Using OpenFlow, SDN con-
trollers can configure and update flow tables within OpenFlow switches based
on network service instructions such as security and routing policies.

In large-scale networks with numerous OpenFlow switches, the SDN controller
naturally becomes a performance bottleneck due to the need for security ap-
plications at the upper layer to handle vast amounts of traffic information for
resource allocation. Additionally, under high-traffic conditions, the communica-
tion channel between the data and control layers may also become a bottleneck,
increasing latency and hindering application-layer traffic flow. Consequently,
many researchers have introduced multiple controllers for large-scale SDN de-
ployments, such as Google’s B4 network. However, when facing flooding attacks
or distributed denial-of-service (DDoS) attacks, these issues become critical vul-
nerabilities in large SDN architectures. Attackers send extremely large volumes
of network traffic to victim systems to exhaust resources and degrade the qual-
ity of public services. As a result, security applications located in the upper
layers of the SDN architecture must process substantial traffic information, and
the system may collapse due to resource depletion and performance bottlenecks.
Therefore, in large SDN models under high-traffic conditions, the data layer
needs to support more advanced functions to reduce the enormous performance
pressure on upper-layer security applications.
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To address these problems and improve the robustness of large-scale SDN mod-
els, this paper proposes a software-defined network system based on clustering
algorithms and distributed self-organizing maps. This scheme introduces clus-
tering algorithms and DSOM mechanisms, distributing security modules across
OpenFlow switches rather than at the control or application layers. These mod-
ules are controlled by a distributed system controller and operate as security
applications within the SDN architecture’s application layer. Furthermore, ex-
tension modules have been implemented in OpenvSwitch, allowing connection
to OpenvSwitch’s default agent for statistics collection, rule modification, and
communication with the distributed system controller.

1.1 Software-Defined Networking and OpenFlow Protocol
Software-defined networking provides a promising network architecture for the
future, where the control layer residing in the SDN controller is separated from
the data layer. Applications running on the application layer can provide com-
plex network services and functionalities. The data layer handles hardware-
level operations and focuses on packet processing based on controller configura-
tions. Communication between the control layer (SDN controller) and data layer
(OpenFlow switches) is defined by the OpenFlow protocol. Before exchanging
messages, OpenFlow switches must establish a secure connection to the SDN
controller for authentication. This protocol enables the controller to access flow
tables in OpenFlow switches for control, configuration, and statistics collection
via secure connections.

1.2 K-Means Clustering
K-means clustering is a typical heuristic algorithm that partitions 𝑛 data objects
into 𝑘 clusters, ensuring high similarity among objects within each cluster and
low similarity between different clusters. Initially, the algorithm selects 𝑘 objects
from all 𝑛 objects as initial cluster centers. The remaining objects are assigned
to the nearest cluster based on their distance to different cluster centers. The
algorithm then updates the centers of each cluster and repeats this process
iteratively until an ideal cluster set is obtained.

1.3 Self-Organizing Map Algorithm
The Self-Organizing Map (SOM) is an unsupervised learning scheme in artificial
neural networks. This algorithm transforms high-dimensional input space into
a low-dimensional representation called an SOM map. SOM classifies or detects
new input vectors based on two primary modes: training and mapping. The
training process uses input samples to establish and reorganize the map, while
the mapping process automatically classifies new input vectors by finding their
winning neuron or node in the map.

The following parameters are defined: - 𝑚 represents the number of itera-
tions or training samples. - The map contains 𝑁 neurons, each consisting
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of a vector 𝑊𝑖 composed of 𝑛 weight values: 𝑊𝑖 = [𝑊𝑖1, 𝑊𝑖2, 𝑊𝑖3, ..., 𝑊𝑖𝑛],
where 1 ≤ 𝑖 ≤ 𝑆. - 𝑅 is the radius of the rectangular map, defined as:
𝑅 = max(MapWidth, MapHeight)/2. - 𝜆 is a time constant calculated as:
𝜆 = 𝑁/ log(𝑅). - 𝜎(𝑡) is the neighborhood radius of the winning neuron
(best matching unit) that gradually decreases over time, calculated as: 𝜎(𝑡) =
𝑅 × exp(−𝑡/𝜆), for 𝑡 = 1, ..., 𝑁 .

The main steps of the self-organizing map algorithm are as follows:

a) Initialization: Initialize the 𝑛-dimensional weights of neurons with random
or fixed values: 𝑤𝑘 = [𝑥𝑘1, 𝑥𝑘2, 𝑥𝑘3, ..., 𝑥𝑘𝑛].
b) Mapping: Feed input vectors into the map by calculating the Euclidean
distance 𝐷𝑖 from the input vector to all neurons 𝑤𝑠: 𝐷𝑖 = √∑𝑛

𝑗=1(𝑥𝑘𝑗 − 𝑊𝑖𝑗)2.
Select the neuron with the minimum distance 𝐷𝑖 as the best matching unit
(BMU) for input vector 𝑥𝑘.

c) Update BMU’s neighbor weights: Calculate the BMU’s neighbors
according to equation (3). Then adjust the weights of these neighbors using
the following equation for the next iteration to bring them closer to the input
vector: 𝑊𝑖(𝑡 + 1) = 𝑊𝑖(𝑡) + 𝐿(𝑡) × Ω(𝑡) × (𝑥𝑘 − 𝑊𝑖(𝑡)), where 𝐿(𝑡) is the
learning rate that also decays over time: 𝐿(𝑡) = 𝐿0 × exp(−𝑡/𝜆), and Ω(𝑡) is
the influence quantity of neighboring neurons’distance from the BMU on their
learning: Ω(𝑡) = exp(−𝐷2

𝑖 /(2𝜎2(𝑡))).
d) Loop: Repeat steps (b) and (c) until no more input vectors are fed to the
map.

1.4 Flooding Attacks from an SDN Perspective
In traditional network architectures, flooding attacks are generally divided into
two categories: bandwidth exhaustion attacks and resource exhaustion attacks.
In bandwidth exhaustion attacks, attackers flood the victim’s network with un-
wanted traffic to exhaust the victim’s bandwidth, preventing normal traffic from
accessing the victim system, such as ICMP flooding, UDP flooding, or Smurf
and Fraggle attacks. In resource exhaustion attacks, attackers send abnormal
IP packets or misused network protocol packets to the victim. Consequently,
whenever the number of open connections reaches the system threshold, the
victim network suffers resource exhaustion and may cease to function.

2 Distributed Network Traffic Attack Detection Method
To handle performance bottleneck issues when large-scale software-defined net-
works suffer flooding attacks, this paper introduces a distributed SDN system
based on clustering algorithms. [Figure 1: see original paper] shows an overview
of the proposed system, where all switches operate under the control of an SDN
controller. In the application layer, an application called the DSOM controller
is placed to control DSOM operations.
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2.1 System Overview

In large-scale software-defined networks, to address performance bottlenecks
caused by flooding attacks, this paper proposes a system based on clustering
algorithms and distributed self-organizing maps. The introduced DSOM system
is designed with four main processes:

a) Initialization: The DSOM controller located in the application layer sends
the ready-made dataset to switches integrated with the DSOM extension pack-
age. On each switch, DSOM mapping is trained using the dataset received from
the controller.

b) Merge DSOM: This stage is responsible for merging DSOM mappings
within a predetermined time. The DSOM controller collects DSOM mappings
from OpenFlow switches and generates a merged SOM map, represented as:
MergedMap = ∑𝑛

𝑗=1 𝜒𝑗 × MapDSOM𝑗, where 𝜒𝑗 is the ratio of training input
samples for the 𝑗-th DSOM, and MapDSOM𝑗 is the mapping of the 𝑗-th DSOM.

c) Update: The DSOM controller sends the merged SOM mapping to all Open-
Flow switches. The merged SOM mapping replaces the MapDSOM𝑗 mapping
to continue the classification process on the switches.

d) Classification: The system calculates results based on their neurons for
inputs and sends these results to the DSOM controller for further decision-
making.

2.2 System Workflow

[Figure 2: see original paper] illustrates the DSOM switch layer. At the switch
layer, several additional modules have been added to OpenFlow switches, called
DSOM extension modules: flow collector, feature extractor, training database,
DSOM mapping, fast policy enforcement, and DSOM switch agent. The DSOM
switch agent acts as the core of the local switch-layer DSOM system, controlling
the training and updating of the DSOM mapping process and sending classifi-
cation results to the fast policy enforcement module and the DSOM controller.

During the initialization step, the training dataset sent from the DSOM con-
troller reaches the DSOM switch agent via the OpenFlow channel of the Open-
Flow switch. It is then forwarded to the training database and becomes the
training input for the DSOM mapping. When the training process is completed,
the DSOM switch agent sends start commands to the DSOM mapping, fea-
ture extractor, and flow collector to activate these modules. Similar to the
working principle of this scheme, the flow collector periodically sends statistics
messages to the switch data layer to obtain individual traffic information during
the feature extraction phase, which focuses on feature extraction for each user
passing through the switch. Additionally, the training database is updated by
the output of the feature extractor, and the training DSOM mapping process
is invoked again within the time period set by the DSOM switch agent. This
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training enables the DSOM mapping to adapt to incoming traffic and improves
the classification accuracy of each local DSOM switch.

To understand how many features are used in the input of the DSOM mapping,
let us examine the feature extractor in greater detail. These features can be
diverse for each type of network traffic; however, as previously described, this
work considers common flooding attacks from an SDN perspective and divides
them into two main types: bandwidth exhaustion attacks and resource exhaus-
tion attacks. Therefore, this paper focuses on two types of flooding attacks,
and the method involves observing each user within a predetermined time. The
DSOM mapping performs the same operations as a single SOM. It determines
which users are normal and which are abnormal. To make the final decision, the
K-means clustering algorithm is applied to the system to partition the patterns
into 𝑘 clusters. After attack users are clearly identified, the DSOM mapping
sends user information to the DSOM switch agent, which then transmits this
data via the OpenFlow channel to the fast policy enforcement module. The fast
policy enforcement module is placed on switches to enable rapid response to
attack traffic by setting direct rules in the flow table, while the policy checking
module located in the DSOM controller is responsible for validating rules and
can override them if necessary.

3 Experiments
3.1 Dataset and Attack Simulator

3.1.1 Training and Testing Datasets A comprehensive set of SOM training
and testing samples was analyzed and constructed from three datasets: CAIDA,
NSL-KDD, and DARPA. Brief descriptions of these datasets are summarized as
follows:

The CAIDA dataset enables mixed research on various traffic types such as Web,
FTP, and Ping. As shown in , TCP and ICMP protocols typically constitute
the highest proportion of network traffic. For the NSL-KDD dataset, only DoS
attacks were studied. Therefore, only DoS samples were considered for training
and testing the proposed system, as shown in .

3.1.2 Attack Simulator Testing was conducted using BoNeSi, which can
simulate botnet traffic and generate TCP, ICMP, or UDP flooding attacks to
target networks or specified IP addresses through defined botnets.

3.2 System Setup in SDN

The network topology used for experimental testing is shown in [Figure 3: see
original paper], consisting of one controller, four OpenvSwitches integrated with
DSOM modules, one web server, and three hosts (h1, h2, h3, h4) as traffic
generators. Detailed parameters for the DSOM mapping are provided in . Ad-
ditionally, since most user accesses are normal and legitimate, the number of
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cluster centers was set to 4 to form a set of normal users.

3.3 Performance Testing

3.3.1 Performance Bottleneck Testing To evaluate the effectiveness of the
proposed system compared to a single SOM in terms of performance bottlenecks,
a system was established as shown in [Figure 3: see original paper], and two
test instances were conducted: single SOM and DSOM system. In the first test
scenario, a SOM module was implemented in the controller, which contained
four functions: flow collector, feature extractor, SOM mapping, and policy en-
forcement. In the proposed system, only the DSOM controller module ran as
an application in the SDN controller, while other modules were implemented in
the switches. In both instances, the same dataset with a total of 12,000 samples
was used to train the SOM mapping, with 4,000 patterns randomly extracted
from each dataset. The BoNeSi tool was then used to generate two traffic levels
(50 Mbps and 100 Mbps) to attack the web server, and CPU utilization of the
SDN controller was measured in both cases.

3.3.2 SOM Performance Testing For performance evaluation of the SOM
mapping in the proposed solution, the following setup was implemented to assess
the DSOM system and demonstrate that the proposed method achieves the same
performance as traditional SOM mechanisms:

Samples (including normal and attack patterns) were extracted and randomly
selected from pcap files of the three datasets for testing. The SOM mapping
initialization and training process were performed on separate datasets (CAIDA,
NSL-KDD, and DARPA). The testing procedure was then executed using 5-fold
cross-validation from the training dataset and traffic from the BoNeSi DDoS
simulator. Multiple test runs were conducted with different numbers of neurons
in the SOM mapping: 400, 900, and 1600.

4 Results and Discussion
4.1 Processing Performance Bottleneck

[Figure 4: see original paper] shows the CPU utilization of the SDN controller,
revealing significant differences between test instances. The single SOM mecha-
nism consistently consumes more CPU resources from the SDN controller, while
the DSOM system maintains stable CPU consumption. In the 50 Mbps traf-
fic generation instance, CPU utilization reached 40% and 60% just 12 seconds
and 33 seconds after attack initiation, respectively. Meanwhile, the DSOM so-
lution occupied only about 23% of CPU resources throughout the entire test
period. The same difference is observed in the 100 Mbps scenario: the single
SOM scheme achieved 60% CPU utilization after only 10 seconds and fluctu-
ated around this value until the test ended. In contrast, the DSOM solution
maintained consistently low CPU occupancy.
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These results demonstrate that the DSOM system is an excellent solution that
completely outperforms the single SOM scheme. In the single SOM case, the
controller must frequently send messages to switches to obtain traffic informa-
tion and forward it to subsequent modules for further processing. Simultane-
ously processing traffic information from all edge switches represents a heavy
workload for the modules. The DSOM system delegates traffic processing tasks
to edge switches to reduce workload, processing only a small amount of infor-
mation during policy checking. Additionally, each edge switch only processes
traffic entering its ports from external networks. Therefore, compared to the
single SOM scheme, the pressure on DSOM switch agents is not significant.

4.2 SOM Performance Evaluation

Before evaluating the performance of the DSOM method, this paper defines the
following metrics: 𝑇 𝑃 represents the probability that attack users are classified
as attack users, 𝑇 𝑁 represents the probability that normal users are consid-
ered normal, 𝐹𝑃 represents the probability that abnormal users are considered
normal, and 𝐹𝑁 represents the probability that normal users are identified as
attack users.

4.2.1 Detection Rate To evaluate the efficiency of the proposed DSOM
system, a key criterion considered is the detection rate, calculated as: 𝐷𝑅 =

𝑇 𝑃
𝑇 𝑃+𝐹𝑁 .

[Figure 5: see original paper] shows the detection rates of SOM mappings across
four different datasets under three scenarios. The results indicate only slight dif-
ferences among the three cases across all four datasets with the same number of
neurons. This is because the K-means clustering algorithm is used to distinguish
between normal and abnormal users, and the detection rate is evaluated using
𝑘-fold cross-validation techniques on the datasets themselves. However, even
when using attack tools to generate traffic, the trained SOM can easily detect
attack users due to the large number of training samples. These experiments
also demonstrate that if the SOM mapping has more neurons, it means higher
detection performance, and there is not much difference between the proposed
DSOM and single SOM systems.

4.2.2 Accuracy Accuracy measures how accurately the SOM mapping makes
decisions and is calculated as: Accuracy = 𝑇 𝑃+𝑇 𝑁

𝑇 𝑃+𝑇 𝑁+𝐹𝑃+𝐹𝑁 .

[Figure 6: see original paper] shows the accuracy of SOM mappings across
four different datasets under three scenarios with different numbers of neurons.
All three experiments achieved high accuracy. With 400 neurons, the lowest
accuracy was approximately 96.9%, while with 900 and 1600 neurons, accuracy
exceeded 97%. The reason is that when the number of learning samples for
the SOM mapping increases, the accuracy of decisions made about users also
becomes more accurate. Moreover, when the SOM mapping reaches a threshold
where it can make completely accurate decisions, the number of neurons has
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little impact on accuracy, which explains why there are only minor differences
among these tests in terms of precision.

4.2.3 System Overhead System overhead was evaluated by measuring pro-
cessing time and classification time for both systems. For the DSOM system,
assuming the time required to transmit data through packet connections is only
a few milliseconds, the processing time is mainly calculated through the sum of
two processes: the first is training the DSOM mapping on OpenvSwitch, which
occupies the most time, and the second is the merging time on the DSOM con-
troller. Meanwhile, the processing time for single SOM is only its training time.
The DSOM and single SOM mappings were trained with input sets as shown in
.

The results in demonstrate that if a larger number of neurons is used in the
SOM mapping, the DSOM system’s processing time is faster than that of
single SOM. This is because OpenvSwitch’s DSOM uses a smaller dataset for
training, while single SOM always requires a larger input dataset to train its
mapping. Regarding classification time, the three scenarios are roughly equal
and increase proportionally with the number of neurons. This can be explained
by using the same configuration for the controller and OpenvSwitch; therefore,
there is not much difference in CPU processing time among the three scenarios.

Based on these experimental results, the DSOM system in software-defined net-
works can be evaluated. First, in terms of processing performance bottlenecks,
the DSOM system is an excellent solution that completely outperforms the sin-
gle SOM scheme. Second, both systems demonstrate excellent performance in
detection rate and accuracy for abnormal traffic. In terms of overhead required
to prepare the system for the classification process, the proposed DSOM is less
than that of using single SOM. Overall, the DSOM system in software-defined
networks can effectively solve bottleneck problems under flooding attacks in
large networks and offers certain advantages compared to traditional methods.

5 Conclusion
This paper proposes a K-means clustering algorithm and distributed self-
organizing map system that analyzes network data using a distributed system
rather than a centralized one to address bottleneck problems caused by
aggregation in the upper layer due to flooding attacks in large software-defined
networks. Experimental results demonstrate that the proposed method com-
pletely outperforms traditional methods in processing performance bottlenecks.
Moreover, the results not only show that the mechanism achieves the same
performance as a single SOM system but also indicate that the DSOM system’
s overhead is superior to that of single SOM.
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