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Abstract

To address the issues of limited node energy, low measurement accuracy,
and short lifetime in wireless sensor networks (WSN), an abnormal data-
preprocessing adaptive estimation weighting fusion (ADAEWF) algorithm is
proposed. To enhance algorithm reliability, a data preprocessing mechanism
based on abnormal data detection, simple majority principle, and node
comprehensive support function is presented; to mitigate the influence of
measurement errors on fusion precision, adaptive estimation weighted data
fusion is conducted on node measurements based on batch estimation and
adaptive theory; subsequently, a WSN simulation model is established, and the
mean square error of fusion results and network effective lifetime are obtained
for ADAEWF, adaptive forecast weighting data fusion (AFWDF) algorithm,
and arithmetic mean method, respectively. Simulation results show that the
fusion precision and network effective lifetime of the ADAEWEF algorithm
outperform those of AFWDF and the arithmetic mean method, demonstrating
the superiority of the ADAEWF algorithm in enhancing the effectiveness of
fused data, network effective lifetime, and fusion precision.

Full Text

Data Fusion Algorithm Based on Abnormal Data Prepro-
cessing and Adaptive Estimation in WSN

Zheng Baozhou, Wu Lili, Li Fugiang, Yuan Chao
(College of Sciences, Henan Agricultural University, Zhengzhou 450002, China)

Abstract: To address the problems of limited node energy, low measurement
accuracy, and short network lifetime in wireless sensor networks (WSN), this
paper proposes a data fusion algorithm based on abnormal data preprocessing
and adaptive estimation weighting fusion (ADAEWF). To improve algorithm
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reliability, we first propose a data preprocessing mechanism based on abnor-
mal data detection, simple majority principle, and node comprehensive support
function. To reduce the impact of measurement errors on fusion accuracy, we
perform adaptive estimation weighted data fusion on node measurements based
on batch estimation and adaptive theory. We then establish a WSN simulation
model and obtain the mean square error and network effective lifetime under
ADAEWF, adaptive forecast weighting data fusion algorithm (AFWDF), and
arithmetic mean method. Simulation results show that ADAEWF outperforms
AFWDF and arithmetic mean method in both fusion accuracy and network ef-
fective lifetime, demonstrating the superiority of ADAEWF in improving data
fusion effectiveness, network lifetime, and fusion accuracy.

Keywords: wireless sensor network; abnormal data preprocessing; adaptive
batch estimation; data fusion

0 Introduction

Wireless sensor networks (WSN) consist of numerous sensor nodes with sens-
ing, computing, and wireless communication capabilities, characterized by small
node size, low cost, multi-hop self-organization, and large sensing area. WSN
can effectively monitor and provide early warnings for environmental informa-
tion and have been widely applied in smart agriculture, environmental mon-
itoring, national defense, and military fields. WSN is a resource-constrained
network whose performance is limited by node energy, computing capacity, and
storage space. Typically, a large number of homogeneous sensor nodes are
deployed in the sensing area to periodically collect and transmit information.
While monitoring information, WSN generates substantial redundant data. On
one hand, processing and transmitting redundant data wastes limited energy
and network bandwidth; on the other hand, interference factors and sensor mea-
surement accuracy lead to errors in system monitoring results, and randomly
occurring faulty nodes reduce system reliability to some extent. How to reduce
redundant data, decrease node energy consumption, improve network reliabil-
ity, and extend its effective lifetime has become a very important issue in WSN
research.

Multi-sensor data fusion technology can effectively reduce data transmission,
decrease node energy consumption, and improve monitoring result accuracy by
fusing data with certain redundancy. Reference [1] uses information entropy
to reflect the statistical characteristics of sensor data distribution, determines
the upper and lower bounds of data fusion through optimization, and performs
two rounds of fusion on node data and intra-cluster data respectively. How-
ever, this algorithm’ s fusion degree is limited by information entropy values,
providing limited energy savings. Reference [2] proposes the AFWDF algo-
rithm, which establishes a prediction model based on temporal correlation of
node data. The cluster head calculates data credibility and weights according to
eigenvalues and predicted values, and performs weighted fusion on intra-cluster
node data. AFWDF requires establishing prediction models on both cluster
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heads and nodes, involves large computational overhead, and still has room
for improvement in fusion accuracy and node energy efficiency. Reference [4]
proposes a new inter-node support degree calculation method based on fuzzy
evidence theory and fuzzy mathematics principles, converting measured values
into corresponding evidence using trust distribution ideas, and obtaining fusion
results through evidence combination rules. Existing WSN data fusion algo-
rithms share a common characteristic: nodes collect, send data, and initiate
fusion algorithms at fixed periods. In practical applications, monitored objects
are mostly slowly changing physical quantities such as environmental tempera-
ture and humidity. Without special events, most data collected by nodes are
repetitive. However, what the system focuses on is mainly the change of param-
eters, i.e., whether important events occur in the sensing area. If WSN remains
in a high-energy-consumption active state monitoring redundant data for long
periods, the practical significance is limited.

Abnormal data has important application significance in WSN monitoring sys-
tems. Abnormal data refers to measurement data that significantly deviates
from the normal working pattern of sensors. The generation of abnormal data
indicates that important monitoring events have occurred in the sensing area, or
that abnormal factors such as external interference or node failures have caused
sensor data anomalies. Whether caused by important events or faulty nodes,
abnormal data should receive sufficient attention. For abnormal data caused by
external events, the system should timely and accurately collect, fuse, and re-
port monitoring results; for abnormal data caused by external interference and
node failures, the system should identify, detect, and process them accordingly
to avoid affecting fusion result accuracy.

Based on data-driven thinking, this paper proposes an adaptive estimation
weighted fusion algorithm based on abnormal data preprocessing (ADAEWF).
Simulation results show that the ADAEWF algorithm can effectively reduce
WSN redundant data volume, extend network effective lifetime, and achieve
high fusion accuracy.

1 Network Model and Algorithm Concept

As shown in Figure 1 [Figure 1: see original paper], WSN consists of a moni-
toring center PC, gateway, and multiple wireless sensor nodes. The monitoring
system uses a first-order radio model as the WSN energy consumption model
and employs the Energy Balanced Adaptive Clustering Algorithm (EBACA) to
divide the network into several clusters, each containing a cluster head and sev-
eral sensor nodes. Sensor nodes are responsible for data collection, detection,
transmission, and monitoring of node status and external events. Cluster head
nodes collect data from intra-cluster sensor nodes, run the ADAEWTF fusion al-
gorithm, and upload fusion results to the gateway. The gateway forwards cluster
data fusion results to the monitoring center PC. If users issue data query com-
mands, the gateway and cluster heads sequentially receive and forward query
commands to each sensor node.
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The ADAEWF algorithm concept is as follows: In automatic monitoring mode,
effective abnormal data serves as the driver for the fusion algorithm. Sensor
nodes periodically collect data and detect abnormal data through the Sliding
Window Local Event Detection (SW-LED) algorithm, sending persistent abnor-
mal data to the cluster head. The cluster head judges the validity of abnormal
data based on the simple majority principle and node data comprehensive sup-
port degree. If the quantity of abnormal data reaches the stimulation intensity
threshold, the cluster head triggers the adaptive estimation weighted data fusion
algorithm. Finally, the cluster head uploads the fusion result to the gateway
and monitoring center PC. In user query mode, ADAEWF treats user query
requests as important monitoring events. When users issue a “data query” com-
mand, the gateway and cluster heads broadcast a “forced data transmission”
command to the network. Intra-cluster sensor nodes collect current data and
send it to the cluster head, which unconditionally triggers the adaptive estima-
tion weighted data fusion algorithm and finally uploads the data fusion result to
the gateway and monitoring center PC. The ADAEWF algorithm flow is shown
in Figure 2 [Figure 2: see original paper].

2 ADAEWF Algorithm

2.1 Abnormal Data Preprocessing

Sensor node-generated abnormal data is divided into three types: (a) instanta-
neous abnormal data caused by sudden external interference or transient faults;
(b) faulty abnormal data caused by insufficient node residual energy, hardware
failures, or software defects; and (c) effective abnormal data where environmen-
tal information changes significantly due to external events, causing “abnormal”
real data collected by multiple nodes. The processing of different abnormal data
types is described below.

2.1.1 Instantaneous Abnormal Data Preprocessing Instantaneous ab-
normal data occurs frequently but cannot accurately reflect real environmental
information. If involved in data fusion, it reduces fusion result accuracy. The
system uses the SW-LED algorithm to exclude instantaneous abnormal data
from fusion operations.

Definition 1: For node data z(t), if |z(t) —x(t —d)| > €, then x(t) is abnormal
data. Where z(t — d) is the last abnormal data sent by the node to the cluster
head, and ¢ is the abnormal data determination threshold, whose value depends
on the actual application requirements of the monitoring system.

According to Definition 1, sensor nodes perform binary judgment on z(t): if
abnormal data, the conversion result is recorded as 1, otherwise 0. If the con-
version result is 1, the system further counts the sum of the previous W — 1
data conversion results Z;;LWH y(y). If ZE;LWH y(j) < 0.5, meaning less
than half of the measurement values in the sliding window are abnormal, z(t) is
considered instantaneous abnormal data and requires no further processing. If
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Ej:t_w +1Y(J) = 0.5W, meaning more than half of the measurement values in

the sliding window are abnormal, z(t) is considered persistent abnormal data,
and the node transmits x(t) to the cluster head.

2.1.2 Faulty Abnormal Data and Effective Abnormal Data Prepro-
cessing As the system operates, node residual energy continuously decreases,
and node software and hardware are affected by various uncertain factors, caus-
ing random faulty nodes in WSN. Faulty nodes continuously generate abnormal
data in each collection cycle, called faulty abnormal data. On one hand, al-
though faulty abnormal data can pass SW-LED algorithm detection, it cannot
reflect real environmental information, and participating in fusion algorithms
reduces fusion result accuracy. On the other hand, persistently existing faulty
abnormal data frequently triggers fusion algorithms, causing other nodes to
passively participate in data fusion and wasting node energy and network band-
width. Therefore, cluster heads should identify faulty abnormal data and send
faulty node ID and status information to the gateway and monitoring center PC.
Faulty nodes often appear randomly, and the probability of multiple adjacent
nodes failing simultaneously is very small. However, if important monitoring
events occur in the sensing area, measurement values of adjacent nodes will
change significantly. For example, wind and rain can cause large changes in
farmland temperature and humidity, leading to abnormal sensor measurement
values. Abnormal data caused by monitoring events truly reflects environmental
information changes and is called effective abnormal data.

In summary, for faulty abnormal data, cluster heads should report node ID
and status information to the gateway and monitoring center PC; for effective
abnormal data, cluster heads should initiate the fusion algorithm to process all
node data.

Definition 2: Cluster head stimulation intensity threshold +, representing the
cluster head excitation threshold. Let the number of intra-cluster nodes be m.
According to the simple majority principle, 7 is set to 0.4m. Let the cluster
head receive abnormal data from [ nodes. If [ > v, the cluster head is strongly
stimulated by abnormal data, considers that important monitoring events have
occurred in the sensing area, enters an excited state, and triggers the data
fusion algorithm. If [ <+, the cluster head considers that only a small number
of nodes generate faulty abnormal data and sends faulty node information to
the gateway.

2.1.3 Data Validity Judgment The group support degree method is intro-
duced to judge data validity: a support degree is introduced for each node data,
and the support degree size reflects the support level of neighboring nodes for
that data’ s validity. When multiple nodes measure the same parameter, the
higher the validity of node i° s measurement value z,, the higher the support
degree from other nodes, and the higher the probability that z; is valid data.
This paper uses the support function sup(a,b) to represent the support degree
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of data a for data b.
Yager proposed that the support function must satisfy three conditions: 1.
sup(a,b) € [0,1]; 2. sup(a,b) = sup(b,a); 3. If |a — b < |z — y|, then
sup(a,b) > sup(z,y).
Yager also provided a Gaussian support function:

sup(a,b) = K x e Bla=b)?
where K € [0,1] and 8 > 0.

The Gaussian support function can realistically reflect the support degree re-
lationship between data, but exponential operations consume substantial hard-
ware resources and are not suitable for resource-constrained WSN. This paper
adopts a new support function based on grey relational nearness to describe
inter-data support degree.

Definition 3: The support degree between data x; and z; is:
D,;

Sij:lJrﬂxKx(zi—xj)Q

where D,; = W—w,\’ K € [0,1], and 8 > 0. The K value determines the

amplitude of the support function; the larger the g value, the faster the support
function decays, called the decay factor. K and g can be adjusted according to
actual monitoring requirements. Equation (2) satisfies Yager’ s three necessary
conditions, well approximates the Gaussian support function curve, and saves
node energy and hardware resources by avoiding exponential operations.

Let n nodes measure the same parameter. The support degree matrix S is
calculated from Equation (2):

S11 S12 Sin
S = [S21 S22 S2n
Sp1 Sn2 " San

Define the comprehensive support degree s, = Z;;l Sijs
to which data z; is comprehensively supported by other nodes. The larger the
s;, the closer x; is to the measurement values of most other nodes, and the
higher the validity of x,; conversely, the more x,; deviates from most node data,

the lower its validity.

representing the degree

Definition 4: Data validity determination threshold ¢. If node data z;” s
comprehensive support degree s; > 9§, then z; is valid data; otherwise, z; is
considered invalid data.

According to Definition 4, all node data are judged: valid data participate in
data fusion, while invalid data do not participate in data fusion, otherwise they
would reduce fusion result accuracy.
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2.2 Batch Estimation Fusion Algorithm

The batch estimation fusion algorithm originates from recursive estimation. By
fusing multiple measurement values of the same parameter, it can effectively
reduce the impact of measurement errors on fusion results and obtain accurate
measurement results.

Let n nodes monitor the same environmental parameter. According to the
principle of grouping adjacent nodes differently, nodes are divided into k£ groups,
with each group containing the same or different numbers of nodes. The data

collected by the p-th group of nodes is denoted as x_,x x where n,, is

plyFp2s -t Tpn,o P
the number of nodes in this group. The average value z,, and standard deviation

o, of the node data are:

1 & .
o, =A\| — Z(mm —I,)?

Ny =

From batch estimation theory, the fusion result is shown in Equation (7):
k -1y
i (Sunrn,) Yurns,
p=1 p=1

where 7 is the average value matrix, Z,, is the last data fusion result, o is the
variance of the fusion result, R is the measurement noise covariance matrix,
and H is the coefficient matrix of the measurement equation. The expressions
of each parameter are shown in Equations (8)-(11):

H=[11- 1T

w = [y 2y o oay)”
o2 0 0
R— 0 0‘% 0
0 0 o2

Substituting Equations (9)-(11) and H into Equations (7)-(8), the variance and
batch estimation fusion result can be obtained as Equations (12)-(13):

ko1
2 _
7= Zgz
p=1"P
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2.3 Adaptive Estimation Weighted Fusion Algorithm

[N

To reduce the impact of measurement errors on fusion accuracy, adaptive theory
is combined with the batch estimation fusion algorithm. The relative variance
between node data and batch estimation fusion results is calculated, and node
data weights are adjusted according to the relative variance for adaptive esti-
mation weighted data fusion. Figure 3 [Figure 3: see original paper| shows the
fusion algorithm flow. The algorithm steps are briefly described as: first, nodes
are grouped, and each group’ s data mean :Ep, standard deviation o, and fusion
weight w,, are calculated to further solve the batch estimation fusion result
then the relative variance 5120 between node data ),
correction factor a,, for each group’ s data is calculated based on 312,, 0,, and wy;
finally, the corrected weight w, is used for secondary weighted fusion of data to
obtain the final fusion result z*.

and 7 is calculated, and the

The p-th group node data fusion weight w,,, batch estimation fusion result z,
and relative variance s2 are solved by Equations (14)-(16):

P
Loy 1,2,... k
wp = k» ) p: ) ) ?
i 1/}
n
1 P
2 2
s2=—)> (x,,— )
P pi
Ty =

From multi-sensor weighted data fusion algorithm theory, to eliminate mea-
surement errors, fusion weights should be inversely proportional to estimation
variance, and the sum of all weights should always be 1. Therefore, w,, and a,
satisfy three constraint conditions shown in Equations (17)-(19):

w,a, = 0

The batch estimation fusion algorithm fuses node current measurement values
without considering historical monitoring information, assuming historical data
standard deviation o_; = co. Based on the above analysis, the correction factor

a,, is shown in Equation (20):

1/s2

a, = P

p k
Y /st
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The adjusted weight wy, is substituted into Equation (15) to obtain the adaptive
estimation weighted fusion result shown in Equation (21):

2.4 ADAEWF Operating Mechanism

Nodes with different roles have different functional behaviors. To facilitate
description of ADAEWF algorithm operating mechanism, we define three state
parameters: abnormal data generation flag mTag, cluster head excitation flag
hTag, and data forced transmission flag send.

Definition 5: Abnormal data generation flag mTag, reflecting whether cluster
member nodes generate non-instantaneous abnormal data, where 0 means no
and 1 means yes.

Definition 6: Cluster head excitation flag hTag, reflecting whether the cluster
head is in an excited state. hTag=0 means the cluster head receives fewer
abnormal data than ~, and the cluster head is in an inhibited state; hTag=1
means the number of abnormal data exceeds «, and the cluster head is in an
excited state; hTag is reset to 0 at the end of the collection period.

Definition 7: Data forced transmission flag send, reflecting whether nodes
receive the “forced data transmission” command. send=1 means nodes receive
the “forced data transmission” command and will send measurement values to
the cluster head; send=0 means nodes do not receive the transmission command.

Cluster member node actions are shown in Figure 4 [Figure 4: see original
paper]: Upon receiving the “forced data transmission” command, the node is
in an excited state, sets send=1 and mTag=1, sends measurement value z,(t)
to the cluster head, and updates cached data; If send=0, the node judges
according to Definition 1: if x,(¢) is instantaneous abnormal data, sets mTag=0
and discards z;(t) without processing; otherwise, sets mTag=1, sends z;(t) to
the cluster head, and updates cached data; At the end of the data collection
period, resets mTag and send to initial value 0.

Cluster head actions are shown in Figure 5 [Figure 5: see original paper|: a)
If receiving the “data query” command forwarded by the gateway, the cluster
head is in an excited state and sets hTag=1; b) According to Definition 2, if the
number of abnormal data [ > ~, the cluster head is in an excited state and sets
hTag=1; c) If I < , the cluster head is in an inhibited state, sets hTag=0, and
sends faulty node information to the gateway; d) If hTag=1, the cluster head
broadcasts the “forced data transmission” command, each member node sends
data, and after receiving data, the cluster head initiates the fusion algorithm
and sends the fusion result to the gateway, then restores hTag to the initial
value 0.
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3 Simulation Results and Analysis

To analyze and compare fusion algorithm performance, this paper conducts
simulation experiments based on the NS2 platform, comparing fusion errors
and network effective lifetime of ADAEWF, AFWDF, and arithmetic mean
method. The experimental background is set as: 200 sensor nodes are uniformly
deployed in a 200m x400m farmland to monitor farmland temperature changes;
node row and column spacing is 10m, gateway node coordinates are (100,200);
node failures, artificial irrigation, weather changes, etc., can all cause abnormal
data generation; the energy-balanced EBACA algorithm is used for network
node clustering, and the first-order radio model is selected as the WSN network
energy consumption model; other simulation parameters are shown in Table 1 .

Table 1 Simulation Parameters | Parameter | Parameter Values | |—-|
———| | Eoee | 50 nJ/bit | | gg | 10 pJ/(m? - bit) | | £, [ 0.0013 pJ/(m - bit)
|| B | 23 || dy | 87m | | 1]4000 bits | | f]20Hz || T | 15 + 15sin(2 ft) °C
[lel5°C]|

The temperature change curve T' = 15+ 15 sin(27 ft) is superimposed with zero-
mean white noise signal with variance of 5 to simulate farmland temperature
changes and the impact of electromagnetic interference, zero drift, and other
factors on node sensor measurement values. A certain proportion of nodes are
randomly selected, and node data is set to 0 to simulate randomly occurring
faulty nodes in the network. Adjusting € can change the frequency of abnormal
data occurrence; larger € means higher abnormal data frequency.

3.1 Fusion Error Comparative Analysis

Under conditions of ¢ = 5°C and faulty node proportion of 5%, ADAEWF,
AFWDF, and arithmetic mean method are used to perform data fusion on node
data for 80 consecutive cycles. The fusion curves are shown in Figure 6 [Figure 6:
see original paper]. Simulation results show that AFWDF and arithmetic mean
method have relatively large fluctuations in fusion results, while ADAEWF al-
gorithm has obvious advantages. The reason is that ADAEWEF’ s abnormal data
preprocessing mechanism excludes instantaneous and faulty abnormal data gen-
erated by sensor nodes in the farmland temperature wireless monitoring system
from participating in data fusion, effectively improving fusion result reliability.
On the other hand, by adjusting fusion weights based on the relative variance
between node data and initial batch estimation fusion results, and performing
adaptive estimation weighted data fusion, the impact of sensor measurement
errors on fusion results is further reduced, improving fusion accuracy and relia-
bility.

Under the above simulation conditions, the mean square error curves of fu-
sion results for the three algorithms varying with faulty node proportion are
shown in Figure 7 [Figure 7: see original paper]. When the faulty node propor-
tion is below 10%, the mean square errors of all three algorithms are less than
0.7°C. When the faulty node proportion exceeds 10%, the mean square errors of
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AFWDF and arithmetic mean method gradually increase, reaching 2.3°C and
3.4°C respectively when approaching 40%. During the process of faulty node
proportion increasing from 0% to 40%, ADAEWF’ s mean square error remains
below 0.8°C. Comparative analysis shows that in farmland temperature wireless
monitoring systems with faulty nodes, ADAEWF algorithm has smaller fusion
result errors and higher reliability.

3.2 Network Lifetime Comparative Analysis

Under conditions of ¢ = 5°C and faulty node proportion of 10%, the curve of
network surviving node count versus algorithm operation rounds is shown in
Figure 8 [Figure 8: see original paper]. AFWDF and arithmetic mean method
experience their first node death at 850 and 760 rounds respectively, while
ADAEWTF experiences its first node death at 1300 rounds. When 70% of nodes
die, AFWDF and arithmetic mean method operate for 1230 and 1110 rounds
respectively, while ADAEWF operates for 1670 rounds. In farmland temper-
ature wireless monitoring systems, when 70% of nodes die, the system cannot
effectively complete monitoring tasks, and the network is considered to have
entered the death period. In summary, ADAEWE’ s network effective lifetime
is 150% of arithmetic mean method and 135% of AFWDF, indicating higher
energy efficiency. This is because AFWDF and arithmetic mean method pe-
riodically perform data collection, transmission, and fusion, consuming more
energy, while ADAEWF only performs data collection and transmission when
users query data or when farmland abnormal temperature data is detected; at
other times, nodes remain in a low-power inhibited state, and cluster heads only
trigger the fusion algorithm when stimulated by sufficient abnormal data. Ad-
ditionally, the abnormal data preprocessing mechanism excludes instantaneous
and faulty abnormal data from participating in data fusion, effectively improv-
ing fusion accuracy. Simulation results show that in the farmland temperature
wireless monitoring system simulation model, compared with arithmetic mean
method and AFWDF algorithm, ADAEWF algorithm has lower mean square
error and longer effective lifetime.

4 Conclusion

This paper studies wireless sensor network data fusion and proposes an abnormal
data preprocessing mechanism and adaptive estimation weighted data fusion al-
gorithm. Different from continuous or periodically triggered fusion algorithms
in existing literature, ADAEWF algorithm only operates when the system de-
tects a sufficient quantity of effective abnormal data, which can effectively re-
duce algorithm operation frequency. Simulation results show that ADAEWF
algorithm can effectively reduce WSN redundant data volume, extend network
effective lifetime, and achieve high fusion accuracy.
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