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Abstract

The McEliece public-key encryption scheme is a public-key cryptosystem based
on coding theory, whose security can be reduced to the general linear code decod-
ing problem and is capable of resisting quantum attacks. This paper proposes
an improved McEliece variant scheme based on quasi-cyclic moderate-density
parity-check (QC-MDPC) codes and quasi-cyclic low-density parity-check (QC-
LDPC) codes. The primary improvement involves combining the parity-check
matrices of QC-LDPC codes and QC-MDPC codes as the private key, generating
concatenated codewords of both for application in the McEliece variant scheme,
and presenting an improved decoding algorithm. Analysis demonstrates that
under 80-bit security, this cryptosystem features a small key size and low im-
plementation complexity, and can resist recently proposed key recovery attacks
specifically targeting QC-MDPC and QC-LDPC schemes.
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Abstract: The McEliece public-key cryptosystem is a coding-theory-based
public-key cryptosystem whose security can be reduced to the general linear
code decoding problem, enabling resistance against quantum attacks. This
paper proposes an improved McEliece variant scheme based on quasi-cyclic
moderate-density parity-check (QC-MDPC) codes and quasi-cyclic low-density
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parity-check (QC-LDPC) codes. The main improvement combines the parity-
check matrices of QC-LDPC and QC-MDPC codes as the private key, applies
the concatenated codewords of both codes to the McEliece variant scheme, and
presents an improved decoding algorithm. Analysis demonstrates that under
80-bit security, the system achieves small key sizes and low implementation
complexity while resisting recently proposed key recovery attacks targeting QC-
MDPC and QC-LDPC schemes individually.

Keywords: QC-LDPC; QC-MDPC; McEliece PKC; bit-flipping decoding algo-

rithm
#+# 0 Introduction

With the rapid development of quantum computers in recent years, selecting
post-quantum secure encryption schemes has become crucial to avoid quantum
attacks. Public-key cryptosystems based on error-correcting codes represent
one of the primary candidates capable of resisting quantum computer attacks,
as their security can be reduced to the general linear code decoding problem,
offering excellent security properties. The classic McEliece and Niederreiter
schemes based on binary Goppa codes, while fast in implementation, suffer from
large key sizes. Many attempts to improve this drawback by using alternative
codes to achieve more compact key representations have been broken [1,2].

Currently, the most promising McEliece variants that maintain both security
and short key lengths employ QC-MDPC codes. Baldi et al. [3] first applied
QC-LDPC codes to the McEliece cryptosystem. These codes, lacking excessive
algebraic structure while possessing fast decoding algorithms, enabled the cryp-
tosystem to achieve both smaller public keys and corresponding security levels.
However, this approach was soon broken by Otmani et al. [4] using structural at-
tacks that exploited vulnerabilities in low-dimensional dual codes. Subsequently,
Baldi et al. [5] improved their previous QC-LDPC scheme to resist Otmani’ s
attacks.

In 2013, Misoczki et al. [6] proposed a McEliece public-key cryptosystem using
QC-MDPC codes, proving its resistance to known attacks on LDPC codes while
maintaining the short-key advantage of QC-LDPC codes. Nevertheless, in 2016,
Guo et al. [7] presented a key recovery attack on Misoczki’ s QC-MDPC scheme.
This attack exploited correlations between decoding error probabilities and the
key’ s distance spectrum through extensive experiments to recover the secret key.
In the same year, Shooshtari et al. [8] demonstrated that when the circulant
blocks in Baldi’ s improved QC-LDPC McEliece scheme had even sizes, the
system became vulnerable to information set decoding attacks. Later in 2017,
Fabsic et al. [9] applied Guo et al.’s attack methodology to this scheme, similarly
using extensive experiments to find dependencies between permutation matrices
and decoding error probabilities to recover keys.

To maintain the advantages of short keys and high transmission rates in
McEliece variants while resisting attacks targeting both QC-LDPC and QC-
MDPC variants, this paper designs a McEliece cryptosystem that combines
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two parity-check codes. The analysis shows that with appropriate parameters,
this scheme can resist Guo et al.” s key recovery attack while avoiding attacks
targeting QC-LDPC codes.

#+# 1 Preliminaries
##+# 1.1 Related Definitions

Definition 1 (LDPC Code). A codeword c is a low-density parity-check
code whose parity-check matrix H has low density, making it a sparse matrix
that can be represented by a Tanner graph (see Figure 1 [Figure 1: see original
paper]).

Definition 2 (MDPC Code). An MDPC code is a code with slightly higher
density than LDPC codes. An (n,r,w)-MDPC code is a linear code of length n
and codimension r whose parity-check matrix has constant row weight w. The
row and column density of MDPC parity-check matrices is higher than that
of LDPC codes. In practice, LDPC parity-check matrices typically have row
weights less than or equal to 10, while MDPC parity-check matrix row weights
range around O(y/n). For security parameters between 80 and 256 bits, MDPC
code parity-check matrices typically select row weights between 90 and 644.

Definition 3 (Quasi-Cyclic Code). For a linear code, if there exists a small
integer p (such as 2, 3, 4, etc.) such that every codeword in the set, when
cyclically shifted by p positions, generates another codeword in the set, then
the code is called a quasi-cyclic code.

Definition 4 (QC-LDPC/QC-MDPC Code). When an (n,r, w)-
LDPC/MDPC code is also quasi-cyclic, or when defined by a circulant block
parity-check matrix where H = [Hy, Hy, ..., H, _,], it is called a quasi-cyclic
low /medium density parity-check code, i.e., QC-LDPC/QC-MDPC code.

Definition 5 (Circulant Matrix). A matrix is called circulant if each row is
a successive cyclic shift of the first row.

Definition 6 (Matrix Density). The density of matrix H refers to the average

number of 1s per row in H, i.e., d,. = w.

Definition 7 (A-bit Security). Any attacker must expend computational cost
(number of elementary operations) 7' > 2* to successfully attack the system; or
any effective attack has success probability ¢ < 27*; or a combination of both
scenarios.

### 1.2 Traditional McEliece Cryptosystem

The McEliece cryptosystem [10], proposed in 1978, is a public-key cryptosystem
based on coding theory. The encryption and decryption processes use three
matrices: G, S, and P, where G is a k X n generator matrix of an [n, k] linear
code that can correct ¢ errors (McEliece proposed using binary Goppa codes);
S is a k x k random non-singular (invertible) matrix; and P is an n x n random
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permutation matrix. The public key is computed as G’ = SGP together with
the error-correcting capability ¢, while the private key consists of (G, S, P).

Encryption: For a plaintext m, randomly generate an error pattern e with
weight less than or equal to t. The ciphertext is ¢ = mG’ + e.

Decryption: Multiply both sides of the equation by P! to obtain cP ! =
mSG + eP . Use the fast decoding algorithm for Goppa codes to correct the
error pattern eP ! and compute mS, then recover m.

#4#4# 1.3 Tanner Graph Representation of LDPC/MDPC Codes

Both LDPC and MDPC codes can be represented by Tanner graphs for their
parity-check matrices. For example, the parity-check matrix of a (20,15,4)-
LDPC code is as follows:

1&0 0&0 0&1 0&0 0&1 0&0 0&0 1

0&1 0&0 0&1 0&0 0&0 1&0 0&0 1

0&0 1&0 0&0 1&0 0&1 0&1 0&0 0O

H | 0&0 0&1 0&0 1&0 0&0 0&0 1&0 1

(20,15,4) 7 1 0&0 0&0 1&0 0&1 0&0 0&1 0&1 0

1&1 1&1 1&0 0&0 0&0 0&0 0&0 0

0&0 0&0 0&1 1&1 1&1 0&0 0&0 0

0&0 0&0 0&0 0&0 0&0 1&1 1&1 1
In the Tanner graph representation, v; (where ¢ = 0,1,...,19) are variable
nodes (corresponding to row elements of the parity-check matrix), and ¢; (where
j=0,1,...,14) are check nodes (corresponding to columns of the parity-check

matrix). Each check node corresponds to a parity-check equation, as shown
on the right side of Figure 1 [Figure 1: see original paper|. Tanner graphs are
primarily used in iterative decoding algorithms.

The general decoding process of the bit-flipping (BF) iterative algorithm can be
summarized as follows:

a) Initialize decoding iteration count I = 0 and receive codeword r.

b) Compute the syndrome s = rH”. If s is all zeros, stop iteration and
output the codeword; if s # 0, proceed to the next step.

¢) For each variable node, check the number of unsatisfied parity-check equa-
tions connected to it.

d) If a variable node’ s count exceeds a specified threshold b, flip that bit.

e) Update the syndrome. Traverse and check the number of flipped variable
nodes connected to the j-th (j =0,1,...,7 — 1) check node, and update s.
If the number of flips is zero, update I = I + 1; otherwise, set I = 0.

f) Otherwise, determine if the iteration count I = I, If so, terminate

max"*

iteration and output decoding failure; otherwise, return to step b).

## 2 Improved Scheme Description
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We first establish the main notation used in the scheme, with additional symbols
defined as needed during the description. Let n denote the length of the con-
catenated code, n; and n, represent the lengths of QC-MDPC and QC-LDPC
codes respectively, and k, r, and w denote the information length, parity length,
and row weight of the parity-check matrix of the concatenated code, with R
representing the code rate.

The proposed scheme consists of three algorithms: key generation, encryption,
and decryption. The main improvement combines the parity-check matrices of
QC-LDPC and QC-MDPC codes as the private key, applies the concatenated
codewords of both codes to the McEliece variant scheme, and provides an im-
proved decoding algorithm. The parity-check matrix H is composed of H; and
H,, which can be transformed into systematic form. From this, we can deter-
mine two QC-MDPC and QC-LDPC codes with lengths n; and n, respectively,
which are concatenated into a new quasi-cyclic linear code of length n = n; +n,.

##4# 2.1 Key Generation

a) Randomly generate two vectors hy and h; with weights w, and w; respec-
tively, where wy + w; = w.

b) Use vector h, as the first row of parity-check matrix H;.

¢) The remaining r — 1 rows of H; are obtained by cyclically shifting each
block of the first row. Similarly, use h; as the first row of H,, with its
remaining r — 1 rows obtained by cyclic shifts, where H = [H; |H,].

From the obtained parity-check matrix H, left-multiplying by Q7! yields its
systematic form Hg,, = [I,|P], from which we can derive the corresponding
k x n generator matrix G. This can also be expressed as G = [G|G,], where
G, and G, are generator matrices capable of correcting ¢, and ¢, errors for
the two component codes respectively. Due to the random components in QC-

MDPC codes, there is no need to add scrambling and permutation matrices.

### 2.2 Encryption

a) Randomly generate an error pattern e € [} where the first n, portion has
weight at most ¢; and the second n, portion has weight at most ¢,.
b) Compute the ciphertext: ¢ = mG + e.

### 2.3 Decryption

This paper proposes an improved BF algorithm (new-BF) with the following
parameters: variable node count n, check node count r, counter value T} for
J=0,1,...,r — 1, threshold b, and flip count f;.

Input: Received vector r € [}, maximum iteration count I, parity-check
matrix H € F5*".

Output: Codeword c € [} such that cH" = 0; or decoding failure.

The algorithm proceeds as follows:
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a) Initialize iteration counter I = 0 and compute syndrome s = rH”.

b) For each check node j (j = 0,1,...,7—1), if s; # 0, increment the counters
T, for all variable nodes % connected to check node j.

¢) Check counters: if T; > b for variable node 4, flip the -th bit.

d) Update the syndrome. Traverse and check the number of flipped variable
nodes connected to the j-th (j =0,1,...,r — 1) check node, and update s.
If the number of flips is zero, increment I; otherwise, set I = 0.

e) Compute and check if all parity-check equations are satisfied. If not, return
to step b); if yes, end decoding.

Decryption: Using the improved BF algorithm to obtain c, after error correc-
tion, select the first k& bits to recover the plaintext m.

Solutions to several issues in the decoding process:

a) Threshold calculation/selection. The threshold directly impacts the
number of iterations. If too high, few errors are corrected per iteration; if
too low, more correct bits than error bits may be flipped. In Gallager’ s
original bit-flipping algorithm, the threshold b is precomputed before each
decoding iteration, with formulas ensuring certain decoding failure prob-
abilities. Based on Maurich et al.” s [17] test results for several decoding
schemes, this threshold calculation method is viable and is adopted in this
paper.

b) Iteration limit. Research [17] shows that bit-flipping decoding algo-
rithms stop after very few iterations, typically 3-5 on average, with fur-
ther iterations having minimal impact on success rates. Literature [6] also
recommends keeping iterations under 10, as excessive iterations may in-
crease decoding failure probability. Therefore, the iteration count is set
to a small integer within 10.

¢) Syndrome update. Instead of recalculating the syndrome by multiply-
ing the updated codeword with the transpose of the parity-check matrix,
this paper updates syndrome values by checking the number of flips of vari-
able nodes connected to each check node. The original scheme requires
(n—w)r operations per iteration for syndrome update, while the improved
approach requires only wr operations, representing a significant reduction.

## 3 Security Performance Analysis
### 3.1 Hard Problems

The security of the proposed McEliece variant relies on the coset weight problem
in general linear code decoding, which has been proven to be NP-complete [11]
and can resist quantum attacks.

Coset Weight Problem: Given a matrix H € F{*", an n-dimensional vector
s € [, and a positive integer ¢, find a vector e € [} with Hamming weight
wt(e) < t such that eH” = s, where H can be transformed into systematic
form.
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Additionally, the cryptosystem remains secure as long as the following two prob-
lems hold: (a) correcting ¢ errors in a quasi-cyclic linear code is hard; (b) deter-
mining whether a codeword generated by an r x n matrix has minimum distance
w is hard. These problems have been proven NP-hard in the non-cyclic case
[12], with their exact status in the cyclic case unknown. However, consensus
suggests that the cyclic property itself does not simplify these problems, similar
to lattice-based cryptography.

### 3.2 Related Attacks

Attacks on coding-theory-based public-key cryptosystems primarily fall into two
categories: structural attacks and decoding attacks. Structural attacks aim for
key recovery, directly recovering the private key from the public key, while
decoding attacks target message recovery, attempting to recover plaintext di-
rectly from ciphertext. Decoding attacks mainly involve information set decod-
ing, while structural attacks primarily consist of recently proposed key recovery
attacks on QC-MDPC and QC-LDPC schemes [7,9].

H#H### 3.2.1 Information Set Decoding Attack

Information set decoding attacks aim to find k non-error positions in the error
vector using the public key and intercepted ciphertext, such that the k£ x k
matrix formed by selecting the corresponding columns from the generator matrix
is invertible. Given the encryption process ¢ = mG’ + e, selecting k non-
error positions and corresponding columns yields an invertible G, ., allowing
recovery of plaintext m by multiplying both sides by G'~*.

The current best MMT algorithm [13] requires a work factor of O(20-9597)  with
complexity being an exponential function. Therefore, if code length n and
information length k are sufficiently large (e.g., selecting n = 12005), the attack
becomes infeasible.

H#H#H#+# 3.2.2 Key Recovery Attack

Key recovery attacks select special error patterns e (see Figure 2 [Figure 2: see
original paper]) for encryption and decoding tests. For QC-MDPC codes, Guo
et al. showed that recovering only the first half h; of the first row vector h of
parity-check matrix H suffices.

Direct application of this attack to the proposed scheme is infeasible for three
reasons:

a) The private key structure in this paper is shown in Figure 3 [Figure 3: see
original paper]. For syndrome calculation, only half of h participates—
specifically, the first row vector hy and a small portion of h; row vectors.
The adversary cannot determine the distribution and respective propor-
tions of the two parity-check matrices in the system to recover the key.

b) The inclusion of the QC-LDPC parity-check matrix in our scheme in-
creases the probability that s; = 0 due to its lower density compared
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to QC-MDPC, reducing the number of unsatisfied parity-check equations
and consequently decreasing decoding failure probability. Additionally,
literature [14] confirms that our decoding algorithm remains applicable
with relatively low complexity, reducing decoding error probability and
increasing attack complexity even in the worst-case QC-MDPC decoding
scenario.

¢) Guo et al.” s attack has inherent limitations: it lacks explicit numerical
relationships, relies heavily on sample experiments for computing the key’s
distance spectrum, and has unclear boundaries for distinguishing whether
h, exists in the distance spectrum.

For Fabsic et al.”s [9] reaction attack on QC-LDPC McEliece, the attack is infea-
sible for two reasons: first, it exploits correlations between sparse permutation
matrices P and soft-decision decoding error probabilities, but our scheme no
longer multiplies the generator matrix by scrambling and permutation matrices;
second, our codewords consist of QC-LDPC and QC-MDPC concatenation, and
the introduction of MDPC codes inherently increases attack complexity.

##H#H# 3.2.3 Other Attacks

For weak key attacks, Bardet et al. [15] proposed a method to find weak keys
in QC-MDPC-based public-key encryption schemes, but this attack cannot be
applied to our scheme because the QC-LDPC portion of the public key does not
satisfy their weak key conditions. For OTD attacks, which target S and P in
QC-LDPC schemes, our scheme is immune as it eliminates these matrices.

## 4 Parameter Selection and Implementation Efficiency Analysis
### 4.1 Parameter Selection

Parameter selection involves certain tradeoffs. For instance, increasing n en-
larges the public key and reduces computational efficiency, while decreasing n
increases decoding failure probability. The choice of r is typically a prime num-
ber, as this makes " 4+ 1 an irreducible polynomial, allowing efficient selection
of invertible elements in F,[z]/(z" + 1) with any odd-weight polynomial.

The selection of code length n and parity-check matrix row weight w affects
the error-correcting capability of iterative decoding algorithms. This capabil-
ity increases with larger n and decreases with larger w, resulting in QC-MDPC
schemes having lower error-correcting capability than QC-LDPC schemes. How-
ever, appropriate parameter selection [6] ensures QC-MDPC security. The
concatenation of both code types enhances error-correcting capability relative
to QC-MDPC alone while resisting attacks targeting single-code-type schemes,
achieving higher security.

Recommended parameters for QC-MDPC and QC-LDPC schemes are also the
most commonly used:

a) QC-MDPC codes: Literature [6] recommends parameters providing 80-
bit security with code length n = 9602 and information length & = 4801
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bits, which also yields the smallest public key size among alternatives.

b) QC-LDPC codes: Baldi et al. [5] improved and optimized parameters
from [3], achieving code rate R = 2/3 with code length n = 24576 and
information length k = 16384 bits.

Our parameter selection (see Table 1) constrains the concatenated code length
to maintain small public key sizes while preserving random distributions. We
select n; = 9604 and r = 4802 for QC-MDPC codes, maintaining security, and
ny = 12005 for QC-LDPC codes, ensuring 80-bit security. The concatenated
code achieves code rate R = 4/5 and w = 55, with increased code rate improving
spectral efficiency and performance.

Table 1: Parameter Selection

Parameter QC-MDPC QC-LDPC

n 9604 12005
r 4802 2401
w 90 99

t 84 95

### 4.2 Key Size and Complexity Analysis
#HH##H# 4.2.1 Key Size Analysis

The public key in our scheme is P € 5" ("=") " Since both components have cyclic

structure and can be transformed into systematic form, the public key size is
r X (n—7) bits. As shown in Table 2 , the public key size is significantly reduced
compared to Goppa-code and QC-LDPC-based McEliece schemes, and slightly
larger than QC-MDPC-based schemes while resisting key recovery attacks on
QC-MDPC.

Table 2: Comparison with Several Schemes

Public Key Information Encryption Decryption
Scheme (Bytes) Bits Operations Operations

McEliece
(origi-
nal)

QC-
LDPC
QC-
MDPC
This

work
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H#H#H#H# 4.2.2 Complexity Analysis

1) Key Generation: a) Unlike LDPC and original McEliece schemes, our
scheme eliminates encryption of the generator matrix, reducing at least k x n
operations. b) The generated parity-check matrices are circulant, requiring
consideration of only the first row vector followed by r—1 cyclic shifts, resulting
in low complexity. ¢) Computing P from H requires matrix inversion. Since H
is circulant, we can employ an efficient matrix inversion algorithm [16] to reduce
computational operations.

2) Encryption: Includes multiplication of the plaintext vector with the gener-
ator matrix and addition of the error pattern, with operation counts shown in
Table 2.

3) Decryption: Using the improved BF algorithm to obtain c, after error
correction, selecting the first k bits yields the plaintext. Decryption complexity
primarily involves the improved BF decoding algorithm, with operation counts
shown in Table 2.

## 5 Conclusion

This paper proposes an improved McEliece variant based on concatenated codes
defined by two parity-check matrices with different densities. Analysis shows
that the cyclic structure enables compact keys, the improved decoding algorithm
reduces computational complexity compared to the original, and the scheme
resists both information set decoding and key recovery attacks. Parity-check-
code-based cryptosystems are important post-quantum cryptography schemes,
and this variant proves feasible. Future work will focus on the efficiency and
security of bit-flipping decoding algorithms.
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