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Abstract
To address the issue where generalization incurs substantial information loss,
a limitation that becomes increasingly pronounced with growing data dimen-
sionality, we propose an anonymization algorithm based on local partitioning.
While ensuring k-anonymity and l-diversity, the data table is horizontally par-
titioned into multiple buckets based on sensitive attribute column value con-
straints and inter-record distances. Each bucket is then vertically divided into
several columns according to inter-attribute associations. Finally, data within
each column of the same bucket is randomly shuffled. Experimental results in-
dicate that for high-dimensional data processing, compared to the LGAA-CP
algorithm, the proposed algorithm reduces information loss by 47% to 183%
and improves association preservation rate by 24% to 118%. Compared to the
Slicing algorithm, the difference in information loss remains within 1.5%, while
the association preservation rate improves by 8.9% to 22.8%. Analysis demon-
strates that the algorithm effectively ensures both privacy protection capability
and data utility for high-dimensional data.
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Abstract: Generalization causes significant data information loss, a problem
that becomes more pronounced as data dimensionality increases. To address this
issue, we propose an anonymous algorithm based on local partitioning. While
ensuring k-anonymity and l-diversity, the algorithm first horizontally divides the
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data table into several buckets based on sensitive attribute column value con-
straints and inter-record distances. Each bucket is then vertically partitioned
into multiple columns based on relationships between attributes. Finally, data
within each column of the same bucket undergo random rearrangement. Ex-
perimental results demonstrate that when processing high-dimensional data,
compared with the LGAA-CP algorithm, the proposed algorithm reduces in-
formation loss by 47% to 183% and improves relationship retention rate by
24% to 118%. Compared with the Slicing algorithm, information loss differs
by within 1.5%, while association relationship retention rate improves by 8.9%
to 22.8%. Analysis shows that the algorithm effectively ensures both privacy
protection capability and data availability for high-dimensional data.

Keywords: privacy-preserving data publishing; k-anonymity; l-diversity; sen-
sitive attribute column value constraint

0 Introduction
With the widespread use of information technology and the growing popularity
of big data technology, data openness has become an inevitable trend. Since
data released by governments, departments, and enterprises contains substantial
privacy information, releasing data directly in its original form would inevitably
lead to privacy leakage [1]. In this context, privacy-preserving data publishing
(PPDP) has been proposed. Unlike traditional privacy protection methods that
use data encryption and access control to prevent unauthorized access, PPDP
aims to maintain the usability of published data while preventing data users from
identifying individuals corresponding to sensitive information, thereby achieving
privacy protection [2-3].

As a research hotspot in this field, numerous scholars have conducted extensive
research, proposing many data publishing models such as k-anonymity [4,5], l-
diversity [6,7], and t-closeness [8,9]. However, one problem with these studies is
that while they achieve privacy protection reasonably well, they suffer from large
information loss and low data availability. To address this issue, many schol-
ars have begun to consider data availability while achieving privacy protection.
In 2012, Xu et al. proposed the WAK-anonymity algorithm based on attribute
weights [10], which solved the problem of large information loss for important
data but increased information loss for other data, with significant loss of rela-
tionships between data. In 2012, Li et al. proposed a clustering-based algorithm
for protecting sensitive data attributes [11]. In 2016, Gong Qiyuan proposed
a semi-partitioning data anonymization algorithm for high-dimensional data
[12]. In 2017, Liao et al. proposed a classification anonymity algorithm based
on weighted attribute entropy [13]. These methods reduce information loss to
some extent, but the effects are not significant. In the same year, Jiang Huowen
proposed a greedy clustering anonymization method [14], achieving balanced
partitioning of equivalence classes and further improving data availability, but
still could not avoid the problem of large information loss for high-dimensional
data.
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To reduce information loss and improve data availability, new methods have
been proposed successively. In 2012, Li et al. [15] introduced the Slicing al-
gorithm concept based on random rearrangement technology, providing a so-
lution for reducing information loss and retaining useful relationships between
attributes. In 2013, Li et al. [16] proposed the Slicing algorithm, which uses
horizontal bucketing and vertical column partitioning to maintain relationships
between attributes to some extent while ensuring privacy protection. In 2014,
Yang et al. [17] proposed an overlapping partitioning anonymity algorithm based
on Slicing, which allows an attribute to be partitioned into multiple columns.
Its advantage is that relationships can be better preserved, but its disadvantage
is that privacy protection capability becomes insufficient when data dimension-
ality is very high. In 2015, Rohilla proposed the LDS algorithm [18], which only
solved the problem of continuous data discretization based on Slicing. In 2018,
Wang et al. proposed the T-Closeness Slicing algorithm for transaction data [19],
which makes published data satisfy the stricter T-Closeness model and improves
privacy protection capability, but reduces data availability. In 2016, Wang et
al. proposed a privacy data publishing method based on weighted Bayesian net-
works [20], which improved the accuracy of original privacy-published datasets
using differential privacy technology, but still had some shortcomings when
processing high-dimensional data. In summary, these methods struggle to si-
multaneously ensure good privacy protection capability and data availability.

Therefore, this paper proposes an ASG-LS (association set generating-local slic-
ing) anonymous algorithm based on local partitioning. First, based on the
generalization hierarchy lattice formed by generalization hierarchy tree transfor-
mation, we identify the sensitive attribute vertex set 𝑆𝑇 and the relationship
attribute vertex set 𝑅𝑇 that does not contain sensitive attributes. Then, accord-
ing to 𝑆𝑇 , we horizontally partition the data table 𝑇 into multiple buckets. Next,
based on 𝑅𝑇 , we vertically partition different attributes in the same bucket to
form columns. Finally, we rearrange the data in each column of the same bucket.
Thus, while achieving privacy protection, we ensure that the published data has
higher availability.

1 Theoretical Foundation for Anonymous Algorithms
Assume the data table 𝑇 to be published has already removed identifier at-
tributes such as name and ID number. The data table 𝑇 contains attributes
𝐴 = {𝐴1, 𝐴2, … , 𝐴𝑛}, where 𝐴𝑖(1 ≤ 𝑖 ≤ 𝑛) are quasi-identifier attributes and 𝑆
are sensitive attributes.

Definition 1 (Generalization Hierarchy Tree). If any parent-child nodes
in a tree satisfy the generalization relationship, the tree is called a generalization
hierarchy tree. In the generalization hierarchy tree of attribute 𝐴𝑖, the 𝑗-th node
at the 𝑘-th level is denoted as 𝑛𝑜𝑑𝑒𝑖𝑗𝑘, with value domain 𝐷(𝑛𝑜𝑑𝑒𝑖𝑗𝑘). The
symbol “<”represents the generalization relationship between attribute value
domains. If nodes 𝑛𝑜𝑑𝑒𝑖𝑗𝑘 and 𝑛𝑜𝑑𝑒𝑖𝑙𝑚 have a parent-child relationship, then
𝐷(𝑛𝑜𝑑𝑒𝑖𝑗𝑘) < 𝐷(𝑛𝑜𝑑𝑒𝑖𝑙𝑚) must hold. Additionally, when generally referring
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to a node in the generalization hierarchy tree of attribute 𝐴𝑖, it is denoted as
𝑛𝑜𝑑𝑒𝑖.

Definition 2 (Generalization Lattice). If any vertices connected by edges
in a graph satisfy the generalization relationship, and vertices are sets of nodes
from different attribute generalization hierarchy trees, the graph is called a gen-
eralization lattice. A generalization lattice formed by 𝑛 different attribute gen-
eralization hierarchy trees is denoted as 𝑔 = {𝑛𝑜𝑑𝑒1, 𝑛𝑜𝑑𝑒2, … , 𝑛𝑜𝑑𝑒𝑛}, where
any vertex 𝑣 in 𝑔 is a combination of nodes from these 𝑛 generalization hier-
archy trees. If two vertices contain node combinations where only one pair of
corresponding attribute nodes has a generalization relationship while the other
nodes are identical, then a directed edge is generated between the two vertices
based on the generalization relationship. Moreover, any vertex 𝑣 has exactly one
starting vertex 𝑣𝑠 and one ending vertex 𝑣𝑒 satisfying 𝑣𝑠 < 𝑣𝑒, with all other
nodes in the two vertices being identical.

Definition 3 (Sensitive Attribute Column Value Constraint). The con-
straint conditions followed when partitioning data table 𝑇 into buckets, specif-
ically including: (a) sensitive attribute columns should satisfy l-diversity; (b)
associations may exist between attributes within a sensitive attribute column,
but these attributes should not have associations with other attributes outside
the column.

Definition 4 (Bucket). A horizontal partition of data table 𝑇 based on sen-
sitive attribute column value constraints and distances between records. As-
suming a data table 𝑇 is partitioned into 𝑛 buckets {𝐵1, 𝐵2, … , 𝐵𝑛}, then
𝑇 = ⋃𝑛−1

𝑖=0 𝐵𝑖, and for all 𝑘, 𝑗, 𝐵𝑘 ∩ 𝐵𝑗 = ∅(0 ≤ 𝑘, 𝑗 ≤ 𝑛).
Definition 5 (Column). A bucket 𝐵 in data table 𝑇 can be vertically par-
titioned into 𝑚 columns based on relationships between attributes, denoted as
𝐶 = {𝐶1, 𝐶2, … , 𝐶𝑚}, where 𝐵 = ⋃𝑚−1

𝑖=0 𝐶𝑖, and for all 𝑗, 𝑘, 𝐶𝑗 ∩ 𝐶𝑘 = ∅(1 ≤
𝑗, 𝑘 ≤ 𝑚).
Definition 6 (Vertex Constraint). If attributes in record 𝑡 have correspond-
ing attribute nodes in vertex 𝑣, then the attribute values must be within the
value domain of their corresponding attribute nodes, 𝑡 ∈ 𝑇 .

Symbol Notation

Symbol Meaning
𝑇 Data table
𝑆𝑇 Vertex set containing sensitive attribute associations
𝑅𝑇 Vertex set not containing sensitive attribute associations
𝐹𝑇 Frequent generalization hierarchy tree set
𝑔 Generalization lattice
𝑛𝑜𝑑𝑒𝑖 Node in generalization hierarchy tree of attribute 𝐴𝑖
𝑣 Vertex in generalization lattice
𝐵 Bucket
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Symbol Meaning
𝐶 Column
𝑚𝑐 Maximum number of attribute columns in a column
𝑛𝑐 Minimum number of attribute columns in a column
𝑡 Record in data table
𝑝𝑖 𝑖-th categorical attribute of record 𝑡𝑝
𝑞𝑖 𝑖-th numerical attribute of record 𝑡𝑞
𝑐𝑜𝑛𝑓𝑇 ℎ Confidence threshold
𝑠𝑢𝑝𝑇 ℎ Support threshold

2 ASG-LS Anonymous Algorithm Based on Local Parti-
tioning
2.1 Algorithm Overview

To ensure privacy information is not leaked while improving the retention rate
of relationships between published data and thereby enhancing data availability,
we propose the ASG-LS anonymous algorithm based on local partitioning for
scenarios where relationships between attributes vary with value domains. The
algorithm sequentially calls the ASG algorithm and LS algorithm. The ASG
algorithm identifies multi-dimensional and multi-level relationships between at-
tribute value domains and saves vertices containing these relationships in de-
scending order of importance, storing vertices containing sensitive attributes in
the sensitive attribute association set 𝑆𝑇 and other vertices in the ordinary asso-
ciation set 𝑅𝑇 . The LS algorithm implements partitioning and anonymization of
the data table. Its basic idea is to horizontally divide the data table into several
buckets based on sensitive attribute value constraints and distances between
records, then vertically partition each bucket into multiple columns based on
relationships between attributes, and finally randomly rearrange data in each
column of the same bucket. This ensures that the published data maintains
higher utility value while achieving privacy protection.

2.2 Attribute Association Relationship Set Generation Algorithm
ASG

The ASG algorithm completes the preprocessing work for the LS algorithm, im-
plemented based on Apriori and hierarchical generalization trees. Its purpose is
to find multi-dimensional and multi-level relationships between attribute value
domains, save vertices containing these relationships in descending order of im-
portance, store vertices containing sensitive attributes in the sensitive attribute
association set 𝑆𝑇 , and other vertices in the ordinary association set 𝑅𝑇 . The
ASG algorithm is shown in Algorithm 1.

The algorithm’s main implementation process consists of four steps:

a) Generate Frequent Generalization Hierarchy Trees. Starting from
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leaf nodes and based on breadth-first search, traverse the generalization
hierarchy tree from left to right and bottom to top. Calculate each node’s
support based on the probability of its attribute value domain appearing
in the data table. If support ≥ 𝑠𝑢𝑝𝑇 ℎ, retain the node and mark directly
connected nodes; otherwise, delete the node and continue traversing con-
nected nodes. During traversal, if a node has already been marked, retain
it directly. Ultimately, all nodes in the generalization hierarchy tree have
support ≥ 𝑠𝑢𝑝𝑇 ℎ, forming frequent generalization hierarchy trees.

b) Convert Frequent Generalization Hierarchy Trees to General-
ization Lattices. Connect frequent generalization hierarchy trees to gen-
erate generalization lattices: select two frequent generalization hierarchy
trees of different attributes, connect them pairwise to generate general-
ization lattice 𝑔, whose vertices are combinations of nodes from the two
trees. If two vertices contain node combinations where only one pair of
corresponding attribute nodes has a generalization relationship while the
other nodes are identical, generate a directed edge based on the general-
ization relationship. Connect frequent generalization hierarchy trees with
frequent generalization lattices to produce generalization lattice 𝑔𝑖: if fre-
quent generalization lattice 𝑔 does not contain this frequent generalization
hierarchy tree, connect them and generate generalization lattice 𝑔𝑖 using
the above method; otherwise, do not connect.

c) Generate Sensitive and Non-sensitive Attribute Association
Sets. Starting from vertices with no incoming edges, based on breadth-
first search, traverse and calculate the support and confidence of each
vertex in generalization lattice 𝑔 from bottom to top by level. If both are
greater than or equal to the set thresholds, save the vertex and, based
on whether it contains sensitive attributes, save it to sensitive attribute
association set 𝑆𝑇 or non-sensitive attribute association set 𝑅𝑇 , then
mark directly connected vertices; otherwise, delete the vertex. During
traversal, if a vertex has already been marked, retain it directly. The
final association sets save vertices in the generalization lattice that have
relationships, relatively maximum vertex levels, and non-intersecting
value domains for corresponding nodes. All vertices in the generalization
lattice become frequent generalization lattices.

d) Implement Vertex Importance Sorting. To retain more useful re-
lationships, vertices in the subsequent LS algorithm are prioritized for
partitioning based on those containing important relationships. The im-
portance 𝑣𝑎𝑙𝑢𝑒(𝑣) of vertex 𝑣 is an indicator evaluating whether the re-
lationships between attributes contained in a vertex are important. It
is determined by the levels of all nodes contained in the vertex and the
vertex’s confidence. First, use formula (1) to calculate the normalized
level value of node 𝑖𝑛𝑜𝑑𝑒. Where 𝑙𝑒𝑣(𝑖𝑛𝑜𝑑𝑒) is the level of node 𝑖𝑛𝑜𝑑𝑒 in
the generalization hierarchy tree, and 𝑚𝑎𝑥𝑙𝑒𝑣 is the maximum level of the
generalization hierarchy tree.

chinarxiv.org/items/chinaxiv-201809.00134 Machine Translation

https://chinarxiv.org/items/chinaxiv-201809.00134


𝑙𝑒𝑣(𝑛𝑜𝑑𝑒) = 𝑙𝑒𝑣(𝑖𝑛𝑜𝑑𝑒) − 𝑙𝑒𝑣(𝑟𝑜𝑜𝑡)
𝑙𝑒𝑣(𝑚𝑎𝑥) − 𝑙𝑒𝑣(𝑟𝑜𝑜𝑡) (1)

Then, use formula (2) to calculate the importance 𝑣𝑎𝑙𝑢𝑒(𝑣) of vertex 𝑣.

𝑣𝑎𝑙𝑢𝑒(𝑣) =
𝑛

∑
𝑖=1

𝑤𝑖 ⋅ 𝑙𝑒𝑣(𝑛𝑜𝑑𝑒𝑖) + 𝑐𝑜𝑛𝑓(𝑣) (2)

Where 𝑤𝑖 represents the weight of attribute 𝐴𝑖 in data table 𝑇 , 𝑛 is the number
of nodes contained in vertex 𝑣, and 𝑐𝑜𝑛𝑓(𝑣) is the confidence of vertex 𝑣.

Algorithm 1 ASG Algorithm

Input: Data table T, attribute generalization hierarchy tree Set, confidence threshold confTh,
support threshold supTh, maximum attribute columns in a column mc, attribute weights w

Output: Sensitive attribute association vertex set S_T, non-sensitive attribute association vertex set R_T

1. Generate frequent generalization hierarchy tree set FT_Set from Set based on supTh
2. for each pair of frequent generalization hierarchy trees in FT_Set
3. Connect to generate generalization lattice g and add to generalization lattice set
4. for each generalization lattice g_i in the generalization lattice set
5. while there are vertices with no incoming edges
6. Enqueue vertices by level
7. while queue is not empty
8. Dequeue vertex v
9. if v is not marked
10. Calculate support and confidence of vertex v in generalization lattice g_i
11. if support � supTh and confidence � confTh
12. Save vertex v to S_T or R_T based on whether it contains sensitive attributes
13. Mark vertices directly connected to v
14. else
15. Delete vertex v, enqueue vertices directly connected to v
16. end if
17. else
18. Add generalization lattice g_i to frequent generalization lattice set
19. end if
20. end while
21. Connect each generalization lattice g_i in the set with each frequent generalization hierarchy tree in FT_Set,

add to new generalization lattice set
22. end for
23. Iterate step 3 until vertices in generalization lattice contain mc nodes
24. Calculate importance of each vertex based on attribute weights w
25. Sort vertices in S_T and R_T in descending order of importance
26. return S_T, R_T
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2.3 LS Algorithm Based on Local Partitioning

The LS algorithm implements data table anonymization based on Slicing con-
cepts and association relationship sets. Its basic idea is to first horizontally
partition the data table into multiple buckets, then vertically partition each
bucket into multiple columns. The result is that the same attribute may not
be in the same column across different buckets. This ensures both reduced
information loss and reduced loss of relationships between data.

The algorithm’s main implementation process consists of four steps:

a) Horizontal Partitioning into Buckets. To reduce data information
loss, the data table is partitioned into buckets. Each time, the vertex 𝑣
with the maximum importance value is taken from 𝑆𝑇 , then a record 𝑡 sat-
isfying the vertex 𝑣 value constraint is randomly selected from data table
𝑇 and added to bucket 𝐵. Subsequently, 𝑘 − 1 records satisfying sensitive
attribute column value constraints and nearest distance constraints are
selected from data table 𝑇 into bucket 𝐵.

To select records satisfying the nearest distance constraint, the distance between
any record in the data table and record 𝑡 must be calculated, measured by
the distance between attributes of the two records. Attribute distances are
divided into numerical attribute distances and categorical attribute distances.
The distance between the 𝑖-th numerical attribute of record 𝑡𝑝 and the 𝑖-th
numerical attribute of record 𝑡𝑞 is 𝑑𝑖𝑠𝑡𝑛𝑛(𝑡𝑝.𝐴𝑖, 𝑡𝑞.𝐴𝑖). The distance between
the 𝑖-th categorical attribute of record 𝑡𝑝 and the 𝑖-th categorical attribute of
record 𝑡𝑞 is 𝑑𝑖𝑠𝑡𝑐𝑐(𝑡𝑝.𝐴𝑖, 𝑡𝑞.𝐴𝑖).
The distance between numerical quasi-identifier attributes is calculated as fol-
lows, where 𝐷(𝑡𝑝.𝐴𝑖) represents the value of the 𝑖-th numerical quasi-identifier
of tuple 𝑡𝑝, |𝐷(𝑡𝑝.𝐴𝑖)−𝐷(𝑡𝑞.𝐴𝑖)| is the absolute difference between two attribute
values, 𝑚𝑎𝑥𝑖(𝑇 .𝐴) represents the maximum value of the 𝑖-th numerical identifier
in data table 𝑇 , and 𝑚𝑖𝑛𝑖(𝑇 .𝐴) represents the minimum value.

𝑑𝑖𝑠𝑡𝑛𝑛(𝑡𝑝.𝐴𝑖, 𝑡𝑞.𝐴𝑖) = |𝐷(𝑡𝑝.𝐴𝑖) − 𝐷(𝑡𝑞.𝐴𝑖)|
𝑚𝑎𝑥𝑖(𝑇 .𝐴) − 𝑚𝑖𝑛𝑖(𝑇 .𝐴) (3)

The distance calculation between categorical quasi-identifier attributes requires
introducing the generalization hierarchy tree as a measurement basis. First,
calculate the distance from the 𝑖-th categorical attribute 𝑐𝑝𝑖

of tuple 𝑡𝑝 and the
𝑖-th categorical attribute 𝑐𝑞𝑖

of tuple 𝑡𝑞 to their common minimum ancestor
node, denoted as 𝑙(𝑐𝑝𝑖

, 𝑐𝑞𝑖
). Then calculate the distances from 𝑐𝑝𝑖

and 𝑐𝑞𝑖
to the

root node 𝑙(𝑐𝑝𝑖
, 𝑟𝑜𝑜𝑡) and 𝑙(𝑐𝑞𝑖

, 𝑟𝑜𝑜𝑡). Finally, calculate the distance between
categorical quasi-identifier attributes using the following formula:

𝑑𝑖𝑠𝑡𝑐𝑐(𝑡𝑝.𝐴𝑖, 𝑡𝑞.𝐴𝑖) =
𝑙(𝑐𝑝𝑖

, 𝑐𝑞𝑖
)

𝑙(𝑐𝑝𝑖
, 𝑟𝑜𝑜𝑡) + 𝑙(𝑐𝑞𝑖

, 𝑟𝑜𝑜𝑡) (4)
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Assuming a record has 𝑑1 numerical quasi-identifiers and 𝑑2 categorical quasi-
identifiers, the distance between records is:

𝑑𝑖𝑠𝑡(𝑡𝑝, 𝑡𝑞) =
𝑑1

∑
𝑖=1

𝑑𝑖𝑠𝑡𝑛𝑛(𝑡𝑝.𝐴𝑖, 𝑡𝑞.𝐴𝑖) +
𝑑2

∑
𝑖=1

𝑑𝑖𝑠𝑡𝑐𝑐(𝑡𝑝.𝐴𝑖, 𝑡𝑞.𝐴𝑖) (5)

b) Column Partitioning. To reduce loss of relationships between data,
each bucket is vertically partitioned into multiple columns. The idea is
that for each bucket, attributes corresponding to the node set contained
in vertex 𝑣 with sensitive attributes are first partitioned into one column.
Then, each vertex 𝑣 in the non-sensitive attribute association set 𝑅𝑇 is tra-
versed to calculate the number of records in the bucket satisfying vertex
𝑣 constraints. After sorting vertices in 𝑅𝑇 in descending order of record
count, vertices are taken sequentially from front to back. For each vertex
𝑣, identify the attributes in the bucket corresponding to each node con-
tained in 𝑣, and remove attributes that have already been assigned. If the
number of remaining attributes is greater than or equal to the set mini-
mum number of attributes in a column, partition them into one column;
otherwise, abandon the partitioning. Finally, if the number of remaining
unpartitioned attribute columns in the bucket is greater than the maxi-
mum number of attributes in a column, uniformly partition the attributes
into columns; otherwise, directly use the remaining attributes as one col-
umn.

c) Data Rearrangement. Assuming attributes in a bucket are partitioned
into 𝑛 columns, randomly rearrange any 𝑛−1 columns in the bucket. After
rearrangement, if any record remains in its original position, randomly
swap it with other records in the bucket. Thus, the relationships between
highly associated attributes in the same column remain unchanged, while
relationships between different columns are disrupted, thereby preserving
relationships between highly associated attributes.

d) Column Generalization. To make data table 𝑇 satisfy k-anonymity,
check the probability of an attribute value appearing in data table 𝑇 within
a bucket. If below threshold 𝑝𝑡, generalize the column containing that
attribute. After column generalization, calculate the number of columns
where the number of distinct records equals 𝑘. If the number of such
columns is less than 2, generalize the entire bucket.

Algorithm 2 LS Algorithm

Input: Data table T, sensitive attribute association vertex set S_T, non-sensitive attribute
association vertex set R_T, k-anonymity parameter k, l-diversity parameter l,
maximum attributes in a column mc, minimum attributes in a column nc

Output: Anonymized data table T*

1. while T is not empty and there are unprocessed records in T
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2. Take vertex v from S_T in order from front to back
3. while number of records satisfying vertex v constraints > 0
4. Randomly take a record t from T satisfying vertex v constraints, add to bucket B
5. while number of records in bucket B < k
6. Take the record closest to t and satisfying sensitive attribute column value

constraints, add to bucket B
7. end while
8. Partition attributes corresponding to the node set contained in vertex v into one column
9. for each vertex v_i in R_T
10. Calculate number of records n_i in bucket B satisfying vertex v_i constraints
11. end for
12. Sort vertices in R_T in descending order of record count n_i
13. for each vertex v_i in R_T in order from front to back
14. Find attributes in bucket B corresponding to each node in v_i,

remove attributes already assigned to other columns
15. if remaining attribute columns > nc
16. Partition them into one column
17. else
18. Abandon this partitioning
19. end if
20. end for
21. if remaining unpartitioned attribute columns in bucket B > mc
22. Uniformly partition attributes into columns
23. else
24. Use remaining attributes directly as one column
25. end if
26. if bucket B is partitioned into n columns total
27. Randomly rearrange n-1 columns
28. end if
29. After rearrangement, if any record remains in original position,

randomly swap it with other records in bucket B
30. Check probability of attribute values in bucket B appearing in data table T
31. if probability below threshold p_t
32. Generalize the column containing that attribute
33. end if
34. After column generalization, calculate number of columns where distinct records = k
35. if number of columns < 2
36. Generalize entire bucket
37. end if
38. end while
39. end while
40. return T*

chinarxiv.org/items/chinaxiv-201809.00134 Machine Translation

https://chinarxiv.org/items/chinaxiv-201809.00134


2.4 Time Complexity Analysis

The ASG-LS anonymous algorithm consists of two sub-algorithms: ASG and
LS. The ASG algorithm generates frequent generalization hierarchy trees and
converts them to generalization lattices, both with time complexity 𝑂(𝑛2). The
other two steps also have time complexity 𝑂(𝑛2). Therefore, the time complexity
of sub-algorithm ASG is 𝑂(𝑛2). The time complexity of the LS algorithm only
relates to the number of vertices in 𝑆𝑇 , the number of vertices in 𝑅𝑇 , the k-
anonymity parameter 𝑘, and the number of records 𝑛 in table 𝑇 . The number of
vertices and 𝑘 value are much smaller than 𝑛, so the time complexity is 𝑂(𝑛2).
Thus, the total time complexity of the ASG-LS algorithm is 𝑂(𝑛2).

3 Experimental Analysis
3.1 Algorithm Comparison

We compare the proposed ASG-LS algorithm with two types of methods: gener-
alization and Slicing. Based on original patient diagnosis records from a hospital,
as shown in , we compare the three algorithms.

After processing the data in with generalization, the result is shown in . The
result satisfies 4-anonymity and 3-diversity, providing a certain level of privacy
protection for the published data table. However, excessive generalization leads
to excessive information loss and low data availability.

After processing with the Slicing algorithm, the result is shown in . The algo-
rithm partitions sensitive attributes and related attributes into one column and
other attributes into another column, achieving privacy protection through col-
umn data permutation. The result satisfies 3-diversity and 4-anonymity, achiev-
ing a certain level of privacy protection. Compared with generalization, Slicing
performs both horizontal and vertical partitioning, thereby improving data avail-
ability. However, its disadvantage is that relationships between attributes vary
with value domains, losing some associations between attributes.

After processing with our ASG-LS algorithm, the result is shown in . The entire
table is divided into two buckets, each partitioned into two columns. The results
clearly satisfy 4-anonymity and 3-diversity, meeting privacy protection require-
ments well. Unlike Slicing where the same attribute must be in the same column
across different buckets, ASG-LS uses local partitioning to assign the same at-
tribute to different columns in different buckets, preserving more relationships
between attributes and thus significantly improving data availability.

3.2 Experimental Analysis

We evaluate the performance of the ASG-LS algorithm from two aspects: in-
formation loss [13] and data availability. GAA-CP [14] is a generalization al-
gorithm with small information loss, representing excellent generalization algo-
rithms. However, GAA-CP only satisfies k-anonymity; for better comparison,
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we modify it to satisfy l-diversity, denoted as LGAA-CP. The 𝑘 value in the
Slicing [16] algorithm represents the minimum number of records in a bucket.

The experimental dataset comes from the Adult dataset, widely used in privacy
protection research. After removing records with missing attribute values, the
experiments were completed based on a dataset containing 30,162 tuples. The
experimental environment: Intel(R) CoreTM i5-2450M CPU @2.50GHz; 4.00
GB memory; LITEON T9 (256 GB) primary hard drive; Windows 10 Profes-
sional 64-bit operating system; MySQL database system; IntelliJ IDEA 2017.2.5
development environment; jdk8 runtime environment. The algorithm was im-
plemented in Java.

Information Loss Analysis To analyze how data information loss changes
with dataset dimensionality |𝑇𝑚|, anonymity parameter 𝑘 value, we conducted
two groups of experiments using ASG-LS, LGAA-CP, and Slicing algorithms.

Experiment 1: When data dimension |𝑇𝑚| is 5, 10, and 14 respectively, verify
the impact of anonymity parameter 𝑘 value changes on information loss. Results
are shown in Figure 1: see original paper(b)(c). Where maximum attributes in
a column 𝑚𝑐 = 4, minimum attributes in a column 𝑛𝑐 = 2, confidence threshold
𝑐𝑜𝑛𝑓𝑇 ℎ = 0.8, support threshold 𝑠𝑢𝑝𝑇 ℎ = 0.2, and l-diversity parameter 𝐿 = 3.

The experimental results show that when data dimension is the same, as 𝑘 value
increases, information loss increases for all three algorithms, but LGAA-CP’
s information loss increases significantly. Slicing and ASG-LS show minimal
information loss increase, and the two are basically consistent because both
perform local generalization.

Experiment 2: When anonymity parameter 𝑘 is 10, 15, and 20 respectively,
verify the impact of data dimension |𝑇𝑚| changes on information loss. Results
are shown in Figure 2: see original paper(b)(c). Where maximum attributes in
a column 𝑚𝑐 = 3, minimum attributes in a column 𝑛𝑐 = 2, confidence threshold
𝑐𝑜𝑛𝑓𝑇 ℎ = 0.8, support threshold 𝑠𝑢𝑝𝑇 ℎ = 0.2, and l-diversity parameter 𝐿 = 3.

The experimental results show that when anonymity parameter 𝑘 is the same, as
data dimension |𝑇𝑚| increases, information loss increases for all three algorithms.
However, LGAA-CP’s information loss increases significantly, with the fastest
growth when |𝑇𝑚| is between 5 and 8. Since both Slicing and ASG-LS perform
local generalization, their information loss is smaller and increases more slowly.

Association Relationship Retention Analysis Association relationship
retention rate 𝐴𝑅 is the ratio of association rules retained after data anonymiza-
tion to the number of association rules in original data, measuring the effec-
tiveness of anonymization methods in preserving useful relationships between
attributes. This paper uses Weka Apriori to mine association rules.

To analyze how association relationship retention rate changes with dataset
dimensionality |𝑇𝑚| and k-anonymity parameter 𝑘, we conducted two groups of
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experiments using ASG-LS, LGAA-CP, and Slicing algorithms.

Experiment 3: When data dimension |𝑇𝑚| is 5, 10, and 14 respectively, verify
the impact of anonymity parameter 𝑘 value changes on association relationship
retention rate. Results are shown in Figure 3: see original paper~(c). Where
maximum attributes in a column 𝑚𝑐 = 4, minimum attributes in a column
𝑛𝑐 = 2, confidence threshold 𝑐𝑜𝑛𝑓𝑇 ℎ = 0.8, support threshold 𝑠𝑢𝑝𝑇 ℎ = 0.2,
and l-diversity parameter 𝐿 = 3.

The experimental results show that when data dimension |𝑇𝑚| = 5, the three
algorithms have the same association relationship retention rate because when
dimension is small, original data has fewer association rules, and much data
already satisfies k-anonymity by its own characteristics, so algorithm depen-
dency is not strong. When data dimensions are 10 and 14, as 𝑘 value increases,
LGAA-CP’s association relationship retention rate decreases significantly, while
ASG-LS and Slicing show slight decreases, but ASG-LS always remains above
Slicing because both perform local generalization, and ASG-LS performs local
partitioning.

Experiment 4: When anonymity parameter 𝑘 is 10, 15, and 20 respectively,
verify the impact of data dimension |𝑇𝑚| changes on association relationship
retention rate. Results are shown in Figure 4: see original paper(b)(c). Where
maximum attributes in a column 𝑚𝑐 = 3, minimum attributes in a column
𝑛𝑐 = 2, confidence threshold 𝑐𝑜𝑛𝑓𝑇 ℎ = 0.8, support threshold 𝑠𝑢𝑝𝑇 ℎ = 0.2,
and l-diversity parameter 𝐿 = 3.

The experimental results show that all three algorithms experience rapid de-
creases in association relationship retention rate when data dimension |𝑇𝑚| is
between 5 and 8 because the number of association relationships in original
data increases significantly when dimension increases from 5 to 8. When data
dimension increases from 8 to 14, all three algorithms show gradual decreases in
association relationship retention rate, but ASG-LS’s retention rate is greater
than Slicing and LGAA-CP due to its small local generalization and local par-
titioning.

4 Conclusion
To ensure privacy information is not leaked while improving data availability
after anonymization, this paper proposes an anonymous algorithm based on
local partitioning. Building on Slicing concepts and ensuring k-anonymity and
l-diversity, the algorithm horizontally divides the data table into several buckets
based on sensitive attribute column value constraints and inter-record distances,
then vertically partitions each bucket into multiple columns based on relation-
ships between attributes, and finally randomly rearranges data in each column of
the same bucket. Experimental results demonstrate that the proposed method
has high rationality and effectiveness in reducing information loss and improving
association relationship retention rate.
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