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Abstract

In large-scale cloud storage systems, storage node failures caused by disk or net-
work faults occur frequently, necessitating data redundancy techniques to ensure
data reliability and availability. Currently, most research on erasure code-based
redundant data repair treats each storage node indiscriminately; however, in
practical distributed storage systems, nodes typically exhibit heterogeneity in
bandwidth resources, computational resources, storage capacity resources, and
other aspects, and such resource heterogeneity significantly impacts redundant
data repair performance. This work identifies the key factors affecting repair
performance, selecting bandwidth overhead, disk access overhead, repair time,
number of nodes participating in repair, and repair cost as evaluation metrics
for repair performance; analyzes how existing research methods reduce these
five types of overhead, with focused discussion on the advantages and disadvan-
tages of these methods; expounds upon the current research status of erasure
code repair techniques in heterogeneous distributed storage systems; and finally
points out some unresolved challenges in erasure code data repair technology
and potential future development directions for erasure code repair techniques.
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Abstract: In large-scale cloud storage systems, storage node failures due to disk
or network faults occur frequently, necessitating data redundancy techniques to
ensure data reliability and availability. Most existing research on erasure code-
based redundant data repair treats all storage nodes indiscriminately. However,
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in practical distributed storage systems, nodes typically exhibit heterogeneity
in bandwidth resources, computing resources, and storage capacity, which sig-
nificantly impacts redundant data recovery performance. This paper identifies
the key factors affecting repair performance and selects bandwidth overhead,
disk access overhead, repair time, the number of nodes participating in repair,
and repair cost as evaluation criteria for repair performance. It analyzes how
existing research methods reduce these five types of overhead, focusing on the
advantages and disadvantages of these methods. The paper also elaborates on
the current research status of erasure code repair technology in heterogeneous
distributed storage systems. Finally, it points out some unresolved challenges in
erasure code data repair technology and possible future development directions
for erasure code repair methods.

Keywords: storage systems; erasure code; heterogeneity; data recovery; per-
formance improvement

0 Introduction

As storage systems increase in scale and nodes become more diverse and com-
plex, node failures occur frequently. To combat data loss caused by node fail-
ures, distributed storage systems must maintain a certain amount of redundant
data to ensure reliability and availability. Two primary techniques generate
redundant data: replication and erasure codes. Replication technology stores
multiple copies of data across different nodes. When a storage node containing
a replica fails, the distributed storage system automatically switches service to
other replicas, achieving high reliability and availability. This approach does
not involve specialized encoding and reconstruction algorithms and offers good
fault tolerance, but its storage utilization is extremely low. As data continues
to grow, multi-replication technology introduces enormous storage overhead at
the PB level in data centers. For example, existing distributed storage systems
such as HDFS (Hadoop Distributed File System) and Ceph typically employ
triple replication, consuming three times the original file size in storage space.

In response to this situation, erasure code technology has been widely adopted
due to its low storage overhead advantage. Among these, RS (Reed-Solomon)
codes are currently the most widely used erasure code scheme. The encoding
process generates m parity blocks from k data blocks according to specific coding
rules. For these k+m encoded blocks, the coding property guarantees that the
original file can be reconstructed from any k encoded blocks. Taking RS(4,2)
coding as an example, the original file is divided into k=2 parts, and m=2 parity
blocks are generated according to RS coding rules, providing fault tolerance of
2. The data collector can reconstruct the original file by selecting any 2 nodes,
and this coding method only consumes 1.5 times the original file size in storage
space while providing the same fault tolerance as triple replication.

Although erasure code technology offers low storage overhead, it suffers from
high repair costs. When a node fails, the system must repair the data blocks
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on the failed node and place them on other normal nodes to maintain system
redundancy. Repairing a data block through replication simply copies the corre-
sponding data from other normal nodes, whereas erasure code methods require
downloading data blocks from multiple supplier nodes to repair lost data. This
results in high network bandwidth overhead and long repair times. In large-
scale cluster environments, disk, server, and network failures have become the
norm. Rashmi et al. monitored node failures in a Facebook data center clus-
ter using (10,4) RS erasure codes. The monitored cluster contained over 3,000
nodes, each storing 15 TB of data, for a total of 30 PB. According to their
monitoring results, in such a cluster, an average of more than 20 storage nodes
fail daily, with the number reaching as high as 100 in a single day. Under these
circumstances, to ensure high reliability and availability, storage systems must
perform frequent repair operations, increasing system pressure.

In response to the performance deficiencies of erasure code data repair, much
theoretical design and engineering implementation work has been done in homo-
geneous scenarios (treating each storage node indiscriminately), assuming con-
sistent bandwidth resources, computing resources, and storage capacity for each
node. Currently, there are a few research surveys on erasure code data repair
technology. Reference [8] mainly introduces the development status of typical
and common erasure code technologies. Reference [9] focuses on the latest re-
search progress in coding schemes, data repair, and data updates. Reference
[10] discusses key technologies for optimizing erasure code repair performance
in homogeneous environments from three aspects: computation, read/write,
and transmission. This paper focuses exclusively on the problem of optimiz-
ing erasure code data repair performance in heterogeneous distributed storage
systems. We believe that heterogeneous distributed storage systems affect era-
sure code data repair performance mainly in three aspects: bandwidth hetero-
geneity between storage nodes, computing capability heterogeneity of storage
nodes, and storage capacity heterogeneity of storage nodes. Therefore, this pa-
per categorizes data repair methods in heterogeneous environments into three
types: bandwidth-heterogeneity-oriented, computing-capability-heterogeneity-
oriented, and storage-capacity-heterogeneity-oriented repair methods. The pa-
per discusses existing erasure code data repair methods in terms of five metrics:
repair bandwidth overhead, disk access overhead, repair time, number of nodes
participating in repair, and repair cost. Finally, it points out possible future
research directions for erasure code data repair methods.

1.1 Basic Concepts

For ease of understanding, a server is often referred to as a node. The relevant
concepts appearing in this paper are explained as follows:

a) Data block: The smallest encoding unit formed by partitioning original
user data.

b) Parity block: The result obtained from encoding operations on original
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data blocks.

¢) Stripe: A redundant set composed of multiple data blocks and their
corresponding parity blocks. If a certain number of encoded blocks
are lost, they can be regenerated through operations on the remaining
encoded blocks in the stripe.

d) MDS codes: MDS (Maximum Distance Separable) codes are space-
optimal codes. An (n,k) MDS code can divide the original file into k
blocks and encode them into n encoded blocks, each of size 1/k of the
original file, where any k encoded blocks can reconstruct the original file.
This property is called the MDS property. Any code satisfying the MDS
property can be called an MDS code.

e) Supplier node: A node that participates in data repair. Supplier
nodes read local data and transmit it to other nodes via the network to
participate in data reconstruction.

f) Newcomer node: A node that reconstructs lost data. It needs to collect
required data from supplier nodes and compute the lost data.

g) Bottleneck bandwidth: The link with the smallest bandwidth in the
repair topology, which determines the time required for the repair process.

1.2 Factors Affecting Repair Performance

The data repair process generally consists of four steps:

a) Supplier nodes read required data from local disks.

b) To reduce data transmission volume, supplier nodes perform local random
linear combinations on the data to generate transmission data.

c¢) Supplier nodes transmit the transmission data through the network to the
newcomer node.

d) After receiving all data from supplier nodes, the newcomer node decodes and
recovers the lost data.

By analyzing the data repair process, in heterogeneous distributed storage sys-
tems, the main factors affecting erasure code data repair performance are three-
fold: bandwidth heterogeneity between storage nodes, computing capability het-
erogeneity of storage nodes, and storage capacity heterogeneity of storage nodes.
Data repair time is jointly affected by node read/write capability, computing ca-
pability, and transmission capability. Since most distributed systems are built
on inexpensive servers interconnected via networks, and both server nodes and
networks are unreliable, the CPU computing capability, disk performance, and
network card speed of server nodes can all become bottlenecks limiting repair
time.

Based on the above analysis, we believe that bandwidth heterogeneity, com-
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puting capability heterogeneity, and storage capacity heterogeneity between
storage nodes are the main factors affecting erasure code repair performance.
Therefore, existing data repair methods are categorized into bandwidth-
heterogeneity-oriented, = computing-capability-heterogeneity-oriented, and
storage-capacity-heterogeneity-oriented repair methods. Repair bandwidth
overhead, disk I/O overhead, number of nodes participating in repair, repair
time, and repair cost are selected as evaluation criteria for erasure code repair
performance.

2 Bandwidth-Heterogeneity-Oriented Repair Methods

Bandwidth heterogeneity refers to the fact that link bandwidth between storage
nodes is not always equal. Reference [11] points out that in practical distributed
storage systems, link bandwidth between storage nodes exhibits heterogeneity,
with some links having high bandwidth and others low bandwidth. Since each
supplier node transmits equal amounts of data to the newcomer node, when
the link bandwidth between each supplier node and the newcomer node dif-
fers, the time to complete one round of data repair is determined by the link
with the smallest bandwidth (data transmission between nodes can be paral-
lel). Therefore, a natural idea is to dynamically adjust the amount of data each
supplier node transmits to the newcomer node according to link bandwidth, al-
lowing high-bandwidth links to transmit more data and low-bandwidth links to
transmit less. Existing research work follows this approach to optimize data re-
pair performance. This section introduces three types of data repair strategies
under bandwidth heterogeneity, including elastic repair strategies under star
topology, repair strategies under tree topology, and XOR-based erasure code
repair technology, and analyzes the performance of these methods in terms of
repair bandwidth overhead, repair time, number of nodes participating in repair,
and repair cost.

2.1 Star Topology-based Elastic Repair Methods

Star Structure Based Serial Repair Strategy (SSR) [12] refers to the
situation where when multiple nodes fail simultaneously, the system repairs the
failed nodes serially, reconstructing multiple redundant data nodes to restore
the original redundancy level. When constructing each redundant data node,
the system builds a star structure centered on the newcomer node with supplier
nodes at the boundaries, where all supplier nodes directly transmit data to the
newcomer node. In this structure, the regeneration time is determined by the
slowest bandwidth link between the newcomer node and supplier nodes. Four
star topology-based repair methods are introduced below.

2.1.1 Maximum Elasticity Selection for Elastic Repair Elastic repair
dynamically determines the corresponding data transmission volume based on
available bandwidth size in each round of repair. Specifically, high-bandwidth
links transmit more data, while low-bandwidth links transmit less. Dimakis et
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al. [13,14] introduced a strong constraint in the regenerating code data repair
process: each supplier node transmits equal amounts of data to the newcomer
node for data repair, and the data collector (DC node) only connects to k nodes,
downloading data volume from each node. In this case, newcomer nodes or DC
nodes that could utilize more links can only use a portion of them, potentially
wasting some high-bandwidth link resources and possibly leading to inefficient
repair. Shah et al. [15] proposed an elastic repair strategy that allows supplier
nodes and DC nodes to fully utilize available link resources to transmit unequal
amounts of data to the newcomer node. Specifically, the DC node downloads
_ i data from nodes i=1,---)n, satisfying the condition that the total download
volume is not less than M (the size of the original file). Similarly, the newcomer
node downloads _ i data from supplier nodes i=1,---,n, satisfying the condition
that the total received volume is greater than or equal to a set parameter M,
which can be expressed by the following two inequalities:

kM) 1(nii) 0( ii()nii 1()max 0 ii,01nMiii ,01niii kMkM

When a single node fails, the newcomer node selects any k nodes and downloads

data volume from each, with repair bandwidth equal to the size of the original
file. This repair mode may not utilize some high-bandwidth links. Using an
elastic strategy, the newcomer node can download unequal amounts of data
from different nodes based on available bandwidth size to reduce regeneration
time.

2.1.2 Optimal Node Selection Repair Method Existing literature on re-
ducing regeneration time typically employs two approaches: one is reducing
data transmission volume, and the other is transforming the topology of the re-
generation process. However, reference [16] argues that different supplier nodes
participating in the data repair process also affect repair performance. There-
fore, for two scenarios: (a) supplier nodes are determined while the newcomer
node is undetermined, and (b) both supplier nodes and newcomer nodes are
undetermined, they propose FPSN and SPSN algorithms to select optimal sup-
plier nodes. The FPSN algorithm fixes d supplier nodes and selects an optimal
newcomer node to form a repair topology with maximum bottleneck bandwidth.
The SPSN algorithm traverses all link bandwidths to find the repair topology
with maximum minimum link bandwidth among all possible repair topologies
composed of d supplier nodes and one newcomer node. Additionally, the liter-
ature designs a FLEX algorithm to calculate the amount of data each supplier
node transmits to the newcomer node for the second scenario. Practice has
proven that using the node selection scheme proposed in the literature can re-
duce average repair time by 58.56%.

2.1.3 Trade-off between Download Cost and Repair Bandwidth in Dis-
tributed Storage Systems Due to bandwidth heterogeneity among different
types of storage nodes in distributed storage systems, the cost of downloading
a data block may vary when repairing failed data, i.e., download cost hetero-
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geneity. Akhlaghi et al. [17] assume that the system has two types of download
costs, C1 and C2, where nodes of the same download cost type form a group, and
nodes in different groups have different download costs. Using information flow
graphs, they propose Generalized Regenerating Codes (GRC) and theoretically
compare the repair cost and download cost of Generalized Minimum Storage Re-
generating codes (GMSR) and Minimum Storage Regenerating codes (MSR), as
well as Generalized Minimum Bandwidth Regenerating codes (GMBR) and Min-
imum Bandwidth Regenerating codes (MBR). Under certain specific conditions,
GRC codes are superior to RC codes. However, the literature only addresses
the trade-off relationship between download cost and repair bandwidth, without
providing a data repair scheme for heterogeneous download cost scenarios.

2.1.4 Low-cost Multi-node Failure Repair Method for Erasure Codes
The star topology-based repair methods introduced above only discuss single-
node failure repair problems, without mentioning multi-node failure repair is-
sues. In practical systems, multi-node failure situations occur frequently [18,19].
Zheng et al. [20] propose a low-cost multi-node failure repair method for era-
sure codes, which uses a serial repair approach to complete the repair of multiple
failed nodes sequentially, using network distance as the basis for node selection.
They argue that nodes with shorter network distances have higher bandwidth
between them, and vice versa. The specific repair process is as follows: assum-
ing r nodes fail, during repair operations, r newcomer nodes are first selected,
then k nodes are chosen from the n-r remaining nodes. These k nodes must
satisfy the condition that their total network distance to the r newcomer nodes
is the shortest. After determining the supplier nodes, one of these newcomer
nodes is selected as the central node, which communicates simultaneously with
both other newcomer nodes and supplier nodes. After determining the central
node, it receives data volume from each of the k supplier nodes. Supplier nodes
only need to transmit data once, and the central node can complete the con-
struction of r failed blocks, finally storing one corresponding data block locally
and sending the remaining r-1 data blocks to the other r-1 newcomer nodes
respectively. From this repair process, it can be analyzed that the selection of
the central node needs to consider both its network distance to supplier nodes
and to other newcomer nodes. This method of selecting supplier nodes and cen-
tral nodes based on network distance can improve available bandwidth between
nodes and reduce the burden of measuring available bandwidth between nodes
for the system. Additionally, using multi-threaded computation and pipelined
data transmission to organize data computation and transmission, and using a
central node-based data repair method to simultaneously repair multiple failed
data blocks, greatly reduces bandwidth overhead.

2.2 Tree Topology-based Repair Methods

The star topology-based repair method is relatively simple, but its disadvantage
is that the central node simultaneously bears computation and transmission
tasks. To improve data transmission efficiency, Li et al. [21,22] designed a
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new transmission topology—the tree topology—to replace the star topology used
in current repair processes, thereby improving data transmission speed during
data repair. To maximize network link resource utilization, they modeled the
link selection for tree topology as a bottleneck spanning tree problem in graph
theory and proposed corresponding optimal algorithms to solve it. They first
considered the case where the number of supplier nodes is k, i.e., typical MDS
codes. Subsequently, they continued to consider the tree repair problem for
MSR codes and building multiple trees in parallel to address situations where
bidirectional link bandwidths differ. The following three subsections introduce
the work of Li et al. and discuss the advantages and disadvantages of their work.

2.2.1 Regeneration Process for Symmetric Link Single Tree In sym-
metric networks, where uplink and downlink bandwidths between nodes are
equal, Li et al. constructed a regeneration process for symmetric link single trees.
They used Prim’ s algorithm to construct the optimal regeneration tree, with
each link transmitting data volume, and allowed intermediate nodes to perform
encoding on data blocks in advance. By establishing a tree-structured transmis-
sion path to increase bottleneck bandwidth, the goal of reducing repair time
overhead was achieved. The tree repair method proposed by Li et al. can well
adapt to scenarios with inconsistent available bandwidth in practical distributed
storage systems, greatly saving repair time for storage systems. However, Wang
et al. [23] discovered through experiments that the tree repair strategy for MSR,
codes proposed by Li et al. cannot well guarantee data integrity during repair.
Because simultaneously changing the repair topology structure and allowing in-
termediate nodes to encode leads to insufficient information transmitted during
repair operations to reconstruct the lost data. Therefore, Wang et al. analyzed
the information flow graph of tree repair, obtained the minimum amount of
information that needs to be transmitted on each edge during repair operations,
not only well compensating for the insufficient information problem in Li et al.”s
tree MSR codes but also proposing a new elastic repair strategy also applicable
to distributed storage systems with bandwidth heterogeneity.

2.2.2 Regeneration Process for Asymmetric Link Single Tree In asym-
metric networks, where uplink and downlink bandwidths between nodes are
inconsistent, Lee et al. [24] pointed out that only 21.49% of edges can be consid-
ered to have symmetric bidirectional links. If all links are treated as symmetric,
for example, the bottleneck bandwidth of the optimal regeneration tree in Fig-
ure 1Figure 1: see original paper is 30 Mbps. However, if links are treated
as asymmetric, as shown in Figure 1(b), the bottleneck bandwidth can only
reach 15 Mbps. Therefore, treating link bandwidth as asymmetric better re-
flects actual network conditions, and constructing optimal regeneration trees
in asymmetric networks can more truly improve bottleneck bandwidth. The
bottleneck bandwidth of the optimal regeneration tree in Figure 1(c) can reach
20 Mbps. The regeneration process for asymmetric link single trees is similar
to the repair process under symmetric links, and the problems existing in this
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method are similar to those under symmetric links.

2.2.3 Regeneration Process for Asymmetric Link Multi-tree Paral-
lel Transmission In asymmetric links, constructing multiple trees for paral-
lel transmission can further reduce regeneration time. Therefore, constructing
multiple regeneration trees can utilize more link bandwidth, reduce regenera-
tion time, and improve regeneration efficiency. For example, Figure 2Figure
2: see original paper shows a two-tree parallel regeneration process utilizing 5
links, which further reduces regeneration time compared to single-tree regener-
ation. Additionally, if edges in multiple regeneration trees are allowed to share
network links, for example, in Figure 2(b) where two trees each handle half of
the regeneration traffic, the bottleneck bandwidth can be increased to 30 Mbps.
Although multiple trees can fully utilize available bandwidth, similar problems
still exist.

2.2.4 Pipelined Repair Technology for Storage Systems Using Erasure
Codes Although using erasure codes to generate redundant data improves
storage efficiency, it has the disadvantage of high repair costs. Specifically, re-
pairing an unavailable encoded block requires reading multiple available encoded
blocks. Compared to normal reads, reading additional data blocks not only in-
creases read time but also consumes bandwidth resources of other foreground
servers. Therefore, in practice, erasure coding is mainly used for storing data
that does not need to be read frequently (cold data), while frequently accessed
data (hot data) is stored using replication. Replication only requires simply
reading the corresponding replica from other available nodes, maintaining effi-
cient access speed. To reduce erasure code repair time, many research efforts
have proposed new coding schemes or designed new repair methods. Although
these methods effectively reduce repair time, repair time remains higher than
normal read time.

Based on this, Li et al. [25] proposed a new pipelined repair technology that
can be applied in both homogeneous and heterogeneous environments. Their
approach transforms the repair process of a failed block into the repair process of
multiple slices. Specifically, the block is evenly divided into s slices of equal size.
For example, in a (14,10) RS coding system, setting a block size of 64 MiB, when
pipelining the repair of a failed block, the failed block is divided into 2,048 slices,
each 32 KiB in size, with the repair processes of each slice organized in a pipeline
manner. In homogeneous environments, using pipelined repair technology can
quickly solve the degraded read problem for a single block within a stripe, with
repair time being (s+1)/s time slots. From this expression, it can be seen
that as s increases, repair time approaches one time slot, meaning degraded
read time approaches normal read time. Moreover, pipelined repair technology
also solves repair problems across multiple stripes. When repairing blocks in
different stripes, the greedy scheduling method is used to add a timestamp
symbol to each node to track the most recent time it was selected as a supplier
node, aiming to balance the load of each supplier node. Figure 3[Figure 3: see
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original paper] shows the process of repairing one block in an RS(6,4) coding
system, where the failed block is divided into 6 slices denoted as S1,52,---,S6,
with every 3 slices forming a group, represented by Groupl and Group2. In
the process of repairing one data block, the first stage consumes 0.5 time slots,
and in the second stage, the last supplier node on each path simultaneously
transmits slices to the requester (R), also consuming 0.5 time slots.

In heterogeneous environments, where link bandwidth between each pair of
nodes differs, the literature proposes a weighted path optimal selection algorithm
for path selection. This algorithm can find the path with maximum bandwidth
in a very short time. For example, in a (14,10) MDS coding system, using
enumeration to search all paths to find the optimal path takes an average of 27
seconds, while the algorithm proposed in the literature only needs 0.9 seconds
to search for the optimal path.

2.2.5 Data Repair Method Based on Transmission Cost Heterogene-
ity Transmission cost refers to the cost of transmitting one element over a
single link between adjacent nodes, which is not always equal across different
links. Additionally, different types of network topology structures affect total
repair cost, thereby influencing repair scheme selection. Based on this, Akhlaghi
et al. [26] considered a relatively simple scenario, assuming the system has two
types of nodes, S1 and S2, each corresponding to different communication costs
C1 and C2. According to regenerating code requirements that a newcomer node
must connect to d supplier nodes during repair, assuming d1 nodes are selected
from the node set with communication cost C1, and d2 = d - d1 nodes are se-
lected from the node set with communication cost C2, the total repair cost CT
required to repair one newcomer node can be expressed as: CT = d1xClx +
d2xC2x . On this basis, they provide the trade-off relationship between repair
cost and repair bandwidth. The limitation of this method is that the system
only has two types of nodes with communication costs, whereas in actual sys-
tems, communication costs may be diverse. Additionally, it does not consider
the impact of network topology structure on the repair process. Li et al. con-
sidered the impact of network structure on the repair process and proposed an
optimal tree repair strategy for regenerating codes. Gerami et al. [27] consid-
ered four typical network models: serial networks, star networks, grids, and fully
connected networks, proposing a cooperative regeneration scheme for available
nodes (SNC) to reduce repair costs. They proposed joint and separate methods
to optimize repair costs. The main idea of the joint method is to construct
regenerating codes with minimum repair cost that satisfy MDS properties. The
separate method utilizes MDS properties, analyzes information flow graphs to
find feasible regions, and transforms the optimization of repair cost into a linear
programming problem. Using the SNC scheme to repair failed data can fully
utilize network topology structure to achieve the goal of reducing repair costs.
Their research limitation lies in using the same assumption as typical regenerat-
ing codes, i.e., the newcomer node downloads equal amounts of data from each
supplier node.
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2.3 XOR-based Erasure Code Repair Methods

The low network load data repair technology for XOR-based erasure codes [28]
was first proposed by Xiang Liping et al. to optimize the amount of data trans-
mitted during RDP code [29] repair. Khan et al. generalized it to apply to any
XOR-based erasure code [30]. Each data block in XOR-based erasure codes can
be viewed as composed of multiple data slices of equal size, where parity slices
in parity blocks are generated through XOR operations on certain data slices.
Three data repair technologies based on XOR operations are introduced below:
the EG algorithm repair strategy for improving degraded read performance, the
PHR algorithm repair strategy based on RAID-6 codes, and the data repair
technology based on download cost heterogeneity, with performance analysis.

2.3.1 EG Algorithm Repair Method for Improving Degraded Read
Performance There are two types of node failures: permanent failure and
temporary failure. Permanent failure refers to lost data on a node, while tem-
porary failure refers to data that is not lost but temporarily unreadable. For
the former, the system performs failure recovery; for the latter, the system per-
forms degraded reads. Degraded read operations must read both available and
unavailable data. When unavailable data needs to be read, the system must
perform corresponding data recovery operations. The encoding process using
erasure codes can be represented by matrices. When a single node fails, the en-
coded blocks stored on available nodes can still be represented by an encoding
submatrix, and the data recovery process involves computing the corresponding
decoding submatrix. Considering node bandwidth heterogeneity, Zhu et al. [31]
proposed the Enumerated Greedy algorithm (EG algorithm). The EG algorithm
traverses all possible combinations of d available nodes. Under each combina-
tion, there are C(d,k) CDREs (Candidate Decoding Recovery Equations). It
calculates the degraded read time for each CDRE and updates the degraded
read time to minimize the degraded read time for each block.

Assuming a (k,m,w) erasure code system with n (n=k+m) storage nodes, where
k represents the number of data nodes, m represents the number of parity nodes,
and w represents the number of encoded blocks in a stripe. If f nodes fail,
according to MDS properties, selecting any k nodes from n-f available nodes
yields C(n-f,k) decoding submatrices, so each data block has C(n-f,k) CDREs. If
there are 1 degraded read requests for 1 data blocks, then 1 CDRESs are needed to
regenerate | data blocks, making the solution space domain C(n-fk)"1. The EG
algorithm proposed in the literature can find the optimal degraded read sequence
within a reasonable time, with time complexity O(C(n-fk)). Compared to the
basic approach, the EG algorithm can reduce degraded read time by 32.70%.

2.3.2 PHR Algorithm Repair Method Based on RAID-6 Codes RAID
(Redundant Array of Independent Disks) coding, or redundant disk array tech-
nology, has become an important industry standard. Various RAID technolo-
gies based on replication and erasure coding provide higher reliability guaran-
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tees for massive data storage. This technology mainly uses striping technology
(parallel /O technology) and redundancy technology to enable parallel data ac-
cess and recovery in storage systems, thereby achieving high performance, high
reliability, and large capacity for disk storage systems. Initially, disk arrays
mainly included RAIDO to RAID5. As large-scale storage systems demanded
higher reliability, RAID-6 codes with fault tolerance of 2 were proposed, such
as EVENODD codes, RS codes, and RDP codes.

RAID-6 uses dedicated dual parity disks (P+Q), namely row parity disks and
diagonal parity disks. Elements in row parity disks are obtained through XOR
operations on data elements in the same row, while elements in diagonal parity
disks are obtained through XOR operations on all elements on the same diagonal.
Figure 4[Figure 4: see original paper] shows an RDP coding system with p=>5.
Assuming Disk0 fails, the total amount of data elements read varies depending
on the data recovery strategy adopted. Niu et al. [32] proposed a multi-stripe
repair strategy for RAID-6 coding systems. They divided the repair process
of a single stripe into three stages: data reading stage, data decoding stage,
and data writing stage, as shown in Figure 5[Figure 5: see original paper| for
the single-stripe repair process. Utilizing multi-threading technology proposed
by Holland et al. [33] and considering node heterogeneity, they proposed the
Parallel Heterogeneous Recovery (PHR) algorithm, which can return an optimal
repair sequence in a timely manner. When using the PHR algorithm to repair
failed data on a single stripe, the repair process is divided into three stages:
reading corresponding data elements or parity elements from available disks
according to the repair sequence returned by the PHR algorithm; decoding the
read elements to obtain lost elements; and writing the decoded elements to
other disks. These three stages proceed sequentially. Since repair processes
for different stripes are independent, the PHR algorithm can be parallelized
when repairing failed data on multiple stripes to further reduce regeneration
time. Figure 6[Figure 6: see original paper] describes the multi-stripe repair
process, where Ri, Di, Wi represent the read stage, decode stage, and write
stage on stripe i, respectively. For the read stage on stripe i, the number of disks
equals the number of threads, with each thread b independently performing read
operations, while in the decode stage, the number of threads depends on CPU
speed.

Compared to the enumeration method for searching optimal repair sequences,
the PHR algorithm is more efficient. For example, when p=23, the enumera-
tion method takes 17 seconds to search for the optimal algorithm, while the
PHR algorithm only needs 3 seconds. When repairing multiple stripes, parallel
execution of the PHR algorithm further reduces repair time.

2.3.3 Data Repair Technology Based on Download Cost Heterogeneity
Transmission cost refers to the cost of transmitting one element over a link, and
bandwidth resources differ between nodes, resulting in different transmission
costs. Based on this, Zhu et al. [34] linked transmission cost with bandwidth
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resources, defining total repair cost as C_total = X_{ik} w_i x y_1i, where
node k fails, w_ i represents the cost of reading one element from node i, and
y_i represents reading y_i elements from node i. They proposed Cost-based
Heterogeneous Recovery (CHR). The CHR algorithm enumerates all possible
minimum-read recovery sequences, calculates the total repair cost of these se-
quences, and returns the recovery sequence corresponding to the minimum total
repair cost. The CHR algorithm groups opposite or reverse minimum-read re-
covery sequences as one optimal recovery sequence, thereby reducing traversal
space and computational overhead.

Figure 7[Figure 7: see original paper| shows an RDP coding system in a hetero-
geneous environment with p=7, where the bandwidth of each node is as shown.
Assuming the cost of reading one element is 1 and node 0 fails, using tradi-
tional repair methods to repair node 0, the Proxy reads 6 elements from each
of the first 6 nodes, with total download cost 6x6=36; using the hybrid repair
method to repair node 0 yields one optimal repair sequence {1110000}, where
the Proxy reads 4 elements from nodes 3, 4, and 7, 4 elements from nodes 2 and
5, and 5 elements from nodes 1 and 6, with total download cost 4x3 + 4x2 +
5x2 = 30; using the CHR algorithm to search yields one optimal recovery se-
quence {1010100}, with elements transmitted from each node as shown in Figure
8[Figure 8: see original paper|, where the Proxy reads 3 elements from nodes 1,
6, and 7, 5 elements from nodes 2 and 5, and 4 elements from nodes 3 and 4,
with total cost 3x3 4+ 5x2 4+ 4x2 = 27. This method reduces download cost
by 40.91% compared to traditional repair methods and by 25.89% compared to
hybrid repair methods.

3 Computation Capability Heterogeneity-oriented Repair
Methods

In distributed storage systems, each storage node has different data processing
speeds due to various factors, which we call node computing capability hetero-
geneity. During data repair, non-leaf nodes need to read local data, combine
it with received data for encoding, and transmit the encoded results to their
parent node. The processing speed of operations such as reading local data
and encoding operations is limited by the node’ s own processing speed. There-
fore, computing capability heterogeneity is reflected in node encoding time; the
stronger the node’ s computing capability, the faster the data processing speed.
Henry’ s survey [35] shows that disk I/O has become a bottleneck for storage
nodes reading and writing local data, so the impact of node computing capabil-
ity heterogeneity on data repair cannot be ignored. However, few studies have
addressed this issue. Only one literature on node computing capability hetero-
geneity is introduced below: the node selection scheme for distributed storage
regenerating code data repair, and its performance is discussed in terms of repair
bandwidth overhead, repair time overhead, and number of nodes participating
in repair.
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3.1 Node Selection Scheme for Distributed Storage Regenerating
Code Data Repair

Li et al. considered the impact of heterogeneous bandwidth resources on the
repair process, assuming nodes transmit data in parallel in a pipelined manner
during repair, ignoring data processing time at nodes, and proposed a tree re-
pair strategy to increase bottleneck bandwidth and reduce repair time. However,
in practical distributed storage systems, node processing time has a significant
impact on the repair process. Merely increasing bottleneck bandwidth without
considering node processing time may not reduce repair time. Qi et al. [36] si-
multaneously considered the impact of node computing capability heterogeneity
and bandwidth resource heterogeneity on the data repair process, establishing
star and tree repair topologies. For the supplier node selection problem, they
proposed the S-SPA-C algorithm and T-SPA-C algorithm to solve it.

For star topology repair structures, supplier nodes directly transmit data to the
newcomer node, which encodes the received data and saves it. Therefore, the
entire repair time is constrained by the node with the longest delay among all
supplier nodes. Repair time can be expressed as T = max_{i B} {T_i"c +
T_i o}, where T_i ¢ represents the processing delay of node i, and T_i"o rep-
resents the transmission time from node i to the newcomer node (transmission
delay). The approach to constructing a star repair structure is to determine
supplier nodes based on the sum of node computing delay and transmission de-
lay. The basic approach calculates the computing capability c of all n-1 nodes
(excluding the failed node), combines it with transmission volume, calculates
the transmission delay from these nodes to the newcomer node, and obtains the
sum of processing time T i~ ¢ and corresponding transmission delay T_i"o for
n-1 nodes to transmit data to the newcomer node. T is sorted in ascending
order, and nodes numbered 1,2,---.d are selected as supplier nodes. Taking Fig-
ure 9[Figure 9: see original paper| as an example, there are 4 supplier nodes
P1,P2,P3,P4 and one newcomer node PO, where the data in circles represents
node processing time, and data on edges represents transmission delay between
nodes. Assuming the newcomer node connects to 3 nodes to repair failed data,
the S-SPA-C algorithm determines P1,P3,P4 as supplier nodes, with the repair
process shown in Figure 10[Figure 10: see original paper], where this round of
repair time is 7.4t.

For tree topology repair structures, leaf nodes transmit data to their parent
nodes, non-leaf nodes receive data from their child nodes, combine it with their
own encoded blocks for encoding, and transmit the results upward to their par-
ent nodes, K EEERT R GFHETS) , the root node receives all data, encodes and
generates new encoded blocks, and saves them. The approach to constructing a
tree repair structure is to use the minimum spanning tree principle to determine
supplier nodes. First, the time required for each node to transmit data to the
newcomer node through different links is calculated one by one, then sorted in
ascending order to determine the path for each node to transmit data to the
newcomer node, ultimately determining the repair structure. Still taking Fig-
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ure 9[Figure 9: see original paper| as an example, assuming 3 nodes are selected
as supplier nodes, the T-SPA-C algorithm selects P1,P3,P4 as supplier nodes,
where P3 chooses the path P3—P2—P0 to transmit to PO. The repair process is
shown in Figure 11[Figure 11: see original paper|, where repair time is reduced
from the original total time of 5.9t to 5.4t.

This supplier node selection scheme can accelerate the repair speed of failed
data to a certain extent, reduce the time of the entire data repair process, and
improve the performance of the entire storage network.

4 Storage Heterogeneity-oriented Repair Methods

Storage capacity heterogeneity refers to the fact that the amount of data stored
on each storage node is not always equal. Current research on node storage
capacity mainly focuses on examining how variations in node storage capac-
ity affect the probability of users successfully decoding the original file, such
as in references [37-48]. Leong et al. [44] first studied how to distribute files
across storage nodes to maximize the probability of users successfully obtain-
ing the file. Li et al. [39] designed a data distribution method for scenarios
where each node in a distributed storage system is successfully accessed with
different probabilities, aiming to improve the probability of users successfully
obtaining the file. They proposed a hierarchical uniform distribution method,
which achieves better performance compared to completely non-uniform data
distribution methods [37]. Li et al. [49] considered node storage performance
heterogeneity and proposed a data placement method for cloud file systems
based on erasure codes, achieving system load balancing and improving data
write and repair speeds based on real-time node load conditions. However, they
did not further study the impact of storage heterogeneity on erasure code data
repair performance. Currently, few studies have discussed the impact of node
storage capacity variations on erasure code data repair. Only one storage ca-
pacity heterogeneity-based data repair technology is introduced below, and its
performance in terms of repair bandwidth overhead is analyzed. Additionally,
several papers on storage capacity variations are introduced.

Reference [50] describes a storage system where there exists a super node with
larger storage capacity, reliability, and availability than other nodes. This lit-
erature proposes three storage allocation schemes for (k+2,k) MDS codes and
(k4+2,k) non-MDS codes, where the super node stores 1 blocks and other nodes
store 2 blocks each, with different storage contents under each scheme. Under
each storage scheme, the literature considers all possible node failure scenar-
ios, describes the repair process for each failure scenario, and finally analyzes
data reliability under the three storage schemes. From the perspectives of re-
pair bandwidth and data reliability, repairing a single failed node achieves the
minimum bandwidth of M/k, while repairing two nodes only requires 2M/k.
Compared to traditional allocation methods (where all nodes have the same
storage capacity), the data reliability is improved by 10%.
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Reference [13] obtained the trade-off relationship between storage capacity and
repair bandwidth by analyzing information flow graphs. They proved that if the
minimum cut (min-cut) in the information flow graph is greater than the size of
the original file, there exists a linear code that allows each DC node to recover
the original file. If random linear coding is used in a sufficiently large finite field,
DC nodes can recover the original file with probability approaching 1. Figure
12[Figure 12: see original paper| shows the trade-off curve between storage and
bandwidth overhead for parameters n=10, k=5, d=9. The curve indicates that
the larger the storage capacity per node, the smaller the bandwidth overhead
for repairing a single failed node. Codes satisfying this trade-off relationship are
called regenerating codes. The two extreme points on the curve correspond to
two special types of codes: Minimum Storage Regenerating codes (MSR codes)
and Minimum Bandwidth Regenerating codes (MBR codes), corresponding to
different ( , ) values:

_ MSR = M/k, _MSR = Mxd/(kx(d-k+1))
_ MBR = 2Mxd/(kx(2d-k+1)), _ MBR = 2Mxd/(kx (2d-k+1))

Dimakis et al. derived the theoretical bound between node storage and repair
bandwidth under the single-node repair model. For multi-node repair models,
Shum et al. [51] proposed a model where newcomer nodes cooperate with each
other and provided the theoretical bound for storage and bandwidth under this
model. Zhang et al. [52] proposed a model where newcomer nodes no longer
transmit data to each other, reducing design and computational complexity
compared to cooperative repair and better meeting actual system needs. Wang
et al. [53] used the cut principle to find the minimum cut for this new repair
model and used linear programming to provide the theoretical bound for storage
and bandwidth, with a simpler process. On this basis, they provided encoding
construction methods for some special parameters. Li et al. [54] proposed a new
scheme called Cache Size Adaptive Determination (CAROM) for data storage
costs and bandwidth costs. This scheme combines traditional cache-based meth-
ods and erasure code methods to improve system repair efficiency. To achieve
balance between cache size and its benefits, they proposed an elastic method
based on the convex function characteristics of total cost to achieve elastic selec-
tion of cache size. The CAROM scheme reduces storage costs and bandwidth
costs by 60% and 43% respectively compared to replication and erasure code
strategies, offering both low bandwidth cost and low storage cost.

Reference [55] considered a relatively simple scenario, assuming the system has
two types of nodes, S1 and S2, each corresponding to different storage costs C1
and C2, with storage capacities 1 and 2 respectively. Assuming there are nl
nodes with storage cost C1 and n2 nodes with storage cost C2, the total storage
cost Cs can be expressed as: Cs = n1xClx 1 + n2xC2x 2. During repair of
failed data, the newcomer node connects to any d supplier nodes, downloading

data volume from each node, and repair bandwidth can be expressed as: =
dx . On this basis, they provide the trade-off relationship between storage cost
and repair bandwidth. The limitation of this method is that the system only
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has two types of nodes with storage costs, whereas in actual systems, storage
costs may be diverse.

Figure 13[Figure 13: see original paper| shows an information flow graph based
on MDS codes. The figure displays a distributed storage system with parameters
n=4, k=2, d=3, where the storage cost of the first two nodes is 1 with storage
capacity 1, and the storage cost of the last two nodes is 2 with storage capacity
2. Assuming V2_in—V2_out is a failed storage node and Vin—Vout is a newly
added storage node (newcomer). To complete data repair, the newly added
storage node needs to read data volume from each of the other d remaining
storage nodes, i.e., the regeneration traffic marked in the figure.

Reference [56] generalized the optimization of storage cost to more general sce-
narios. They assumed that storage node v has storage capacity _ v (v=1,2,
,n) and storage cost s_v (v=1,2,...,n). The average cost of storing one block
(system cost) can be expressed as: C_s =% _{v=1}"ns_v x _v, subject to
¥ {v=1}"n _v B. They also considered the impact of communication cost
on data repair, proposing a method to construct IFR codes and optimizing IFR
codes to optimize data allocation. They proposed a non-uniform distribution
method, which achieves better performance compared to completely uniform dis-
tribution methods [57]. The limitation of this method is that the constructed
IFR coding system does not satisfy MDS properties. The MDS property in era-
sure codes is a desirable property that ensures users can recover the original file
with maximum probability. If the system uses IFR codes to generate redundant
data, DC nodes can only recover the original file through specified node sets
and cannot satisfy the property of recovering from any k nodes.

Figure 14[Figure 14: see original paper] shows examples of constructing FR and
IFR codes, both with parameters n=4, k=2, d=2. If MDS-FR codes are used,
assuming the original file M=4, after (6,4) MDS encoding, 6 encoded blocks
F1,F2,--- F6 are generated and allocated to 6 nodes. In this 6-node ring, the
encoded blocks on edges between adjacent nodes represent the common blocks
stored by these two nodes, and the numbers on edges represent the communi-
cation costs between adjacent nodes. As shown in Figure 14(a), each node has
storage capacity 2. Node 1 stores F1 and F6, node 2 stores F1 and F2, node 3
stores F2 and F3, node 4 stores F3 and F4, node 5 stores F4 and F5, and node
6 stores F5 and F6, with total storage cost 34. Any node failure can be repaired
by connecting to its two adjacent nodes, with total repair cost 36. If MDS-TFR,
codes are used, assuming the original file M=4, after (7,4) MDS encoding, 7
encoded blocks F1,F2--- F7 are generated, with each node’ s storage capacity as
shown in Figure 14(b). The total storage cost is 33, and total repair cost is 22.
It can be seen that the latter allocation method achieves better performance,
but the limitation is that it requires higher storage costs than triple replication
to provide very low repair costs.
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5 Discussion

To comprehensively compare existing erasure code repair performance, Table 1
compares the data repair performance of 6 typical erasure codes using space uti-
lization rate, single-block repair cost, and total repair cost as evaluation criteria.
For comparison, the table includes common triple replication technology.

Table 1. Comparison of Data Repair Performance Among Several
Typical Erasure Codes and Multi-replication Technology

Erasure Code Space Utilization Single-block Repair Total Repair

Type Rate Cost Cost
RS(14,10) 71.4% 10M 10M
Traditional

MDS code

LRCs(10,2,4) 62.5% 5M 6M
SHEC(10,6,5) 58.8% 6M 6M
(9,5,8)-MSR 55.6% 5M 5M
(14,10,13)- 50.0% 5M 5M
MBR

(14,10)- 71.4% ™ ™
Hitchhiker

Triple 33.3% 1M 1M
Replication

As shown in Table 1, no single coding scheme can well satisfy all three metrics.
Traditional MDS code RS(14,10) has the highest space utilization rate, but its
single-block repair cost and total repair cost are also the largest, even several
times higher than other types of erasure codes. Compared to traditional MDS
codes, group codes LRCs(10,2,4) and SHEC(10,6,5) can significantly reduce
single-block repair cost and total repair cost at the expense of relatively small
additional storage space overhead. Regenerating code (14,10,13)-MBR achieves
good performance in both single-block repair cost and total repair cost, but
regenerating codes have significantly lower storage space utilization than other
categories of erasure codes, with a maximum storage space utilization of only
about 50%. Therefore, regenerating codes are more suitable for systems with
high network bandwidth costs and storage costs.

Most erasure code data repair schemes optimize repair bandwidth, repair time,
disk access, number of nodes participating in repair, and repair cost based on
fixed parameters (n,k) and (,). These research works cover functional repair
and exact repair of erasure codes but do not consider the impact of system
bandwidth resources, computing resources, and storage resources on data repair.
However, the reality is that in large-scale data centers, equipment replacement
and hardware failures not only cause data loss but also lead to hardware dif-
ferences among storage nodes in data centers, such as differences in available
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bandwidth, computing capability, and storage capacity between storage nodes.
Therefore, studying and optimizing the redundant data repair performance of
distributed storage coding in heterogeneous environments has important theo-
retical significance and practical value.

Currently, most research on storage coding in distributed storage systems con-
siders homogeneous environments (treating each storage node indiscriminately),
assuming consistent bandwidth resources, computing resources, and storage re-
sources among nodes in the distributed system. However, the actual situation is
that geographical differences and disk performance variations lead to hardware
differences among nodes. Even the few research works on erasure code data re-
pair in heterogeneous environments focus on the impact of bandwidth resource
heterogeneity on erasure code data repair, rarely considering the impact of node
computing capability and storage capacity heterogeneity on erasure code data
repair. Additionally, current erasure code data repair technology has signifi-
cant defects in bandwidth overhead and time overhead, making it difficult to
achieve ideal states for all these objectives simultaneously. Therefore, hetero-
geneous distributed systems become very meaningful in practical deployment,
but research on data repair technology for heterogeneous distributed systems
remains theoretical, with practical applications still being a blank slate. In the
future, we will apply some repair methods from optimization theory and some
properties from graph theory to actual distributed systems and study repair
performance gain issues after coding in some special scenarios. How to design
erasure code data repair technology that is excellent in all aspects remains a
long-term challenge for future research.

6 Conclusion

This paper analyzes the factors affecting erasure code data repair and discusses
methods for optimizing erasure code repair performance from three aspects:
bandwidth resources, computing resources, and storage capacity resources.
Most existing repair methods do not consider the heterogeneity of bandwidth
resources, computing resources, and storage capacity resources among storage
nodes. The challenges facing erasure code data repair technology are mainly
manifested in three aspects: computation, read/write, and transmission.
Among them, SIMD technology can perform the same operation on multiple
data units simultaneously, accelerating encoding computation speed based on
finite field operations. Adjusting computation order and avoiding repeated
calculations can effectively reduce computation £ to address computational
challenges. By reasonably selecting stripes for repair, the data required for
repair can have more overlaps, allowing read data blocks to be used for repairing
multiple data blocks. Additionally, without reducing the total amount of data
read, introducing more disks into the data repair process can reduce the
read volume on individual disks to address read/write challenges. Through
reasonable coding design, regenerating codes and various other derivative codes
can improve data repair performance in terms of bandwidth overhead and
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supplier node overhead. Some codes [58-74] support exact repair, making it
possible for systematic codes (codes where encoded blocks contain original
data) to be applied in distributed systems, providing a technical foundation for
improving data access performance to address coding challenges.
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