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Abstract

The increase in network data volume leads to increased computational and time
complexity. To improve the detection accuracy and speed of network intrusion
detection, a novel intrusion detection method designated as RICSA-KELM is
proposed. First, the ReliefF filtering technique is employed to eliminate irrele-
vant features and noise, thereby reducing feature dimensionality. Subsequently,
a wrapper-based approach utilizing an Improved Crow Search Algorithm (ICSA)
is implemented for optimal feature subset selection, concurrently achieving pa-
rameter optimization for the Kernel Extreme Learning Machine (KELM) clas-
sifier. The designed linear weighted objective function maximizes classification
accuracy while simultaneously minimizing the false alarm rate and the number
of selected features. Furthermore, a multi-threaded parallel computing method
based on a multi-core platform is introduced to further optimize the model’s com-
putational approach and improve computational efficiency. The performance of
RICSA-KELM is empirically evaluated and analyzed using the KDD99 and
UNSW-NB15 benchmark datasets. Experimental results demonstrate that the
proposed model outperforms SVM, ELM, KNN, and other comparative meth-
ods, exhibiting high detection accuracy, rapid detection efficiency, and low false
alarm rate, thereby establishing itself as an effective network intrusion detection
method.
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Abstract

The increasing volume of network data has led to higher computational and time
complexity. To improve the detection accuracy and speed of network intrusion
detection, this paper proposes a novel intrusion detection method called RICSA-
KELM. First, the ReliefF filter method is employed to remove irrelevant features
and noise, thereby reducing feature dimensionality. Then, a wrapper method
based on an improved crow search algorithm (ICSA) is used for optimal feature
subset selection while simultaneously optimizing the parameters of the kernel
extreme learning machine (KELM) classifier. The designed linear-weighted ob-
jective function considers maximum classification accuracy while minimizing the
false alarm rate and feature subset size. Additionally, a multi-threaded parallel
computing method based on a multi-core platform is proposed to further opti-
mize the model’ s computational approach and improve efficiency. Experiments
using the KDD99 and UNSW-NB15 benchmark datasets were conducted to test
and analyze the performance of RICSA-KELM. The results demonstrate that
the proposed model outperforms SVM, ELM, KNN, and other methods, achiev-
ing high detection accuracy, fast detection efficiency, and low false alarm rates,
making it an effective network intrusion detection method.

Keywords: crow search algorithm; intrusion detection; parallel computing;
kernel extreme learning machine; ReliefF

0 Introduction

With the growing popularity of Internet technology, network attack methods
have become increasingly diversified, and both the number and severity of at-
tacks continue to rise. Traditional security measures such as firewalls and data
encryption can no longer meet modern cybersecurity requirements. As an active
defense technology, network intrusion detection can collect and analyze system
security data from networks, extract various behavior patterns and characteris-
tics, and provide real-time security protection with timely alerts, making it a
research hotspot in the information security field.

Intrusion detection typically includes misuse detection and anomaly detection.
The former achieves high detection rates but cannot identify novel attack vari-
ants, while the latter can discover new intrusion behaviors. Consequently, cur-
rent research primarily focuses on anomaly-based intrusion detection. In pattern
recognition, network intrusion detection is essentially a multi-classification prob-
lem comprising two main components: feature selection and classifier design. In
recent years, with the rapid development of artificial intelligence technology, an
increasing number of researchers have attempted to apply Al techniques to net-
work intrusion detection. For instance, in 2016, Bamakan et al. improved the
time-varying chaotic particle swarm optimization (PSO) algorithm and com-
bined it with multi-criteria linear programming (MCLP) and support vector
machine (SVM) for intrusion detection research, validating the method’ s ef-
fectiveness on the KDD dataset. In the same year, Li Cong et al. proposed a
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network intrusion detection algorithm called FAST-ABQGSA-SVM that inte-
grates FAST feature selection with an adaptive binary quantum gravitational
search algorithm. In 2017, Hua Huiyou et al. proposed a Cluster-KNN algo-
rithm that fuses K-means and KNN for network intrusion detection, combining
clustering and classification for offline preprocessing and online classification
phases, demonstrating advantages in accuracy, false alarm rate, and miss rate
compared to other methods in the field. Also in 2017, Akashdeep et al. pro-
posed an intrusion detection system based on information gain (IG) for feature
ranking combined with an artificial neural network (ANN) classifier, achieving
excellent results on the KDD-99 dataset. Wang et al. proposed an intrusion de-
tection framework based on enhanced features and SVM, transforming original
features into a higher-quality feature space through density ratio, resulting in
more robust performance on the KDD dataset. Raman et al. proposed using a
hypergraph genetic algorithm (GA) to simultaneously optimize SVM parame-
ters and feature selection for intrusion detection, obtaining good results on the
KDD dataset. Aburomman et al. designed a weighted SVM multiclass classi-
fier based on differential evolution for intrusion detection, achieving excellent
classification results on the NSL-KDD dataset. In 2018, Hajisalem et al. pro-
posed a hybrid classification method combining artificial bee colony (ABC) and
artificial fish swarm (AFS) for intrusion detection research, achieving high accu-
racy and low false alarm rates on both KDD and UNSW-NB15 datasets. Chiba
et al. proposed an optimized BPNN method for anomaly intrusion detection
research, also achieving good results.

From these studies, we can observe that network intrusion detection models and
methods based on artificial intelligence technology have received widespread at-
tention. Among them, SVM and neural network-based models are most com-
monly used and have achieved good results. However, four main problems
remain:

a) For neural network methods, weight parameter optimization typically re-
lies on gradient descent-based approaches, which easily fall into local min-
ima, require long training times, and need multiple iterations to converge,
resulting in slow learning speeds. For SVM models, the selection of kernel
functions and parameters has a significant and direct impact on intru-
sion detection results, yet there are no unified standards or theoretical
guidelines for parameter selection. Most researchers currently use swarm
intelligence algorithms for iterative parameter optimization, but the search
process is prone to falling into local optima and failing to find the global
optimum.

b) Feature selection and classifier optimization are equally important but are
usually performed independently, with previous work rarely considering
the correlation between them.

c¢) Although SVM methods can handle binary classification problems effec-
tively, they cannot be directly applied to multi-class problems like intru-
sion detection and require complex “one-vs-one” or “one-vs-many” con-
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structions.

d) Most existing methods are based on serial execution, resulting in low com-
putational efficiency and failing to consider further improvements in net-
work intrusion detection efficiency under parallel conditions.

Based on the above analysis, to overcome these shortcomings and further im-
prove detection accuracy and efficiency—while considering that feature selection
and classifier optimization are correlated and have equally important impacts on
detection precision—we propose the RICSA-KELM model for network intrusion
detection. The model employs a hybrid feature selection method combining filter
and wrapper approaches. First, ReliefF is used for feature dimensionality reduc-
tion to remove irrelevant features and noise. Then, an improved crow search
algorithm (ICSA) is proposed to simultaneously achieve optimal feature subset
selection and classifier parameter optimization. Continuous and discrete ICSA
algorithms are integrated into the model, with the continuous version automat-
ically adjusting KELM parameters and the discrete version selecting optimal
feature subsets. Chaotic operations are introduced to increase population diver-
sity and better balance global and local search. OpenMP-based multi-threaded
parallel methods on multi-core platforms are used to improve ICSA algorithm
performance, fully utilizing CPU resources to enhance algorithm performance
and further improve computational efficiency.

1 ReliefF Algorithm

The ReliefF algorithm, proposed by Konomenko et al. as an extension of the Re-
lief algorithm, is a filter-based feature selection method applicable to multi-class
problems. It evaluates feature relevance and redundancy by calculating nearest
neighbor samples within the same class and across different classes. The algo-
rithm randomly selects a sample subset p from the original dataset, then chooses
s nearest neighbor samples from the same class as p and s nearest neighbor sam-
ples from different classes, computing and updating feature weight values. This
process repeats until the relevance between features and class labels is obtained
for all samples. Features are then sorted in descending order according to their
weight values, and a subset is selected based on a given threshold—features with
weights above the threshold form the new feature subset, while those below are
removed.

The ReliefF algorithm implementation is as follows:
Input: p sample instances and their corresponding feature attributes.
Output: Feature weight vector w.

a) Initialize w = 0.

b) Select one sample from p and choose s nearest neighbor samples from both
the same class and different classes, then calculate feature weight values.
The weight calculation formula is:
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where m is the number of sample samplings; the diff function calculates the
distance between two sample instances regarding feature I; M j(C’) is the j-th
nearest neighbor sample from a different class; and class(p;) is the class label of

sample p,.

ReliefF offers advantages including easy extensibility, strong effectiveness, good
stability, and high computational efficiency. It can quickly process large amounts
of data and noisy data, making it an excellent filtering evaluation algorithm.
Since the feature evaluation process in ReliefF considers correlations between
features, it can effectively remove irrelevant features.

2 Improved Crow Search Algorithm (ICSA)

The Crow Search Algorithm (CSA), proposed by Askarzadeh in 2016, is a novel
swarm intelligence optimization algorithm that simulates the intelligent foraging
behavior of crows in nature. CSA is simple to implement, robust, and involves
few parameters that require tuning, making it suitable for network optimization
and other application domains. Crows are highly intelligent social birds that
typically hide surplus food after finding it; the hiding location is called a memory
value. When needed, they can retrieve the food and can also track other crows
to steal their food. The tracked crows can protect their food with a certain
awareness probability (AP).

2.1 Continuous CSA Algorithm

When solving optimization problems, assume N crows are randomly distributed
in an n-dimensional search space. x; ; = [z}, 27, ..., 2}4] (i = 1,2,...,N; t =
1,2, ..., Maxiter) represents the position of the i-th crow at iteration t. M, ;
denotes the memory value of crow ¢ at iteration ¢, representing its optimal
position. AP, ; represents the awareness probability of crow ¢ at iteration ¢,
and fl; , denotes its flight length. The algorithm initializes control parameters
including population size M, awareness probability AP, flight length fI, and
maximum iterations Maxiter.

Traditional CSA randomly initializes positions using the formula:
Tit = rand - (‘Tmax - mmin) + Timin

where , ; is the randomly generated position of a crow; z,,, and z,,;, are the
maximum and minimum values of z; and rand is a random number in [0,1].
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However, random initialization cannot guarantee individual quality, as some
solutions may be far from the optimal position. Good initial populations facil-
itate solution efficiency and quality, while poor initialization affects efficiency
and increases uncertainty. An effective initialization ensures faster algorithm
convergence. This paper addresses this issue by using chaotic mapping for crow
position initialization. Chaotic motion is a seemingly random behavior that
naturally emerges in deterministic nonlinear systems, possessing both determin-
istic and stochastic properties. This nonlinear system characteristic enables
algorithms to escape local optima while searching for global optimal solutions.
Therefore, we adopt the Logistic chaotic mapping function for crow position
initialization:

Xn+1:MXn(1_Xn)a /’66[074]aXn€(0a1)

where parameter p controls the degree of chaos.

During iteration ¢, crow ¢ randomly selects another crow j to track and steal
food from. The algorithm includes both global and local search components,
dynamically balanced through the awareness probability AP. When a randomly
generated number is greater than or equal to crow j s awareness probability
AP, crow j detects crow i and leads it to a random position. Conversely, when
the random number is less than AP, crow j remains unaware and crow i moves
toward crow j s optimal position. Since position updates affect both the opti-
mal solution and convergence speed, we introduce chaotic algorithms to further
optimize the crow search position update. The position update expression is:

iy = T twg fly - (my,—ax;,) ifr, > AP,
il = .
i tw, fligy o (w—x,,) ifr, <AP,

where w; represents the chaotic mapping value at generation 7; w, represents the
chaotic mapping value at generation z; AP, , is crow j' s awareness probability at
generation t; and r; and r; are uniformly distributed random numbers in [0,1].

Equation (4) shows that the hybrid function further balances global and local
search through more flexible dynamic perturbation. In early stages, larger w;
values ensure global search dominates, improving population diversity. In later
stages, smaller w; values increase local search weight, accelerating convergence.

When crow 7 s position changes, the memory value is updated as follows:

‘ _ J %t if fz;41) > fF(M;,)
it M;,  otherwise

where M, ; represents the crow’s memory value and f(M, ;) represents its fitness
value.
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2.2 Discrete CSA Algorithm

To more effectively handle practical problems, Sayed et al. proposed a discrete
CSA algorithm for feature selection. Each dimension of the population individ-
ual and the optimal position is either 0 or 1, introducing a mapping function
S(x) to convert continuous space values to discrete space [0,1]:

B 1
T l4e®

S(x)

[Figure 1: see original paper] illustrates the overall flow of the ICSA algorithm.

3 RICSA-KELM Model

This chapter details the RICSA-KELM classification model. The model first
uses the ReliefF filtering method to remove irrelevant features and noise. Then,
under a parallel environment, it adaptively determines KELM parameters and
identifies the most discriminative feature subset, employing the ICSA algorithm
to simultaneously perform parameter optimization and feature selection. In the
proposed RICSA-KELM model, the fitness function is designed by consider-
ing three sub-objectives: the ACC value obtained by the KELM model, the
false alarm rate, and the size of the feature subset. The overall model flow is
shown in [Figure 2: see original paper|. Below, we describe the serial algorithm
followed by the parallel implementation. Note that this stage assumes ReliefF-
based filtering has already been applied to the original sample set for feature
dimensionality reduction, removing irrelevant features and noise.

3.1 Serial Model

The RICSA-KELM model operates in three phases: Phase 1 uses the ICSA
algorithm to iteratively search for the optimal feature set and KELM parameter
combination; Phase 2 trains the RICSA-KELM classifier on different training
datasets using the optimal feature set and parameters from Phase 1; Phase
3 tests the trained classifier on the test dataset. The linear-weighted multi-
objective function simultaneously considers classification accuracy (ACC), false
alarm rate, and feature count. The main steps are:

a) Encode solutions with length n+2 dimensions, where the first n dimensions
consist of binary values (1 indicates the feature is selected, 0 indicates
it is not), and the last two dimensions represent the continuous values
of KELM parameters C' and . The solution encoding format is X =
[0,1,...,1,0,C,~].

b) Initialize the population and set relevant parameters including population
size, maximum iterations, awareness probability AP, and flight length fi.

¢) Train on KELM using the feature set and parameters decoded from the
initialized individuals.

chinarxiv.org/items/chinaxiv-201808.00078 Machine Translation


https://chinarxiv.org/items/chinaxiv-201808.00078

ChinaRxiv [$X]

d) Higher ACC, lower false alarm rate, and smaller feature subset yield higher
fitness values. Therefore, a linear-weighted multi-objective function is
designed as follows:

1 K
fi= 74 ;accuracyi = ACC

3

F=p-fi+n-fo+to-fs

where f; represents the ACC value obtained from K-fold cross-validation; f,

incorporates FA (false alarm rate); f; involves feature values where m is the

feature count and n is the total number of features. In F, u, 1, and o are
constants representing the weights for KELM accuracy, false alarm rate, and
selected feature subset, respectively, with p + n+ o = 1. These weights can be
adjusted to appropriate values depending on each sub-objective’s contribution to
the evaluation result. Since classification performance depends more on accuracy
and false alarm rate, experimental trials set u, 1, and o to 0.5, 0.3, and 0.2,
respectively.

e) Increment iteration count: ¢ = ¢ + 1.

f) Update population individuals’ positions and memory values using equa-
tions (4) and (5).

g) Use the updated solutions from step f) to decode feature sets and pa-
rameters, train on KELM, and calculate individual fitness values using
equations (7)-(10).

h) Record the current population’ s best solution. If the current fitness value
exceeds the stored best fitness value, update it; otherwise, retain the stored
value.

i) If the maximum population size is reached, proceed to step j); otherwise,
return to step f).

j) Compare the current fitness value with the global best fitness value. If
the current value is greater, update the global best; otherwise, retain the
historical best.

k) If the maximum iteration count is reached, proceed to step 1); otherwise,
return to step e) to continue iterative optimization.
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1) Output the global optimal solution and decode it to obtain the optimal
feature subset and parameter combination (C, 7).

m) Train the optimal classifier model on KELM using the optimal feature
subset and parameter combination with the training set.

n) Test on the test set and obtain final classification results.

3.2 Parallel Model

For many complex optimization problems, the ICSA algorithm requires numer-
ous updates to guarantee finding the optimal solution. The initial solution gener-
ation, fitness calculation, and memory value update in ICSA are time-consuming
but independent operations, giving the algorithm natural parallelism. To fully
exploit this parallelism and improve efficiency, we propose implementing the par-
allel model using OpenMP on multi-core processors. The multi-core platform
framework consists of three layers:

a) ICSA-KELM Model Layer: Composed of a series of population individuals,
the parallel algorithm controls the entire CSA iteration process, with each
individual participating independently in the computation.

b) OpenMP Platform Layer: Ensures synchronization of the parallel algo-
rithm and establishes communication with the operating system. The
core component is a scheduler that provides job scheduling and allocation
to the OS.

¢) Multi-core Processor Layer: Jobs are system-called through OpenMP at
this layer.

The pseudo-code for parallel RICSA-KELM is as follows:

Initialize model parameters
Train KELM
Calculate the fitness
while i < max_{iteration}
for each particle
Update position
Update memory
Train KELM
Calculate the fitness
Calculate fitness_{best}
Calculate memory_{best}
end for
Calculate fitness_{global}
Calculate memory_{global}
i=1+1
end while
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4 Experiments
4.1 Data Description and Processing

The experiments utilize the KDD99 and UNSW-NB15 datasets, which are
widely used in network intrusion detection research. KDD99 is the most
classic dataset, with many intrusion detection methods benchmarked against it.
UNSW-NB15 was created in 2015 by the Australian Centre for Cyber Security
(ACCS) research group. Dataset information is shown in and . Due to space
limitations, detailed feature descriptions for UNSW-NB15 are not provided.

To reduce differences in feature magnitudes, data normalization is applied to
preprocess the datasets, mapping all feature values to [0,1] to avoid interference
from large-scale data on small-scale data and ensure result validity:

Li = Lmin

max — Lmin

where z;, and z,,,, are the minimum and maximum values in the dataset. Ad-
ditionally, to avoid overfitting and underfitting and ensure convincing results,
a double cross-validation method is employed: inner 10-fold cross-validation de-
termines the optimal feature subset and parameters, while outer 5-fold cross-
validation evaluates KELM classification performance. Since a single cross-
validation run cannot guarantee fairness due to random data partitioning, mul-
tiple runs are conducted.

4.2 Experimental Settings

The proposed RICSA-KELM algorithm was implemented in MATLAB 2014b
using the ELM toolbox. The hardware platform features an Intel quad-core
processor at 3.2 GHz, 16 GB RAM, and 64-bit Windows 8. For fair com-
parison, ICSA-KELM model settings match those of PSO-SVM. The search
ranges for KELM and SVM parameters C and « are C € {2719 ... 2%} and
ye {2715 ... 25

Detailed parameter settings for RICSA-KELM model training and algorithm
comparison are as follows: initial particle positions and velocities are random
numbers in [0,1], population size is 20, and maximum iterations is 100.

4.3 Experimental Results and Analysis

To validate the proposed model’s effectiveness, we first compare the classification
performance of RICSA-KELM with three other models (KELM, SVM, LSSVM)
on both datasets, as shown in and . The RICSA-KELM model uses ICSA for
parameter optimization and feature selection, while SVM and LSSVM use grid
search for parameter optimization. The tables present accuracy (ACC) and
false alarm rate (FA) for each dataset, where higher ACC and lower FA indicate
better performance.
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On the KDD99 dataset, the proposed model achieves the highest average clas-
sification accuracy of 95.88%, significantly outperforming the other three meth-
ods. The ranking follows as KELM, LSSVM, and SVM. The proposed model
improves classification accuracy by 1.04%, 3.64%, and 3.46% compared to the
other three models, respectively, while achieving the lowest false alarm rate of
1.28%. Similarly strong results are obtained on the UNSW-NB15 dataset.

and compare RICSA-KELM performance with and without feature selection
on both datasets. On KDD99, the feature-selected model improves ACC by
1.72% compared to the non-selected version; on UNSW-NB15, the improve-
ment is 1.83%. This demonstrates the excellent performance of RICSA-KELM,
attributed to the improved ICSA algorithm’ s ability to automatically adjust
and optimize parameters for optimal classification performance.

To statistically validate the classification performance improvement, Wilcoxon
signed-ranks tests are conducted with a 95% confidence interval. The results
show significant differences (P < 0.05) between RICSA-KELM and the non-
feature-selected model across all four performance metrics on both datasets,
indicating substantial performance improvements. Additionally, the proposed
model exhibits relatively small variance, demonstrating good stability.

For comprehensive comparison, we implement PSO-optimized KELM (PSO-
KELM) and GA-optimized KELM (GA-KELM). As shown in , the proposed
model achieves higher ACC and lower FA than both PSO-KELM and GA-
KELM, reflecting ICSA’ s stronger search and optimization capability compared
to PSO and GA.

To investigate the feature selection process, lists the feature subsets selected
by RICSA-KELM across 10-fold CV on KDD99. The dataset contains
41 features, but not all contribute to classification accuracy. Feature
selection improves precision, as demonstrated in and . [Figure 3: see
original paper| shows feature selection frequencies, with the most impor-
tant features being F1, F2, F3, F4, F10, F20, F23, F24, F38, and F39
(selected $$7 times).  These correspond to duration, protocol {type},
service, flag, hot, num_ {{{outbound}}{{cmds}}}, count, srv{count},

dst__{{{host}}{{serror}} }Hrate}, and dst_ {{{host}}{{srv}} }{{{serror}}_{{rate}}}

in KDD99, providing valuable insights for network intrusion analysis.

To validate parallel model performance, compares parallel and serial models
on KDD99. While performance metrics are similar (differences due to random
cross-validation partitioning), the serial model’ s average runtime is approx-
imately three times longer than the parallel model. [Figure 4: see original
paper] shows that the parallel model’ s CPU time per fold is significantly lower,
demonstrating that the proposed method benefits from parallelization, over-
coming the time-consuming nature of traditional serial algorithms and greatly
improving computational efficiency.

[Figure 5: see original paper] investigates ICSA’ s global search capability and
convergence speed by comparing optimal fitness value evolution between ICSA
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and CSA on the first fold of KDD99. The ICSA curve shows rapid initial
improvement, converging to its maximum by the 25th iteration, while CSA
converges later (26th iteration) and reaches a lower final fitness value, sometimes
falling into local optima. This confirms that ICSA possesses superior global
search ability and faster convergence speed, efficiently synchronizing feature
selection and parameter optimization in a parallel environment.

5 Conclusion

Intrusion detection is a critical and challenging research area in network infor-
mation security. Efficient intrusion detection models with high prediction rates
can better handle frequent and complex real-time network attacks. This pa-
per proposes a parallel intrusion detection model called RICSA-KELM based
on a hybrid filter-wrapper approach. The model uses ReliefF filtering for fea-
ture dimensionality reduction to eliminate irrelevant features and noise, then
integrates continuous and discrete ICSA algorithms to simultaneously achieve
optimal feature subset selection and classifier parameter optimization. This
approach effectively removes redundant and irrelevant features from network
data, reduces data dimensionality, and improves algorithm efficiency and clas-
sification capability. ICSA enhances CSA population diversity through chaotic
operations while strengthening local search ability, improving global optimiza-
tion capability and convergence speed. A linear-weighted multi-objective func-
tion comprehensively considers classification accuracy, false alarm rate, and
feature count. OpenMP shared-memory parallelization achieves optimized clas-
sifier parallel computation, significantly reducing CPU runtime and improving
algorithm efficiency.

Experimental results on KDD99 and UNSW-NB15 datasets demonstrate that
compared with existing and similar methods, the proposed model obtains supe-
rior parameter combinations and feature sets, achieves significantly improved
computational efficiency, and delivers better classification results. The model
outperforms CSA-KELM, PSO-SVM, GA-KELM, and PSO-KELM, achieving
higher detection accuracy, lower false alarm rates, and improved detection effi-
ciency, making it an effective network intrusion detection model.

Future research directions include investigating other swarm intelligence algo-
rithms such as ABC, and exploring ensemble methods combining multiple clas-
sifiers to further improve intrusion detection accuracy beyond the limitations of
single classifiers.
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