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Abstract

Traditional attribute-based encryption schemes suffer from the issue where at-
tributes contained in access policies may leak users’ sensitive information, and
malicious users who leak private keys to obtain illegal benefits cannot be held
accountable. Meanwhile, private key length, ciphertext length, and decryption
computational overhead all increase with the number of attributes, incurring
substantial communication and computational overhead. To address these is-
sues, we propose an attribute-based encryption scheme with traceability and
hidden access structure. This scheme enhances the security of the encryption
algorithm without affecting encryption/decryption efficiency, and employs a
two-factor authentication mechanism to achieve more secure and efficient access
control. Furthermore, a secure signature mechanism is introduced to support
traceable keys for tracking malicious users. The scheme is based on the DBDH
assumption and is proven secure in the standard model.

Full Text

Preamble

A Policy-Hidden Attribute-Based Encryption Scheme with Traceable
Keys

Ou Yuyi, Liu Chunlong

(School of Computers, Guangdong University of Technology, Guangzhou 510006,
China)

Abstract: Traditional attribute-based encryption schemes suffer from two crit-
ical issues: attributes contained in access policies may leak users’ sensitive in-
formation, and malicious users can leak private keys for illegal profit without
being held accountable. Additionally, private key length, ciphertext length,
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and decryption computational overhead increase significantly with the num-
ber of attributes, incurring substantial communication and computational costs.
To address these problems, this paper proposes an attribute-based encryption
scheme that simultaneously achieves traceability and access structure hiding.
The scheme enhances encryption algorithm security without affecting encryp-
tion/decryption efficiency, employs a two-factor authentication mechanism for
more secure and efficient access control, and introduces a secure signature mech-
anism to support traceable keys for tracking malicious users. Based on the
DBDH assumption, the scheme is proven secure in the standard model.

Keywords: attribute-based encryption; traceability; hidden policies; two-
factor authentication

0 Introduction

Cloud storage, built upon distributed computing technology, provides power-
ful sharing and storage capabilities for users in open network environments.
However, traditional encryption techniques can no longer meet users’ demands
for fine-grained access control [1]. To achieve fine-grained access control over
encrypted data, Sahai et al. [1] first proposed a novel public-key encryption
mechanism called Attribute-Based Encryption (ABE) in 2005, enabling one-to-
many encryption in public-key cryptosystems. To represent more flexible access
control policies, researchers subsequently proposed two categories of ABE mech-
anisms: Key-Policy Attribute-Based Encryption (KP-ABE) and Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) [2]. In CP-ABE schemes, the
encryptor encrypts messages using an access structure, and the decryptor ob-
tains decryption keys from a trusted authority based on their attributes. If
the decryptor’ s attributes do not satisfy the access structure embedded in the
ciphertext, they cannot decrypt the message.

However, in traditional CP-ABE schemes, the access policy and encrypted plain-
text are often sent together to the decryptor, and the access structure may con-
tain information related to the plaintext. Once the ciphertext is intercepted,
the encryptor’ s privacy may be compromised. To address this issue, numerous
ciphertext-policy attribute-based encryption schemes with hidden access struc-
tures have been proposed. In 2007, Kapadia et al. [3] introduced a trusted
third party and first proposed an anonymous ciphertext-policy attribute-based
encryption scheme, but it could not resist collusion attacks. Subsequently, refer-
ences [4, 5] implemented partially hidden policies in different forms, though [5]
did not achieve key traceability. References [3, 6-8] all achieved fully hidden poli-
cies, but none provided key traceability, making it impossible to track users who
maliciously leak information. Later, reference [9] proposed a highly expressive
CP-ABE scheme with white-box traceability for malicious users, but it incurred
significant performance overhead. Reference [10] presented a traceable scheme
supporting large attribute universes. However, neither [9] nor [10] hid access
policies. Reference [5] proposed a key-policy attribute-based encryption scheme
that is traceable and partially hides attributes, dividing the attribute set into
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three subsets: public normal attributes, hidden normal attributes, and hidden
identity-related attributes, but the scheme could only hide partial attributes and
suffered from long ciphertext and user public key lengths. In practical appli-
cations, excessively long ciphertexts incur substantial communication overhead.
Reference [11] simultaneously achieved traceability and fully hidden policies, but
its public key length increased.

In cloud storage environments, identity authentication serves as the first line
of defense for access control and forms the foundation of security. Two-factor
authentication is an enhanced network access control mechanism that adds an
additional security layer to the login process. Therefore, this paper adopts the
two-factor authentication mechanism from reference [8] to achieve more secure
and efficient access control. Moreover, due to the characteristics of attribute-
based encryption, user private keys are only associated with a set of attributes
describing the user. In practice, legitimate users may maliciously leak their
private keys to unauthorized users for profit without being held accountable.
Therefore, adding identity authentication and designing encryption schemes that
can track information-leaking users is practically significant.

This paper proposes an attribute-based encryption scheme with traceability and
hidden access structures, building upon the system model of reference [7] while
incorporating the signature mechanism from [11] and the two-factor authenti-
cation mechanism from [8]. The scheme first employs two-factor authentication
to preliminarily verify user legitimacy, then embeds the access structure into
ciphertexts using access trees converted from multi-value AND gates. Each
attribute in the access structure can take multiple values, enhancing system
flexibility, and the number of bilinear pairing operations is reduced to improve
encryption and decryption efficiency. Based on the DBDH assumption, the
scheme is proven secure in the standard model.

1.3 Security Model

The attacker model for user password authentication protocols has traditionally
followed the classic Dolev-Yao model [18], where attackers can arbitrarily eaves-
drop, intercept, insert, delete, or block messages flowing through public channels.
In recent years, with the development of side-channel attack techniques (such as
power analysis attacks, electromagnetic attacks, and timing attacks), attacker
A can extract security parameters from smart cards, significantly enhancing at-
tack capabilities. The capabilities of the attacker in this paper are summarized
in Table 1 .

The proposed scheme achieves ciphertext indistinguishability under chosen plain-
text attack in the selective attribute mode. The security model [19] is described
through the following interactive game between attacker A and challenger B:

Initialization Phase: A provides B with two challenge access structures W
and W . Challenger B selects a security parameter and runs the Setup algo-
rithm to obtain public key PK and master secret key MSK. B sends PK to A
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while retaining MSK.

Phase 1: Attacker A submits an attribute list L that does not satisfy either
challenge access structure W or W . If this condition is met, challenger B runs
the KeyGen algorithm and sends the private key SK to attacker A. A may make
polynomially many such queries.

Challenge Phase: Attacker A submits two equal-length messages M and M
to challenger B. B randomly selects a bit b {0,1} and encrypts M__b under
W_b. B runs the encryption algorithm and returns the ciphertext CT to A.

Phase 2: Phase 1 is repeated, with A continuing to make private key queries
for attribute lists that do not satisfy W or W .

Guess Phase: If A can correctly guess the value of b, the attacker wins the
game; otherwise, A can only make a random guess. The advantage of attacker A
in winning this game is defined as Adv(A) = |Pr[b* = b] - 1/2|. If no polynomial-
time attacker can win this game with non-negligible advantage, the scheme is
considered secure.

1.4 Scheme Definition

The scheme consists of the following algorithms: Registration, Verification,
Setup, KeyGen, Encrypt, Decrypt, and Trace. The scheme employs a two-factor
authentication mechanism where each user has a unique ID and login password
PW. Before decryption, users must log in, and the verification system performs
the first layer of identity verification, increasing the difficulty for attackers to
crack legitimate user credentials and impersonate authorized users. After suc-
cessful authentication, users substitute their attribute private key components
into the decryption calculation to verify whether their private key satisfies the
access structure. If the access structure is satisfied, the ciphertext is decrypted.

o Registration: Registers users. The user inputs identity ID and password
PW. The authority selects system parameters c, b, and the current regis-
tration time t to perform calculations and generate credentials stored in
the smart card SC.

e Verification: Authenticates users. The user logs in with identity ID and
password PW. Based on the verification algorithm, the system performs
the first layer of identity verification to check legitimacy.

e Setup: Initialization algorithm performed by the authority. Takes se-
curity parameter as input, outputs master secret key MSK and public
parameters PK, and generates a query list T containing (k, ID) pairs.
Initially, T is empty.

o KeyGen: Key generation algorithm. Takes MSK, attribute list L, PK,
and user identity ID as input, outputs private key SK for attribute list L,
and stores the (k, ID) pair in query list T.
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e Encrypt: Data encryption algorithm performed by the sender. Takes
plaintext message M, access policy W, and PK as input, outputs ciphertext
CT.

e Decrypt: Decryption algorithm. The receiver inputs PK, ciphertext CT
with implicitly embedded access structure, and user private key SK con-
taining attribute list L. If the attributes in the decryption key satisfy the
access structure in the ciphertext, the message M is correctly decrypted;
otherwise, it outputs .

e Trace: Trace algorithm. Takes user public key PK, private key SK, and
query list T as input. First verifies whether SK is properly formed ac-
cording to the standard definition. If verification succeeds, it outputs the
user identity ID corresponding to k from the query list T; otherwise, it
outputs the symbol | indicating that the user private key does not need
to be traced.

2.1 User Registration

Two-factor authentication is implemented in two phases: registration and verifi-
cation. For clarity, we define: S as the remote server, U as the user, and H() as
a hash function. The authority S has private key x. The user inputs identity ID
and password PW, and the client SC selects a random number c. The system
performs hash computations on the credentials and stores the resulting parame-
ters in the smart card SC. The authority S selects a random number b and uses
the user registration time t to compute additional authentication parameters,
which are also stored in SC.

2.2 Identity Verification

During verification, the user logs in by inputting identity ID* and password
PW*. The smart card SC performs computations using the stored parameters
and generates authentication messages. The authority S receives these mes-
sages and performs mutual authentication by verifying the correctness of the
computed values. If verification succeeds, the user is authenticated and can
proceed to the encryption algorithm; otherwise, the request is rejected. The
protocol employs Diffie-Hellman key exchange techniques with ephemeral val-
ues to ensure forward security and protect user anonymity.

2.3 Encryption Algorithm

The encryption algorithm takes as input the system public key PK, plaintext
M, and access structure W. The encryptor first converts the access structure
expressed as multi-value AND gates into a corresponding access tree according
to transformation rules. The encryptor selects a random value s and then selects
random s_ i for each child node i of the access tree. The ciphertext components
are computed as:
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The final ciphertext is output as CT = {C, C, {C_{i,j}} }.

2.4 Decryption Algorithm

The decryption algorithm takes as input the system public key PK, ciphertext
CT with implicitly embedded access structure, and user private key SK contain-
ing attribute list L. The decryptor computes:

G

M=——-"-——
He(007Di,j)

If the attribute list L satisfies the access structure W, the plaintext M is suc-
cessfully recovered; otherwise, the algorithm outputs .

2.5 Trace Algorithm

The trace algorithm consists of verification and query phases, taking as input
the user public key PK, private key SK, and query list T.

Verification Phase: The algorithm verifies whether SK is a properly formed
key by checking the following equations:

e(k, g)
e(g,9)Y

£1

H B(Ai,ja Di,j) = e(g, 9)2
If these verification equations hold, SK is a valid user private key.

Query Phase: If SK passes verification, the algorithm queries the value k in
list T and outputs the corresponding user identity ID. If verification fails, it
outputs the symbol .
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3.1.1 Two-Factor Authentication Security Analysis
The scheme addresses the attacker capabilities outlined in Table 1 as follows:

C-00 Capability: The scheme employs public-key technology. Even if an
attacker obtains a user’ s ID and PW through offline exhaustive search, they
cannot access encrypted files without the user’ s attribute private key.

C-01 Capability: User anonymity is protected by hashing the user ID, pre-
venting attackers from obtaining the user’ s identity identifier.

C-1 Capability: The scheme combines two Diffie-Hellman key exchange oper-
ations with public-key cryptography. Even if attackers can extract parameters
from smart cards and obtain public keys, they cannot break the untraceabil-
ity of other users without the private key. Existing research has theoretically
proven that public-key technology is necessary to achieve multi-factor security,
user anonymity, resistance to offline password guessing attacks, and forward
security [20].

C-3 Capability: Forward security is achieved through traditional Diffie-
Hellman key exchange, where each verification uses different ephemeral
values g"x and g"y, preventing attackers from using expired session keys to
compromise future sessions.

3.1.2 Resistance to Chosen Plaintext Attack

Theorem 1. If no probabilistic polynomial-time attacker A can win the secu-
rity game with non-negligible advantage, the proposed scheme is secure against
chosen plaintext attacks.

Proof. If attacker A can break the scheme with non-negligible advantage , then
there exists a challenger B that can solve the DBDH assumption with the same
advantage . The challenger is given a DBDH tuple (g, g a, g" b, g ¢, Z), where
Z is either e(g,g)"{abc} or a random element in G_T with equal probability.

Initialization Phase: A provides B with two challenge access structures W
and W . B flips a coin to select b {0,1} and sets y = ab. B randomly selects
parameters and sends the public key PK to A while keeping the master key MK.

Phase 1: Attacker A provides an attribute list L that does not satisfy W or W .
For each attribute att_i L, if att_i W__b, B selects random r and computes
D_{i,j} = g {r}. Otherwise, B computes D_{i,j} = g"{r} -g {ab}. B sends
SK to A.

Challenge Phase: A submits two equal-length messages M and M . B ran-
domly selects s and computes the challenge ciphertext CT. If Z = e(g,g) {abc},
CT is a valid ciphertext; otherwise, CT is independent of the messages.

Phase 2: Phase 1 is repeated with continued private key queries.
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Guess Phase: If A correctly guesses b, B outputs that Z = e(g,g) {abc};
otherwise, B outputs that Z is random. Thus, B can solve the DBDH assumption
with advantage /2, proving the scheme secure.

3.1.3 Resistance to User Collusion Attack

The scheme employs a two-factor authentication mechanism where each user has
a unique ID and password. Users must authenticate before uploading encrypted
data or downloading decrypted files, increasing the difficulty for attackers to im-
personate legitimate users. After authentication, users substitute their attribute
private key components into the decryption calculation to verify whether their
private key satisfies the access structure. Users can only know whether they
have access to secret files but cannot learn the specific attribute expressions
that satisfy the access structure. This effectively prevents multiple illegal or
corrupted users from colluding to combine attribute private keys and obtain
shared files, or from low-privilege users illegally accessing high-level encrypted
files.

3.1.4 White-Box Traceability

Before uploading data to the cloud server, the data owner first authenticates
their identity. After successful authentication, they encrypt using access policy
W, and only authorized users can decrypt the plaintext with the help of the
decryption server. Users must also authenticate before decryption. During
private key generation, a factor k is embedded in SK, and the (k, ID) pair is
stored in query list T. To decrypt ciphertext CT, an attacker must possess the
system public key PK, ciphertext CT, and private key SK, and the attribute set
must satisfy the access control policy. The data provider can verify whether SK
is properly formed using PK and SK. If verification succeeds, the user identity ID
corresponding to factor k is obtained by querying list T; otherwise, the symbol
is output.

3.2 Efficiency Analysis

The efficiency of attribute-based encryption mechanisms primarily concerns com-
munication and computational overhead. Ciphertext length determines commu-
nication overhead, and reducing it can decrease communication costs. Since
ABE uses one-to-many communication, decryption is a high-frequency oper-
ation compared to encryption, and bilinear pairing computations are less effi-
cient than other operations. Reducing the number of bilinear pairing operations
during decryption can effectively lower computational overhead. We compare
our scheme with existing schemes in terms of encryption/decryption time, func-
tional features, ciphertext length, and private key length. Let n be the number
of attributes in the system, n_i be the number of possible values for the i-th
attribute, N = ¥_ {i=1}"n n_i be the total number of attribute values, |G|,
|G_T|, and |Z_p| be the element sizes in groups G, G_T, and Z_p respec-
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tively, T_G and T_{G_T} be computation times in G and G_T, and T_e be
the time for bilinear pairing operations.

Table 2 compares functional features, showing that references [4-8] only achieve
policy hiding, while [9,10] only achieve key traceability. Reference [5] achieves
both but only partially hides policies. Reference [11] achieves both full policy
hiding and traceability but has longer public keys. Our scheme achieves both
traceability and policy hiding while using two-factor authentication to effectively
resist user collusion attacks.

Table 3 compares parameter sizes. Our scheme has the same system public
key and master key lengths as reference [7] but shorter than reference [11]. The
user private key length matches reference [7] and is shorter than reference [11].
The ciphertext length is shorter than both [11] and [7].

Table 4 compares time overhead. Our encryption time matches reference
[11], but decryption time is significantly shorter than [11] and shorter than [7]
because the number of bilinear pairing operations is reduced by nearly half,
thereby improving efficiency.

4 Conclusion

This paper proposes a ciphertext-policy attribute-based encryption scheme
with traceable keys and hidden access structures. Without affecting encryp-
tion/decryption efficiency, the scheme combines two-factor authentication to
achieve anonymous user authentication, addressing the risks of user sensitive
information leakage and file theft. We prove that under the DBDH assump-
tion, the scheme can resist chosen plaintext attacks and achieve ciphertext
indistinguishability. While ensuring data security, the scheme significantly
reduces communication and computational overhead by decreasing the number
of bilinear pairing operations. The limitation of this scheme is that it only
supports white-box traceability; therefore, future work will focus on achieving
black-box traceability.
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