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Abstract
Blockchain is the mainstream technology and important prerequisite for dig-
ital currency research. As a decentralized distributed computing technology,
blockchain possesses advantages such as collaborative maintenance, tamper re-
sistance, and traceability that centralized technologies lack. Based on the funda-
mental principles of blockchain, key technologies in hash encryption, consensus
mechanisms, and smart contracts are mainly analyzed; based on Bitcoin, the
first application of blockchain, the development and evolution of digital cur-
rencies such as Ethereum, Dash, Cardano, and BitShares are analyzed. Based
on the current research status of digital currency and the numerous challenges
it faces, future research trends of blockchain in digital currency issuance and
regulation, transaction tracking, and massive transaction data analysis are dis-
cussed.
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Abstract: Blockchain represents the mainstream technology and critical foun-
dation for digital currency research. As a decentralized distributed computing
technology, blockchain offers advantages—including joint maintenance, tamper
resistance, and traceability—that centralized systems cannot match. Grounded
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in blockchain fundamentals, this paper analyzes key technologies in hash en-
cryption, consensus mechanisms, and smart contracts. Building upon Bitcoin
as blockchain’s first application, it examines the evolutionary trajectories of dig-
ital currencies such as Ethereum, Dash, Cardano, and BitShares. Based on the
current state of digital currency research and its challenges, the paper outlines
future research trends for blockchain in digital currency issuance and regulation,
transaction tracking, and massive transaction data analysis.
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0 Introduction
Since the 21st century, advances in ubiquitous computing, networking, and ar-
tificial intelligence have driven rapid development in the financial sector and
broadened its application domains. However, financial transactions have tra-
ditionally relied on third-party institutions—such as banks, insurance compa-
nies, and exchanges—to serve as centralized trusted intermediaries. While this
intermediary-based model performs adequately in most scenarios, it suffers from
several fundamental problems: (a) opaque internal operations at centralized in-
stitutions create financial risks from potential insider manipulation; (b) the con-
struction and maintenance costs of centralized institutions are substantial, re-
quiring significant capital investment; and (c) centralized institutions are prime
targets for cyberattacks, necessitating constant vigilance against potential secu-
rity breaches.

To address these issues, a researcher under the pseudonym Satoshi Nakamoto
innovatively proposed blockchain technology, which disrupts centralized archi-
tectures, and developed its first application: Bitcoin. The core concepts of
blockchain and Bitcoin are articulated in the seminal paper “Bitcoin: a peer-
to-peer electronic cash system”[1], which defines blockchain as follows: by per-
forming hash operations on blocks containing transaction events, timestamps
are added to blocks, and the hash values are broadcast to achieve consensus
on transaction confirmation within the block. Different blocks are then linked
chronologically based on their timestamp-corresponding hash values, forming
an ever-growing transaction record chain [1].

As increasing numbers of researchers have joined blockchain studies, its core
technologies—including hash encryption, consensus mechanisms, and smart con-
tracts—have been thoroughly investigated. Hash encryption ensures the security
of transactions within blocks and the validity of links between adjacent blocks
[2, 3]. Consensus mechanisms primarily address how to incentivize distributed
participants to join the blockchain ecosystem and enhance transaction reliability
[4, 5]. Smart contract technology serves as a bridge between virtual and physical

chinarxiv.org/items/chinaxiv-201807.00046 Machine Translation

https://chinarxiv.org/items/chinaxiv-201807.00046


spaces, enabling agreements reached in the physical world to be implemented
through intelligent mechanisms in virtual space [6, 7].

1 Blockchain Fundamentals and Key Technologies
Blockchain, as a key technology for decentralized distributed systems, success-
fully enables trusted transactions between nodes without centralized endorse-
ment. This achievement stems from its adoption of data structures suited for
peer-to-peer transactions [8-10]. Moreover, hash encryption technology, consen-
sus mechanisms, and smart contract technology have been critical to blockchain’
s rapid development, advancing both theoretical research and practical applica-
tions of blockchain-based digital currencies.

1.1 Blockchain Fundamentals

The basic structure of a block in blockchain consists of four components: block
delimiter, block size, block header, and block body. [Figure 1: see original pa-
per] illustrates this fundamental structure. Block size determines the number
of transactions that can be recorded in a block; the block header links to its ad-
jacent blocks; and the block body records all transactions requiring verification.

The block header comprises six elements: block version number, parent block
hash value, Merkle root value, timestamp, target value, and nonce. The block
header links adjacent blocks through the parent block hash value. [Figure 2: see
original paper] shows the block header structure.

The block body consists of two parts: the block’s transaction records and the
details of each transaction record. [Figure 3: see original paper] depicts the
transaction records.

1.2 Key Blockchain Technologies

As blockchain transitions from theoretical research to practical applications,
three primary key technologies have emerged: hash encryption, consensus mech-
anisms, and smart contract technology. These are analyzed below.

1.2.1 Hash Encryption Technology Based on hash algorithms, hash en-
cryption technology is a crucial security safeguard for blockchain systems. It
possesses four characteristics that make it highly suitable for blockchain appli-
cations:

a) Computational difficulty: Reverse-engineering hashed information re-
quires astronomical time scales, making decryption practically impossible.

b) Simplicity of encryption/verification: Given information and its
hash algorithm, encryption can be performed rapidly. Similarly, given
encrypted information, verifying whether it is the hash result of certain
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data is straightforward.

c) Information sensitivity: Even minor alterations to the original infor-
mation produce fundamentally different hash values.

d) Collision resistance: Different input information cannot produce iden-
tical hash values after algorithmic computation.

Additionally, Merkle hash trees [11, 12] enable verification of whether transac-
tion data has been tampered with or deleted. A Merkle hash tree is a hash-based
tree structure (typically binary, though multi-branch trees are possible) where
leaf nodes are transaction data hash values and non-leaf nodes are hash values
of their children’s concatenated hash blocks. The Merkle root can verify trans-
action data integrity and detect tampering with minimal data transmission and
computational overhead—typically logarithmic in scale. [Figure 4: see original
paper] illustrates the Merkle hash tree structure.

1.2.2 Consensus Mechanisms Consensus mechanisms address the challenge
of establishing trust among distributed nodes in decentralized scenarios and are
critical for ensuring blockchain systems operate continuously. Current consensus
mechanisms primarily include Proof of Work (PoW), Proof of Stake (PoS), Dele-
gated Proof of Stake (DPoS), and Practical Byzantine Fault Tolerance (PBFT).

PoW operates on the principle that nodes with greater computational work re-
ceive higher rewards—approximately proportional to their effort [13]. This mech-
anism ensures blockchain security through substantial computational power but
suffers from significant resource consumption and long transaction waiting times
due to computational requirements. Bitcoin employs PoW, where all nodes solve
complex yet easily verifiable mathematical puzzle, with only the most computa-
tionally powerful nodes able to solve them and earn Bitcoin rewards [14].

PoS uses “coin age”ownership to determine node eligibility for bookkeeping,
aiming to reduce resource consumption while achieving consensus. The node
with the greatest coin age creates new blocks and enjoys voting rights [15].
Compared to PoW, PoS significantly reduces consensus time and energy con-
sumption but disadvantages nodes with fewer resources or coin age, making it
nearly impossible for them to gain bookkeeping or voting rights [16]. Cardano
employs PoS, and Ethereum plans to adopt this mechanism.

DPoS is a delegated proof-of-stake mechanism similar to corporate board vot-
ing, where each node elects delegates to perform bookkeeping and voting [17].
This approach reduces the number of participating nodes in bookkeeping and
verification while allowing all nodes to participate in elections, effectively com-
bining PoW and PoS advantages. BitShares currently uses this mechanism [18].

PBFT implements a Byzantine fault-tolerant distributed file system that en-
sures system liveness and safety with high fault tolerance [19]. The system
remains secure and active as long as the number of failed nodes is less than
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one-third of the total. Liveness means nodes receive responses after sending
messages; safety means replicated copies maintain linear consistency. This mech-
anism is typically used in private chains.

Beyond these four primary mechanisms, China has proposed two additional con-
sensus algorithms: Delegated Byzantine Fault Tolerance (dBFT) [20] and POOL
verification pool algorithm [21]. dBFT improves upon PBFT by selecting book-
keepers based on node rights, with bookkeeping authority among bookkeepers
achieved through Byzantine fault tolerance algorithms. The POOL verification
pool algorithm is a fast consensus algorithm combining consistency algorithms
like Pasox with data verification mechanisms.

1.2.3 Smart Contract Technology Smart contract technology was first
proposed by interdisciplinary scholar Nick Szabo, who defined it as “a set of
promises, specified in digital form, including protocols within which the parties
perform on these promises”[22]. In blockchain, smart contracts encapsulate var-
ious script codes that specify transaction execution methods and content. This
makes blockchain a programmable currency system that is more flexible and ef-
ficient than traditional monetary transactions. Contracts can specify execution
times, trigger rules, and other parameters. Digital currencies like Ethereum
have implemented smart contract functionality.

Smart contract construction and execution on blockchain typically involves three
aspects:
a) Contract creation: Designing script code according to participants’needs
to implement contract terms.
b) Contract storage: The contract’s script code must be stored on the
blockchain.
c) Contract execution: The contract’s script code must execute automatically
without human intervention.

2 Evolution of Blockchain-Based Digital Currencies
Since blockchain’s inception, thousands of blockchain-based digital currencies
have emerged. All these currencies evolved from Bitcoin, blockchain’s first
application, by improving upon Bitcoin’s functional and performance limitations
to meet diverse application scenario requirements.

2.1 Bitcoin’s Design and Limitations

Bitcoin is an encrypted digital currency built on P2P protocols and the Elliptic
Curve Digital Signature Algorithm (ECDSA) [23]. “Miners”generate Bitcoin
by mining—computing hash values that satisfy the difficulty coefficient in block
headers. The initial reward per block was 50 Bitcoins, halving every four years
to ensure a finite supply cap.
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Despite its tremendous success as a cryptography-based digital currency, Bit-
coin’s limitations have become apparent during its nine-year operation:

a) Slow transaction speed: With blocks generated approximately every
ten minutes, a 1MB block size, and requiring confirmation across six
consecutive blocks, Bitcoin transactions typically take hours—far below
commercial requirements.

b) Massive energy consumption: Bitcoin generation uses PoW consen-
sus, requiring extensive computations that consume enormous electrical
energy.

c) Limited application scope: Bitcoin’s relatively single-function design
makes developing other applications beyond trading with fiat or other
digital currencies extremely difficult.

d) Inadequate storage security: Bitcoin exchanges and individual wallets
have suffered numerous hacking attacks, causing Bitcoin theft, user panic,
and hindering adoption.

e) Regulatory gaps enabling money laundering: Since private keys
are known only to owners and identities remain anonymous, Bitcoin can
easily be exploited for money laundering.

f) Weakened decentralization: As Bitcoin mining farms grow larger, ma-
jor farms’computational power far exceeds that of smaller operations and
individuals. Several large farms’combined hash rate has exceeded 50% of
the total, forcing economically disadvantaged individuals and small groups
out of mining and undermining Bitcoin’s decentralized vision.

2.2 Ethereum

Ethereum is a blockchain application development platform built upon Bitcoin.
It supports diverse operating systems and development languages, offering multi-
ple client implementations. Applications developed in languages like Python, C,
and Java are compiled into Turing-complete script language (Ethereum Virtual
Machine or EVM language) for execution [24].

Ethereum’s primary distinction from Bitcoin lies in its powerful smart con-
tract programming environment. While Bitcoin’s functionality is limited to
digital currency usage value—often termed Blockchain 1.0—Ethereum enables
development of smart contract applications for complex commercial and non-
commercial logic, vastly expanding digital currency applications and ushering
in the Blockchain 2.0 era.

Compared to Bitcoin, Ethereum’s evolutionary improvements include:
a) Diverse application development: Smart contracts enable numerous ap-
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plications on Ethereum, significantly expanding digital currency application do-
mains.
b) Faster transaction speeds: Ethereum blocks are generated in seconds,
much faster than Bitcoin.
c) Enhanced decentralization: Ethereum uses the SHA-3 hash algorithm,
which prevents ASIC mining and makes super-mining machines difficult to de-
velop, allowing more miners to participate and strengthening decentralization.

2.3 Cardano

Cardano is the first cryptocurrency in the industry to conduct academic re-
search before implementation, with its properties and functions undergoing rig-
orous mathematical proof and peer review to ensure theoretical security and
correctness.

Cardano employs the PoS consensus mechanism through a protocol called
Ouroboros [25], which uses formal mathematical proofs to guarantee security.
Cardano implements a layered architecture [26]:
a) Settlement layer: Cardano’s token circulates in this layer, forming the
ecosystem’s foundation by recording transaction volumes and timestamps.
b) Computation layer: This layer provides smart contracts, message authen-
tication, and communication functions, enabling developers to build diverse
applications.

A major Cardano innovation is using formal methods to achieve controlled com-
putation, balancing user privacy with regulatory requirements to reduce finan-
cial risks. Additionally, Cardano plans to adopt Recursive InterNetwork Archi-
tecture (RINA) [27] instead of TCP/IP, making node communication resemble
inter-process interaction to accelerate information transfer.

Compared to Bitcoin, Cardano’s evolutionary features include:
a) Improved transaction speed: Functional layering and RINA architecture
significantly enhance transaction speed.
b) Reduced energy consumption: The PoS consensus mechanism dramati-
cally lowers energy usage.
c) Regulatory feasibility: Formal reasoning design incorporates financial reg-
ulation considerations.
d) Diverse application development: Smart contract functionality enriches
application development possibilities.
e) Enhanced storage security: Formal implementation methods facilitate
matching storage solutions.

2.4 Dash

Dash is a Bitcoin superset that inherits Bitcoin’s main characteristics, includ-
ing mining-based generation, but with a faster block generation time of approx-
imately 2.5 minutes per block, rewarding miners with 5 Dash per block.
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Dash’s primary extension beyond Bitcoin is its masternode network [28]. Nodes
possessing 1,000 Dash for qualification can serve as masternodes. This mastern-
ode network, built upon Bitcoin’s underlying blockchain, consists of dedicated
servers with over 4,000 current masternodes.

Dash allocates mining rewards in a 45%/45%/10% split among miners,
transaction-confirming masternodes, and the Dash community. The mastern-
ode network enables near-instant payments within seconds and significantly
enhances transaction security through its credibility backing. The community
provides a channel for addressing issues like block scaling and ecosystem
development.

For mining, Dash uses the X11 algorithm, which performs 11 rounds of SHA-
3 hashing with each round’s output serving as the next round’s input. This
approach delays the development of specialized mining hardware, allowing more
participants to mine using ordinary computers.

Compared to Bitcoin, Dash’s evolutionary features include:
a) Commercial-grade transaction speed: The masternode network meets
most commercial requirements.
b) High decentralization: The X11 algorithm enables broader mining partic-
ipation, and the community mechanism enhances decentralization.
c) Community-based regulation: The community mechanism provides some
transaction oversight.

2.5 BitShares

BitShares is a comprehensive financial transaction service platform based
on blockchain technology, aiming to build a decentralized free-market
financial ecosystem. Individuals and institutions can conduct transfers, ini-
tiate crowdfunding, build virtual currency exchanges, and even implement
regulatory-compliant black/white lists on the BitShares platform.

BitShares designed a novel freely tradable digital asset: BitShares market-
pegged assets [29], which can be exchanged for USD, euros, or gold. For example,
the BitUSD asset can be exchanged for an equivalent USD amount. These assets
typically use twice their value in BitShares as collateral, with smart contracts
automatically executing liquidation to prevent default risk, ensuring value sta-
bility and creating a virtuous ecosystem cycle.

BitShares uses DPoS, granting all BitShares holders voting rights, with the top
101 vote-getting nodes earning transaction bookkeeping authority. This enables
transaction confirmation within three seconds and processing speeds of 100,000
transactions per second—fully meeting typical commercial requirements.

Compared to Bitcoin, BitShares’evolutionary features include:
a) Commercial-grade transaction/transfer speeds: DPoS enables three-
second confirmation times.
b) Minimal energy consumption: The DPoS mechanism requires negligible
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energy.
c) Multi-domain applicability: Market-pegged assets maintain price stabil-
ity, enabling applications across multiple fields.

compares the evolutionary improvements of Ethereum, Cardano, Dash, and
BitShares across transaction speed, energy consumption, application diversity,
storage security, regulation, and decentralization.

3 Future Research Trends in Digital Currencies
Blockchain’s disruptive innovation over traditional centralized technologies pro-
vides decentralized application models for finance, food safety, species conserva-
tion, IoT, and numerous other industries. Although blockchain has existed for
less than a decade and remains in its infancy with immature standards, many
nations have prioritized it as a strategic research technology due to its profound
impact on financial sovereignty, social credit, and cross-border transactions. Ac-
tive participation in blockchain standardization and deep investigation of its
innovative value across domains will enhance national discourse and leadership
in technology and economics.

Based on blockchain’s characteristics and current application status, the follow-
ing research directions represent major future trends:

a) Research on blockchain-based digital currency issuance: Current
digital currency technologies for issuance, circulation, regulation, and con-
trol remain immature [30, 31], lacking effective issuance schemes. Future
research will address reducing the high costs of traditional paper currency
issuance and circulation, enhancing transaction convenience and trans-
parency, reducing crimes like money laundering and tax evasion, and im-
proving central bank control over money supply and circulation.

b) Research on blockchain-based transaction tracking: Current re-
search primarily focuses on how blockchain-based digital asset transactions
occur [32, 33], with limited investigation into traceability. Future research
should design transaction rules and regulatory frameworks to ensure both
transaction efficiency and traceability.

c) Research on massive data analysis in blockchain: Few studies have
addressed analysis of blockchain’s massive datasets [34, 35]. However,
blockchain records authentic real-world data with enormous commercial
value for user profiling and behavior analysis. Future research will employ
intelligent algorithms like machine learning [36] and deep learning [37] to
analyze blockchain user data and extract valuable business insights.

4 Conclusion
This paper introduced blockchain technology fundamentals, analyzed the evolu-
tion of blockchain-based digital currencies, and examined how Ethereum, Car-
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dano, Dash, and BitShares evolved Bitcoin’s functionality. Based on current
blockchain applications, the paper analyzed challenges facing digital currency re-
search and projected future trends. Blockchain’s disruptive innovation provides
decentralized alternatives for numerous industries. Despite its nascent stage,
blockchain’s strategic importance demands active participation in standardiza-
tion and deep exploration of its technological innovation value to strengthen
future leadership across scientific and economic domains.
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