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Abstract
Blockchain-based decentralized PKI replaces traditional Certificate Authorities
(CAs) with blockchain, leveraging its authority and transparency to achieve de-
centralized authentication. Most existing research employs blockchain traversal
methods to query identity-public key pairs for verifying whether a public key
belongs to a communication counterpart, which suffers from low efficiency. This
paper proposes an identity authentication scheme based on cryptographic accu-
mulators, which maps on-chain identity and public key information into accumu-
lator values. This approach enhances the verification efficiency of identity-public
key pairs while fulfilling authentication functionality, simultaneously address-
ing the insufficient storage problem of light nodes amid continuous blockchain
growth, and experimentally validates the feasibility and effectiveness of the pro-
posed method.
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Abstract: Decentralized public key infrastructure (PKI) based on blockchain
replaces traditional certificate authorities (CAs) with blockchain, leveraging its
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authority and transparency to achieve decentralized authentication. Current re-
search primarily verifies whether a public key belongs to a communication coun-
terpart by traversing the blockchain to query identity-public key pairs, which
is inefficient. This paper proposes an identity authentication method based on
cryptographic accumulators that maps on-chain identity and public key informa-
tion into an accumulated value, thereby improving verification efficiency while
addressing the insufficient storage space of lightweight nodes as the blockchain
continuously grows. Experiments demonstrate the feasibility and effectiveness
of the proposed method.

Keywords: blockchain; cryptographic accumulator; decentralization; identity
authentication

0 Introduction
Public key infrastructure (PKI) is a collection of hardware, software, and secu-
rity policies that provides a complete security mechanism, enabling users to com-
municate and conduct e-commerce transactions based on certificates through
a series of trust relationships, even when they are unaware of each other’s
identities or geographically distributed. As the foundation and core of current
network security construction, PKI is the fundamental guarantee for secure e-
commerce. A traditional PKI system includes certificate authorities (CAs), PKI
policies, hardware/software systems, registration authorities (RAs), certificate
distribution systems, and PKI applications. However, CA-centric PKI suffers
from single-point failure and prominent intrusion targets, which has spurred the
development of decentralized PKI.

Blockchain technology has attracted significant attention since Satoshi
Nakamoto proposed Bitcoin in 2008. As an immutable public ledger,
blockchain has been widely used in online payments, distributed storage,
and anti-counterfeiting certification. One implementation of decentralized
PKI utilizes blockchain to store identity and public key information. Dur-
ing authentication, the current approach traverses the blockchain to query
certificates, checks whether the public key belongs to the claimed identity,
and finally sends challenge messages to verify digital signatures. However, as
an append-only public chain, blockchain’s data volume continuously grows.
In recent years, blockchain size has exceeded 100 GB and will continue to
increase, making traversal-based methods increasingly inefficient. If traditional
methods persist, authentication time will fail to meet practical requirements.
Meanwhile, devices such as mobile phones cannot store such massive data. The
introduction of cryptographic accumulators can solve the efficiency problem in
member verification during identity authentication.

Cryptographic accumulator schemes contain algorithms that map a set of mul-
tiple elements into a single accumulated value and provide a compact witness to
prove that a given value indeed belongs to the set. Starting from this context,
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this paper proposes an efficiency optimization method for identity authentica-
tion in decentralized PKI using cryptographic accumulators. The study focuses
on the definition, implementation principles, and characteristic comparisons of
cryptographic accumulators, as well as their application in member verification
combined with blockchain to improve authentication efficiency.

1.1 One-Way Accumulators
The concept of cryptographic accumulators originated from one-way accumu-
lators first proposed by Benaloh et al. One-way accumulators are defined as a
family of one-way hash functions with quasi-commutativity. Unlike common
hash functions with a single argument, these consider two input arguments.

Definition 1 (One-Way Hash Functions). A family of one-way hash func-
tions is an infinite sequence of functions in set ℋ, where ℎ𝜆 ∈ ℋ (with 𝜆 as a
security parameter), satisfying:

a) For any integer 𝜆 and any input, computation is polynomial-time feasible.

b) For any polynomial-time algorithm 𝒜, the probability satisfies certain
negligible conditions.

These functions are computable and one-way: given ℎ𝜆, computing ℎ𝜆(𝑥, 𝑦) is
polynomial-time feasible, while finding collisions is computationally infeasible.

Definition 2 (Quasi-Commutativity). A function 𝑓 ∶ 𝑋 × 𝑌 → 𝑋 is quasi-
commutative if:

𝑓(𝑓(𝑥, 𝑦1), 𝑦2) = 𝑓(𝑓(𝑥, 𝑦2), 𝑦1)

for all 𝑥 ∈ 𝑋 and 𝑦1, 𝑦2 ∈ 𝑌 .

Quasi-commutativity ensures that for a set of values, the accumulated hash value
remains unchanged regardless of the computation order when the initial value is
fixed. A one-way accumulator is a one-way function with quasi-commutativity
that maps a set 𝑌 to a constant value 𝑧 and provides proofs for each member,
enabling member verification.

1.2 Strong One-Way Accumulators
Definition 1 shows that finding collisions is negligible when variables are prop-
erly selected, but does not consider attackers who might forge credentials by
improperly selecting values. To enhance security, strong one-wayness is intro-
duced.
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Definition 3 (Strong One-Way Hash Functions). A family of strong one-
way hash functions is an infinite sequence of functions in set ℋ, where ℎ𝜆 ∈ ℋ
(with 𝑘 as a security parameter), satisfying:

a) For any integer 𝑘 and any input, computation is polynomial-time feasible.

b) For any polynomial-time algorithm 𝒜, the probability of finding collisions
is negligible.

The probability depends on random choices of the algorithm and random output.
Strong one-way accumulators prevent attackers from constructing fake member
values to forge witnesses.

1.3 Collision-Free Accumulators
Baric et al. proposed that cryptographic accumulators require stricter properties.
Under strong one-wayness, attackers might still carefully forge member values
to construct witnesses. Therefore, collision-free accumulators are introduced.

Definition 4 (Accumulator Scheme). A cryptographic accumulator scheme
is a quadruple of polynomial-time algorithms (Gen, Eval, Wit, Ver):

• Gen: A probabilistic algorithm generating initial parameters. It takes a
security parameter 𝜆 and accumulator threshold 𝑁 (the maximum number
of values that can be securely accumulated) and returns an accumulator
key 𝑘.

• Eval: A probabilistic algorithm computing the accumulated value of all
values in set 𝑌 . It takes 𝑘 and 𝑌 and outputs an accumulated value 𝑧 and
auxiliary information aux.

• Wit: A probabilistic witness generation algorithm. It takes 𝑘, a value
𝑦𝑖 ∈ 𝑌 , and auxiliary information aux; if 𝑦𝑖 is indeed in 𝑌 , it outputs a
witness 𝑤𝑖 proving 𝑦𝑖 was accumulated.

• Ver: A deterministic verification algorithm. It takes 𝑘, 𝑦𝑖, witness 𝑤𝑖, and
accumulated value 𝑧 to verify whether 𝑦𝑖 was accumulated, outputting Yes
or No.

Definition 5 (Collision-Freeness). An accumulator scheme is 𝑁 -collision-
free if for any integer 𝑁 and any polynomial-time probabilistic algorithm 𝒜, the
probability of forging a witness is negligible. If an accumulator is 𝑁 -collision-
free for any positive integer 𝑁 , it is collision-free. Collision-free accumulators
prevent attackers from forging witnesses by constructing false member sets.
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1.4 Dynamic Accumulators
Applications in member authentication require accumulators to support efficient
updates to accumulated values and member witnesses when the member set
changes, particularly for efficient member revocation. Otherwise, all members
would need to recompute accumulated values and witnesses whenever members
are added or removed, making accumulators inefficient for practical applications.

Definition 6 (Dynamic Accumulator Scheme). A dynamic accumulator
scheme is a heptuple of polynomial-time algorithms (Gen, Eval, Wit, Ver, Add, Del, Upd):

• Gen, Eval, Wit, Ver: Same as in Definition 4, forming the basic struc-
ture.

• Add: Element addition algorithm (usually deterministic). Takes accumu-
lator key 𝑘, accumulated value 𝑧 of set 𝑌 (with |𝑌 | < 𝑁), and value 𝑦′ to
add; returns new accumulated value 𝑧′ and update information auxadd.

• Del: Element deletion algorithm (usually deterministic). Takes accumu-
lator key 𝑘, accumulated value 𝑧 of set 𝑌 , and value 𝑦 to delete; returns
new accumulated value 𝑧′ and update information auxdel.

• Upd: Witness update algorithm (deterministic). Updates witness 𝑤𝑖 for
existing elements after Add or Del operations. Takes 𝑘, 𝑤𝑖, 𝑦𝑖, operation
op ∈ {Add, Del}, and update information; returns updated witness 𝑤′

𝑖.

1.5 Features and Comparison
Key characteristics of cryptographic accumulators serve as evaluation criteria:

• Dynamicity: Efficient element addition/deletion and witness update al-
gorithms (see Definition 6).

• Robustness: Accumulator administrators need not be trusted; trapdoor
information cannot forge witnesses.

• Universality: Accumulators provide both membership and non-
membership witnesses.

• Security Assumption: Member verification functionality remains secure
against attackers under stated assumptions.

• Compactness: Accumulators map large sets to smaller-order accumu-
lated values, with small storage requirements for accumulated values and
witnesses, and low time complexity for update algorithms.

Performance characteristics of various accumulators are shown in Table 1 (where
𝑛 is the number of elements in the set).

Table 1. Characteristics of Various Cryptographic Accumulators
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AccumulatorDynamicityRobustnessUniversality
Witness/Accumulator
Size

Security
Assumption

BeMa[8] � � � 𝑂(1) Strong RSA
+ Random
Oracle

BarPif[11] � � � 𝑂(1) Strong RSA
CamLys[12]� � � 𝑂(1) Strong RSA
LLX[15] � � � 𝑂(1) Pairings
AWSM[16] � � � 𝑂(log 𝑛) Collision-

resistant
Hash

CHKO[14] � � � 𝑂(1) Strong RSA

2 Cryptographic Accumulator-Based Authentication Meth-
ods
2.1 Decentralized Member Verification

The quasi-commutativity of one-way accumulators ensures that with a fixed
initial value 𝑥0, the accumulated hash value 𝑧 for values 𝑦1, 𝑦2, ..., 𝑦𝑚 remains
unchanged regardless of computation order. That is, for any permutation 𝜋 of
the accumulated value 𝑧 and values 𝑦𝑖, we have:

𝑧 = ℎ(⋯ ℎ(ℎ(𝑥0, 𝑦𝜋(1)), 𝑦𝜋(2)), ⋯ , 𝑦𝜋(𝑚))

Additionally, the one-way property ensures that given 𝑧 and 𝑦𝑖, finding a witness
𝑤𝑖 for a non-member 𝑦′ ∉ 𝑌 is negligible. Thus, accumulators enable member
verification: given a set 𝑌 , all elements’accumulated hash value 𝑧 can be com-
puted. A member holding 𝑦𝑖 can compute the accumulated value of all other
elements and provide witness 𝑤𝑖 to prove membership. The verifier can check
if 𝑧 = ℎ(𝑤𝑖, 𝑦𝑖). Non-members attempting to forge identities must construct a
witness 𝑤′ for a fake value 𝑦′, which is computationally infeasible under certain
assumptions.

This approach does not hide user information since all 𝑦𝑖 are used to com-
pute 𝑧, but it significantly reduces storage overhead by eliminating the need to
maintain member lists. Unlike traditional centralized authorities maintaining
member lists, accumulators enable mutual identity verification without central
participation.
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2.2 Designing Cryptographic Accumulator-Based Identity-Public Key
Pair Authentication

Traditional identity verification between parties A and B proceeds as follows:
a) A sends (𝑖𝑑𝐴, 𝑝𝑘𝐴) to B, claiming public key 𝑝𝑘𝐴 belongs to identity 𝑖𝑑𝐴.
b) B queries blockchain (or authoritative third party) for matching registration
information (𝑖𝑑𝐴, 𝑝𝑘𝐴) to verify the public key’s ownership. c) B sends random
challenge string 𝑐ℎ to A, who digitally signs it: 𝜎 = Sign𝑠𝑘𝐴

(𝑐ℎ). d) B verifies
the signature using 𝑝𝑘𝐴: if Ver𝑝𝑘𝐴

(𝜎, 𝑐ℎ) = 1, it proves A holds private key 𝑠𝑘𝐴
and thus owns identity 𝑖𝑑𝐴.

In blockchain-based decentralized identity authentication, cryptographic accu-
mulators play different roles depending on node status. For full nodes, querying
all locally stored chain information requires traversing the entire blockchain,
with authentication efficiency decreasing as blockchain volume grows. For
lightweight nodes, there is insufficient space to store the complete blockchain,
preventing normal communication authentication unless they request queries
from full nodes, which again faces traversal inefficiency.

We improve steps a) and b) as follows: A sends (𝑖𝑑𝐴, 𝑝𝑘𝐴, 𝑤𝐴) to B, where 𝑤𝐴
is the witness. B runs the verification algorithm from Definition 4:

Ver(𝑘, (𝑖𝑑𝐴, 𝑝𝑘𝐴), 𝑤𝐴, 𝑧) → {0, 1}

to determine whether (𝑖𝑑𝐴, 𝑝𝑘𝐴) belongs to accumulator 𝑧. This typically re-
duces the time complexity of step b) from 𝑂(𝑛) to 𝑂(log 𝑛) or 𝑂(1). Using
cryptographic accumulators, authentication functionality can be achieved by
storing only the accumulated value and related information, reducing local stor-
age space complexity from 𝑂(𝑛) to 𝑂(log 𝑛) or 𝑂(1), enabling lightweight nodes
to participate normally.

2.3 Accumulator Operation Methods on Blockchain

Integrating cryptographic accumulators with existing blockchain-based decen-
tralized identity authentication improves authentication efficiency and addresses
lightweight node storage limitations. Compared to conventional blockchains, we
add a “current accumulated value”field to transaction information, with each
participating node maintaining its own witness locally.

This section describes accumulator creation from the genesis block and its oper-
ation during identity registration, revocation, update, and verification.

2.3.1 Initial Accumulator Creation The miner node creates security pa-
rameters: 𝑘 ← Gen(1𝜆, 𝑁). Through Eval, it inputs an initial member list of
𝑚 elements (at least containing the miner itself) as (𝑖𝑑, 𝑝𝑘) pairs to obtain the
initial accumulated value 𝑧0, which is placed in the“genesis block”and broadcast
to the network. All recipients verify the correctness of 𝑧0 creation. If correct,
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they synchronize the block and compute their own witnesses 𝑤𝑖; otherwise, they
discard it. The algorithm is described in Algorithm 1.

Algorithm 1. Initial Accumulator Creation

for creator:
k = Gen(1^�, N)
initial_idlist = [id_1, id_2, ..., id_m]
initial_pklist = [pk_1, pk_2, ..., pk_m]

for i in range(len(initial_idlist)):
current_transaction[i]['identity'] = initial_idlist[i]
current_transaction[i]['publickey'] = initial_pklist[i]
y_i = hash(id_i, pk_i)

(z_0, aux) = Eval(k, {y_1, ..., y_m})
current_transaction[i]['accu'] = z_0
genesis_block.add(current_transaction)
proof = PoW(genesis_block_header)
genesis_block.add(proof)

# Compute own witness (assuming index 1)
w_1 = Wit(k, y_1, aux)
blockchain.append(genesis_block)
broadcast(genesis_block)

for neighbor_i in node.neighbors:
when receive genesis_block from node:

if current_block is constructed correctly:
blockchain.append(genesis_block)
# Update own witness based on new identities in genesis_block
for (id, pk) in genesis_block:

w_i = Wit(k, hash(id, pk), aux)
else:

abort genesis_block

2.3.2 Identity ID Registration When a miner approves a node’s identity
registration request, it adds (𝑖𝑑, 𝑝𝑘) to the accumulator, computes the new ac-
cumulated value 𝑧new and corresponding witness 𝑤id. The miner then includes
(𝑖𝑑, 𝑝𝑘, 𝑧new) in a newly mined block.

All block recipients verify the correctness of 𝑧new. If valid, they update their
locally stored accumulated value and update their witnesses via Upd; otherwise,
they discard the block. The algorithm is described in Algorithm 2.

Algorithm 2. Identity Registration

for miner in miners:
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when receive (id, pk, sig(sk_id, "register")):
current_transaction = []

if is_well_constructed(id, pk, sig):
current_transaction.add((id, pk, "register"))

# Generate new accumulated value and witness
y = hash(id, pk)
(z_new, aux) = Add(k, z_old, y)
w_id = Wit(k, y, aux)
current_transaction.add((z_new, w_id))

current_block.add(current_transaction)
proof = PoW(current_block_header)
current_block.add(proof)

# Update own witness (assuming index j)
w_j = Upd(k, w_j, y, "Add", aux)
blockchain.append(current_block)
broadcast(current_block)

for neighbor_i in node.neighbors:
when receive current_block from node:

if current_block is constructed correctly:
blockchain.append(current_block)

else:
abort current_block

2.3.3 Identity ID Revocation The miner verifies that the identity exists
in the accumulator. If verification succeeds, it removes the node’s identity,
recomputes the accumulated value 𝑧new, and includes it in a new block. If
verification fails, the process aborts.

All block recipients verify 𝑧new correctness. If valid, they update their locally
stored accumulated value and witnesses via Upd; otherwise, they discard the
block. The algorithm is described in Algorithm 3.

Algorithm 3. Identity Revocation

for miner in miners:
when receive (id, pk, w, sig(sk_id, "revoke")):

current_transaction = []

if Ver(k, (id, pk), w, z) == 1 and Ver(sig, pk, "revoke") == 1:
# Identity is registered and revocation command is authorized
current_transaction.add((id, pk, "revoked"))
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# Generate new accumulated value
y = hash(id, pk)
(z_new, aux) = Del(k, z_old, y)
current_transaction.add(z_new)

current_block.add(current_transaction)
proof = PoW(current_block_header)
current_block.add(proof)

# Update own witness (assuming index j)
w_j = Upd(k, w_j, y, "Del", aux)
blockchain.append(current_block)
broadcast(current_block)

for neighbor_i in node.neighbors:
when receive current_block from node:

if current_block is constructed correctly:
blockchain.append(current_block)

else:
abort current_block

2.3.4 Public Key Update Public key update is equivalent to performing
identity revocation followed by registration. The user presents witness 𝑤, the
miner revokes (𝑖𝑑, 𝑝𝑘) via Algorithm 3, then the user provides new public key
𝑝𝑘′, and the miner registers (𝑖𝑑, 𝑝𝑘′) via Algorithm 2.

2.3.5 Identity Verification Given identity-public key pair (𝑖𝑑, 𝑝𝑘) and wit-
ness 𝑤, any user can verify legitimacy by running Ver(𝑘, (𝑖𝑑, 𝑝𝑘), 𝑤, 𝑧).

3.1 Block Construction
This work adopts the strong RSA assumption-based cryptographic accumulator
from [8,9], modifying block construction code based on blockchain generation
methods. Partial code is shown below, with the resulting block structure illus-
trated in Figure 1 [Figure 1: see original paper].

def new_block(self, proof, pre_hash):
block = {

'index': len(self.chain) + 1,
'timestamp': time.time(),
'transactions': self.current_transactions,
'proof': proof,
'pre_hash': pre_hash or self.hash(self.chain[-1]),

}
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# Update accumulated value and witness
if len(self.chain) > 0:

idpkbind = self.current_transactions[0]['identity'] + \
self.current_transactions[0]['publickey']

idpkhash = self.hash(idpkbind)
idpkconvert = int(idpkhash, 16)

for x in range(len(self.chain)):
self.witness[x] = pow(self.witness[x], idpkconvert, self.n)

self.witness.append(self.accu)
self.accu = pow(self.accu, idpkconvert, self.n)

# Reset the current list of transactions
self.current_transactions = []
self.chain.append(block)
return block

3.2 Results and Analysis
Experiments were conducted on three PCs with Windows 7 64-bit, Intel®
Xeon(R) CPU E7520 @ 1.86 GHz, and 16 GB DDR3 RAM.

Six datasets of identity-public key pairs were created, ranging from 5,000 to
30,000 entries in increments of 5,000. Identities consisted of 6-20 random digits
and letters; public keys comprised 15 random digits and letters. The strong RSA
accumulator threshold was a 150-digit decimal integer (product of two strong
primes generated via Miller-Rabin primality test). The seed 𝑥 was a random
integer not exceeding 𝑁 .

Figure 2 [Figure 2: see original paper] compares the time cost between tradi-
tional blockchain traversal and accumulator-based authentication. Traditional
traversal time grows linearly with blockchain length, while strong RSA accumu-
lator verification time is constant, independent of blockchain length, fluctuating
only slightly due to machine conditions at different operation times.

However, accumulator updates and maintenance require additional computation.
Two methods are considered:

a) Mining nodes maintain all member witnesses.

b) Full nodes only maintain the block structure in Figure 1. Mining nodes
compute only their own witness; each node updates its witness indepen-
dently based on block content. For offline users, they record current block
height 𝑖 and request synchronization from full nodes upon reconnection.
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Figure 3 [Figure 3: see original paper] shows blockchain construction speed for
both methods versus traditional blockchain. When miners maintain all node
witnesses, time grows non-linearly—requiring 𝑂(𝑛) witness updates per block.
Without computing other nodes’witnesses, each node performs only one accu-
mulator evaluation per block, with time curves nearly overlapping traditional
methods, demonstrating negligible impact on full node computation.

To ensure strong RSA accumulator security, experiments tested larger modulus
sizes. Figure 4 [Figure 4: see original paper] shows that single-step authentica-
tion time grows non-linearly with modulus size but remains at millisecond level
even beyond 1,024 bits (�308 decimal digits), fully acceptable for ordinary users.

Using a 320-digit decimal modulus (meeting security requirements), blockchain
construction experiments were repeated. As shown in Figure 5 [Figure 5: see
original paper], Method 1 shows significantly increased construction time with
larger modulus, while Method 2’s overhead is only millisecond-level per block,
making construction time essentially unchanged.

These results demonstrate that introducing cryptographic accumulators with
node-maintained witnesses improves authentication efficiency over traditional
methods, with improvements increasing as blockchain grows. The additional
computation for block construction is negligible compared to Proof-of-Work,
and the system remains efficient even with security-enhanced large moduli.

4 Conclusion
In recent years, Bitcoin and various altcoins have gained increasing attention,
mostly at the digital currency level. As an underlying technology, blockchain
has few practical applications. This paper advances the frontier by studying
and improving blockchain applications in decentralized PKI. It first analyzes
cryptographic accumulator definitions, principles, and compares mainstream ac-
cumulators across different criteria. It then introduces accumulators to improve
identity-public key authentication efficiency, reducing time and space complex-
ity. Depending on the accumulator, traditional 𝑂(𝑛) verification complexity can
be reduced to 𝑂(log 𝑛) or even 𝑂(1). Experiments verify that strong RSA-based
accumulators achieve constant-time identity-public key verification, demonstrat-
ing correctness and effectiveness, significantly improving decentralized PKI ver-
ification efficiency for large-scale blockchains.

Since existing strong RSA accumulators lack robustness and have limitations
without trusted administrators (cannot guarantee trapdoor information won’t
be abused for unauthorized user deletion), future work should adopt collision-
resistant hash-based Merkle Tree-type accumulators for better robustness.
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