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Abstract
With the proliferation of cloud computing, mobile devices can store and retrieve
personal data anytime and anywhere. Attribute-based encryption (ABE) can
be utilized to address security issues in mobile cloud data. Current research on
ABE for mobile clouds has primarily concentrated on single-authority scenarios,
which fails to meet real-world attribute authorization requirements. To ad-
dress these issues, this paper proposes a novel multi-authority attribute-based
encryption scheme. This scheme features no central authority, allows autho-
rization authorities to operate independently without mutual interference, and
supports the addition of distributed attributes. It leverages pre-computation
and outsourced decryption methods to reduce computational overhead on the
user side. The scheme is proven to be statically secure in the random oracle
model. Experimental results indicate that when mobile terminals perform data
sharing in cloud environments, this scheme can reduce computational overhead
on mobile devices by 20%, making it more aligned with practical application
scenarios in mobile cloud environments.

Full Text
Preamble
Efficient Decentralized Attribute-Based Encryption for Mobile Cloud
Computing

Fu Yumeng, Sun Lei, Li Zuohui (Information Engineering University,
Zhengzhou 450001, China)

Abstract: With the proliferation of cloud computing, mobile devices can store
and retrieve personal data anytime and anywhere. Attribute-based encryption
(ABE) can be employed to address mobile cloud data security concerns. Cur-
rent research on ABE schemes for mobile cloud environments primarily focuses
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on single-authority scenarios, which do not reflect real-world attribute autho-
rization situations. To address these limitations, this paper proposes a novel
multi-authority attribute-based encryption scheme that eliminates the need for
a central authority, allows attribute authorities to operate independently with-
out mutual interference, and supports dynamic attribute addition. The scheme
leverages precomputation and outsourced decryption to reduce computational
overhead on the user side. Furthermore, the scheme is proven statically se-
cure under the random oracle model. Experimental results demonstrate that
when mobile devices perform data sharing in cloud environments, the proposed
scheme can reduce computational overhead on the mobile device side by 20%,
making it more suitable for practical mobile cloud application scenarios.

Keywords: mobile cloud computing; attribute-based encryption; outsourcing;
multi-authority

0 Introduction
Mobile cloud computing (MCC) [1~3] has dramatically expanded the application
scope of cloud computing, enabling users to access powerful computational, stor-
age, and software services from the cloud without temporal or spatial constraints.
Major domestic and international enterprises have successively launched mobile
cloud computing services, such as Alibaba’s Apsara Mobile released in 2017,
Apple’s “MobileMe”service, and Microsoft’s “LiveMesh”. With the prolif-
eration of mobile devices and the rapid development of 5G networks, mobile
cloud has become a focal point of attention in recent years. Concurrently, cloud
computing security issues have gradually gained prominence. Gartner’s 2017
cloud security maturity curve [4] indicates that protection for data, applications,
and workloads in cloud environments is uneven, with data protection for mobile
devices being particularly immature. Existing cloud security solutions cannot
be directly applied to mobile cloud environments.

Attribute-based encryption effectively addresses the limitations of traditional en-
cryption methods in flexibly sharing data with multiple users and demonstrates
excellent performance in cloud data sharing security. However, most proposed
schemes are built upon bilinear mapping technology, and the substantial compu-
tational cost of bilinear pairings and group exponentiation operations has long
been criticized by researchers. In 2011, Green et al. [9] introduced outsourcing
techniques into ABE, leveraging the cloud’s powerful computational and storage
capabilities to address ABE performance bottlenecks by securely outsourcing
complex decryption computations, thereby providing a new research direction.
Subsequent research has primarily focused on resource-constrained terminal de-
vices, utilizing outsourcing techniques to enable mobile users to share cloud re-
sources similarly to PC users. In 2013, Li et al. [10] proposed a low-complexity
multi-authority ABE scheme for mobile users that relied on a semi-trusted inter-
mediary between mobile users and attribute authorities to facilitate information
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exchange. In 2014, Hohenberger et al. [11] proposed an online/offline outsourc-
ing ABE scheme that reduces encryption computational overhead through pre-
computation, cleverly dividing encryption/decryption workload into online and
offline phases to enhance user experience.

These studies provided a solid foundation for discussions on mobile cloud en-
vironment security. However, it was not until recent years that secure data
sharing for mobile cloud environments has been extensively explored. In 2015,
Indian scholars Vijay et al. [12] proposed a CP-ABE scheme for mobile cloud
environments addressing attribute revocation, supporting multiple attribute au-
thorities working simultaneously. In 2016, Li et al. [13] proposed a lightweight
data sharing scheme for mobile cloud environments that delegated most compu-
tations to external proxy servers by modifying the access control tree structure
while also achieving revocation functionality. Both schemes require a central
authority, whose complete trustworthiness cannot be guaranteed. To mitigate
security threats from central authority corruption, Lyu et al. [14] proposed a de-
centralized mobile cloud ABE scheme in 2017 that employed an anonymous key
issuance protocol for privacy protection and utilized online/offline techniques
and verifiable outsourced decryption to reduce computational overhead while
also achieving revocation. Zhao et al. [15] proposed a verifiable outsourced com-
putation mobile cloud CP-ABE scheme that verifies outsourcing results through
two hash functions, but the scheme targets single-authority scenarios and can-
not address real-world applications requiring multiple authorities to manage
different user attributes. De et al. [16] proposed an ABE scheme for mobile
cloud environments enabling fast encryption and decryption with attribute de-
centralization. Li et al. [17] employed a two-factor authentication mechanism
to achieve user anonymity and proposed a multi-authority CP-ABE scheme for
mobile cloud environments without requiring a CA. Although these schemes
address data sharing issues in mobile cloud environments to some extent, they
all require determining the number of attributes before system deployment and
cannot flexibly add attributes without resetting system parameters.

Additionally, regarding multi-authority scenarios in cloud environments, various
solutions have been proposed in literature [19~22]. Yang et al. [18] presented
a decentralized revocable scheme supporting arbitrary monotone access struc-
tures. Huang et al. [19] proposed a scheme supporting large attribute domains
that can arbitrarily add attributes without affecting system parameters. Cui
et al. [20] constructed a revocable scheme based on composite-order bilinear
groups. Zhang et al. [21] proposed a decentralized scheme requiring only one
exponentiation operation for decryption and supporting large attribute domains.
However, these schemes all have high performance requirements and overhead
for user-side devices, making them unsuitable for mobile cloud environments.

From a security perspective, designing adaptively secure schemes (both
composite-order and prime-order) requires sacrificing performance to some
extent, which is not ideal for data sharing in mobile cloud environments.
While selecting secure schemes cannot meet practical security requirements,

chinarxiv.org/items/chinaxiv-201806.00104 Machine Translation

https://chinarxiv.org/items/chinaxiv-201806.00104


using dual system encryption techniques to prove adaptive security is also not
suitable. In 2015, Rouselakis et al. from Waters’team [22] proposed a static
security model adapted for multi-authority settings, which better aligns with
data sharing scenarios involving multiple authorities and has gained significant
recognition in the field. Compared to selectively secure schemes and adaptively
secure schemes proven using dual system encryption techniques, statically
secure schemes offer satisfactory security and efficiency.

To the best of our knowledge, there is currently no satisfactory solution for
fine-grained access control that is both efficient and secure for multi-authority
attribute-based encryption in mobile cloud environments: (a) In practical sce-
narios, different authorities authorize and manage different user attributes, mak-
ing multi-authority ABE schemes more computationally intensive and complex
to manage than single-authority schemes; (b) Existing schemes require preset-
ting attributes and authorities during system initialization, with subsequent
additions necessitating global parameter resets, which is not ideal for practi-
cal efficiency; (c) Computational overhead in both encryption and decryption
phases is proportional to the size of attribute sets or access structures; (d) There
remains significant research space regarding the trade-off between security and
efficiency. This paper proposes a decentralized CP-ABE scheme that effectively
addresses computational issues arising from multi-authority settings, offers im-
proved security performance compared to existing schemes, and is more suitable
for solving practical data sharing problems in mobile cloud environments.

This paper proposes a decentralized attribute-based encryption scheme for mo-
bile cloud environments with the following main advantages:

a) Utilizing online/offline and decryption outsourcing techniques to migrate
partial computations to the cloud, enabling mobile users to perform only
one exponentiation operation each during encryption and decryption,
thereby imposing low performance requirements on mobile devices and
better aligning with mobile cloud application scenarios;

b) Constructing the scheme based on LSSS (linear secret sharing schemes)
access structures to achieve stronger expressiveness and higher efficiency;

c) Introducing a mapping concept during scheme construction to establish a
surjection between attributes and authorities, aligning with management
realities and reducing key computation overhead for attributes authorized
by the same authority; establishing a one-to-one mapping between at-
tributes and group elements to satisfy the need for subsequent attribute
addition without affecting overall scheme operation;

d) Proving the scheme statically secure under the random oracle model.
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1 Related Work
Mobile cloud computing can generally be summarized as a usage and delivery
model where mobile terminals obtain required infrastructure, platform, software,
and other resources or information services from the cloud on-demand and in an
easily scalable manner through wireless networks [5]. Since its proposal in 2010,
mobile cloud security has attracted widespread attention from scholars [6~8]: lit-
erature [6] proposed a mobile cloud storage keyword search encryption scheme,
literature [7] proposed an outsourced attribute-based encryption scheme for mo-
bile cloud medical applications with hidden access structures, and literature [8]
focused on the latest work ensuring mobile cloud computing infrastructure secu-
rity, summarizing the importance of security issues for mobile cloud computing
development.

Currently, attribute-based encryption technology provides a better solution for
cloud computing security, offering both data security and flexible access control.
However, typical ABE schemes cannot be directly deployed in practice because
they require bilinear mapping technology, with complex functionalities relying
on modular exponentiation or bilinear pairing operations, making efficiency dif-
ficult to improve. In 2011, Green et al. [9] introduced outsourcing concepts into
ABE, leveraging the cloud’s powerful computational and storage capabilities to
address ABE performance bottlenecks by securely outsourcing complex decryp-
tion computations, providing new research directions. Subsequent research has
primarily focused on terminal resource-constrained devices, utilizing outsourc-
ing techniques to enable mobile users to share cloud resources like PC users. In
2013, Li et al. [10] proposed a low-complexity multi-authority ABE for mobile
users that relied on a semi-trusted intermediary between mobile users and at-
tribute authorities to complete information exchange. In 2014, Hohenberger et
al. [11] proposed a method to reduce encryption computational overhead in ABE
schemes through precomputation—online/offline outsourcing ABE schemes that
divide encryption/decryption workload into online and offline phases, cleverly
improving user application experience.

The above research provided a good transition for discussions on mobile cloud
environment security. It was not until the past two years that secure data shar-
ing for mobile cloud environments has been widely explored. In 2015, Indian
scholar Vijay et al. [12] proposed a CP-ABE scheme for mobile cloud environ-
ments addressing attribute revocation, supporting multiple attribute authorities
working simultaneously. In 2016, Li et al. [13] proposed a lightweight data shar-
ing scheme for mobile cloud environments that delegated most computations to
external proxy servers by modifying the access control tree structure while also
achieving revocation functionality. Both schemes require a central authority,
whose complete trustworthiness cannot be guaranteed. To mitigate security
threats from central authority corruption, Lyu et al. [14] proposed a decen-
tralized mobile cloud ABE scheme in 2017 that employed an anonymous key
issuance protocol for privacy protection and utilized online/offline techniques
and verifiable outsourced decryption to reduce computational overhead while
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also achieving revocation. Zhao et al. [15] proposed a verifiable outsourced com-
putation mobile cloud CP-ABE scheme that verifies outsourcing results through
two hash functions, but the scheme targets single-authority scenarios and can-
not address real-world applications requiring multiple authorities to manage
different user attributes. De et al. [16] proposed an ABE scheme for mobile
cloud environments enabling fast encryption and decryption with attribute de-
centralization. Li et al. [17] employed a two-factor authentication mechanism
to achieve user anonymity and proposed a multi-authority CP-ABE scheme for
mobile cloud environments without requiring a CA. Although these schemes
address data sharing issues in mobile cloud environments to some extent, they
all require determining the number of attributes before system deployment and
cannot flexibly add attributes without resetting system parameters.

Additionally, regarding multi-authority scenarios in cloud environments, various
solutions have been proposed in literature [19~22]. Yang et al. [18] presented
a decentralized revocable scheme supporting arbitrary monotone access struc-
tures. Huang et al. [19] proposed a scheme supporting large attribute domains
that can arbitrarily add attributes without affecting system parameters. Cui
et al. [20] constructed a revocable scheme based on composite-order bilinear
groups. Zhang et al. [21] proposed a decentralized scheme requiring only one
exponentiation operation for decryption and supporting large attribute domains.
However, these schemes all have high performance requirements and overhead
for user-side devices, making them unsuitable for mobile cloud environments.

From a security perspective, designing adaptively secure schemes (both
composite-order and prime-order) requires sacrificing performance to some
extent, which is not ideal for data sharing in mobile cloud environments.
While selecting secure schemes cannot meet practical security requirements,
using dual system encryption techniques to prove adaptive security is also not
suitable. In 2015, Rouselakis et al. from Waters’team [22] proposed a static
security model adapted for multi-authority settings, which better aligns with
data sharing scenarios involving multiple authorities and has gained significant
recognition in the field. Compared to selectively secure schemes and adaptively
secure schemes proven using dual system encryption techniques, statically
secure schemes offer satisfactory security and efficiency.

To the best of our knowledge, there is currently no satisfactory solution for
fine-grained access control that is both efficient and secure for multi-authority
attribute-based encryption in mobile cloud environments: (a) In practical sce-
narios, different authorities authorize and manage different user attributes, mak-
ing multi-authority ABE schemes more computationally intensive and complex
to manage than single-authority schemes; (b) Existing schemes require preset-
ting attributes and authorities during system initialization, with subsequent
additions necessitating global parameter resets, which is not ideal for practi-
cal efficiency; (c) Computational overhead in both encryption and decryption
phases is proportional to the size of attribute sets or access structures; (d) There
remains significant research space regarding the trade-off between security and
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efficiency. This paper proposes a decentralized CP-ABE scheme that effectively
addresses computational issues arising from multi-authority settings, offers im-
proved security performance compared to existing schemes, and is more suitable
for solving practical data sharing problems in mobile cloud environments.

2 Preliminaries
This chapter introduces relevant background knowledge.

2.1 Bilinear Groups

Let 𝑝 be a prime, 𝐺 and 𝐺𝑇 be two cyclic groups of order 𝑝, and 𝑔 be a generator
of group 𝐺. Let 𝑒 ∶ 𝐺 × 𝐺 → 𝐺𝑇 be a mapping satisfying:

a) Bilinearity. For all 𝑎, 𝑏 ∈ ℤ𝑝 and 𝑓, 𝑔 ∈ 𝐺, we have 𝑒(𝑓𝑎, 𝑔𝑏) = 𝑒(𝑓, 𝑔)𝑎𝑏.

b) Non-degeneracy. There exists 𝑔 ∈ 𝐺 such that 𝑒(𝑔, 𝑔) has order 𝑝 in
𝐺𝑇 .

Assume that group operations in 𝐺 and 𝐺𝑇 and the mapping 𝑒 are all com-
putable in polynomial time, and that the descriptions of groups 𝐺 and 𝐺𝑇
include a generator for each group.

2.2 Access Structure

Let 𝒫 = {𝑃1, 𝑃2, ..., 𝑃𝑛} denote a set of 𝑛 parties. An access structure 𝔸 ⊆
2𝒫 ∖ {∅} is a non-empty subset of the power set of 𝒫. If the access structure 𝔸
is monotone, then for all 𝐵, 𝐶 ∈ 𝔸, if 𝐵 ⊆ 𝐶 then 𝐶 ∈ 𝔸. Sets in 𝔸 are called
authorized sets, while sets not in 𝔸 are called unauthorized sets.

2.3 Linear Secret Sharing Scheme

A secret sharing scheme Π over a set of participants 𝒫 is linear over ℤ𝑝 if it
satisfies the following two properties:

a) The shares of all participants form a vector over ℤ𝑝.

b) There exists a matrix 𝑀 with 𝑛 rows and 𝑙 columns called the share-
generating matrix for Π. For 𝑖 = 1, 2, ..., 𝑛, we let the function 𝜌 map the
𝑖-th row of 𝑀 to a participant. Let column vector ⃗𝑣 = (𝑠, 𝑦2, ..., 𝑦𝑙), where
𝑠 ∈ ℤ𝑝 is the secret to be shared and 𝑦2, ..., 𝑦𝑙 ∈ ℤ𝑝 are randomly chosen.
Then 𝑀 ⃗𝑣 represents the 𝑛 shares of the secret 𝑠, where (𝑀 ⃗𝑣)𝑖 is the 𝑖-th
share belonging to participant 𝜌(𝑖).

According to the definition of LSSS in literature [23], LSSS has linear reconstruc-
tion property. That is, if Π is a linear secret sharing scheme for access structure
𝔸, then for any authorized set 𝑆 ∈ 𝔸, there exists constants {𝜔𝑖 ∈ ℤ𝑝}𝑖∈𝐼 such
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that if {𝜆𝑖} are valid shares of secret 𝑠, then the equation 𝑠 = ∑𝑖∈𝐼 𝜔𝑖𝜆𝑖 holds,
while no such constants exist for unauthorized sets.

2.4 Complexity Assumptions

q-DBPBDHE2 Assumption [22]. The q-DBPBDHE2 problem in group 𝐺 is
described as follows: Randomly select 𝑎, 𝑠, 𝑏1, ..., 𝑏𝑞 ∈ ℤ𝑝 and a random element
𝑔 ∈ 𝐺. When given 𝐷 = (𝑔, 𝑔𝑠, 𝑔𝑎, ..., 𝑔𝑎𝑞 , 𝑔𝑎𝑞+2 , ..., 𝑔𝑎2𝑞 , {𝑔𝑎𝑖𝑏𝑗 , 𝑔𝑏𝑗 , 𝑔𝑎𝑖/𝑏2

𝑗 }𝑖∈[2𝑞],𝑖≠𝑞+1,𝑗∈[1,𝑞], {𝑔𝑎𝑖/(𝑏𝑖𝑏𝑗)}𝑖,𝑗∈[1,𝑞],𝑖≠𝑗),
and a random element 𝑇 ∈ 𝐺𝑇 , an algorithm 𝒜 solves the q-DBPBDHE2
problem with advantage 𝜖 if:

Pr[𝒜(𝐷, 𝑒(𝑔, 𝑔)𝑎𝑞+1𝑠) = 0] − Pr[𝒜(𝐷, 𝑇 ) = 0] ≥ 𝜖

If any polynomial-time algorithm has only negligible advantage in breaking the
q-DBPBDHE2 problem, then the q-DBPBDHE2 assumption holds in group 𝐺.

3 Scheme and Security Model
To address data security sharing issues in mobile cloud computing, this paper
designs an efficient data security sharing architecture for mobile cloud environ-
ments based on attribute-based encryption methods. The proposed architecture
is more aligned with practical application scenarios, satisfies fine-grained user
access control, ensures better user experience during data sharing, and achieves
secure, controlled, flexible, and efficient data sharing in mobile cloud environ-
ments.

3.1 Sharing Framework

The scheme mainly involves four entities: Data Owner (DO), Data User (DU),
multiple Attribute Authorities (AA), and Cloud Service Provider (CSP). The
sharing framework is shown in Figure 1 [Figure 1: see original paper].

Figure 1. Sharing Framework

1) Data Owner (DO): The DO primarily formulates access structures ac-
cording to security policies, then completes data encryption through pre-
computation based on the access structure, and finally uploads the encryp-
tion result—ciphertext associated with the access policy—to the cloud.

2) End User (DU): Any user can freely access and retrieve ciphertext files
from the cloud server. Decryption is possible only when the attributes pos-
sessed by the DU satisfy the ciphertext’s access policy. User attributes are
distributed by multiple attribute authorities according to user permissions,
thereby enabling cross-domain access to ciphertexts.

chinarxiv.org/items/chinaxiv-201806.00104 Machine Translation

https://chinarxiv.org/items/chinaxiv-201806.00104


3) Multiple Attribute Authorities (AA): AAs authorize users and gen-
erate public/private key pairs, publishing their public keys while secretly
retaining their private keys. This paper assumes that each attribute in the
scheme is authorized by a specific AA (e.g., ID numbers are authorized
by police stations, while master’s degrees are authorized by universities),
and each AA can manage multiple attributes (e.g., a graduate school office
can authorize both master’s and doctoral degrees). In practice, attributes
can be viewed as a combination of an AA’s public key and an attribute,
ensuring that when multiple AAs have duplicate attributes, they corre-
spond to different attributes in the system (e.g., master’s students from
Tsinghua University and Peking University).

4) Cloud Service Provider (CSP): The CSP is generally considered
honest-but-curious. Therefore, the CSP is only used for storing ci-
phertexts and performing partial decryption, and cannot obtain any
information about data or keys. It is believed that cloud service providers
possess powerful storage and computational capabilities, and DUs need
not overly consider their own hardware and software conditions, as they
can access authorized resources from the CSP through various configured
devices.

The DO and DU mentioned here primarily refer to low-end device users, such
as mobile phones and vehicle systems, but can also be high-end device users like
PCs, which will not be elaborated further.

3.2 Formal Definition of the Scheme

Define the attribute space 𝑈 , authority space 𝑉 , and function 𝑇 ∶ 𝑈 → 𝑉 as a
surjection from the attribute space to the authority space, i.e., for all 𝑖 ∈ 𝑈 , there
exists 𝑇 (𝑖) ∈ 𝑉 . Each user in the scheme (AA can also be viewed as a special
user) has a unique global identifier 𝐺𝐼𝐷 and an attribute set 𝑆 authorized by
multiple AAs.

A multi-authority ciphertext-policy attribute-based encryption scheme suitable
for mobile cloud environments is described by the following eight algorithms:

a) Global Setup Algorithm 𝐺𝑙𝑜𝑏𝑎𝑙𝑆𝑒𝑡𝑢𝑝(𝜆) → 𝐺𝑃 : Takes security param-
eter 𝜆 as input and outputs global public parameters 𝐺𝑃 , which serve as
public input parameters for the remaining seven algorithms. For brevity,
these parameters will not be mentioned in subsequent algorithms.

b) Authority Setup Algorithm 𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑡𝑦𝑆𝑒𝑡𝑢𝑝(𝐺𝐼𝐷) → {𝑃𝐾, 𝑆𝐾}𝛽:
Run independently by each authority 𝛽, takes 𝐺𝐼𝐷 as input and outputs
the authority’s public/private key pair (𝑃𝐾𝛽, 𝑆𝐾𝛽).

c) User Registration Algorithm 𝑢𝑠𝑒𝑟𝐾𝑒𝑦𝐺𝑒𝑛(𝐺𝐼𝐷) → {𝑢𝑠𝑒𝑟𝑃𝐾, 𝑘𝑒𝑦}:
The user portion of the classic key generation algorithm, performed by the
user. Takes 𝐺𝐼𝐷 as input and outputs the user’s public/private key pair
(𝑢𝑠𝑒𝑟𝑃𝐾, 𝑘𝑒𝑦).
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d) Outsourced Key Generation Algorithm 𝑜𝑢𝑡𝐾𝑒𝑦𝐺𝑒𝑛(𝐺𝐼𝐷, 𝑢𝑠𝑒𝑟𝑃𝐾, 𝑆, {𝑆𝐾}𝛽) →
𝑆𝐾𝑜𝑢𝑡: The outsourced portion of the classic key generation algorithm,
run by the user. For user 𝑖 with identifier 𝐺𝐼𝐷𝑖, user attribute set 𝑆𝑖,
and private key set {𝑆𝐾𝛽} of relevant authorities (i.e., ∀𝛽 ∈ 𝑇 (𝑆𝑖)),
outputs the outsourced decryption key 𝑆𝐾𝑜𝑢𝑡 for user 𝑖, which is secretly
uploaded to the cloud storage server.

e) Precomputation Algorithm 𝑒𝑛𝑐𝑃𝑟𝑒({𝑃𝐾}𝛽) → 𝐼𝐶: Run by the user
during device idle time. Takes the public key set {𝑃𝐾}𝛽 of relevant at-
tribute authorities as input and outputs temporary ciphertext 𝐼𝐶, which
can be uploaded to the cloud storage server.

f) Encryption Algorithm 𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝐼𝐶, 𝑀, (𝐴, 𝜌)) → 𝐶𝑇 : Takes tempo-
rary ciphertext 𝐼𝐶, plaintext message 𝑀 to be encrypted, and user-defined
access policy (𝐴, 𝜌) as input, outputs ciphertext 𝐶𝑇 , and uploads it to the
cloud storage server (this algorithm can also skip the precomputation step
and encrypt the plaintext directly).

g) Outsourced Decryption Algorithm 𝑑𝑒𝑐𝑂𝑢𝑡(𝑆𝐾𝑜𝑢𝑡, 𝑢𝑠𝑒𝑟𝑃𝐾, 𝐶𝑇 ) →
𝐶𝑇 ′: Run by the CSP’s outsourced decryption server. Takes user 𝑖’s
outsourced decryption key 𝑆𝐾𝑜𝑢𝑡 and ciphertext 𝐶𝑇 as input. When the
attribute set 𝑆 associated with the outsourced decryption key does not
satisfy the access policy in ciphertext 𝐶𝑇 , decryption fails; otherwise, it
outputs semi-decrypted ciphertext 𝐶𝑇 ′ and sends it to user 𝑖.

h) Terminal Decryption Algorithm 𝐷𝑒𝑐𝑟𝑦𝑝𝑡(𝑘𝑒𝑦, 𝐶𝑇 ′) → 𝑀 : Run by
the authorized user device. Takes user private key 𝑘𝑒𝑦 and semi-decrypted
ciphertext 𝐶𝑇 ′ as input and outputs plaintext 𝑀 .

3.3 Security Model

The static security model defined in this paper is a security game between a chal-
lenger and an adversary. The difference from the adaptive model is that the
adversary must specify attack targets and query content immediately after re-
ceiving public parameters, send them to the challenger, and cannot change them
after the game ends. Similar to the adaptive model, the static security model
also allows the adversary to query user private keys and partially decrypted
ciphertexts stored in the cloud multiple times, meaning the adversary can de-
crypt ciphertexts by querying outsourced decryption keys to obtain partially
decrypted ciphertexts. Additionally, it allows the adversary to corrupt some
authorities to generate their public keys for encryption. The model is modified
from literature [22], primarily adding resistance against collusion attacks from
multiple legitimate users through the following game stages:

a) Setup: The challenger runs the global initialization algorithm in the
scheme and sends the public parameters 𝐺𝑃 to the adversary.

b) Query: The adversary first selects a subset of authorities to corrupt from
the authority set 𝑉 (generates and sends their public keys 𝑃𝐾𝛽 to the
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challenger), then queries the challenger as follows:

(a) Select 𝑚 authorized users {𝐺𝐼𝐷𝑖}𝑚
𝑖=1 and query their public/private

keys.

(b) Select some uncorrupted authorities 𝑁 ⊆ 𝑉 and query their public
keys.

(c) Select 𝑛 users {𝐺𝐼𝐷𝑖}𝑛
𝑖=1 and query their outsourced decryption keys.

Here, 𝑆𝑖 is the attribute set owned by user 𝑖, requiring 𝑆𝑖 ⊆ 𝑈 ,
i.e., all attributes owned by the user are authorized by uncorrupted
authorities. Additionally, 𝑛 > 𝑚 is required, meaning the adversary
can query outsourced decryption keys not only for users in (a) but
also for other users.

(d) Select two equal-length messages 𝑚0, 𝑚1 and an access policy (𝐴, 𝜌)
to query the challenge ciphertext. Here, for each user 𝑖 who has
queried private keys, 𝑆𝑖 must not satisfy access policy (𝐴, 𝜌).

c) Challenge: The challenger randomly selects 𝑏 ∈ {0, 1} and sends the
challenge ciphertext 𝐶𝑇 ∗ to the adversary.

d) Guess: The adversary outputs a guess result 𝑏′. Define the adversary’s
advantage in winning this game as 𝜖 = | Pr[𝑏′ = 𝑏]−1/2|. If the adversary’
s advantage is non-negligible, the scheme is said to be statically secure.

When the above game does not include type (a) queries, this security model
reduces to attacks targeting only the cloud server.

4 Concrete Scheme
The proposed scheme draws on the mapping concept from literature [21], using
function 𝑇 ∶ 𝑈 → 𝑉 to map to the authorizing authority, i.e., there exists a
surjection 𝛿 ∶ [𝑙] → 𝑉 that maps rows of matrix 𝐴 to an authority. Additionally,
a precomputation outsourcing operation is introduced before scheme encryption,
and mobile cloud attribute-based secure sharing is divided into four aspects:
initialization, user registration, data encryption, and data access. The concrete
construction is as follows:

a) Initialization. Run the 𝐺𝑙𝑜𝑏𝑎𝑙𝑆𝑒𝑡𝑢𝑝 algorithm to generate global public
parameters 𝐺𝑃 . Select a prime-order bilinear group 𝐺, where 𝑝 is the order
and 𝑔 is the generator. Then select two hash functions 𝐻 ∶ {0, 1}∗ → 𝐺 and
𝐹 ∶ 𝑈 → 𝐺, mapping user identifiers 𝐺𝐼𝐷 to 𝐺 and attributes to 𝐺 respec-
tively. Output global public parameters 𝐺𝑃 = {𝑝, 𝐺, 𝑔, 𝐻, 𝐹 , 𝑈, 𝑉 , 𝑇 }.

Each authority 𝛽 ∈ 𝑉 runs the 𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑡𝑦𝑆𝑒𝑡𝑢𝑝 algorithm, randomly selecting
𝑦𝛽, 𝛼𝛽 ∈ ℤ∗

𝑝, computing and publishing its public key 𝑃𝐾𝛽 = {(𝑒(𝑔, 𝑔)𝛼𝛽 , 𝑔𝑦𝛽)},
and secretly retaining its private key 𝑆𝐾𝛽 = {𝛼𝛽, 𝑦𝛽}.
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b) User Registration. When a new user accesses the system, the user
needs to request private keys from attribute authorities. Private keys
are jointly generated by each authority corresponding to attributes in
the user’s attribute set 𝑆 through algorithm execution. First, run the
𝑢𝑠𝑒𝑟𝐾𝑒𝑦𝐺𝑒𝑛 algorithm on the mobile device, randomly selecting 𝑧 ∈ ℤ∗

𝑝,
using its own 𝐺𝐼𝐷 to compute and generate user public key 𝑢𝑠𝑒𝑟𝑃𝐾 =
{𝑔𝑧, 𝐻(𝐺𝐼𝐷)𝑧} and publish it. Relevant authorities use 𝑆𝐾𝛽 to output
outsourced decryption keys for user 𝑖:

For each attribute 𝑖 in user attribute set 𝑆, if 𝛽 = 𝑇 (𝑖), then authority 𝛽 selects
random element 𝑡𝑖 ∈ ℤ∗

𝑝 and computes:

𝐾𝑖,1 = 𝑔𝛼𝛽 ⋅ 𝐻(𝐺𝐼𝐷)𝑦𝛽𝑡𝑖 , 𝐾𝑖,2 = 𝑔𝑡𝑖

The user secretly stores private key 𝑘𝑒𝑦 = 𝑧 and computes:

𝐾′
𝑖,1 = 𝑔𝑧⋅𝑡𝑖 , 𝐾′

𝑖,2 = 𝐹(𝑖)𝑧⋅𝑡𝑖

Output the cloud server key: 𝑆𝐾𝑜𝑢𝑡 = {𝐺𝐼𝐷, {𝐾𝑖,1, 𝐾′
𝑖,1, 𝐾′

𝑖,2}𝑖∈𝑆}, and add it
to the cloud server key list 𝐾𝑙𝑖𝑠𝑡.

c) Data Encryption. When the mobile device is idle, run the 𝑒𝑛𝑐𝑃𝑟𝑒 algo-
rithm, which mainly completes precomputation for each attribute 𝑖 ∈ 𝑈
before formal encryption to provide computational results for subsequent
encryption. For attribute 𝑖, randomly select 𝑟𝑖, 𝜆𝑖, 𝜔𝑖 ∈ ℤ∗

𝑝 and compute:

𝐼𝐶𝑖,1 = 𝑒(𝑔, 𝑔)𝜆𝑖𝛼𝛽 , 𝐼𝐶𝑖,2 = 𝑔𝑟𝑖 , 𝐼𝐶𝑖,3 = 𝑔𝑦𝛽𝑟𝑖 , 𝐼𝐶𝑖,4 = 𝑔𝜔𝑖𝑟𝑖

Let 𝐼𝐶𝑖 = {𝐼𝐶𝑖,1, 𝐼𝐶𝑖,2, 𝐼𝐶𝑖,3, 𝐼𝐶𝑖,4} and 𝑇 𝐾𝑖 = {𝜆𝑖, 𝜔𝑖}. The above operations
can also be performed by the data owner during formal encryption by precom-
puting only relevant attributes as needed before completing encryption. This
design draws on the online/offline concept, fully utilizing user-side idle time and
cloud storage capabilities to provide partial computational results for the formal
encryption stage, alleviating encryption pressure to some extent.

When mobile users need to share secret data, run the 𝐸𝑛𝑐𝑟𝑦𝑝𝑡 algorithm, se-
quentially inputting message 𝑚, access policy (𝐴, 𝜌), intermediate ciphertext
𝐼𝐶, and temporary key 𝑇 𝐾. Then randomly select 𝑠, 𝑦2, ..., 𝑦𝑛, 𝑧2, ..., 𝑧𝑛 ∈ ℤ∗

𝑝,
let vector ⃗𝑣 = (𝑠, 𝑦2, ..., 𝑦𝑛), and for all 𝑥 ∈ [𝑙], map to authority 𝛽 = 𝛿(𝜌(𝑥)).
Compute ciphertext:

𝐶0 = 𝑚 ⋅ 𝑒(𝑔, 𝑔)𝛼𝛽𝑠, 𝐶𝑥,5 = 𝑔𝜆𝜌(𝑥)𝑣𝑥 , 𝐶𝑥,6 = 𝑔𝜔𝜌(𝑥)𝑣𝑥

Finally output ciphertext 𝐶𝑇 = {(𝐴, 𝜌), 𝐶0, {𝐶𝑥,5, 𝐶𝑥,6}𝑥∈[𝑙]} and upload it to
the cloud storage server. The encryption can also choose to upload it to the
CSP’s outsourced storage server to save device storage resources.
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d) Data Access. The DU downloads the ciphertext from the CSP. If the
ciphertext is legitimate, the mobile device uses its private key to complete
decryption. When the cloud server receives an access request, it first looks
up the corresponding cloud server decryption key 𝑆𝐾𝑜𝑢𝑡 in its key list
𝐾𝑙𝑖𝑠𝑡 based on the terminal user public key 𝑢𝑠𝑒𝑟𝑃𝐾, then runs 𝑑𝑒𝑐𝑂𝑢𝑡 for
partial decryption. When the attribute set 𝑆 associated with the terminal
user’s outsourced decryption server key does not satisfy the access policy
in the ciphertext, decryption fails; otherwise, let 𝐼 = {𝑥 ∶ 𝜌(𝑥) ∈ 𝑆} ⊆
{1, 2, ..., 𝑙}, the decryption server computes:

𝐶𝑇 ′ = (𝐶𝑝𝑎𝑟𝑡1, 𝐶𝑝𝑎𝑟𝑡2)

where:

𝐶𝑝𝑎𝑟𝑡1 = ∏
𝑥∈𝐼

(𝑒(𝐶𝑥,5, 𝐾′
𝑖,1) ⋅ 𝑒(𝐶𝑥,6, 𝐾′

𝑖,2))𝑐𝑥 , 𝐶𝑝𝑎𝑟𝑡2 = ∏
𝑥∈𝐼

𝑒(𝐾𝑖,1, 𝐶𝑥,5)𝑐𝑥

and sends the partially decrypted ciphertext 𝐶𝑇 ′ to the DU. Here {𝑐𝑥}𝑥∈𝐼 are
constants satisfying ∑𝑥∈𝐼 𝑐𝑥𝐴𝑥 = (1, 0, ..., 0).
After receiving the partially decrypted ciphertext from the cloud server, the
terminal user runs the 𝐷𝑒𝑐𝑟𝑦𝑝𝑡 algorithm, using the retained user private key
𝑘𝑒𝑦 = 𝑧 to complete the remaining decryption operations and finally recover:

𝑚 = 𝐶0 ⋅ 𝐶𝑝𝑎𝑟𝑡2
(𝐶𝑝𝑎𝑟𝑡1)1/𝑧

5 Analysis
5.1 Correctness Analysis

a) Outsourced Decryption Process. When attribute set 𝑆 satisfies access
policy (𝐴, 𝜌), there exist constants {𝑐𝑥 ∈ ℤ𝑝}𝑥∈𝐼 such that ∑𝑥∈𝐼 𝑐𝑥𝜆𝜌(𝑥) =
𝑠 and ∑𝑥∈𝐼 𝑐𝑥𝜔𝜌(𝑥) = 0. The following results hold:

𝐶𝑝𝑎𝑟𝑡1 = ∏
𝑥∈𝐼

(𝑒(𝑔𝜆𝜌(𝑥)𝑣𝑥 , 𝑔𝑧⋅𝑡𝜌(𝑥)) ⋅ 𝑒(𝑔𝜔𝜌(𝑥)𝑣𝑥 , 𝐹 (𝜌(𝑥))𝑧⋅𝑡𝜌(𝑥)))𝑐𝑥

= ∏
𝑥∈𝐼

𝑒(𝑔, 𝑔)𝜆𝜌(𝑥)𝑣𝑥𝑧𝑡𝜌(𝑥)𝑐𝑥 ⋅ 𝑒(𝑔, 𝐹 (𝜌(𝑥)))𝜔𝜌(𝑥)𝑣𝑥𝑧𝑡𝜌(𝑥)𝑐𝑥

= 𝑒(𝑔, 𝑔)𝑧 ∑𝑥∈𝐼 𝑐𝑥𝜆𝜌(𝑥)𝑣𝑥𝑡𝜌(𝑥) ⋅ 𝑒(𝑔, ∏
𝑥∈𝐼

𝐹(𝜌(𝑥))𝑐𝑥𝜔𝜌(𝑥)𝑣𝑥𝑡𝜌(𝑥))𝑧

= 𝑒(𝑔, 𝑔)𝑧𝑠 ∑𝑥∈𝐼 𝑐𝑥𝑣𝑥𝑡𝜌(𝑥) ⋅ 𝑒(𝑔, ∏
𝑥∈𝐼

𝐹(𝜌(𝑥))0)𝑧

= 𝑒(𝑔, 𝑔)𝑧𝑠 ∑𝑥∈𝐼 𝑐𝑥𝑣𝑥𝑡𝜌(𝑥)
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b) Mobile Device Completes Final Decryption. The user has private
key 𝑘𝑒𝑦 = 𝑧, randomly selects elements in ℤ∗

𝑝, and since 𝐺 is a cyclic
group, there exists unknown 𝑧−1 such that:

𝑚 = 𝐶0 ⋅ 𝐶𝑝𝑎𝑟𝑡2
(𝐶𝑝𝑎𝑟𝑡1)1/𝑧 = 𝑚 ⋅ 𝑒(𝑔, 𝑔)𝛼𝛽𝑠 ⋅ 𝑒(𝑔, 𝑔)𝛼𝛽𝑠 ∑𝑥∈𝐼 𝑐𝑥𝑣𝑥𝑡𝜌(𝑥)

𝑒(𝑔, 𝑔)𝑠 ∑𝑥∈𝐼 𝑐𝑥𝑣𝑥𝑡𝜌(𝑥)
= 𝑚

Thus, the outsourced decryption key is properly distributed.

5.2 Security Analysis

Lemma 1. Assuming the Rouselakis-Waters (RW) scheme [22] is statically se-
cure, the decentralized multi-authority CP-ABE scheme proposed in this paper
for mobile cloud environments is also statically secure.

Proof. Suppose an adversary can break this scheme with non-negligible advan-
tage in probabilistic polynomial time. Then we can construct a probabilistic
polynomial-time algorithm ℬ to break the RW scheme.

Algorithm ℬ outputs global public parameters 𝐺𝑃 = {𝑝, 𝐺, 𝑔, 𝐻, 𝐹 , 𝑈, 𝑉 , 𝑇 }.
The adversary 𝒜 first selects a subset of authorities 𝐶 ⊆ 𝑉 to corrupt (generates
and sends their public keys 𝑃𝐾𝛽 to ℬ), then queries ℬ as follows:

1) Query: The adversary selects 𝑚 authorized users {𝐺𝐼𝐷𝑖}𝑚
𝑖=1 and queries

their public/private keys; selects some uncorrupted authorities 𝑁 ⊆ 𝑉 and
queries their public keys; selects 𝑛 users {𝐺𝐼𝐷𝑖}𝑛

𝑖=1 and queries their out-
sourced decryption keys, where 𝑆𝑖 is the attribute set of user 𝑖, requiring
𝑆𝑖 ⊆ 𝑈 (all attributes owned by the user are authorized by uncorrupted
authorities) and 𝑛 > 𝑚; selects two equal-length messages 𝑚0, 𝑚1 and an
access policy (𝐴, 𝜌) to query the challenge ciphertext, where for each user
𝑖 who has queried private keys, 𝑆𝑖 must not satisfy access policy (𝐴, 𝜌).

2) Challenge Response: Simulator ℬ queries the RW scheme for
corresponding public keys of authorities in 𝑁 , private keys of users
{𝐺𝐼𝐷𝑖}𝑚

𝑖=1, and challenge ciphertext. The challenger returns the cor-
responding private keys and public keys to ℬ. ℬ first computes user
private keys in this scheme: for 1 ≤ 𝑖 ≤ 𝑚, compute user public key
𝑢𝑠𝑒𝑟𝑃𝐾𝑖 = {𝑔𝑧𝑖 , 𝐻(𝐺𝐼𝐷𝑖)𝑧𝑖}, then compute corresponding outsourced
decryption keys as follows:

For each attribute 𝑗 ∈ 𝑆𝑖, authority 𝛽 = 𝑇 (𝑗) selects random element 𝑡𝑗 ∈ ℤ∗
𝑝

and computes:

𝐾𝑗,1 = 𝑔𝛼𝛽 ⋅ 𝐻(𝐺𝐼𝐷𝑖)𝑦𝛽𝑡𝑗 , 𝐾𝑗,2 = 𝑔𝑡𝑗

The user secretly stores private key 𝑘𝑒𝑦 = 𝑧𝑖 and computes:
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𝐾′
𝑗,1 = 𝑔𝑧𝑖⋅𝑡𝑗 , 𝐾′

𝑗,2 = 𝐹(𝑗)𝑧𝑖⋅𝑡𝑗

Output outsourced decryption key 𝑆𝐾𝑜𝑢𝑡 = {𝐺𝐼𝐷𝑖, {𝐾𝑗,1, 𝐾′
𝑗,1, 𝐾′

𝑗,2}𝑗∈𝑆𝑖
}.

3) Guess: The adversary and ℬ simultaneously output guess result 𝑏′. The
above distribution is indistinguishably real to the adversary. Therefore, if
the adversary can break this scheme with non-negligible advantage, then
ℬ can also break the RW scheme with non-negligible advantage.

Lemma 2. Assuming the q-DPBDHE2 assumption holds, the RW scheme is
statically secure in the random oracle model.

Proof. Literature [22] provides detailed proof, which is omitted here due to
space limitations.

Theorem 1. Assuming the q-DPBDHE2 assumption holds, the proposed
scheme is statically secure in the random oracle model.

Proof. Directly follows from Lemma 1 and Lemma 2.

5.3 Performance Analysis

This section compares the functionality and user-side overhead (storage and
computational costs) of this scheme with related schemes. Table 1 presents the
functional comparison results, while Table 2 presents the overhead comparison
results.

Table 1. Functionality Comparison

Scheme
Central
Authority

Large
Attribute
Domain

Prime
Order Precomputation

Outsourced
Decryption

[18] Yes No Yes No No
[19] Yes Yes Yes No No
[20] No Yes No No No
[21] No Yes Yes No Yes
Ours No Yes Yes Yes Yes

This paper primarily considers multi-authority settings that better reflect prac-
tical applications. Therefore, four similar multi-authority schemes are selected
for comparison. Schemes in literature [18,19] both require a central authority for
identity authentication, cannot avoid threats from central authority corruption,
and incur non-negligible communication overhead due to required information
exchange between the central authority and each authority. Literature [20] ad-
dresses these issues but is based on composite-order bilinear groups, which is
significantly less efficient than prime-order schemes and does not consider other
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overhead reduction methods. In contrast, literature [21] proposes a better so-
lution, but still imposes relatively high encryption phase overhead for mobile
cloud users. The scheme proposed in this paper improves upon these limitations
by introducing precomputation operations during encryption, allowing users to
fully utilize device idle time and cloud storage space to provide partial compu-
tational results for formal encryption without leaking any secret information,
making it more suitable for mobile cloud environments.

Table 2. Overhead Comparison

Scheme
AA Public
Key

User Private
Key

User-side
Encryption

User-side
Decryption

[18] 2𝑈 + 2𝑆 + 1 (5𝑆+3)𝐸+2𝑃 𝐼𝐸 + 2𝑃 2𝑆𝐸 + (2𝑆 +
2)𝐼 + 𝑃

[19] 2𝑉 (5𝑆+1)𝐸+2𝑃 𝐼𝐸 + 2𝑃 2𝑆𝐸 + (2𝑆 +
2)𝐼 + 𝑃

[20] 2𝑈 + 2𝑆 + 1 (5𝑆+1)𝐸+2𝑃 𝐼𝐸 + 2𝑃 2𝑆𝐸 + (2𝑆 +
2)𝐼 + 𝑃

[21] 2𝑉 2𝐸 (6𝑆 + 1)𝐸 + 𝐸 2𝑉 𝐸 + 𝐸
Ours 2𝑉 2𝐸 𝐼𝐸 + 2𝑃 𝐸

Where 𝑈 represents the number of attributes, 𝑉 represents the number of au-
thorities, 𝑆 represents the number of user attributes, 𝐼 represents the number
of rows in the access structure matrix, 𝑃 represents bilinear pairing operations
in the group, and 𝐸 represents exponentiation operations in the group. Since
multiplication operations have negligible overhead compared to bilinear pairings
and exponentiation operations, only the above operations are considered.

As shown in the table, literature [19] achieves constant-size AA public keys, but
its scheme requires a central authority whose private key is linearly related to 𝑈 .
Since this scheme employs function 𝑇 ∶ 𝑈 → 𝑉 to map attributes to authorizing
authorities, the AA public key in this scheme is only related to the number of
attribute authorities rather than the number of attributes they manage. This
benefit ensures that adding attributes later does not affect the AA public key.
Therefore, this scheme is superior to literature [18] and [20] in terms of user
storage overhead.

Secondly, regarding user private keys, literature [18~20] has AA directly gener-
ate them based on user attributes, making private key length linearly related to
𝑆. In this scheme, users first generate a public/private key pair for themselves
during registration, and then AA uses this key pair along with user attributes
to generate outsourced decryption keys for the cloud server. Thus, the user-
side private key is constant-size and does not grow with the number of user
attributes. Therefore, this scheme’s user-side storage overhead is smaller than
schemes proposed in literature [18~20].

chinarxiv.org/items/chinaxiv-201806.00104 Machine Translation

https://chinarxiv.org/items/chinaxiv-201806.00104


In terms of computational overhead, since this paper focuses on CP-ABE
schemes suitable for data sharing where access policies are associated with
ciphertexts, ciphertext length is linearly related to the number of rows 𝐼 in
the access matrix. This scheme considers outsourcing in both encryption
and decryption, thus offering better encryption and decryption efficiency
than literature [18~20]. While ensuring security, the online/offline concept is
adopted for user-side encryption, with partial computations executed during
the offline phase when user devices are idle, significantly reducing online
encryption workload to one bilinear pairing operation and one exponentiation
operation. Therefore, this scheme is superior to literature [21] in terms of
encryption.

For user-side decryption, literature [18~20] has users directly decrypt cipher-
texts, so both bilinear pairing and exponentiation operations during decryption
are linearly related to 𝐼 . In this scheme, the cloud outsourced decryption server
first performs partial decryption, and finally the user only needs one exponenti-
ation operation on the intermediate ciphertext to recover the plaintext, greatly
reducing computational overhead on end devices and making it suitable for se-
cret sharing in mobile clouds.

Furthermore, this scheme adopts the mapping concept from literature [21], using
𝐹 ∶ 𝑈 → 𝐺 to map the attribute space to 𝐺, with the benefit that the number
of attributes in the system is not limited—any string in 𝑈 can be added as a
new attribute later. Additionally, this scheme uses function 𝐻 ∶ {0, 1}∗ → 𝐺 to
map users to 𝐺, enabling both users and authorities with unique identifiers to
achieve complete decentralization, thereby resisting collusion attacks between
users and authorities.

5.4 Experimental Results

This section comprehensively compares the computational overhead of this
scheme with related literature through experiments. The experimental environ-
ment is Intel Core i7, 2.6 GHz, 8 GB RAM, Linux MINT 18 operating system,
based on the Charm framework [24], using Type D elliptic curves from JPBC.
Experiments comparing user-side encryption and decryption efficiency show
that this scheme has greater advantages in encryption efficiency than literature
[21].

The experimental results are shown in Figure 2 [Figure 2: see original paper].
In terms of computational overhead, this scheme is superior and suitable for
resource-constrained users in cloud environments to perform secure data sharing.

Figure 2. Encryption and Decryption Time Overhead
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6 Conclusion
Based on the classic ABE scheme, this paper’s scheme: (1) adopts precom-
putation methods during encryption and secure outsourcing during decryption,
effectively reducing computational overhead on the user side during encryp-
tion and decryption; (2) introduces a mapping concept that establishes a one-
to-one correspondence between attributes and group elements during scheme
construction to satisfy the need for subsequent attribute addition without af-
fecting overall scheme operation; (3) considers a more practical decentralized
multi-authority scenario where authorities and users have unique identifiers, op-
erate independently to distribute and 保管 keys, with attributes authorized by
unique authorities but manageable by multiple authorities; (4) finally proves
the security of this scheme under the random oracle model. Scheme analysis
and experimental results demonstrate that this scheme can effectively reduce
overhead on mobile device sides and is suitable for secure data sharing in mobile
cloud environments.
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