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Abstract

To address the problem that existing service chain deployment methods in
software-defined networking environments fail to fully consider network-wide
resource utilization, this paper proposes an optimized service chain deployment
mechanism based on an efficient heuristic algorithm. First, the overall architec-
ture of service chain deployment is presented, and an integer linear program-
ming model is introduced for mathematical formulation. Second, an efficient
heuristic algorithm for solving the model is proposed, which employs a sort-
then-greedy approach to effectively utilize network resources and balance load
while satisfying resource and delay constraints. Simulation results demonstrate
that, compared with other deployment algorithms, the proposed algorithm re-
duces both load balancing degree and time complexity while improving request
acceptance rate.
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Abstract: In software-defined networking (SDN) environments, existing ser-
vice function chain (SFC) deployment methods fail to fully consider network-
wide resource utilization. This paper proposes an SFC optimization deployment
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mechanism based on an efficient heuristic algorithm. First, we present the over-
all architecture for service chain deployment and introduce an integer linear
programming (ILP) model for mathematical formulation. Second, we propose
an efficient heuristic algorithm that operates in a “sort-first, greedy-second” man-
ner, effectively utilizing network resources and balancing load while satisfying
resource and delay constraints. Simulation results demonstrate that compared
with other deployment algorithms, the proposed algorithm reduces load balanc-
ing degree and time complexity while improving request acceptance rate.

Keywords: software-defined networking (SDN); service function chaining
(SFC); optimal deployment; integer linear programming (ILP); heuristic
algorithm

0 Introduction

With the rapid growth of network information volume (global Internet traffic is
projected to reach 1.6x10%! bytes by 2018 [1]), user demands for Internet ser-
vices continue to expand. Traditional static service function deployment models
have introduced numerous problems. First, in conventional networks, service
functions (such as firewalls, intrusion detection systems, and network address
translation) are tightly coupled with dedicated hardware devices, resulting in
poor scalability and high network maintenance costs. Second, static and rigid
service functions struggle to adapt to the dynamic demands of current Internet
multi-tenant models, causing network operational instability. Consequently, re-
search on new dynamic service models has become a recent hotspot [2-3].

Currently, Software-Defined Networking (SDN) [4] and Network Function Virtu-
alization (NFV) [5] technologies provide technical support for dynamic service
function chain development. The SDN architecture employs programmable,
logically centralized control to orchestrate service functions according to fine-
grained requirements. NFV technology transforms traditional embedded de-
ployment of network functions by decoupling network control functions from
hardware devices, creating opportunities for third-party companies to develop
service functions. The combination of these two technologies enhances network
flexibility and scalability, achieves infrastructure resource sharing, and supports
dynamic service function chain technology.

Research on dynamic service function chains based on SDN is still in its infancy,
with many outstanding issues in practical applications, among which SFC opti-
mization deployment is one of the urgent problems to be solved [6-8]. Existing
deployment studies are largely conceptual validations. In deployment strategy
research, current methods tend to consider only a single aspect of network-wide
resource utilization. For example, reference [9] proposes a service function de-
ployment method based on tabu search, which uses a tabu list to search for
optimal deployment positions for service functions in the global network, but
this method only considers node resource utilization. Reference [10] proposes a
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service function management mechanism for NFV environments that primarily
uses the Viterbi algorithm to select service functions with minimum deployment
cost among candidate nodes, effectively reducing deployment costs but lacking
consideration for link deployment overhead. Reference [11] proposes a service
function deployment model using an AFM heuristic algorithm for solution, but
AFM only uses physical node computing resource capacity as its selection strat-
egy without considering global service path resource utilization. Reference [12]
uses a Greedy algorithm to enumerate all service paths meeting resource con-
straints and connectivity requirements across the network, selecting the path
with minimum link resource occupation, but this approach focuses only on link
optimization selection. Reference [13] proposes a service function deployment
mechanism under SDN/NFV architecture that constructs a hierarchical graph
model and minimizes delay as the service path selection criterion, reducing ser-
vice function chain processing time but lacking consideration for node resources.

These deployment methods explore different perspectives, but their main re-
search limitation is that they focus either solely on node resource utilization
or solely on link resource utilization, lacking comprehensive study of global
resource allocation schemes. Therefore, this paper takes a global perspective,
simultaneously considering both node and link resource utilization, fully lever-
aging the flexible allocation characteristics of virtual resources to select appro-
priate function placement positions and service paths. This effectively utilizes
resources and balances load while satisfying resource and delay constraints. We
first present the overall architecture for SDN-oriented service function chain de-
ployment and model it as an integer linear programming mathematical model.
Second, addressing the difficulty that current methods fail to simultaneously con-
sider node and link resource utilization, we design a heuristic search algorithm
to solve the deployment model. Finally, we evaluate the proposed algorithm
using metrics such as load balancing degree, request acceptance rate, and time
complexity to verify its effectiveness.

1 Network Model and Problem Description
1.1 SDN-Based Service Function Chain Deployment Model

As shown in [Figure 1: see original paper], the SDN-based service chain deploy-
ment model consists of three planes: the orchestration plane, control plane, and
data plane. The orchestration plane serves as the development environment
for Virtual Network Functions (VNFs), primarily responsible for centralized
management of VNFs in the network and constructing SFC policies accord-
ing to different business requirements and application scenarios. It combines
corresponding functional components to form logical function chains for net-
work control. The control plane maps VNFs and virtual links to the physical
infrastructure based on service function resource requirements and underlying
resource information, following certain deployment strategies to achieve logical
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service chain deployment. The data plane mainly comprises general-purpose
hardware devices (such as standardized forwarding devices and x86 hardware
resources) that receive rules from the control plane and carry actual service
requests.

1.2 Service Function Chain Deployment Problem Description

The service function chain deployment process can be described as follows: upon
receiving a user SFC service request, the resource management and VNF or-
chestration modules in the SDN controller find optimal deployment positions
for VNFs and virtual links according to the service chain request and under-
lying resource status, following specified deployment strategies to generate a
service path that meets specific functional and performance requirements. To
abstractly represent the SDN-based service function chain deployment problem,
it can be reduced to a two-level model: SFC Policy — Logical Function Chain
and Logical Function Chain — Specific Service Path, as shown in [Figure 2: see
original paper]. The SFC Policy — Logical Function Chain process involves ap-
plications dynamically orchestrating and combining VNFs through northbound
interfaces. The Logical Function Chain — Specific Service Path process involves
rational allocation of underlying resources through southbound interfaces.

Definition 1: SFC Policy. Contains a target set and a service function
set. The target set represents the targets requiring processing actions, while
the service function set represents the sequence of service functions that data
packets must traverse. The SFC policy can be represented as the set P,
{vg, V4, (€15 Cqy -y ¢, )}, Where v, represents the source node, v, represents the
destination node, and (¢, ¢q, ..., ¢,,,) represents the sequence of service functions
that data packets from source node v, to destination node v, must pass through,

where m represents the number of functions in the service request.

Definition 2: Logical Function Chain. The controller orchestrates and
combines VNF functional modules to form a logical function chain, which can
be represented as the set C' = {¢;, ¢y, ...,¢,,}. A weighted directed graph G, =
(N,, L,) represents all VNF deployable nodes and their contextual connections,
where N, = {nvl,nv s ey Ty 5oy, + Tepresents the set of logical nodes (i.e.,

N, = {n, [1 <i<m}), and L, = {Tnvi,nvj)ﬂ < i< j < m} represents the set
of virtual links between logical nodes.

Definition 3: Specific Service Path. According to a specified objective
function, find corresponding optimal placement positions for VNFs and virtual
links in the logical function chain to form a specific service path from source node
to destination node. The underlying network consists of all physical nodes and
connecting links, which can be represented by a weighted undirected graph G, =

(Ng, L), where Ny = {n, ,n,_, oy T s ..y Ty } represents the set of underlying
physical nodes (i.e., N, = {nsj|1 <j<k}),and L, = {(nsi,nsj)|1 <i<j<k}
represents the set of physical links between physical nodes.

Taking the SFC Policy — Logical Function Chain — Specific Service Path
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process in [Figure 2: see original paper| as an example, we describe the instan-
tiation flow from initiating a service request to successfully achieving service
deployment and finally providing corresponding functional services. First, the
orchestration plane constructs a logical function chain composed of 4 VNFs
through the northbound interface according to tenant requests. Second, the
control plane maps the logical service chain to physical underlying nodes based
on underlying network resource status, controlling device forwarding through
southbound protocols according to certain deployment strategies. If the log-
ical service function chain mapping is successful, corresponding instantiation
resources are allocated, forming a service path that meets specific functional
and performance requirements. In the specific service path, shaded nodes rep-
resent physical nodes where VNFs are deployed, while unshaded physical nodes
only serve forwarding functions.

1.3 Integer Linear Programming-Based Optimization Deployment
Model

The optimization deployment strategy comprehensively considers service re-
source requirements and network node resource conditions to find optimal de-
ployment positions for VNF nodes and virtual links according to a specified ob-
jective function. This section establishes an integer linear programming (ILP)
model with the goal of minimizing physical resource occupation. For formal
representation, the symbols used in this paper are defined in .

** Main Symbol Definitions**
The optimization deployment model is formulated as follows:

1) Objective Function: Equation (1) represents the objective function of
the deployment model, which minimizes physical resource occupation to
achieve minimal service function chain deployment cost. In the equation,
« and [ are scaling parameters used to adjust the influence factors of VNF
mapping and link mapping costs. J represents an infinitesimal value to
ensure non-zero denominators. To improve underlying physical resource
utilization, the objective function uses remaining resources as denomina-
tors to bias VNF mapping and link mapping strategies toward nodes or
links with more remaining physical resources.

2) Resource Constraints: Equations (2) and (3) provide computing re-
source and bandwidth resource constraints. For computing resource con-
straints, the remaining resources of underlying physical nodes should sat-
isfy the computing resource requirements for VNF instantiation. For band-
width resource constraints, the remaining resources of underlying physical
links should satisfy the bandwidth resource requirements in requests.

3) Connectivity Constraint: Equation (4) is the connectivity constraint.
If VNF nodes n, and n, are mapped to underlying nodes n, and n,
respectively during the VNF node mapping phase, then during the logical
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link mapping phase, the logical link (nvi , nvj) will be mapped onto an un-
derlying path from node n,, tonode n, . At the source node, the outgoing

flow is 1 and the incoming flow is 0, so >y = 1; at the destination node,
the outgoing flow is 0 and the incoming flow is 1, so >y = —1; at other
nodes, both incoming and outgoing flows are 1, s0 >y =0.

4) Delay Constraint: Equation (5) is the delay constraint for service paths.
When service providers successfully map service requests to the underly-
ing physical network, they construct an end-to-end service path. Delay
represents the time consumed by data flows from source node to destina-
tion node, and the delay constraint ensures satisfaction of network Service
Level Agreements (SLA).

5) Variable Constraints: Equations (6) and (7) are mapping constraints
for logical function chains and binary constraints for variables, respectively.
Equation (6) ensures that services in the same service request can only be
mapped to a unique underlying node. Equation (7) specifies the binary
constraints for variables x and y.

2 Algorithm Description

For the service function chain deployment model proposed above, optimization
theory can be used to reduce it to a virtual network embedding problem [14-16].
The virtual network embedding problem has been proven to be NP-Hard [17],
so the service function chain deployment problem is also NP-Hard. That is,
under the condition P # N P, no polynomial-time algorithm exists to solve this
problem, and efficient search algorithms are typically used to obtain approxi-
mate solutions. Traditional two-stage mapping algorithms in virtual network
embedding [18] separate the process into node mapping and link mapping. How-
ever, logical function chain mapping in service chain deployment differs from
traditional virtual network embedding in that it requires comprehensive con-
sideration of service chain end systems, instantiation resource allocation, and
orchestration order characteristics. Based on the characteristics of service func-
tion chain deployment, this paper designs a “sort-first, greedy-second” heuristic
search algorithm to quickly and efficiently solve the service function chain de-
ployment model.

2.1 Service Chain Deployment Based on Efficient Heuristic Algorithm

Current research on service function chain deployment tends to focus either
solely on node resource utilization or solely on link resource utilization. To ad-
dress this challenge, this paper proposes an efficient heuristic search algorithm
(Greedy Node Embedding with k-Shortest Path Link Embedding Algorithm, G-
kSP). This algorithm comprehensively considers tenant service resource require-
ments, underlying physical remaining resources, and QoS conditions, simultane-
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ously focusing on both VNF placement and path selection stages during service
function chain deployment to obtain a globally optimal resource allocation strat-

egy.

To more precisely describe VNF resource requirements and underlying physical
node resource remaining conditions in logical function chains, this section de-
fines VNF comprehensive resource and physical node comprehensive remaining
resource functions as follows:

 E(n,,) represents the set of all adjacent virtual links to VNF node n,,

e c(n, ) represents the computing resource requirement for VNF node n,,
instantiation

. T(evi) represents the bandwidth resource requirement for link instantiation

 E(n, ) represents the set of all adjacent physical links to underlying phys-
ical node n,

. r(nsk) represents the current remaining computing resources of physical
node n,
k

o r(e,, ) represents the current remaining bandwidth resources of link e,

To simplify the search space of traditional heuristic algorithms and improve the
efficiency of solving global resource allocation strategies, the G-kSP algorithm
designed in this paper for the deployment model shown in Equations (1)-(7) is
a sort-first, greedy-second efficient search method. The sorting approach aims
to simplify the algorithm’ s search space, enabling optimal service paths to be
obtained without global search. During the greedy selection process, the algo-
rithm prioritizes physical nodes or links with the most remaining resources as
the greedy strategy. The greedy strategy directly impacts each sub-problem op-
eration, producing optimal resource allocation strategies for each sub-problem
and thus quickly and efficiently approximating the model’ s objective function.
Additionally, during iteration, the algorithm employs a backtracking mechanism:
when the current iteration cannot find a solution meeting resource constraints
for a VNF or virtual link, it backtracks to the suboptimal solution in the pre-
vious stage’ s mappable set. The detailed operation of the G-kSP algorithm is
described in .

** G-kSP Algorithm Detailed Process™*

Input: SFC request P,,,,, underlying physical network G, = (N,, L)
Output: VNF mapping set M, virtual link mapping set M,

a) Construct VNF Queue Q. Build the SFC policy according to online
arrival requests, orchestrate and combine VNFs to form a virtual network
layer G, with chain structure. Calculate the resource requirement C(n,, )
for each VNF node in set G, reorder them from largest to smallest, and
place them into queue Q.
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b) Construct Mappable Node Set M. Based on underlying physical
node information, calculate the comprehensive remaining resource quan-
tity R(n,, ) of mappable physical nodes, and use Equations (2)-(6) to
determine whether the remaining resources of physical nodes satisfy re-
source constraints. Form the mappable set M with underlying physical
nodes that meet the constraints.

¢) Select Optimal VNF Node Position. Take the first VNF from queue
Q@ that needs deployment, use Equation (10) to search physical nodes in
mappable set M, and map the VNF to physical node N, - If the VNF is
successfully mapped to physical node n,, , then set z =1 and record to
set M ; otherwise, backtrack to the suboptimal solution in mappable set
M from the previous iteration. Update queue Q.

d) Obtain VNF Mapping Set M,. Check whether there are still VNFs
in queue ) that have not completed mapping. If yes, return to step 2
to execute the next VNF node in queue Q; otherwise, complete VNF
mapping and obtain set M.

e) Construct Path Set R. After completing VNF mapping, based on set
M and following the service function chain order P,,,,, use the K-Dijkstra
algorithm with remaining link bandwidth r(e,, ) as weight to calculate k
shortest paths from source node v, to destination node v,, denoted as path
set R ={ry,rg, ..., "}

f) Select Optimal Virtual Link Position. Sort set R by bandwidth re-
source occupation from smallest to largest, and select the first path. Then
set y =1 and record to set M, ; otherwise, backtrack to the suboptimal
solution in the shortest path set R.

g) Service Time Monitoring and Resource Allocation. After com-
pleting virtual link mapping, use Equation (7) to determine whether the
service function chain QoS metrics are satisfied. If satisfied, the underly-
ing resource pool allocates corresponding instantiation resources to com-
plete the SFC deployment process and updates underlying resource status;
otherwise, reclaim allocated resources and mark service function chain de-
ployment as failed.

2.2 Theoretical Analysis of Algorithm Complexity

During service function chain deployment, assume there are m VNFs requiring
mapping, n physical nodes, and [ physical links in the underlying network. In
the VNF mapping process, G-kSP algorithm first sorts the m VINFs by required
resources from largest to smallest. The computation of VNF mapping mainly
involves sorting resource requirements and searching underlying remaining re-
sources, with complexity O(mlogm). In the virtual link mapping process, since
each virtual link is mapped to the underlying physical network using the K-
Dijkstra algorithm, its time complexity is O(K (Ilogn)). In summary, the time
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complexity of the G-kSP algorithm is O(mlogm + K(llogn)), which can be
equivalently expressed as O(logn).

3 Experimental Evaluation and Analysis

To verify the effectiveness of the proposed deployment algorithm (denoted as
G-kSP), this paper selects two other typical deployment algorithms for compar-
ison (as shown in ). We evaluate the G-kSP algorithm using three important
deployment metrics: load balancing degree, request acceptance rate, and time
complexity. Load balancing degree reflects the algorithm’ s search balance, re-
quest acceptance rate reflects the algorithm’s search performance in the solution
space, and request processing time reflects computational performance.

** Comparison Algorithms**

Algorithm Description

G-kSP The efficient heuristic search algorithm
proposed in this paper based on global
resource utilization

TS Deployment algorithm based on tabu
search [9] that searches for optimal
deployment positions in the global
network by setting tabu tables, focusing
on node resource optimization

Greedy Algorithm [12] that assigns higher
priority to low-delay links, focusing on
link resource optimization

3.1 Experimental Environment and Parameter Settings

The experiments run on a Linux PC with Intel Core i7-3770 3.60 GHz and 8
GB RAM. Network topologies are generated using the GT-ITM tool [19], and
algorithm programs run through Matlab. Similar to reference [20], this paper
uses a test case with a network topology containing 6 identical physical nodes
as the underlying infrastructure, resembling a lightweight cloud data center
network environment. As shown in [Figure 3: see original paper], the network
topology consists of 6 nodes and 14 links (numbers on nodes represent node
labels), with node 1 as the data traffic ingress and node 6 as the egress. All nodes
are assumed to be deployed in a cloud data center, and all nodes can carry service
functions. Physical node resources and link bandwidth remaining capacities
follow a random distribution of [1000, 1500]. Each SFC request consists of
different types of service functions with quantity following a random distribution
of [2, 5]. Resource requirements for each SFC node and link follow a uniform

chinarxiv.org/items/chinaxiv-201806.00099 Machine Translation


https://chinarxiv.org/items/chinaxiv-201806.00099

ChinaRxiv [$X]

distribution of [0.5, 1]. The number of service types supported by the underlying
network is set to 10, with each node randomly providing 1-5 of them.

3.2 Algorithm Performance Comparison

a) Node Load Balancing Degree: This metric represents the load accumula-
tion of physical nodes, reflecting the algorithm’ s performance in node resource
utilization. Smaller values are better, indicating more balanced load across
physical nodes. The node load balancing degree is calculated as:

We generate SFC request intensities from 10 to 100 and statistically measure
the node load balancing degree of the three algorithms, as shown in [Figure 4:
see original paper].

[Figure 4: see original paper| shows that the TS-based deployment method
achieves the smallest maximum node load balancing degree while obtaining the
maximum average load balancing degree, indicating better node load balancing
performance. Conversely, the Greedy algorithm performs poorly, with G-kSP
algorithm in between. The reason is that the TS algorithm uses underlying node
computing resource capacity as its selection strategy and can search for better
node selection schemes through repeated iterations, enabling effective utilization
of node resources. The Greedy algorithm prioritizes nodes on low-delay links,
which can lead to suboptimal load balancing on some functional nodes. The
G-kSP algorithm achieves moderate performance.

b) Specific Path Load Balancing Degree: This metric represents the load
accumulation of the entire service function chain, reflecting the algorithm’ s
performance in network-wide resource utilization. Smaller values are better.
The load balancing degree of the specific execution path is calculated as:

where scaling factors wy and w; adjust the emphasis on node load and link
load.

We generate SFC request intensities from 10 to 100 and statistically measure
the service path load balancing degree of the three algorithms, as shown in
[Figure 5: see original paper]. The figure shows that as request arrival inten-
sity increases, available resources decrease and the curve gradually flattens. As
resource bottlenecks emerge, request acceptance rate gradually decreases and
service path construction failures increase. With increasing request arrival in-
tensity, the G-kSP-based deployment method most effectively balances service
path load. Since both TS and Greedy algorithms fail to allocate resources from
a global optimal path perspective, they result in relatively unbalanced network
service path loads. However, the Greedy algorithm assigns higher deployment
priority to low-delay links, which can lead to frequent reuse of some links and
premature resource bottlenecks. Therefore, TS algorithm outperforms Greedy
algorithm in service path load balancing performance.

c) Request Acceptance Rate: This metric represents the proportion of re-
quests that satisfy resource, delay, and other constraints, reflecting the algo-
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rithm’ s search performance in the solution space. Larger values are better.
Request acceptance rate is defined as the ratio of successfully deployed SFCs to
total SFC requests:

where Y SF C’chepted represents the number of SFCs successfully deployed to

the underlying physical network from time ¢, to ¢, and Y SFC!
the total number of SFC requests arrived.

otal TEDPTESENLS

We generate SFC request intensities from 10 to 100 and statistically measure
the request acceptance rates of the three deployment algorithms, as shown in
[Figure 6: see original paper]. Under the same conditions, the average request
acceptance rate of G-kSP algorithm is approximately 95.4%, TS deployment al-
gorithm is about 92.3%, and Greedy deployment algorithm is about 81.7%. The
reason is that G-kSP algorithm considers global optimal path, reduces load bal-
ancing degree of the entire service function chain, improves underlying physical
resource utilization, occupies less resource space, and maximally reserves in-
stantiation resources for other requests in the queue, thereby increasing request
acceptance rate. The Greedy algorithm focuses mainly on link resource utiliza-
tion, increasing node processing queue time and underlying network load, thus
reducing request acceptance rate. The TS algorithm primarily considers node
resource conditions and can search for optimal deployment schemes through re-
peated iterative calculations, resulting in improved service request acceptance
rate compared to Greedy algorithm.

d) Time Complexity: This metric represents the runtime from request is-
suance to deployment completion, reflecting the algorithm’ s computational
performance. Smaller runtime values are better. We generate SFC request
intensities from 10 to 100 and statistically measure the request processing delay
of the three algorithms, as shown in [Figure 7: see original paper].

[Figure 7: see original paper| shows that as request arrival intensity increases,
G-kSP algorithm has smaller processing delay and can complete service function
chain deployment faster. Conversely, Greedy algorithm has larger processing de-
lay, with time complexity approximately 10-12 times that of G-kSP algorithm,
while TS algorithm is in between. The analysis reveals that Greedy algorithm
is essentially a two-stage mapping algorithm (VNF node mapping and logical
link mapping). In the VNF mapping stage, it enumerates all underlying nodes
satisfying constraints, with time complexity O(n™). In the logical link mapping
stage, it selects the path with minimum bandwidth occupation between nodes,
with time complexity O(m?). VNF nodes that have completed mapping must
wait for the next VNF node in the queue to complete mapping before establish-
ing service paths. Therefore, Greedy algorithm not only has large search space
but also suffers from virtual link mapping being affected by VNF mapping,
resulting in longer waiting times for VNFs in the queue and lower algorithm effi-
ciency. The total time complexity is O(mn? +m?). TS algorithm’ s processing
delay is affected by tabu list length A\, which increases storage space and com-
putational delay as A grows. TS algorithm’ s time complexity can be expressed
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as O(mA). Combined with the theoretical complexity analysis in Section 3.2,
the trend of curves in [Figure 7: see original paper] is basically consistent with
theoretical analysis.

4 Conclusion

The service function chain deployment method proposed in this paper simulta-
neously addresses node and link resource utilization during deployment. First,
for the service function chain optimization deployment problem, we present the
overall architecture for SDN-oriented service function chain deployment, reduce
it to a two-level model of SFC Policy — Logical Function Chain — Specific
Service Path, and model it as an integer linear programming mathematical
model. Second, addressing the difficulty that current deployment methods fail
to fully consider global resource utilization, we design a sort-first, greedy-second
heuristic search algorithm. Compared with tabu search deployment algorithm
and greedy heuristic algorithm, our method demonstrates good performance in
metrics such as load balancing degree, request acceptance rate, and time com-
plexity, and can obtain optimal resource allocation schemes more quickly and
effectively. Currently, industry research on SDN-based service function chains
continues to deepen. Future work will focus on reliability-aware service func-
tion chain deployment to meet network service chain reliability requirements
and carrier-grade network service quality.
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