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Abstract

Cross-Site Scripting (XSS) attacks represent one of the most significant threats
to Internet security today. To address issues in traditional penetration testing-
based vulnerability detection methods, such as low-complexity attack vectors
that are easily filtered and cumbersome overall detection workflows, this pa-
per proposes an automatic attack vector generation method based on Extended
Backus-Naur Form (EBNF) and a secondary crawling strategy for XSS vulner-
abilities. By defining EBNF rules to generate a rule parse tree, high-complexity
attack vectors are obtained through hierarchical traversal. During the initial
page crawling phase, input point information is embedded into attack vectors
for injection requests; subsequently, secondary crawling is performed by request-
ing legitimate parameters to obtain response pages. Finally, a prototype sys-
tem was designed and implemented, and vulnerability detection was conducted
across two platforms. Comparative experiments demonstrate that the system
simplifies the detection process, improves vulnerability detection counts to a
certain extent, and reduces the false positive rate.
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Abstract: Cross-site scripting (XSS) attacks have been one of the biggest
threats to Internet security. Traditional vulnerability detection methods based
on penetration testing technology suffer from issues such as low-complexity at-
tack vectors that are easily filtered and cumbersome overall detection processes.
This paper proposes an automatic attack vector generation method based on
Extended Backus-Naur Form (EBNF) and an XSS vulnerability twice-crawling
strategy. By defining EBNF rules, the method generates a rule-parsing tree
and then traverses it hierarchically to obtain high-complexity attack vectors.
During the first page crawling, input point information is embedded into attack
vectors before requesting injection, followed by a second crawling that requests
legitimate parameters to obtain the returned page. Finally, this paper designs
and implements a prototype system and uses two platforms for vulnerability
detection. Comparative experiments demonstrate that the system has a simple
detection process, improves the number of detected vulnerabilities to a certain
extent, and reduces the false positive rate.

Keywords: XSS; EBNF; attack vector; penetration testing

0 Introduction

Since the birth of the Internet, cybersecurity issues have always existed. With
the widespread adoption of Web applications, these issues have received increas-
ing attention from security researchers. The Open Web Application Security
Project (OWASP) 2017 Top 10 list of the most critical Web application security
risks ranks cross-site scripting (XSS) at seventh place [1]. WhiteHat Security’
s 2017 Application Security Statistics Report [2] shows that XSS accounts for
33% of all security risks, second only to information leakage risks at 37%. As
the second most common security issue, nearly two-thirds of Web applications
face XSS risks, which can cause significant damage once exploited. This demon-
strates that XSS security threats to Internet security cannot be ignored.

Currently, domestic and international researchers have developed XSS vulnera-
bility detection tools that fall into two main categories: black-box testing tools
[3] and white-box testing tools [4]. Black-box testing tools primarily use dy-
namic analysis techniques [5], while white-box testing tools mainly use static
analysis techniques [6], with some researchers employing a combination of both
[7]. Dynamic analysis techniques detect vulnerabilities during Web application
execution, commonly using methods such as penetration analysis, dynamic taint
analysis, traffic analysis, and monitoring/filtering. Static analysis techniques
detect vulnerabilities by reviewing Web application source code or bytecode,
employing methods such as static taint analysis, symbolic execution, and string
analysis. To avoid XSS vulnerabilities during Web development, researchers
have proposed solutions such as secure programming and modeling.

Li Wei et al. [8] proposed a detection method specifically for stored XSS vulner-
abilities, using BNF to automatically generate initial attack vectors and then
performing mutation operations. They used a focused Web crawler to crawl
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pages, submitted probe vectors to form forms, performed network-wide scans
to find output points, and finally injected attack vectors based on matched
input-output points for vulnerability detection. Although this method reduces
the number of tests during vulnerability detection, it makes the pre-detection
preparation process overly cumbersome. After automatically generating initial
attack vectors, mutation operations are still required, and using probe vectors to
find output points for each form requires network-wide scanning. Gu Mingchang
et al. [9] improved penetration testing methods by proposing an XSS attack vec-
tor automatic generation method based on symbolic sets and using a decision
tree classification algorithm to categorize attack vectors for direct use by cat-
egory during the testing phase. This method also uses probe vectors before
penetration testing to eliminate some URLs without vulnerabilities, reducing
unnecessary tests and improving detection efficiency. However, probe vectors
complicate the crawling process, and the generated attack vectors are relatively
simple and easily filtered by the server side. Wu Zijing et al. [10] proposed an
anti-filter rule set to transform XSS attack vectors to bypass server-side filtering
mechanisms for different types of malicious code and implemented automatic
injection of XSS attack vectors through an automatic crawler, representing an-
other improvement to penetration testing methods. However, this method only
studied how to make attack vectors bypass server-side filtering mechanisms, and
during vulnerability detection, it only injected attack vectors once through the
crawler before starting detection, which can easily cause a large number of stored
vulnerabilities to be missed.

This paper proposes a new automatic attack vector generation method and de-
signs a vulnerability detection system based on penetration testing technology.
The system uses EBNF to define attack vector generation rules, increasing the
randomness of XSS attack vector generation, improving attack vector complex-
ity to bypass servers, and embedding input point information in malicious script
fragments to record input points, ultimately obtaining mutated attack vectors
directly. As a black-box testing tool, the system performs two page crawling
operations during the target system’ s operation. During the first crawling, care-
fully designed attack vectors are injected, followed by a strategic second crawling
based on the first crawling results. Finally, regular matching methods are used
to analyze and detect vulnerabilities in the saved pages, directly locating vul-
nerabilities based on input point information in malicious script fragments.

When designing and implementing the XSS vulnerability detection system pro-
posed in this paper, we did not consider the impact of WAF firewalls and anti-
crawling measures on detection results for two main reasons: a) The system’ s
target users are website developers and maintainers, whose goal is to detect as
many XSS vulnerabilities as possible in their own Web systems for repair. If
a Web system has WAF firewalls or anti-crawling measures, they need to be
temporarily disabled; b) This is not a professional crawler system, with the fo-
cus on designing high-complexity attack vectors to bypass server-side filtering
mechanisms. For page crawling, we improved existing open-source crawler tools
and used a twice-crawling strategy to reduce the false negative rate for stored
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vulnerabilities.

1 Related Knowledge
1.1 XSS Vulnerabilities

To date, researchers have classified XSS vulnerabilities into three main types [11-
13]: reflected XSS vulnerabilities, stored XSS vulnerabilities, and DOM-based
XSS vulnerabilities.

Reflected XSS and stored XSS vulnerabilities are server-side vulnerabilities.
Their formation principle is that attackers submit malicious code from the
browser side to the server side. When the server fails to effectively filter and
validate this code, the malicious code appears in the returned page. When users
access this page, the malicious code loads, creating a vulnerability. DOM-based
XSS is a variant of reflected XSS and stored XSS. It differs significantly from
stored XSS but has subtle differences from traditional reflected XSS, which lead
to completely different attack characteristics. In DOM-based XSS, the server
does not directly return malicious scripts as part of the page. Instead, when
the browser loads the page, legitimate scripts directly output user input data
as HTML content to the page, so after the legitimate script executes, malicious
scripts are also inserted into the page.

1.2 Penetration Testing

Penetration testing technology is a technique that simulates hacker vulnerability
discovery techniques and attack methods as completely as possible to conduct in-
depth testing of target network security and discover any weaknesses, technical
defects, or vulnerabilities. There are many types of penetration testing methods,
but the two most common and widely accepted methods in the industry are
black-box testing and white-box testing.

Black-box testing: Also known as external testing, testers are completely un-
aware of the system. They use information collection tools to obtain information
from DNS, Web, Email, and various publicly accessible servers, simulating real
hacker techniques to conduct organized and step-by-step penetration and intru-
sion of the target network to discover known or unknown security vulnerabilities
and perform security assessments.

White-box testing: Also known as internal testing, testers obtain all internal
and underlying information about the target network in advance and can view
and evaluate the most serious security vulnerabilities in the target network at
minimal cost. White-box testing can eliminate almost all security risks existing
in the target network’s internal code and facilities, making it more robust against
external malicious attacks.
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1.3 EBNF

EBNF (Extended Backus-Naur Form) is a metasyntax notation primarily used
to formally define the syntax of computer programming languages and many
other languages. It is an extension of the basic Backus-Naur Form (BNF). EBNF
defines production rules that assign sequences of symbols to non-terminals, such
as letter = 'a' | 'b' | 'c'" | 'd' | 'e' | '£' | 'g';. This production
rule defines the non-terminal letter on the left side of the assignment. The
vertical bar indicates alternatives, terminals are enclosed in quotes, and a semi-
colon serves as the termination character. Therefore, letter is an English letter
from a or b through g.

2 Attack Vector Design Based on EBNF

This chapter first introduces how to design attack vector seeds, then describes
how to define EBNF attack vector generation rules based on these seeds, and
finally generates mutated attack vectors according to the rules.

2.1 Attack Vector Design

During XSS vulnerability detection, the effectiveness of designed attack vec-
tors is key to comprehensively detecting XSS vulnerabilities. Attack vectors
have many types and conform to certain composition rules: a) they contain
executable JavaScript scripts; b) they conform to HTML syntax and can be
embedded in HTML pages; ¢) they can be triggered for execution. Typically,
one type of attack vector is insufficient to detect all possible vulnerabilities, so
multiple types must be used for repeated detection.

This paper primarily uses the following types of attack vectors to detect XSS
vulnerabilities:

a) Direct use of scripts as attack vectors: <script>alert('xss')</script>,
<script src="xss.js"></script>

b) Embedding scripts as HTML element attribute values: <img src="javascript:alert('xss')"/>
¢) Embedding scripts as HTML element trigger events: <body onload="alert('xss')">

d) Embedding scripts as CSS style attribute URL values:  <body
style="background-image: url('javascript:alert("xss")');">,
<style>@import url("javascript:alert('xss')");</style>

If the input point is within an HTML tag attribute value, the tag must first
be closed by adding start strings like ="> or "> to the attack vector. Since the
JavaScript code portion of an attack vector can contain any valid JavaScript
statement, this paper adds input point information to the code portion, which
avoids recording input and output point information during detection and
greatly simplifies the entire vulnerability detection process. For example, for
the attack vector <script>alert('xss')</script>, this paper replaces the
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alert('xss') portion with alert(URL), where the URL content actually
identifies the input point information.

2.2 EBNF Rule Definition

Since existing EBNF syntax cannot meet requirements, this paper adds several
new syntax rules to the original EBNF:

Definition 1: Define new syntax <...>, where each group of elements must
be connected by |, containing the concept of grouping and allowing multi-level
nesting. If a rule contains two or more identical <. ..> groups connected by ,,
only one identical group can be selected. If it appears only once, it follows the
same syntax rules as (...).

Definition 2: Define new syntax :, where elements connected by : are ordered
and contain the concept of |. If a rule contains two or more such connection
strings connected by ,, values are taken in corresponding order. If it appears
only once, it follows the same syntax rules as |.

Based on these mutation processing methods, this paper defines different forms
of EBNF rules, dividing them into basic character rules and basic statement
rules. Basic character rules are shown in Table 2 .

Basic statements are built upon basic character rules, as shown in Table 3 .

2.3 Attack Vector Mutation

Based on basic character rules and basic statement rules, various types of attack
vector generation rules can be defined. According to the attack vector types
introduced above, several rules are defined as shown in Table 4 .

After parsing according to these rules, highly complex mutated attack
vectors can be generated. Rule parsing trees are used for this purpose,
with each rule corresponding to a rule parsing tree. After generating the
parsing tree, mutated attack vectors can be generated through hierarchical
traversal according to certain rules. For example, the basic character rule
a = 'a'"|'"A" | C&#','97" | '65" | ("x 'K, 61 4L), ) e | AL

corresponds to the rule parsing tree shown in Figure 1 [Figure 1: see original
paper].

Similarly, the basic statement rule payload_rule0 = left_script_label,js_strings,right_script_label
corresponds to the rule parsing tree shown in Figure 2 [Figure 2: see original

paper]. Each leaf node of this parsing tree is the root node of a parsing tree

generated by basic character rules.

The mutated attack vectors generated by the parsing tree corresponding to each
attack vector generation rule are shown in Table 5 .
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3 System Design
3.1 Overall Framework

Based on the previous research and analysis of various XSS vulnerability princi-
ples, this paper designs a detection system for stored and reflected XSS vulnera-
bilities aimed at generating high-complexity attack vectors and simplifying the
XSS vulnerability detection process. The system consists of three major mod-
ules, with the overall structure shown in Figure 3 [Figure 3: see original paper].
The attack vector generation module includes two sub-modules: rule parsing
tree generation and mutated attack vector generation. The crawler module in-
cludes two sub-modules: page crawling and page parsing. The attack vector
generation module is the foundational module of the detection system, provid-
ing services for the crawler module and vulnerability detection module, with the
main function of generating mutated attack vectors. In this module, the rule
parsing tree generation sub-module generates corresponding rule parsing trees
based on defined EBNF rules, after which the mutated attack vector generation
sub-module generates mutated attack vector strings under different rules. The
crawler module is the core module of the detection system, providing services
for the vulnerability detection module, with the main function of crawling and
parsing all pages of the target system, with both page crawling processes per-
formed in this module. The page crawling sub-module produces crawlers and
crawls pages, while the page parsing sub-module parses crawled pages and feeds
analysis results back to the crawler. The vulnerability detection module is the
final module of the detection system, depending on services provided by preced-
ing modules, and determines vulnerabilities by detecting the content of saved

pages.

3.2 System Process

The detection method of this system is an XSS vulnerability detection method
based on penetration testing technology. The entire detection process is shown
in Figure 4 [Figure 4: see original paper]. The vulnerability detection process is
divided into five sub-processes: attack vector generation, crawler initialization,
first crawling and parsing, second crawling and parsing, and vulnerability detec-
tion. First, the EBNF-based attack vector generation method described above is
used to generate different types of mutated attack vectors for subsequent opera-
tions. Then, crawler-related configurations are initialized, and carefully selected
seed URLs are added to the to-be-crawled URL queue. After crawler initializa-
tion is completed, a vulnerability crawler performs the first page crawling and
parsing process, saving some crawled pages. Next, a second page crawling and
parsing process is executed to obtain pages not crawled during the first pass.
Finally, vulnerability detection is performed on all crawled pages to determine
whether XSS vulnerabilities exist. The specific execution process of each sub-
process is detailed below.
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3.2.1 Attack Vector Generation This sub-process implements the auto-
matic generation of mutated attack vectors, producing high-complexity attack
vectors that can effectively bypass server-side filtering mechanisms. The specific
execution flow is shown in Figure 5 [Figure 5: see original paper]. First, con-
figuration information for attack vector generation is initialized. Then, based
on this configuration, the EBNF-formatted attack vector generation rule file is
parsed to generate mutated attack vectors.

3.2.2 Crawler Initialization In this sub-process, to enable the crawler to
reach deeper levels of the target system, login authentication must first be per-
formed in the target system. After authentication, basic crawler configurations
such as the number of crawlers and crawling depth are set. Finally, carefully
selected seed URLs are added to the to-be-crawled URL queue. The detailed
process is shown in Figure 6 [Figure 6: see original paper].

3.2.3 Crawling and Parsing When a crawler crawls pages in the target
system for vulnerabilities, a specific situation arises: some URL requests have
deletion functions that delete data stored in the server-side database. Due to
page crawling order, the crawler may first inject attack vectors into the server-
side database through input points of stored vulnerabilities, then crawl URLs
with deletion functions before crawling the corresponding output point pages,
causing previously injected attack vector information to be deleted from the
database and affecting subsequent vulnerability detection processes, resulting
in missed stored vulnerability reports.

Therefore, during page parsing, this system uses a combination of conven-
tional parsing and semantic analysis to perform semantic judgment when
extracting new URL requests, filtering URLs containing deletion semantics
such as “del,” “delete,” “remove,” and “rmv.” Simultaneously, it extracts
tag words corresponding to URLs and filters URLs containing words like “ffi
fR,” “delete,” “BBR,” “remove,” and “Hil}g.” For example, if an HTML page contains
a hyperlink: <a href="CompanyAction_delComByAdmin.do?id=00000001"
onclick="javascript:if (!confirm('#IAEMER?')) { window.event.returnValue
= false;}"> k% </a>, this URL s tag word is “Milf#” and the URL contains
the “del” string, so this URL is filtered and not crawled further. Since URL
requests with deletion functions will not contain reflected or stored XSS
vulnerabilities, whether they are crawled or not does not affect subsequent XSS
vulnerability detection.

This system has two crawling and parsing processes, with the second crawling
being much simpler than the first and performed based on the results of the
first crawling. The two crawling processes target different vulnerability types.
The first crawling primarily focuses on reflected vulnerabilities, possibly only
capturing a small portion of stored vulnerabilities. The second crawling targets
stored vulnerabilities and no longer performs reflected vulnerability crawling.
The first crawling process is shown in Figure 7 [Figure 7: see original paper].
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During the first crawling process, after extracting a URL from the to-be-crawled
URL queue, a request is first sent with legitimate parameters to obtain and parse
the returned page, with the purpose of extracting new to-be-crawled URLs to
add to the queue. Then, request parameters are adjusted to inject mutated
attack vectors, and the request is repeated with the returned page saved. This
process is looped until all types of attack vectors have been injected. To success-
fully request and obtain returned pages, the system performs semantic analysis
on URL request parameters during page parsing, using the tag word correspond-
ing to the request parameter and the parameter’ s key string to ensure request
parameter legitimacy. For example, if a request parameter’ s tag word is “I#l
£98¢1a)” (appointment time), it can be determined that the legitimate input for
this parameter should be in date format, or if a request parameter’ s key string
is “startSalesAmount,” the legitimate input should be numeric format.

During the second crawling, request parameters are no longer adjusted, and
URL parameters obtained by the system crawler are used directly for requests.
Since attack vectors have already been injected into the server side through
stored vulnerabilities during the first crawling, pages crawled during the second
crawling must contain output point pages. Additionally, because the attack
vectors injected during the first crawling contain input point information, this
ensures consistency between input and output points.

3.2.4 Vulnerability Detection After completing the two crawling and pars-
ing processes, the system has saved pages obtained from each request to the
target system. The vulnerability detection process only needs to traverse these
pages and analyze whether the injected attack vector information exists in the
page content. If it exists, it is identified as an XSS vulnerability, and vulnera-
bility information is recorded based on the output point information contained
in the attack vector. If it does not exist, it is ignored. The specific process is
shown in Figure 9 [Figure 9: see original paper].

4 Experimental Analysis

To verify the feasibility and effectiveness of this system in detecting XSS vulner-
abilities, this paper designed two sets of comparative experiments. Experimen-
tal metrics include vulnerability detection count, vulnerability false negative
rate, and vulnerability false positive rate. Detection count represents the ac-
tual number of vulnerabilities detected, calculated based only on URLs (not
request parameters), meaning a URL is counted only once even if multiple re-
quest parameters can inject attack vectors. The false negative rate is the ratio
of vulnerabilities not discovered by the detection system to the actual number
of vulnerabilities, while the false positive rate reflects the accuracy of detected
vulnerabilities.

The first comparative experiment used this detection system and the AWVS
(Acunetix Web Vulnerability Scanner) tool to test an inter-bank business infor-
mation sharing and exchange platform. AWYVS is a commercial vulnerability
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scanning software with paid and free versions; this experiment used the free
version for comparison. The information sharing and exchange platform is a
standard JSP+Struts24+MySQL+Hibernate B/S system currently in use. Since
the vulnerability status of this system is unknown, vulnerability detection count
and false positive rate were used as experimental metrics. The experimental
data comparison results are shown in Table 6 .

The second comparative experiment used this detection system and the AWVS
tool to test an XSS vulnerability experimental platform. The XSS vulnerability
experimental platform is a self-built platform for stored and reflected vulner-
ability detection with known vulnerabilities. Experimental metrics included
vulnerability detection count, false negative rate, and false positive rate. The
comparative experiment results are shown in Table 7 .

The results from Experiment 1 show that under unknown vulnerability condi-
tions, this system’ s detection count is much higher. Experiment 2 results show
that this system’ s false negative rate is lower than the AWVS tool. These
results occur because the attack vectors generated by the EBNF paradigm have
very high complexity and can effectively bypass server-side validation and filter-
ing mechanisms to inject malicious code. Since the system filters URLs with
deletion functions, attack vectors injected for stored vulnerabilities will not be
deleted during the crawling process, allowing detection of a large number of
stored vulnerabilities during the second crawling process and significantly re-
ducing the false negative rate. The results from both sets of experiments show
that this system’ s false positive rate is 0 in both tests because the attack vec-
tors contain input point information, ensuring consistency between input and
output points during vulnerability detection and thus preventing false positive
vulnerability reports.

5 Conclusion

This paper studied the principles of XSS vulnerabilities in Web systems and
related detection technologies, designed an XSS vulnerability detection system
based on penetration testing technology, and implemented a system prototype.
To address the problems of low-complexity attack vectors that are easily filtered
and redundant detection processes in existing detection systems, this system
proposes a high-complexity attack vector automatic generation method based
on the EBNF paradigm, which can effectively bypass server-side filtering. By
embedding input point information in malicious script fragments of attack vec-
tors, the detection process is simplified and false positives are almost completely
avoided. Simultaneously, through twice-crawling, false negatives for stored vul-
nerabilities are further reduced, lowering the overall false negative rate. Finally,
two sets of comparative experiments demonstrated the feasibility and effective-
ness of this system in detecting XSS vulnerabilities in Web systems.

Currently, the system does not address how to counter WAF firewalls and anti-
crawling measures, limiting its use to developers’ own Web systems. Therefore,
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certain limitations exist. In future work, we will optimize and improve this issue
to expand the usage scope and perfect the XSS vulnerability detection system.
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