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Abstract
To mitigate the impact of fingerprint data volume and Access Point (AP) quan-
tity in RSSI fingerprint databases on the computational efficiency of the KNN
algorithm, a Wi-Fi indoor positioning algorithm based on MD5-KNN is pro-
posed to optimize RSSI fingerprint databases constructed for large-scale venues.
During the offline phase, each fingerprint in the RSSI fingerprint database is
converted into an MD5 sequence represented by 32 hexadecimal digits. In the
online phase, the positioning time required by this algorithm is independent
of the number of APs and does not increase linearly with the number of fin-
gerprints, thereby reducing both positioning time and computational overhead.
Furthermore, the algorithm adaptively determines an appropriate K value, effec-
tively resolving the issue of manual K value configuration inherent in traditional
RSSI-KNN algorithms. Experimental results demonstrate that the proposed al-
gorithm significantly enhances both the positioning accuracy and efficiency of
Wi-Fi-based indoor positioning technology.

Full Text
Research on Wi-Fi Indoor Positioning Algorithm Based on
MD5-KNN
Miao Yunlong¹, Lu Yanhui¹, Yin Feng², Yang Shouyi¹ ¹School of In-
formation Engineering, Zhengzhou University, Zhengzhou 450001, China ²Shen-
zhen Institute of Big Data, The Chinese University of Hong Kong, Shenzhen,
Guangdong 518172, China

Abstract: To reduce the impact of fingerprint data volume and access point
(AP) quantity in RSSI fingerprint databases on the computational efficiency
of KNN algorithms, this paper proposes a Wi-Fi indoor positioning algorithm
based on MD5-KNN that optimizes RSSI fingerprint databases constructed for
large venues. During the offline phase, each fingerprint in the RSSI database
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is converted into a 32-bit hexadecimal MD5 sequence. During the online phase,
the algorithm’s positioning time becomes independent of AP quantity and does
not increase linearly with fingerprint quantity, thereby reducing positioning
time and computational overhead. Simultaneously, the algorithm adaptively
determines the optimal K value, effectively solving the problem of manual K
value configuration required by traditional RSSI-KNN algorithms. Experimen-
tal results demonstrate that the proposed algorithm significantly improves both
positioning accuracy and efficiency of Wi-Fi-based indoor positioning technol-
ogy.

Keywords: wireless signal; indoor positioning; received signal strength; mes-
sage digest algorithm; computational time complexity; K-nearest neighbor algo-
rithm

0 Introduction
In recent years, with advances in wireless communication technology and im-
proved performance of mobile terminal devices, user demand for location-based
services (LBS) has grown substantially. Global positioning systems based on
satellite signals—including the American GPS system, Russian GLONASS sys-
tem, Chinese Beidou system, and European Galileo system—have satisfied out-
door positioning requirements with continuously improving accuracy. However,
due to complex indoor environments and the inability of satellite signals to pen-
etrate building walls, there remains a lack of mature, widely-adopted indoor
positioning technologies with high precision. Consequently, research on indoor
positioning has become a major focus.

Existing indoor positioning technologies primarily include Bluetooth, infrared,
ultra-wideband (UWB), RFID, ZigBee, ultrasonic, and Wi-Fi. Among these,
Bluetooth devices are compact but suffer from poor stability in complex envi-
ronments and short transmission distances. Infrared technology requires line-
of-sight between detectors and targets, which is impractical in complex indoor
settings. UWB technology requires additional blind nodes and exhibits high
power consumption. While RFID technology offers high positioning accuracy,
its anti-interference capability is weak. Furthermore, except for Wi-Fi, other
indoor positioning technologies lack well-established infrastructure in existing
public spaces, and constructing such infrastructure requires substantial time and
economic investment. With the development of network communication technol-
ogy and increasing demand for higher wireless speeds, Wi-Fi access points (APs)
have become widely deployed, making Wi-Fi signals available almost everywhere
within buildings. This has made Wi-Fi-based indoor positioning technology in-
creasingly advantageous and a significant research area.

Wi-Fi indoor positioning algorithms are mainly divided into two categories:
those based on received signal strength (RSS) and those based on ranging mod-
els. Ranging model-based algorithms require prior estimation of indoor chan-
nel environments and channel modeling. However, due to the complex and
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variable nature of indoor environments, ranging model-based methods cannot
adapt to new environments. In contrast, RSSI fingerprint-based indoor posi-
tioning algorithms offer outstanding advantages in adapting to complex indoor
environments. This algorithm involves two phases: offline training (database
generation) and online positioning. During the offline phase, RSSI values from
surrounding APs are collected at reference points along with their correspond-
ing positions to form fingerprint information, which is used to construct an
RSSI fingerprint database. During the online positioning phase, the RSSI fin-
gerprint information received at the target location is measured and compared
with fingerprints in the database to find matching entries and estimate the user’
s current position. Fingerprint-based positioning algorithms mainly include
K-nearest neighbor (KNN) and weighted K-nearest neighbor (WKNN). These
algorithms have lower computational complexity, faster operation, and easier
implementation compared to other Wi-Fi-based positioning methods. However,
with the proliferation of Wi-Fi technology, the number of Wi-Fi hotspots in
large venues can reach hundreds or even thousands, and the number of posi-
tioning reference points also increases. The growing fingerprint and hotspot
quantities result in increasingly large RSSI fingerprint databases constructed
during the offline phase, significantly impacting the positioning efficiency of
KNN and WKNN algorithms. Additionally, since WKNN algorithms cannot
adaptively obtain effective K values for real-time positioning points and require
manual configuration, positioning accuracy cannot be guaranteed. Therefore,
an urgent solution is needed to shorten positioning time, ensure positioning ef-
ficiency when fingerprint databases become large, and adaptively determine K
values to improve positioning accuracy.

To address these issues, this paper proposes an improved Wi-Fi indoor posi-
tioning algorithm based on MD5-KNN. This algorithm effectively solves the
problem of reduced positioning efficiency caused by increasing fingerprint quan-
tities and hotspot numbers, reduces the correlation between computational time
complexity and fingerprint database size, and improves positioning efficiency.
Simultaneously, it can adaptively determine the K value, effectively enhancing
positioning accuracy.

1 MD5-KNN Indoor Positioning Algorithm
1.1 RSSI-Based KNN Indoor Positioning Algorithm

The Wi-Fi fingerprint-based indoor positioning process consists of two phases:
offline training and online positioning. The basic principle is illustrated in
[Figure 1: see original paper]. During the offline training phase, a fingerprint
database is constructed using RSSI fingerprint information from various refer-
ence points. During the online positioning phase, the target location is estimated
through the KNN algorithm.

The RSSI fingerprint database model is shown in , where the fingerprint infor-
mation at reference point RPj can be expressed as [(xj, yj), RSSIj1, ⋯, RSSIji,
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⋯, RSSIjM]. Here, RSSIji represents the received signal strength from the ith
AP at the jth reference point, and (xj, yj) represents the coordinates of reference
point RPj.

Assuming a target point Pi with coordinates (xi, yi) receives RSSI fingerprint
information from M APs as [RSSI’i1, RSSI’i2, ⋯, RSSI’iM], the distance
between this fingerprint and the jth fingerprint in the database is:

𝑑𝑖𝑠𝑡 = (
𝑀

∑
𝑚=1

|𝑅𝑆𝑆𝐼′
𝑖𝑚 − 𝑅𝑆𝑆𝐼𝑗𝑚|𝑢)

1/𝑢

(1)

where M represents the total number of APs in each fingerprint entry, and u
denotes the distance type: when u=1, dist represents Manhattan distance; when
u=2, dist represents Euclidean distance. This paper adopts Euclidean distance.

The KNN algorithm first calculates distances between the target point’s finger-
print and all fingerprints in the database, then selects K fingerprints with the
smallest dist values as reference coordinates. Assuming the K matching coordi-
nates obtained by KNN are (xk, yk) where k � [1, K], the estimated coordinates
of the target point in KNN are:

(𝑥𝑖, 𝑦𝑖) = ( 1
𝐾

𝐾
∑
𝑘=1

𝑥𝑘, 1
𝐾

𝐾
∑
𝑘=1

𝑦𝑘) (2)

In WKNN, the estimated coordinates of the target point are:

(𝑥𝑖, 𝑦𝑖) = (
𝐾

∑
𝑘=1

𝑊𝑘𝑥𝑘,
𝐾

∑
𝑘=1

𝑊𝑘𝑦𝑘) (3)

where the weighting coefficient Wk is:

𝑊𝑘 = 1/𝑑𝑖𝑠𝑡𝑘
∑𝐾

𝑘=1 1/𝑑𝑖𝑠𝑡𝑘
(4)

and distk is the Euclidean distance between the kth reference point and the
target point. The positioning error between the actual and estimated positions
is:

𝐿𝑜𝑐𝑒𝑟𝑟 = √(𝑥𝑖 − 𝑥′
𝑖)2 + (𝑦𝑖 − 𝑦′

𝑖)2 (5)

In RSSI-KNN algorithms, the K value must be manually set before positioning.
As shown in equations (2) and (5), positioning error is affected by the K value,
and selecting the optimal K is crucial for improving accuracy. Manual K value
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configuration in each positioning process makes it difficult to obtain the optimal
K, resulting in decreased positioning accuracy. Additionally, the K value selec-
tion process reduces positioning efficiency. The proposed MD5-KNN algorithm
effectively avoids these problems by adaptively determining the optimal K value,
as detailed in Section 1.2.

1.2 MD5-KNN Indoor Positioning Algorithm

As shown in equation (1), in traditional KNN and WKNN algorithms, when
the number of APs in the fingerprint database (M) increases, the computational
time complexity for calculating dist also increases. Similarly, when the finger-
print database grows (N increases), the complexity of obtaining K matching
fingerprints increases, reducing positioning efficiency. To address this, we im-
prove the RSSI-KNN indoor positioning algorithm, with the improved principle
illustrated in [Figure 2: see original paper].

The improved algorithm adds a conversion component from RSSI fingerprint in-
formation to MD5 information on top of the original algorithm. The MD5 algo-
rithm (Message-Digest Algorithm 5) is a widely used hash algorithm in comput-
ing that can compress arbitrary-length data into a 128-bit MD5 message. This
algorithm is irreversible—user location information cannot be reverse-engineered
from the MD5 sequence, effectively protecting user privacy. The pseudocode
for converting fingerprint information to MD5 sequences is shown in Algorithm
1.

Algorithm 1: MD5-KNN Indoor Positioning Algorithm - Offline
Training Phase

Initialize: RSSI threshold values Thmax, Thmin
Input: Reference point RSSI fingerprints
Output: MD5-based fingerprint database

1. For each RSSI in the fingerprint:

2. If RSSI < Thmax and RSSI > Thmin:

3. Mark this RSSI as 1

4. Else:

5. Mark this RSSI as 0

6. End for

7. For converted 01 fingerprint sequences:

8. Generate MD5 sequence

9. End for

In Algorithm 1, Thmax is the maximum detectable RSSI value, and Thmin
is the minimum detectable RSSI value. ‘0’indicates that the corresponding
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AP was not detected or the signal was unstable, while ‘1’indicates that the
AP was detected with a stable signal. The 128-bit information is generated
as a 32-bit hexadecimal sequence, converting each fingerprint entry into a 32-
bit hexadecimal MD5 sequence. The structure of the constructed MD5-based
fingerprint database is shown in .

During the online phase, the number of APs detectable by users during posi-
tioning is limited. To ensure consistency between the target fingerprint and
database fingerprints, the target point’s fingerprint data is preprocessed: the
fingerprint is padded to length M, with undetected AP RSSI values represented
as NULL. The online positioning phase pseudocode is shown in Algorithm 2.

Algorithm 2: MD5-KNN Indoor Positioning Algorithm - Online Po-
sitioning Phase

Initialize: K = 0
Input: MD5 fingerprint information �i of target point Pi
Output: Estimated position (xi, yi) of target point

10. For each MD5 fingerprint �j in the MD5 fingerprint database:

11. If �i = �j:

12. K = K + 1

13. End for

14. Estimate position using equation (2)

Unlike the RSSI-KNN algorithm in Section 1.1 that requires manual K value
setting, the MD5-KNN algorithm automatically determines the optimal K value
based on the principle that“nearby locations detect similar AP hotspots”[12]. By
counting the number of MD5 fingerprints in the database that match the target
point’s MD5 sequence, the algorithm obtains the optimal K value, avoiding the
manual configuration problem of RSSI-KNN.

2 Experimental Results and Analysis
To evaluate the performance of the proposed MD5-KNN algorithm, we selected
the first floor of the core teaching building at Zhengzhou University as the ex-
perimental environment for RSSI fingerprint collection. The floor covers nearly
2000 m² and contains multiple classrooms, cement walls, and wooden doors.
The building already has campus Wi-Fi deployed without requiring connection.
A Meizu MX6 smartphone was used for RSSI information collection. To reduce
the impact of signal instability during offline training, we collected 20 sets of
data at each reference point, applied mean filtering, and set the RSSI detection
interval to 0.8 seconds. The Wi-Fi fingerprint database constructed during the
offline phase contains 3000 fingerprint entries, each including RSSI information
from 200 APs. We selected 80 additional locations in the positioning area as tar-
get points and applied both RSSI-KNN and MD5-KNN algorithms for position
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estimation, with positioning performed every minute for 30 trials each.

2.1 Positioning Error Analysis

The resulting positioning error probability density functions are shown in [Figure
3: see original paper], where Figure 3(a) shows the distribution for RSSI-KNN
and Figure 3(b) shows the distribution for MD5-KNN. The results indicate that
RSSI-KNN positioning errors are relatively dispersed, primarily concentrated
between 1-8 m, while the proposed MD5-KNN algorithm exhibits a narrower
error range and improved positioning accuracy, primarily concentrated between
1-4 m.

The cumulative distribution functions (CDF) of positioning errors for both al-
gorithms are shown in [Figure 4: see original paper]. The results demonstrate
that RSSI-KNN achieves approximately 80% positioning accuracy within 2.5
m error, while MD5-KNN improves this to 90%. Moreover, the CDF of the
proposed algorithm approaches 1 more rapidly, indicating superior positioning
performance.

To further validate the impact of K value (number of neighbors) on positioning
error for both algorithms, we varied the K value during positioning at a target
point, with results shown in [Figure 5: see original paper]. The figure shows
that RSSI-KNN is significantly affected by K value, with different K values
yielding different positioning accuracies. The minimum positioning error of 3.1
m occurs at K=5, which represents the optimal K value. In contrast, MD5-KNN
automatically determines the optimal number of neighbors (optimal K) based
on MD5 sequence matching, achieving the lowest positioning error.

2.2 Algorithm Complexity Performance Analysis

The computational time complexity of the RSSI-KNN positioning algorithm is
expressed as:

𝑂1 = 𝑘1 × 𝑀 × 𝑁 (6)

The computational time complexity of the proposed MD5-KNN positioning al-
gorithm is:

𝑂2 = 𝑘2 × 32 × 𝑁 (7)

where k� and k� represent single-operation times for RSSI-KNN and MD5-KNN
respectively, with k� > k�; N is the number of fingerprints in the database; and
M is the total number of APs detectable during database construction. In MD5-
KNN, each RSSI fingerprint is converted into a fixed 32-bit hexadecimal MD5
sequence, requiring only 32-character comparisons during matching. Therefore,
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MD5-KNN’s computational time complexity (CTC) is affected only by finger-
print quantity, whereas RSSI-KNN is affected by both fingerprint quantity and
AP quantity.

[Figure 6: see original paper] shows the computational time complexity versus
fingerprint quantity for both algorithms when AP quantity is fixed. Figure
6(a) compares complexity with more than 32 APs, while Figure 6(b) compares
complexity with fewer than 32 APs. The results show that when AP quantity
exceeds 32, MD5-KNN requires significantly less time than RSSI-KNN for the
same fingerprint quantity. When AP quantity is below 32, MD5-KNN is less
efficient than RSSI-KNN due to the fixed 32-byte sequence conversion.

[Figure 7: see original paper] shows the computational time complexity versus
AP quantity for both algorithms when fingerprint quantity is fixed. Since MD5-
KNN’s complexity is independent of AP quantity while RSSI-KNN’s complexity
has a linear relationship with AP quantity, and since large venues like shopping
malls have far more than 32 APs, the feasibility and practicality of MD5-KNN
are clearly demonstrated.

Actual positioning efficiency during simulation is shown in . When fingerprint
quantity increases sixfold (from 500 to 3000), MD5-KNN positioning time in-
creases by only 2.3 times, while RSSI-KNN positioning time increases by nearly
13 times. In large shopping malls, fingerprint databases contain far more than
3000 entries and AP quantities far exceed 32, giving the proposed MD5-KNN
algorithm significant efficiency advantages.

3 Conclusion
This paper proposes an MD5-KNN-based indoor positioning algorithm that im-
proves upon RSSI-KNN. Simulation results show that compared with RSSI-
KNN, the proposed algorithm achieves significant improvements in positioning
accuracy and efficiency, along with enhanced stability. In large venues such as
shopping malls, where large areas and numerous hotspots result in increased
fingerprint entries and AP quantities, the requirements for positioning accu-
racy and efficiency become more demanding, further demonstrating the supe-
riority and practicality of the proposed algorithm. Additionally, due to the
irreversibility of the MD5 algorithm, RSSI fingerprint information cannot be
reverse-engineered from MD5 sequences, indirectly protecting user location pri-
vacy.
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