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Abstract
Certificateless signcryption inherits the characteristic of identity-based signcryp-
tion that eliminates the need for public key certificates, while improving upon
its key escrow problem, thereby offering certain advantages. To address the
shortcomings of existing certificateless signcryption schemes, such as low com-
putational efficiency and inadequate security, we propose a novel class of pairing-
free certificateless signcryption schemes based on a secure signature scheme. The
construction employs a methodology that binds hash functions to user identities
and combines public keys with private keys to generate new keys. In the ran-
dom oracle model, the confidentiality and unforgeability of the proposed scheme
are proven based on the computational intractability of the elliptic curve dis-
crete logarithm problem. Compared with previous schemes, our scheme achieves
higher efficiency by eliminating the use of bilinear pairings and exponentiation
operations while maintaining security.
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Abstract: The certificateless signcryption scheme inherits the certificate-free
property of identity-based signcryption schemes while improving upon their key
escrow problem, offering certain advantages. Aiming at the shortcomings of ex-
isting certificateless signcryption schemes such as low computational efficiency
and poor security, this paper proposes a new certificateless signcryption scheme
without pairings based on a secure signature scheme. The construction employs
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a method that binds hash functions with user identities and combines public
and private keys to generate new keys. Under the random oracle model, the
scheme’s confidentiality and unforgeability are proven based on the computa-
tional difficulty of the elliptic curve discrete logarithm problem. Compared with
previous schemes, this scheme achieves higher efficiency without using bilinear
pairings or exponentiation operations while ensuring security.
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0 Introduction
Confidentiality and authentication are two fundamental metrics in cryptography
for evaluating information security. Traditional approaches achieve these by first
digitally signing messages and then encrypting them, but this incurs computa-
tional costs equal to the sum of both operations, resulting in low efficiency. To
address this limitation, Zheng[?] introduced the concept of signcryption in 1997,
which simultaneously provides both signature and encryption functionality in
a single logical step with significantly lower computational and communication
overhead than traditional methods. Since its inception, signcryption has become
a widely studied research topic.

As the technology evolved, PKI-based signcryption schemes emerged, where
public key certificates mitigated “public key replacement”attacks by enabling
verification of public key legitimacy. However, the complexity of certificate is-
suance, validation, and management, coupled with substantial computational
overhead, hindered their practical adoption. Subsequently, identity-based sign-
cryption schemes were proposed, which eliminated public key certificates and
avoided certificate management difficulties. Yet this introduced a critical key
escrow problem: the Private Key Generator (PKG) could generate any user’
s private key, enabling undetectable forgery of signatures and decryption of
messages, posing serious security risks.

To resolve these issues, researchers combined certificateless cryptography with
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signcryption to create the Certificateless Signcryption (CL-SC) paradigm, which
simultaneously eliminates the certificate management burden of PKI-based
schemes and the key escrow vulnerability of identity-based approaches. The
first CL-SC scheme was proposed in 2008[?], but was later found vulnerable to
extended unforgeability attacks. Subsequent proposals included bilinear pairing
operations, which are computationally expensive. Selvi et al.[?] introduced a
pairing-free CL-SC scheme and proved its security, though it relied heavily on
exponentiation operations, limiting efficiency. Later schemes by Zhu et al.[?]
and Liu et al.[?] were also pairing-free but have since been proven insecure.

Building upon the efficient and secure signature scheme by Tang et al.[?], this
paper constructs a novel pairing-free CL-SC scheme that combines the sender’
s private key with the receiver’s public key to form the encryption key, and
the sender’s public key with the receiver’s private key for decryption. We
prove the scheme’s security under the random oracle model and demonstrate
through comparative analysis that it offers superior performance relative to
recent signcryption proposals.

1.1 Mathematical Hard Problems
Let the elliptic curve equation defined over 𝔽𝑝 (where 𝔽𝑝 denotes a finite field
with 𝑝 elements, 𝑝 is a prime and 𝑝 > 3) be 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏, where 𝑎, 𝑏 ∈ 𝔽𝑝
and 4𝑎3 + 27𝑏2 ≢ 0 (mod 𝑝). The set consisting of all solutions on the elliptic
curve together with a point at infinity 𝑂 is denoted by 𝐸(𝔽𝑝), i.e., 𝐸(𝔽𝑝) =
{(𝑥, 𝑦)|𝑥, 𝑦 ∈ 𝔽𝑝} ∪ {𝑂}, satisfying the equation 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏. The number
of points on the elliptic curve is denoted by 𝑛 = |𝐸(𝔽𝑝)|.
Elliptic Curve Discrete Logarithm Problem (ECDLP): Given an elliptic
curve 𝐸(𝔽𝑝), a point 𝑃 of order 𝑞, 𝑄 ∈ ⟨𝑃⟩, and 𝑥 ∈ [0, 𝑞 −1] such that 𝑄 = 𝑥𝑃 ,
computing 𝑥 is computationally infeasible.

2.1 Scheme Description
The proposed pairing-free CL-SC scheme involves three legitimate participants:
the Key Generation Center (KGC), a sender 𝐼𝐷𝑖, and a receiver 𝐼𝐷𝑗. A CL-SC
scheme typically consists of the following algorithms:

a) System Parameter Setup. The KGC runs the system initialization. This
algorithm takes a security parameter 𝑘 as input; the KGC selects a master key
𝑠 ∈ ℤ∗

𝑞 and outputs system parameters params. The KGC keeps the master key
secret and publishes params.

b) User Partial Key Generation. For a user with identity 𝐼𝐷𝑖, the KGC
randomly selects 𝑟𝑖 ∈ ℤ∗

𝑞 and generates the user’s partial private key 𝐷𝑖 and
partial public key 𝑅𝑖 as:

𝐷𝑖 = 𝑟𝑖 + 𝑠 ⋅ 𝐻1(𝐼𝐷𝑖, 𝑅𝑖)
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𝑅𝑖 = 𝑟𝑖𝑃
The KGC returns (𝐷𝑖, 𝑅𝑖) to the user.

c) User Secret Value Generation. The user independently runs this algo-
rithm, taking 𝐼𝐷𝑖 and params as input, and outputs a secret value 𝑥𝑖 ∈ ℤ∗

𝑞 as
the long-term private key, which remains confidential from the KGC.

d) User Private Key Generation. The user generates the complete private
key:

𝑆𝐾𝑖 = (𝑥𝑖, 𝐷𝑖)
Thus, user A’s private key is 𝑆𝐾𝐴 = (𝑥𝐴, 𝐷𝐴), and user B’s private key is
𝑆𝐾𝐵 = (𝑥𝐵, 𝐷𝐵).
e) User Public Key Generation. The user computes 𝑋𝑖 = 𝑥𝑖𝑃 and gener-
ates the public key:

𝑃𝐾𝑖 = (𝑋𝑖, 𝑅𝑖)
Therefore, user A’s public key is 𝑃𝐾𝐴 = (𝑋𝐴, 𝑅𝐴), and user B’s public key is
𝑃𝐾𝐵 = (𝑋𝐵, 𝑅𝐵).
f) Signcryption. When sender A signcrypts a plaintext message 𝑚 for receiver
B, the following steps are executed:

1. User A randomly selects 𝑡 ∈ ℤ∗
𝑞.

2. Compute 𝑇 = 𝑡𝑃 .
3. Compute ℎ1 = 𝐻1(𝐼𝐷𝐵, 𝑅𝐵) and ℎ2 = 𝐻2(𝑚, 𝑇 , 𝑅𝐴, 𝑋𝐴).
4. Compute 𝑢 = 𝑡 + 𝑥𝐴 ⋅ ℎ1 + 𝐷𝐴 ⋅ ℎ2.
5. Compute 𝐾1 = 𝑥𝐴𝑋𝐵 and 𝐾2 = 𝑥𝐴(𝑅𝐵 + 𝑃𝑝𝑢𝑏 ⋅ ℎ1).
6. Compute 𝑉 = 𝐻3(𝐾1, 𝐾2) and ciphertext 𝑐 = 𝑚 ⊕ 𝑉 .
7. User A sends the signcryption 𝜎 = (𝑐, 𝑢, 𝑇 ) to user B.

g) Unsigncryption. Upon receiving 𝜎 = (𝑐, 𝑢, 𝑇 ), user B performs the follow-
ing steps:

1. Compute ℎ′
1 = 𝐻1(𝐼𝐷𝐴, 𝑅𝐴).

2. Compute 𝑇 ′ = 𝑢𝑃 − 𝑋𝐴 ⋅ ℎ′
1 − (𝑅𝐴 + 𝑃𝑝𝑢𝑏 ⋅ ℎ′

1) ⋅ ℎ′
2, where

ℎ′
2 = 𝐻2(𝑚, 𝑇 , 𝑅𝐴, 𝑋𝐴).

3. Compute 𝑉 ′ = 𝐻3(𝑥𝐵𝑇 ′, 𝑥𝐵(𝑅𝐴 + 𝑃𝑝𝑢𝑏 ⋅ ℎ′
1)).

4. Recover plaintext 𝑚 = 𝑐 ⊕ 𝑉 ′.

The composition and communication model of the CL-SC scheme is illustrated
in Figure 1 [Figure 1: see original paper].

2.2 Correctness Proof
The correctness analysis of the proposed scheme is as follows:

Since sender A encrypts the plaintext by computing 𝑐 = 𝑚 ⊕ 𝑉 where 𝑉 =
𝐻3(𝐾1, 𝐾2), and receiver B decrypts the ciphertext by computing 𝑚 = 𝑐 ⊕ 𝑉 ′,
we must show that 𝑉 = 𝑉 ′ to ensure the receiver obtains the correct plaintext.
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The verification proceeds as follows:

𝑇 ′ = 𝑢𝑃 − 𝑋𝐴ℎ′
1 − (𝑅𝐴 + 𝑃𝑝𝑢𝑏ℎ′

1)ℎ′
2

= (𝑡 + 𝑥𝐴ℎ1 + 𝐷𝐴ℎ2)𝑃 − 𝑋𝐴ℎ′
1 − (𝑅𝐴 + 𝑃𝑝𝑢𝑏ℎ′

1)ℎ′
2

= 𝑡𝑃 + 𝑥𝐴ℎ1𝑃 + 𝐷𝐴ℎ2𝑃 − 𝑥𝐴ℎ′
1𝑃 − (𝑅𝐴 + 𝑃𝑝𝑢𝑏ℎ′

1)ℎ′
2

Since ℎ′
1 = ℎ1 and ℎ′

2 = ℎ2, and noting that 𝐷𝐴𝑃 = 𝑅𝐴 + 𝑃𝑝𝑢𝑏𝐻1(𝐼𝐷𝐴, 𝑅𝐴),
we have:

𝑇 ′ = 𝑡𝑃 = 𝑇

Furthermore:
𝑉 ′ = 𝐻3(𝑥𝐵𝑇 ′, 𝑥𝐵(𝑅𝐴 + 𝑃𝑝𝑢𝑏ℎ′

1))
= 𝐻3(𝑥𝐵𝑇 , 𝑥𝐵(𝑅𝐴 + 𝑃𝑝𝑢𝑏ℎ1))

= 𝐻3(𝑥𝐴𝑋𝐵, 𝑥𝐴(𝑅𝐵 + 𝑃𝑝𝑢𝑏ℎ1))
= 𝐻3(𝐾1, 𝐾2) = 𝑉

Thus, 𝑉 = 𝑉 ′, ensuring that the receiver can correctly recover the plaintext and
that the decrypted message passes verification.

3.1 Security Definitions
The fundamental conditions for determining the security of a signcryption
scheme are that it must satisfy at least confidentiality (i.e., indistinguishability
against adaptive chosen-ciphertext attacks, IND-CCA2) and unforgeability
(i.e., existential unforgeability against chosen-message attacks, EUF-CMA).
According to the discussion in literature[?], CL-SC schemes typically face two
types of adversaries 𝒜1 and 𝒜2, and four simulation games (Game I, Game II,
Game III, Game IV).

For the first type of adversary 𝒜1, the adversary cannot possess the master
key generated by the KGC but has the ability to replace any user’s public
key. For the second type of adversary 𝒜2, the adversary can obtain the master
key generated by the KGC and thus can construct partial private keys for any
legitimate user, but cannot replace user public keys.

Literature[?] provides detailed definitions of the four simulation games. This
paper primarily uses the first type of adversary 𝒜1 as an example, present-
ing schematic diagrams under adaptive chosen-ciphertext attacks and chosen-
message attacks, as shown in Figures 2 [Figure 2: see original paper] and 3
[Figure 3: see original paper].
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3.2 Confidentiality Analysis
If an adversary wishes to obtain the plaintext from ciphertext 𝜎, they must
compute the encryption key 𝑉 . To obtain 𝑉 , the adversary must know user A’
s private key. Even under attack by a Type II adversary 𝒜2, a malicious KGC
only possesses the partial private key 𝐷𝐴. To derive the other part of the private
key 𝑥𝐴 from 𝑋𝐴 = 𝑥𝐴𝑃 , the adversary faces the discrete logarithm problem and
thus cannot obtain the encryption key or recover the ciphertext. On the other
hand, since 𝑉 = 𝐻3(𝐾1, 𝐾2), if the adversary can compute 𝐾1 = 𝑥𝐴𝑋𝐵, they
can also break the ciphertext. Similarly, to compute 𝐾1, the adversary must
compute B’s complete private key, again facing the discrete logarithm problem.

The detailed confidentiality proof is as follows:

Lemma 1 (Confidentiality under 𝒜1). In the random oracle model and
under the assumption that ECDLP is hard, if there exists an adversary 𝒜1 that
wins the IND-CCA2 game with advantage 𝜀 in polynomial time, then there
exists a distinguisher 𝒞 that solves the ECDLP problem with probability 𝜀′.

Proof. To break the proposed CL-SC scheme, there must exist an algorithm
𝒞 that uses 𝒜1 (Type I adversary) to solve the ECDLP problem, i.e., given
(𝑃 , 𝑎𝑃) to find 𝑎.

1. Initialization: 𝒞 runs the system parameter setup algorithm, saves 𝑠,
and sends params to 𝒜1.

2. Query Phase: 𝒜1 can make various queries:

• 𝐻1 queries: 𝒞 maintains list 𝐿1 with entries (𝐼𝐷𝑖, 𝑅𝑖, ℎ1). For each
query, if exists, return ℎ1; otherwise, randomly select ℎ1 ∈ ℤ∗

𝑞 and
return.

• 𝐻2 queries: 𝒞 maintains list 𝐿2 with entries (𝐼𝐷𝑖, 𝐼𝐷𝑗, 𝑚, 𝑇 , 𝑅𝑖, 𝑋𝑖, ℎ2).
Similar handling as 𝐻1.

• 𝐻3 queries: 𝒞 maintains list 𝐿3 with entries (𝐾1, 𝐾2, ℎ3). Similar
handling.

• Partial private key queries: For user 𝐼𝐷𝑖, if 𝐼𝐷𝑖 = 𝐼𝐷𝐼 , 𝒞 aborts;
otherwise, query 𝐿1 and return 𝐷𝑖.

• Public key queries: 𝒞 maintains list 𝐿𝑃𝐾. For query on 𝐼𝐷𝑖, first
perform 𝐻1 query, then return (𝑋𝑖, 𝑅𝑖).

• Public key replacement: Replace entries in 𝐿𝑃𝐾 .
• Private secret value queries: Query 𝐿𝑃𝐾 ; if public key was re-

placed, return ⊥.
• Signcryption queries: For query (𝐼𝐷𝑎, 𝐼𝐷𝑏, 𝑚), if 𝐼𝐷𝑎 ≠ 𝐼𝐷𝐼 and

public key not replaced, compute normally; otherwise, simulate using
known values.

• Unsigncryption queries: For query 𝜎 = (𝑐, 𝑢, 𝑇 ), if 𝐼𝐷𝑏 ≠ 𝐼𝐷𝐼 ,
compute normally; otherwise, abort.

3. Challenge Phase: 𝒜1 selects two equal-length plaintexts 𝑚0, 𝑚1 and
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challenge users (𝐼𝐷𝐼 , 𝐼𝐷𝐽). If 𝐼𝐷𝐼 = 𝐼𝐷𝐽 , abort. 𝒞 randomly selects
𝑏 ∈ {0, 1}, computes challenge ciphertext 𝜎∗, and returns to 𝒜1.

4. Second Query Phase: Similar to first phase, but cannot query partial
private key of 𝐼𝐷𝐼 or unsigncryption of 𝜎∗.

5. Guess Phase: 𝒜1 outputs guess 𝑏′. If 𝑏′ = 𝑏, 𝒞 wins.

If 𝒜1 did not query partial private key of 𝐼𝐷𝐼 and did not query private key of
𝐼𝐷𝐽 , the simulation is perfect. Assuming 𝒜1 makes at most 𝑞𝑝𝑝 partial private
key queries and 𝑞𝐻1

𝐻1 queries, the probability that 𝒞 solves ECDLP is:

Pr[𝒞 succeeds] ≥ 𝜀
𝑞𝐻1

(1 − 𝑞𝑝𝑝
𝑞𝐻1

)

Lemma 2 (Confidentiality under 𝒜2). Similar to Lemma 1, but for Type
II adversary who knows master key 𝑠.

3.3 Unforgeability Analysis
Lemma 3 (Unforgeability against 𝒜1). In the random oracle model and
under the assumption that ECDLP is hard, if there exists an adversary 𝒜1
that wins the EUF-CMA game with advantage 𝜀 in polynomial time, then there
exists a distinguisher 𝒞 that solves the ECDLP problem with probability 𝜀′.

Proof. To break the scheme’s unforgeability, there must exist an algorithm 𝒞
that uses 𝒜1 to solve ECDLP.

1. Initialization: 𝒞 runs setup, sends params and master key 𝑠 to 𝒜1 (sim-
ulating 𝒜2 environment).

2. Query Phase: Similar to Lemma 1, but no public key replacement al-
lowed.

3. Forgery Phase: After polynomially bounded queries, 𝒜1 submits a
forgery (𝐼𝐷𝐼 , 𝐼𝐷𝐽 , 𝜎∗) where 𝜎∗ is a valid signcryption on message 𝑚
from 𝐼𝐷𝐼 to 𝐼𝐷𝐽 , with constraints that no partial private key query on
𝐼𝐷𝐼 was made and no signcryption query on this message was made.

Using the forking lemma[?], 𝒞 can obtain two valid signcryptions and compute:
𝑢1 − 𝑢2 = (ℎ2 − ℎ′

2)(𝑥𝐼 + 𝐷𝐼)
Thus solving for the discrete logarithm.

The success probability is:

Pr[𝒞 succeeds] ≥ 𝜀
𝑞𝐻1

(1 − 𝑞𝑝𝑝
𝑞𝐻1

)

Lemma 4 (Unforgeability against 𝒜2). Similar to Lemma 3, for Type II
adversary.
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4 Performance Analysis
The proposed CL-SC scheme requires no bilinear pairing or exponentiation oper-
ations. The signcryption phase uses 6 point multiplication operations: 𝑇 = 𝑡𝑃 ,
𝑋𝐴ℎ1, 𝐷𝐴ℎ2, 𝑥𝐴𝑋𝐵, 𝑥𝐴𝑅𝐵, 𝑥𝐴𝑃𝑝𝑢𝑏ℎ1. The unsigncryption phase uses 8 point
multiplication operations: 𝑢𝑃 , 𝑋𝐴ℎ′

1, 𝑅𝐴ℎ′
2, 𝑃𝑝𝑢𝑏ℎ′

1ℎ′
2, 𝑥𝐵𝑇 ′, 𝑥𝐵𝑅𝐴, 𝑥𝐵𝑃𝑝𝑢𝑏ℎ′

1,
and verification operations.

We compare our scheme with literature[11-14] in terms of computational ef-
ficiency, correctness, confidentiality, and non-repudiation. Let E, P, and M
denote exponentiation, bilinear pairing, and point multiplication operations re-
spectively. The comparison results are shown in Table 1 .

Table 1. Performance Comparison of Signcryption Schemes

Scheme Signcryption UnsigncryptionCorrectness Confidentiality
Non-
repudiation

[11] 2E+6M 2P+2E+5M √ √ √
[12] 2P+5M 2P+5M √ √ √
[13] 1E+2M 6E+7M √ × ×
[14] 6M 8M √ √ √
Ours 6M 8M √ √ √

As shown in Table 1, the schemes in [11] use bilinear pairings, exponentiation,
and point multiplication; [12] uses bilinear pairings and point multiplication.
According to Chen et al.[?], one bilinear pairing operation consumes compu-
tational resources equivalent to 21 point multiplication operations on elliptic
curves. Therefore, our scheme is superior in computational efficiency to the
above two schemes.

In terms of security, the scheme in [13] does not satisfy confidentiality and
non-repudiation, and cannot resist public key replacement attacks by adversary
𝒜1. The scheme in [14] uses temporary secret values generated by KGC during
signcryption, exposing it to master key leakage risks and making it unable to
resist 𝒜1’s forgery attacks and 𝒜2’s public key replacement confidentiality
attacks. Literature[16,17] detail attack methods against [14]. Therefore, our
scheme is more secure than those in [13,14].

5 Conclusion
This paper constructs a pairing-free CL-SC scheme based on Tang et al.’s
signature scheme and proves its security under the random oracle model. Per-
formance comparisons with other schemes demonstrate its superior efficiency.
CL-SC schemes with low computational overhead and high security have broad
applications in electronic payments, wireless sensor devices, autonomous vehi-
cles, etc. However, existing schemes still suffer from security weaknesses and
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efficiency issues, making the construction of secure and efficient schemes a worth-
while research direction.
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