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Abstract
Existing privacy protection algorithms in crowd-sensing networks adopt identi-
cal privacy protection strategies for all locations, resulting in either excessive or
insufficient protection of location privacy, and the obtained sensing data suffers
from low accuracy. To address this issue, a location privacy protection algorithm
that satisfies users’personalized privacy and security requirements is proposed.
First, based on users’historical mobility trajectories, the duration of visits, visit
frequency, and regularity of visits to different locations are mined to predict
the social attributes of locations for users; then, combined with the natural
attributes of locations, the sensitivity level of user-location pairs is predicted;
finally, by leveraging the characteristic that users have different privacy and
security requirements at different locations, a dynamic privacy determination
scheme is established, where users with low sensitivity are selected to partici-
pate in sensing tasks at each location, thereby ensuring that users contribute
highly accurate spatio-temporally correlated sensing data under the premise of
privacy security. Simulation results demonstrate that the algorithm improves
the accuracy of sensing data while simultaneously enhancing the level of privacy
protection.
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Abstract

Existing privacy protection algorithms in crowd sensing networks apply uniform
privacy protection strategies to all locations, resulting in either excessive or
insufficient protection for certain locations and yielding low-precision sensing
data. To address this issue, this paper proposes a location privacy protection
algorithm that satisfies users’personalized privacy and security requirements.
First, the algorithm mines users’access duration, frequency, and regularity at
different locations based on their historical movement trajectories to predict the
social attributes of locations to users. Then, it combines the natural attributes of
locations with these social attributes to predict user-location sensitivity levels.
Finally, considering that users have varying privacy security requirements at
different locations, the algorithm establishes a dynamic privacy decision scheme
that selects users with low sensitivity at each location to participate in sensing
tasks. This ensures that users can contribute highly accurate spatiotemporally
correlated sensing data while maintaining privacy security. Simulation results
demonstrate that the algorithm improves both privacy protection levels and
sensing data accuracy.

Keywords: location privacy protection; personalization; sensitive level; crowd
sensing networks

0 Introduction
Crowd sensing refers to the formation of interactive, participatory sensing net-
works through people’s existing mobile devices, distributing sensing tasks to
individuals or groups within the network to help professionals or the public
collect data, analyze information, and share knowledge. By leveraging existing
sensing devices and communication networks, crowd sensing networks can be
constructed without additional deployment and maintenance of sensing equip-
ment or transmission infrastructure, enabling large-scale, fine-grained sensing at
low cost. These networks are widely applied in intelligent transportation, social
networks, environmental monitoring, health monitoring, and other domains.

Since most sensing data requires associated spatiotemporal location information
to be valuable, and this information directly contains users’private data while
also implicitly revealing other sensitive information such as home addresses,
lifestyle habits, health conditions, and social relationships, users face unprece-
dented privacy security risks. If users’privacy cannot be adequately protected,
they may become unwilling to share their sensing data. Therefore, research
on privacy protection in crowd sensing networks, particularly location privacy
protection for users participating in spatiotemporal-related sensing tasks, holds
significant importance.
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1 Related Work
Numerous studies have investigated location privacy protection in crowd sens-
ing networks, with location anonymization being a commonly employed method.
Mehta et al. utilize dummy locations or semantically related locations around the
true position to replace real locations when submitting data to servers. While
this approach effectively protects location privacy, it severely impacts the qual-
ity of sensing data services and degrades user experience. Reference [6] adopts
K-anonymity to protect location privacy by replacing a user’s true location with
a spatial region containing K users, among whom any individual’s location is
indistinguishable from the other K-1 users. However, this method introduces
severe spatial distortion and fails to meet sensing data utility requirements.
Yu et al. propose the l-diversity principle, ensuring that each equivalence class
satisfying K-anonymity contains at least l distinct sensitive attribute values. L-
diversity prevents homogeneous sensitive attribute values within an equivalence
class, limiting privacy leakage risk to no more than 1/l, but remains vulnerable
to similarity attacks.

Reference [10] employs differential privacy by adding random noise to data, en-
suring that an adversary can obtain little more personal information than they
could from a dataset without that individual’s record, thereby achieving pri-
vacy protection. However, since the original Laplacian noise used is unbounded,
this renders the published data meaningless, causing privacy leakage and hin-
dering data publication utility. To address this, reference [11] proposes a differ-
entiated data publication algorithm with bounded Laplacian noise generation.
This noise generation mechanism samples noise within an appropriate range to
achieve differential privacy, significantly reducing privacy loss and improving
data publication utility.

Another common location privacy protection method involves encryption tech-
niques. Wei et al. propose a base station-based attribute encryption algorithm
combined with pseudonym technology to achieve isolation between user identity
and data storage. Reference [13] presents a secure framework based on homo-
morphic encryption that ensures users’location information is never published
to anyone while still enabling the system to assign tasks to sensing users near
each sensing task location. Although this method effectively protects user loca-
tion privacy, the strong mobility of nodes in crowd sensing networks results in
excessive key update overhead and complex key distribution processes.

Reference [14] proposes a static privacy protection mechanism employing lo-
cation obfuscation and data hiding techniques, assuming all locations require
the same privacy protection level. Consequently, both the average static algo-
rithm (satisfying average privacy threshold) and max static algorithm (satisfying
maximum privacy threshold) use statically fixed privacy protection parameters.
While this static parameter approach provides some protection, it sacrifices
data value and neglects data utility. To resolve this, reference [15] proposes an
adaptive location privacy protection method that, based on static privacy pro-
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tection strategies, incorporates sensing application utility and comprehensively
considers the trade-off between utility and privacy. However, this method still
overlooks personalized privacy requirements of different users at different loca-
tions.

Moreover, sensing scenarios with high spatiotemporal correlation requirements
often demand participants to submit high-precision sensing data, yet existing
location privacy protection methods provide coarse-grained sensing data to pro-
tect privacy, significantly reducing service quality. To solve this problem, this
paper proposes a location privacy protection algorithm for personalized security
requirements of different users (LPPA-PSRDU). Based on users’historical tra-
jectory information, the algorithm performs real-time sensitivity calculations to
provide a dynamic privacy decision scheme for sensing users. At each location,
it selects users with low sensitivity to participate in sensing while providing
spatiotemporally precise sensing data, thereby protecting participants’location
privacy and improving sensing data service quality.

2 Personalized Privacy Protection Algorithm
The privacy protection algorithm proposed in this paper for users’personalized
privacy and security requirements primarily considers that different participants
have varying sensitivity levels to the same location. By evaluating users’sensitiv-
ity levels to each location in real-time through their historical trajectory records,
the algorithm selects users with lower sensitivity to complete data collection at
that location. This achieves the goal of satisfying all users’personalized privacy
and security requirements while providing high-precision sensing data.

To reasonably evaluate a sensing user’s sensitivity to a particular location, we
consider both the natural attributes inherent to the location and the social
attributes that the location holds for that specific user.

Definition 1 (Natural Attribute). Natural attributes refer to the unified
functional status of a location for all public users. For example, a hospital
has the same inherent natural attribute for all patients and does not vary from
person to person.

Definition 2 (Social Attribute). Social attributes refer to the specific char-
acteristics a location holds for a particular user, which vary according to the
user’s social relationships. For instance, if location A is Person A’s home,
Person B’s friend’s house, and a place Person C occasionally passes by, then
location A has different social attributes for A, B, and C.

2.1 Natural Attributes

Since most modern sensing devices are equipped with GPS positioning capa-
bilities, we can determine the natural attribute of a location based on GPS
positioning, denoted as 𝑙𝑛𝑖𝑗 representing the natural attribute of location 𝑗 for
user 𝑖.
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Locations with different natural attributes contain different types of privacy
information, and users have varying sensitivity levels to them. For example,
hospitals, banks, parks, supermarkets, wilderness areas, and rivers have distinct
natural attributes. For patients, hospitals have very high sensitivity as they are
typically unwilling to disclose their health conditions. Similarly, privacy-related
information from banking transactions requires high confidentiality. In contrast,
users have lower sensitivity to supermarkets, parks, wilderness areas, or rivers
because these places contain less privacy information that could harm personal
interests. Therefore, we can preliminarily determine a location’s natural at-
tribute based on GPS positioning information and assign a natural attribute
sensitivity value 𝑙𝑛𝑖𝑗 according to its real-world significance.

2.2 Social Attributes

2.2.1 Visit Duration By analyzing users’movement trajectories, reference
[16] found that each user’s daily average activity time follows a clear power-law
distribution. Based on a user’s historical trajectory records over a period, we
can calculate the average visit duration to each location, reflecting the user’
s dependence on that location. If location A is user A’s home, user A will
frequently appear at that location except for special circumstances such as travel
or business trips. If location A has no special social significance for user B, who
only occasionally passes by, the visit duration to that location will be very short
within a given period. Thus, visit duration can reflect the social significance of
a location to a user to some extent, thereby determining the user’s sensitivity
to that location.

Considering that users are constantly moving and the social significance of loca-
tions may change (e.g., when a user moves to a new home), visit durations can
be updated dynamically in real-time as movement trajectories are updated.

We define the visit duration 𝑡𝑖𝑗 of user 𝑖 to location 𝑗 as:

𝑡𝑖𝑗 = ∫
𝑡2

𝑡1

𝑓(𝑡) 𝑑𝑡

where 𝑡1 and 𝑡2 represent the start and end times of the access record, respec-
tively, and 𝑓(𝑡) is defined as:

𝑓(𝑡) = {1 if the user is at the location
0 otherwise

To normalize 𝑡𝑖𝑗, we use a Gaussian similarity function to obtain the relationship
strength between user 𝑖 and location 𝑗:

𝐶𝑖𝑗 = 𝑒− 𝑡2
𝑖𝑗

2𝜎2
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where 𝜎 is a scaling parameter for the separation period.

2.2.2 Visit Frequency A user’s movement trajectory during time period
(𝑡1, 𝑡2) is represented as 𝐿 = {𝑙1, 𝑙2, ..., 𝑙𝑛}, where 𝑙𝑗 denotes one of the locations
visited by the user. Reference [17] indicates that location semantic information
can be derived from visit frequency rankings. If a user visits a location with
high frequency, it reflects the location’s importance to the user, suggesting that
the location may contain more user privacy information. Therefore, we also
consider visit frequency as a metric for determining user sensitivity. As user
movement trajectories change continuously, visit frequencies to each location
can be updated dynamically to achieve real-time prediction of user sensitivity
to each location.

Visit frequency refers to the ratio of a user’s visits to a particular location to
the total visits to all locations in the entire movement trajectory during a given
period. We define the visit frequency 𝑓𝑖𝑗 of user 𝑖 to location 𝑗 as:

𝑓𝑖𝑗 = 𝑁(𝑙𝑗)
𝑁(𝑙𝑖)

where 𝑁(𝑙𝑗) represents the frequency of user 𝑖 arriving at location 𝑗, and 𝑁(𝑙𝑖)
represents the total visit frequency to all locations in user 𝑖’s entire movement
trajectory.

2.2.3 Regularity of Visits To more accurately predict user sensitivity, we
must consider another metric: regularity of visits. Regularity reflects whether
a user’s visits to a location conform to normal patterns, thereby excluding mis-
judgments caused by occasional factors. Consider a scenario where a sensing
user stays at a location for several consecutive days due to travel or business
trips, but actually has low sensitivity to that location. The calculated visit dura-
tion would be high, leading to misjudgment. Alternatively, if a user frequently
passes by a location without pattern, the calculated visit frequency would be
high, also causing misjudgment. For private locations such as homes or work-
places, users typically exhibit both high visit duration and high visit frequency
with regular patterns rather than occasional visits.

To calculate the regularity of a user’s visits to a location, we first compute the
average separation period between the user and the location—that is, how often
the user leaves the location. The average separation period 𝐴𝑖𝑗 is defined as:

𝐴𝑖𝑗 = 1
𝑛 ∫

𝑡2

𝑡1

𝛿𝑖𝑗(𝑡) 𝑑𝑡

where 𝛿𝑖𝑗(𝑡) is defined as:
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𝛿𝑖𝑗(𝑡) = {1 if the user is at the location
0 otherwise

To ultimately reflect the regularity of a user’s visits to a location, we measure
the variance of separation periods and use an irregularity metric 𝐼𝑖𝑗 to reflect
the magnitude of fluctuation (regularity):

𝐼𝑖𝑗 = 1
𝑛

𝑙𝑖𝑗

∑
𝑋=𝑙

(𝐶𝑖𝑗 − 𝑋)2

where 𝐶𝑖𝑗 represents the separation period length.

2.2.4 Sensitivity Level Function To satisfy all users’personalized privacy
and security requirements, we establish a real-time, dynamic privacy classifi-
cation model. Considering both the natural attributes of locations and the
metrics of visit duration, visit frequency, and regularity, we define a sensitivity
level function to determine a user’s sensitivity to a visited location. For a given
sensing task, users with low sensitivity to that location are selected to partic-
ipate. For any given sensing user, different locations elicit different sensitivity
levels, allowing the user to contribute sensing resources at locations with lower
sensitivity. This approach protects user privacy information while maximizing
the utilization of sensing resources and providing high-precision sensing data
under the premise of meeting personalized privacy security requirements.

The final sensitivity level function 𝑆𝑖𝑗 is defined as:

𝑆𝑖𝑗 = 𝛼 ⋅ 𝑙𝑛𝑖𝑗 + 𝛽 ⋅ 𝐷𝑖𝑗 + 𝜔 ⋅ 𝑓𝑖𝑗 + 𝜇 ⋅ 𝐴𝑖𝑗

where 𝛼, 𝛽, 𝜔, and 𝜇 are parameters that adjust the weight of each metric.

2.2.5 User-Location Matrix Based on users’sensitivity values to locations,
we construct matrix 𝑀 , where columns represent multiple locations and rows
represent multiple users. This matrix can represent the sensitivity relationships
between users and locations within a certain area. For a specific location, we
can select 𝑘 users with lower sensitivity levels to complete sensing tasks. For a
specific user, we can select 𝑚 locations with lower sensitivity levels for partici-
pation, contributing sensing resources. An example matrix is shown in equation
(9):

𝑀 =
⎡
⎢⎢
⎣

𝑙11 𝑙12 𝑙13 ⋯ 𝑙1𝑚
𝑙21 𝑙22 𝑙23 ⋯ 𝑙2𝑚
⋮ ⋮ ⋮ ⋱ ⋮

𝑙𝑛1 𝑙𝑛2 𝑙𝑛3 ⋯ 𝑙𝑛𝑚

⎤
⎥⎥
⎦
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where 1 ≤ 𝑖 ≤ 𝑛 and 1 ≤ 𝑗 ≤ 𝑚.

Let 𝑢𝑖 represent user 𝑖 and 𝑙𝑗 represent location 𝑗. The user-location correspond-
ing sensitivity threshold matrix 𝐷 can be expressed as:

𝐷 =
⎡
⎢⎢
⎣

𝛽11 𝛽12 𝛽13 ⋯ 𝛽1𝑚
𝛽21 𝛽22 𝛽23 ⋯ 𝛽2𝑚

⋮ ⋮ ⋮ ⋱ ⋮
𝛽𝑛1 𝛽𝑛2 𝛽𝑛3 ⋯ 𝛽𝑛𝑚

⎤
⎥⎥
⎦

where 𝛽𝑖𝑗 = 1 − 𝑙𝑖𝑗 and 0 ≤ 𝛽𝑖𝑗 ≤ 1.

2.3 Real-Time Dynamic Privacy Classification Algorithm

Building upon the aforementioned sensitivity parameter calculation methods, we
present a real-time dynamic privacy classification algorithm to satisfy each user’
s privacy and security requirements at different locations. This ensures users
can contribute sensing data without leaking private information while providing
dynamic privacy decisions through real-time sensitivity calculations to protect
user privacy and improve sensing data accuracy in sensing environments with
dynamic, unpredictable attack methods.

The real-time dynamic privacy classification algorithm proceeds as follows:

a) Determine the natural attributes of certain special locations based on GPS
positioning from sensing devices.

b) Obtain users’historical trajectory records, which need to be regularly
updated with the latest records (weekly updates in this paper).

c) Based on users’access records, calculate visit duration, visit frequency,
and regularity metrics for each location within the current period to char-
acterize the social attributes that each location holds for each user.

d) Integrate the natural and social attributes of each location and calculate
user sensitivity to the location using the sensitivity function.

e) Store user-location sensitivity values in the user-location matrix. The sys-
tem dynamically sets privacy thresholds 𝜃 based on user quantity and
sensing task requirements (where 0 ≤ 𝜃 ≤ 1, 𝜃 = 0 represents no pri-
vacy protection, and 𝜃 = 1 represents maximum privacy protection). If
𝛽𝑖𝑗 ≤ 𝜃, the user can participate in sensing tasks at that location without
privacy leakage; otherwise, the location is deemed sensitive for the user,
and participation is prohibited.

Since the same location has different practical significance and sensitivity for
different users, selecting users with low sensitivity ensures sensing task comple-
tion. Similarly, since the same user has different sensitivity levels at different
locations, the user can contribute sensing resources at locations that won’t leak
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personal privacy information. This approach both protects user privacy and
maximizes sensing resource utilization.

3 Experiments
3.1 Experimental Data Preprocessing

For ease of description, we define the following terms: GPS record (P), GPS
trajectory (Traj), stay point (S), and location history (LocH).

Definition 3 (GPS Record). A GPS record is a collection of GPS points
𝑃 = {𝑝1, 𝑝2, ..., 𝑝𝑛}. Each GPS point 𝑝𝑖 contains latitude (𝑝𝑖.𝐿𝑎𝑡), longitude
(𝑝𝑖.𝐿𝑛𝑔𝑡), and timestamp (𝑝𝑖.𝑇 ).

Definition 4 (GPS Trajectory). A GPS trajectory is a curve connecting
GPS points according to their time sequence. As shown in [Figure 1: see orig-
inal paper], if the time interval between two consecutive GPS points exceeds a
determined threshold Δ𝑇 , these two points are decomposed into two different
GPS trajectories. Therefore, for 𝑝𝑖 ∈ 𝑃 , 𝑝𝑖+1.𝑇 > 𝑝𝑖.𝑇 , and 𝑝𝑖+1.𝑇 −𝑝𝑖.𝑇 < Δ𝑇
(1 ≤ 𝑖 < 𝑛).

Definition 5 (Stay Point). A stay point represents a geographic area where
a user remains for a period, as shown by stay point S in [Figure 1: see original
paper]. In this paper, each stay point carries specific semantic meaning, such as
living or working places, visited restaurants, or tourist attractions. Stay point
extraction depends on two parameters: time threshold (𝑇𝑡ℎ𝑟𝑒ℎ) and distance
threshold (𝐷𝑡ℎ𝑟𝑒ℎ). Similar to points {𝑝3, 𝑝4, 𝑝5, 𝑝6} in [Figure 1: see original
paper], a single stay point S can be considered as a set of consecutive GPS points
𝑃 = {𝑝𝑚, 𝑝𝑚+1, ..., 𝑝𝑛}. The stay point S is determined by three factors: 𝐷𝑡ℎ𝑟𝑒ℎ,
𝑇𝑡ℎ𝑟𝑒ℎ, and the average coordinates of these GPS points. Since S typically
involves a spatial region containing multiple GPS points, we calculate the region’
s average coordinates based on these points:

𝑆 = (𝑆.𝐿𝑎𝑡, 𝑆.𝐿𝑛𝑔𝑡, 𝑆.𝑎𝑟𝑣𝑇 , 𝑆.𝑙𝑒𝑣𝑇 )

where 𝑆.𝐿𝑎𝑡 = 1
|𝑃 | ∑𝑛

𝑖=𝑚 𝑝𝑖.𝐿𝑎𝑡, 𝑆.𝐿𝑛𝑔𝑡 = 1
|𝑃 | ∑𝑛

𝑖=𝑚 𝑝𝑖.𝐿𝑛𝑔𝑡, |𝑃 | represents the
number of elements in set P, 𝑆.𝑎𝑟𝑣𝑇 = 𝑝𝑚.𝑇 represents the user’s arrival time
at stay point S, and 𝑆.𝑙𝑒𝑣𝑇 = 𝑝𝑛.𝑇 represents the departure time.

Definition 6 (Location History). Location history is a record of locations
visited by an entity in geographic space over a period. In this paper, a person’s

location history 𝐿𝑜𝑐𝐻 = ⟨𝑠1
Δ𝑡1−−→ 𝑠2

Δ𝑡2−−→ ...
Δ𝑡𝑛−1−−−−→ 𝑠𝑛⟩ represents the sequence

of arrival and departure times for visited stay points, where Δ𝑡𝑖 = 𝑠𝑖+1.𝑎𝑟𝑣𝑇 −
𝑠𝑖.𝑙𝑒𝑣𝑇 represents the time interval between different stay points visited by the
user.
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3.2 Experimental Environment

The algorithm is implemented in C++ and runs on a Windows 7 platform with
an Intel(R) Core(TM) i3-2350M 2.3 GHz processor and 4 GB memory. The
simulation uses real datasets collected from the GeoLife project [18], which con-
tains data captured by GPS loggers at intervals of 2-5 seconds from April 2007
to August 2012. The dataset includes 18,670 GPS trajectory records from 182
users, comprising 24.87 million data points, making it a typical spatiotemporal
dataset.

Stay Point Detection: In this experiment, we set parameters 𝑇𝑡ℎ𝑟𝑒ℎ = 20
minutes and 𝐷𝑡ℎ𝑟𝑒ℎ = 200 meters. If a user remains within a 200-meter region
for over 20 minutes, that region is identified as a stay point (i.e., a location).

3.3 Algorithm Performance Metrics

This section introduces metrics to evaluate the proposed algorithm’s effective-
ness, comparing its performance with previous schemes through privacy protec-
tion level, data completeness, and data accuracy.

3.3.1 Privacy Protection Level Participant privacy leakage probability
𝑃𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒 is defined as the ratio of the number of location privacy leaks to
the total number of locations requiring privacy protection:

𝑃𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒 = 𝑛𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒
𝑁𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒

where 𝑛𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒 is the number of leaked locations and 𝑁𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒 is the to-
tal number of locations requiring privacy protection. Privacy protection level
𝑃𝑟𝑜𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝐿𝑒𝑣𝑒𝑙 is defined as:

𝑃𝑟𝑜𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝐿𝑒𝑣𝑒𝑙 = 1 − 𝑃𝐷𝑖𝑠𝑐𝑙𝑜𝑠𝑢𝑟𝑒

3.3.2 Data Completeness An important factor affecting sensing data avail-
ability is data loss. Due to privacy concerns, some sensing data collected by
users may not be uploaded to servers. Data completeness 𝐷𝑎𝑡𝑎𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑛𝑒𝑠𝑠
is defined as:

𝐷𝑎𝑡𝑎𝐶𝑜𝑚𝑝𝑙𝑒𝑡𝑒𝑛𝑒𝑠𝑠 = ∑𝑘
𝑖=1 𝑑𝑖

𝑑𝑎𝑡𝑎

∑𝑁
𝑖=1 𝐷𝑖

𝑑𝑎𝑡𝑎

where 𝑑𝑖
𝑑𝑎𝑡𝑎 represents the sensing data submitted by participant 𝑖 to the server,

and 𝐷𝑖
𝑑𝑎𝑡𝑎 represents the total amount of data sensed by participant 𝑖.
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3.3.3 Data Accuracy Due to privacy protection concerns, participants may
submit imprecise or coarse-grained location information, leading to decreased
sensing data precision and affecting data availability. We measure data accuracy
using the mean absolute error between submitted sensing data locations and
actual locations:

𝐷𝑎𝑡𝑎𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 1
𝑁

𝑁
∑
𝑖=1

|𝑟𝑖 − 𝑟′
𝑖|

where 𝑟′
𝑖 is the submitted sensing data location, 𝑟𝑖 is the actual location, and

𝑁 is the total number of locations.

3.4 Experimental Results Analysis

To evaluate the performance of the proposed LPPA-PSRDU algorithm, we con-
duct simulation comparisons under identical conditions with two static location
privacy protection schemes (Avg Static and Max Static) and one adaptive pri-
vacy protection strategy (Adaptive algorithm). The algorithms are assessed
from three perspectives: privacy protection level, data completeness, and data
accuracy. Parameter settings for the algorithms are shown in .

TABLE:1 Algorithm Parameter Settings

Algorithm Parameters
Avg Static 𝜆 = 0.5, 𝛼 = 0.3, 𝜔 = 0.2, 𝜇 = 0.2
Max Static 𝜆 = 0.8, 𝛼 = 0.3, 𝜔 = 0.2, 𝜇 = 0.2
Adaptive 𝜆 = 0.5, 𝛼 = 0.3, 𝜔 = 0.2, 𝜇 = 0.2
LPPA-PSRDU 𝜆 = 0.5, 𝛼 = 0.3, 𝜔 = 0.2, 𝜇 = 0.2

3.4.1 Privacy Protection Level The privacy protection levels of the four
algorithms are shown in [Figure 2: see original paper]. As the privacy threshold
increases, the privacy protection levels of all four algorithms rise because higher
thresholds impose stronger location privacy protection. However, under the
same privacy threshold conditions, the dynamic privacy protection mechanisms
(Adaptive and LPPA-PSRDU) achieve significantly higher privacy protection
levels than the static mechanisms (Max Static and Avg Static). Static strategies
assume all participants’locations require the same protection level, using pre-
defined fixed parameters that result in insufficient protection for some locations
and excessive protection for others. Dynamic strategies enable the system to
calculate the actual required privacy protection level and adjust parameters dy-
namically to meet diverse location-specific privacy requirements. The proposed
LPPA-PSRDU algorithm achieves higher privacy protection levels than Adap-
tive because, although Adaptive dynamically calculates participants’privacy
levels, some privacy leakage still occurs after location obfuscation. In contrast,

chinarxiv.org/items/chinaxiv-201805.00367 Machine Translation

https://chinarxiv.org/items/chinaxiv-201805.00367


LPPA-PSRDU dynamically selects users with low sensitivity to participate in
sensing tasks, satisfying different users’privacy needs.

3.4.2 Data Completeness Sensing data completeness is illustrated in [Fig-
ure 3: see original paper]. At low privacy thresholds, all four algorithms main-
tain high data completeness. At high privacy thresholds, more data is lost
because higher thresholds require hiding more sensing data to achieve stronger
privacy protection. Overall, the two dynamic privacy protection algorithms
outperform the static ones in data completeness because static algorithms ap-
ply uniform privacy protection levels across all locations, causing excessive pro-
tection at non-sensitive locations and wasting sensing resources. Between the
two dynamic algorithms, LPPA-PSRDU shows slightly lower data completeness
than Adaptive because, at high privacy thresholds, Adaptive employs location
obfuscation to upload sensing data, whereas LPPA-PSRDU only allows a sub-
set of qualified participants to contribute sensing data, excluding those with
excessively high sensitivity.

3.4.3 Data Accuracy The accuracy of sensing data for the four algorithms
is shown in [Figure 4: see original paper]. As the privacy threshold increases,
the data accuracy of Max Static, Avg Static, and Adaptive gradually decreases,
while the accuracy of data submitted using LPPA-PSRDU remains close to
100%. This occurs because the other three algorithms use location obfuscation
mechanisms—higher privacy thresholds require larger generalization areas, re-
ducing data accuracy. In contrast, LPPA-PSRDU enables participants with
low sensitivity to submit accurate sensing data while meeting privacy require-
ments. The LPPA-PSRDU mechanism demonstrates clear advantages in sensing
scenarios with high spatiotemporal correlation requirements.

Compared to the Adaptive algorithm, LPPA-PSRDU sacrifices some data com-
pleteness but achieves higher privacy protection levels and data accuracy. In
scenarios with many participating users and high spatiotemporal correlation re-
quirements for sensing data, the proposed algorithm is highly significant. How-
ever, the method has limitations, such as substantial computational require-
ments when evaluating user sensitivity to locations. Future work will focus on
rapidly and accurately assessing user sensitivity to better protect privacy.

4 Conclusion
To address severe location privacy leakage in crowd sensing networks, where
existing algorithms apply uniform privacy protection intensity to all locations—
causing excessive protection for some locations, insufficient protection for oth-
ers, and low-precision sensing data—this paper proposes a personalized location
privacy protection algorithm (LPPA-PSRDU). The algorithm calculates users’
visit duration, frequency, and regularity to different locations based on histori-
cal GPS trajectory data, mines the social attributes that each location holds for
different users, and combines these with location natural attributes to obtain a
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user-location sensitivity level matrix. At each location, users with sensitivity lev-
els below the privacy threshold are selected to participate in sensing tasks. The
algorithm is suitable for sensing scenarios with high spatiotemporal correlation
requirements, achieving high-precision sensing data while meeting users’privacy
security needs at different locations. Comparative experiments with two static
location privacy protection algorithms (Avg Static and Max Static) and one
adaptive algorithm (Adaptive) demonstrate that LPPA-PSRDU outperforms
Avg Static and Max Static in privacy protection level, data completeness, and
data accuracy. Compared to Adaptive, the proposed algorithm achieves higher
privacy protection levels and data precision at the cost of slightly reduced data
completeness.
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