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Abstract
Virtual network functions (VNFs) in security service chains decouple traditional
network security functions from hardware devices, enabling more dynamic and
scalable deployment of service functions. However, the problem of rationally
allocating VNFs to nodes and efficiently scheduling VNFs on nodes remains
an urgent challenge. To this end, we propose an optimization algorithm-based
solution in the software-defined networking (SDN) and network function virtu-
alization (NFV) environment. First, we formulate the resource allocation and
scheduling problem and formally define the optimization objective; second, we
propose a greedy algorithm-based resource allocation scheme and a hybrid bee
colony algorithm-based resource scheduling scheme to coordinately address the
VNF resource allocation and scheduling problem in a unified manner. Finally,
simulation experiments are designed to verify the time complexity of the pro-
posed algorithms and their improvements in terms of total resource cost and
total service revenue; meanwhile, by comparing the hybrid bee colony algo-
rithm with the traditional bee colony algorithm, the results demonstrate that
the former exhibits faster convergence speed.
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Abstract: The virtual network function (VNF) in the security service chain
decouples traditional network security functions from hardware devices, making
service function deployment more dynamic and scalable. However, the rational
allocation of VNFs to nodes and the efficient scheduling of VNFs on nodes re-
main urgent problems to be solved. To address this, we propose an optimization
algorithm-based solution in the software-defined networking (SDN) and network
function virtualization (NFV) environment. First, we illustrate the resource al-
location and scheduling problem and formally define the optimization objectives.
Second, we propose a resource allocation scheme based on a greedy algorithm
and a resource scheduling scheme based on a hybrid bee colony algorithm to coor-
dinately solve the VNF resource allocation and scheduling problem. Finally, we
design simulation experiments to verify the time complexity of the proposed al-
gorithms and their improvements in total resource cost and total service revenue.
Additionally, comparing the hybrid bee colony algorithm with the traditional
bee colony algorithm shows that the former achieves faster convergence.

Keywords: security service chain; virtual network function; software defined
network; network function virtualization; greedy algorithm; hybrid bee colony
algorithm
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0 Introduction
Current network security services rely on network operators to provide dedi-
cated hardware devices, which exacerbates the tight coupling between network
security functions and hardware equipment. This results in a static and rigid
network security service model that cannot meet the diverse demands of future
network services [1,2]. Specifically, on one hand, the hardware implementation
of existing security functions (firewall, IDS (intrusion detection system), IPS
(intrusion protection system)) leads to closed, 固化, and inflexible security capa-
bilities. On the other hand, the static deployment of security functions cannot
adapt to dynamic changes in business requirements, causing waste of network
resources. Consequently, dynamic composition mechanisms for security service
chains under software-defined networking (SDN) [3,4] have emerged [5,6]. As a
crucial component in the construction and deployment of security service chains,
research on allocation and scheduling algorithms for virtual network functions
(VNFs) [7] in service chains is imperative.

The rapid development of SDN has catalyzed the flourishing of network function
virtualization (NFV) technology [8,9]. SDN decouples control functions from
traditional distributed network devices and makes them directly programmable,
achieving centralized network management and control. NFV transforms net-
work functions deployed on proprietary hardware into VNFs running on general-
purpose servers through virtualization, providing conditions for upper-layer net-
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work function innovation. The combination of these two technologies offers
strong support for exploring new network security service models, making ra-
tional allocation and optimized scheduling of VNFs in security service chains
possible.

Regarding VNF resource allocation and scheduling problems, existing research
is limited and incomplete. Riera et al. [10,11] first formally defined the VNF
resource scheduling problem, taking minimizing completion time as the opti-
mization objective for a feasible solution, but did not provide specific solution
methods. Mijumbi et al. [12] addressed the resource allocation/mapping prob-
lem in VNFs based on tabu search algorithms, yet did not propose a reasonable
solution for resource scheduling. Drawing inspiration from these research ideas
while addressing their limitations, this paper innovatively proposes a resource
allocation scheme based on greedy algorithms and a resource scheduling scheme
based on hybrid bee colony algorithms. We abstract the resource scheduling
process as a flexible Job-Shop scheduling problem (FJSP) and employ a hybrid
bee colony algorithm (HBC) to solve it, ensuring both the efficiency of the re-
source scheduling process and the coordination between resource allocation and
scheduling.

1 Problem Description
The VNF physical resource configuration problem in security service chains can
be divided into two categories: (1) Virtual Network Embedding (VNE). VNE
refers to embedding virtual devices into physical devices, primarily involving the
selection of physical nodes under different network states, calculation of avail-
able physical resources, and mapping between the two types of nodes [13,14].
Related research is already mature and thus beyond the scope of this paper. (2)
Virtual Network Function Allocation and Scheduling (VNF-AS). VNF-AS refers
to the rational allocation and scheduling of multiple VNFs on virtual nodes ac-
cording to different security service requirements, optimizing execution order,
reducing resource consumption, and striving to maximize energy efficiency. Re-
lated research is scarce and incomplete, making it the focus of this paper.

1.1 Resource Allocation and Scheduling Example

As shown in FIGURE:1, the VNF embedding and scheduling problem involves
many possibilities for resource sharing. One scenario is where each VNF is em-
bedded in a specific virtual device whose resources are exclusively used. For
example, a security service chain consists of 5 different types of VNFs, meaning
that for security service requests from different users, 5 specific virtual devices
are required to provide services. This not only causes significant physical re-
source consumption but also makes it difficult to meet complex security service
requests from large-scale network users. This paper adopts container technology
to implement network function nodes. As shown in FIGURE:2, a high-volume
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server (HVS) serves as the physical node providing security services, equipped
with a container cluster that is uniformly orchestrated and managed by an or-
chestrator. Multiple VNFs can be activated in each container, enabling security
service functions to share resources.

FIGURE:3–5 illustrate the resource allocation and scheduling scenarios for two
different security service chains. FIGURE:3 shows a possible resource allocation
when security service request 𝑆1 arrives at time 𝑇1. Node 𝑛1 simultaneously
provides resource support for virtual network functions 𝑓8 and 𝑓2. Similarly, as-
suming security service request 𝑆2 arrives after some time, its resource allocation
is shown in FIGURE:4. At this point, both security service chains are processed
by virtual nodes simultaneously. From the figures, we can observe that both
processing sequences of 𝑆1 and 𝑆2 contain VNFs 𝑓6 and 𝑓8. For 𝑆1, they are
processed by nodes 𝑛2 and 𝑛7 respectively without waiting, achieving fast and
efficient processing. However, 𝑓8 in 𝑆2 accumulates on node 𝑛1, queuing and
waiting, causing unnecessary processing delays. This involves the VNF resource
optimization allocation problem, for which we design a greedy algorithm-based
solution strategy in subsequent sections.

FIGURE:5 presents the resource scheduling timeline for security service chains
𝑆1 and 𝑆2. Each function must be processed in sequence, and each node can
only process one specific function at any given time. We define symbol 𝑃𝑓,𝑖𝑗
as the processing delay of function 𝑓𝑖 on virtual node 𝑛𝑗, where 1 ≤ 𝑖 ≤ 𝑚
and 1 ≤ 𝑗 ≤ 𝑛, with 𝑚 and 𝑛 representing the number of VNFs and virtual
nodes respectively. This paper adopts assumed processing times to represent
the scheduling status of 𝑓𝑖 on each node. At time 𝑇1, security service request
𝑆1 arrives and is immediately assigned to node 𝑛1 for processing. Each sub-
sequent function must wait until its predecessor is completed. At time 𝑇4, 𝑓2
finishes processing. Therefore, 𝑓3 can only start working after waiting for the
time interval [𝑇4, 𝑇6]. This waiting interval not only increases the processing
time of 𝑆1 but may also reduce resource utilization due to long idle periods of
other functions in 𝑆2, which is a direct consequence of the previous resource
allocation step. Assuming we map 𝑓3 in 𝑆2 to node 𝑛4, we can effectively avoid
additional time overhead in the resource scheduling process. Therefore, only
by coordinating resource allocation and scheduling processes can we guarantee
security services.

There are three possible cases for VNF resource scheduling: (a) Immediately
process the next function after completing one (as shown in FIGURE:5 at time
𝑇2, 𝑓5 on 𝑛2 is processed right after 𝑓1); (b) A function must wait until the
previous function is processed (as shown in FIGURE:5, 𝑆2 arrives at 𝑇6 but
must wait until 𝑇9 when 𝑛1 becomes available); (c) A function must continu-
ously wait until all functions in a chain are processed (as shown for node 𝑛3 in
FIGURE:5, which must wait for the time interval of 𝑆1 to complete processing).
In subsequent sections, we abstract the resource scheduling problem as FJSP
and solve it based on the hybrid bee colony algorithm.
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2 Greedy Algorithm-Based Resource Allocation Scheme
2.1 Algorithm Motivation Analysis

In resource allocation and scheduling problems, there are many different op-
timization objectives. This paper selects processing time, resource cost, and
service revenue as representative indicators for analysis.

1) Processing Time: Processing time refers to the time interval from when
the last function of a security service request completes processing to when
the service arrives (Equation (1), where 𝑡𝑡 represents completion time and 𝑡𝑒
represents arrival time). Processing time is a measure of two parameters: (a)
Resource utilization (excessive processing time indicates that services occupy the
network for long periods, causing high network load and resource consumption,
i.e., low resource utilization); (b) Quality of service (shorter processing time
means faster average processing speed and better service quality).

2) Resource Cost: Resource cost refers to the spatial storage and temporal
processing overhead of physical network resources for a specific security service
request. In Equation (2), 𝛿𝑖 represents the spatial storage resource consumed by
all functions 𝑓𝑖 in service chain 𝑆, while (𝑡𝑡 −𝑡𝑒) represents temporal processing
overhead, which includes not only the actual processing time of nodes but also
waiting delays. Constants 𝛼 and 𝛽 represent the weights of these two factors
respectively.

3) Service Revenue: Service revenue refers to the comprehensive benefit that
physical network resources provide for a specific security service request. In
Equation (3), the Boolean variable 𝛾𝑖𝑗 equals 1 if function 𝑓𝑖 is allocated to
node 𝑛𝑗 and 0 otherwise. Variable 𝜌𝑖𝑗 represents the service revenue brought by
allocating a specific function.

Considering that the three indicators have different optimization directions, we
define a utility function as a comprehensive performance reflection, taking the
function value of all performance parameters after utility function conversion.
The utility value of the 𝑘-th solution is calculated as shown in Equation (4),
where 𝜔𝑘 is a scaling coefficient used to adjust the influence factor of each per-
formance parameter; 𝜅(𝑟) is a conversion function; and 𝑟 is the independent
variable of conversion function 𝜅(𝑟). The first parameter defines an increasing
function 𝑌 +(𝑟) about 𝑅, the second parameter defines a decreasing function
𝑌 −(𝑟) about 𝐶, and for temporal performance parameters, we separately de-
fine a decreasing function 𝑌 −(𝑟) about 𝑇 . Here, we normalize the performance
parameters to obtain normalized parameters 𝑟𝑘 with values between [0, 1] (Equa-
tion (5)). Referring to utility function theory, we provide the utility conversion
function as shown in Equation (6).

This paper proposes a greedy algorithm for VNF resource allocation. According
to different security service requests, we divide the greedy factor variable 𝐻 in
the algorithm into three types: (a) Greedy Least Processing Time (GLPT); (b)
Greedy Fast Availability Time (GFAT); (c) Greedy Maximum Memory Space
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(GMMS). GLPT refers to allocating VNFs to nodes that can provide the shortest
processing time, which satisfies security service types billed by processing time.
GFAT refers to allocating VNFs to nodes that can provide service the fastest
with the shortest waiting queue, which meets urgent user security service de-
mands. GMMS refers to allocating VNFs to nodes with the largest available
storage space, which can balance actual network load and improve comprehen-
sive network performance.

2.2 Algorithm Flow and Description

Algorithm 1 presents the specific process of the proposed algorithm, which con-
sists of the following steps:

a) Backup physical network state and initialization: To reduce losses
caused by errors during resource allocation, the algorithm first backs up
the physical network state and initializes security service chain 𝑆, node
set 𝑁 , and greedy factor variable 𝐻.

b) Scan nodes and allocate resources: For any node 𝑛𝑗 in 𝑁 , calculate
its processing end time using Equation (9). If both spatial storage and
temporal processing constraints are satisfied (Equation (10)), add the node
to the available node set 𝑁 ′; otherwise, scan the next node. After scanning,
check set 𝑁 ′. If it remains empty, resource allocation fails, and the backed-
up physical network state is reset.

c) Sort by greedy factor: For different greedy factors 𝐻, sort the nodes
and sequentially select the top node for resource allocation, after which
the algorithm terminates.

3 Resource Scheduling Scheme Based on Hybrid Bee
Colony Algorithm
3.1 Algorithm Motivation Analysis

FJSP is an extension of the classic job shop scheduling problem and is a complex
combinatorial optimization problem. FJSP can be described as: a processing
system with 𝑛 jobs processed on 𝑚 machines, where each job contains 𝑜𝑖 op-
erations with predetermined processing sequences, and each operation can be
processed on multiple machines with different processing times depending on
machine performance. The scheduling objective is to allocate operations to ma-
chines and determine the processing sequence on each machine under machine
capacity constraints and operation precedence constraints. Through compara-
tive analysis, the VNF resource scheduling problem in this paper can be ab-
stracted as FJSP. The mathematical model involves parameter definitions and
constraints:
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Parameters: 𝑛 is the number of jobs; 𝑚 is the number of machines; 𝐽𝑖 is the
𝑖-th job; 𝑂𝑖𝑗 is the 𝑗-th operation of job 𝑖; 𝑀𝑖𝑗𝑘 is the 𝑘-th machine that can
process operation 𝑂𝑖𝑗; 𝑆𝑖𝑗𝑘 is the start time; 𝐸𝑖𝑗𝑘 is the end time.

Constraints: a) Mutual exclusion constraint: ∑𝑛
𝑖=1 ∑𝑜𝑖

𝑗=1 𝑋𝑖𝑗𝑘 ≤ 1 indi-
cates that a node can only process one service function at a time. b) Continu-
ity constraint: 𝐸𝑖𝑗𝑘 = 𝑆𝑖𝑗𝑘 +𝑝𝑖𝑗𝑘 ×𝑋𝑖𝑗𝑘 indicates that the processing of service
functions cannot be interrupted. c) Precedence constraint: 𝑆𝑖𝑗′𝑘′ − 𝐸𝑖𝑗𝑘 ≥ 0
if 𝑒𝑔 = 𝑘 and 𝑂𝑖𝑗 and 𝑂𝑖′𝑗′ are processed by the same node and 𝑂𝑖𝑗 is processed
first, indicating that service functions in the same security service chain have
sequence constraints, while there are no sequence constraints between different
service chains.

Traditional bee colony algorithms applied to production scheduling problems
mostly form complete scheduling schemes through point-by-point traversal and
perform full-cycle operations [16,17]. This method involves large computational
load, is severely affected by population size, and point-by-point optimization
easily leads to premature convergence and local optima. Therefore, this paper
adopts bee colony optimization (BCO) [18] combined with random methods to
generate initial populations for employed bees and onlooker bees respectively,
which improves search efficiency while enhancing global search capability.

3.2 Algorithm Architecture

The bee colony behavior model of HBC originates from the minimal model of
bee foraging behavior established by Karaboga [15], including four components:
food sources, employed bees, onlooker bees, and scout bees. In the model,
food sources represent different solutions to the problem, and the profitability
of food sources (amount of nectar) represents solution quality. Employed bees
are responsible for continuously visiting a specific food source and its nearby
area for a certain period; onlooker bees collect information about food sources
from employed bees, accept each other with a certain probability, and mutually
evaluate to retain excellent individuals; scout bees are responsible for randomly
searching for new food sources. The three types of bees achieve optimization
through collaboration.

FIGURE:6 shows the main framework of the hybrid bee colony algorithm. The
main algorithm consists of four parts: population initialization, employed bee
algorithm, onlooker bee algorithm, and scout bee algorithm, including four pa-
rameters: population size 𝑆𝑁 , iteration number 𝑚𝑐𝑦𝑐𝑙𝑒, adjustment parameter
𝑟𝑓 , and neighborhood scale 𝑛𝑠𝑐𝑎𝑙𝑒. Population size 𝑆𝑁 includes both employed
bees and onlooker bees, each accounting for half of the population; iteration
number 𝑚𝑐𝑦𝑐𝑙𝑒 controls the algorithm termination condition; adjustment pa-
rameter 𝑟𝑓 coordinates the local and global search capabilities of the algorithm,
starting with a small value that gradually increases with iterations to ensure
convergence; neighborhood scale 𝑛𝑠𝑐𝑎𝑙𝑒 controls the generation range of neigh-
borhood solutions, starting with a large value to improve the solution space
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traversal capability of the bee colony, and gradually decreasing with iterations
to narrow the search range and perform fine-grained search of better solutions.

3.3.1 Population Initialization

1) Bee Colony Optimization Algorithm: The BCO algorithm mainly in-
cludes forward and backward operations. The forward operation updates the
encoding of each employed bee, while the backward operation discards some
employed bees according to probability and selects other bees to replace them.
FIGURE:7 shows the BCO algorithm flow, where 𝑃𝑐 is the current discarding
probability of employed bees, calculated as shown in Equation (11), where 𝑓𝑖𝑡𝑐
is the fitness of the current employed bee and 𝑓𝑖𝑡𝑏𝑒𝑠𝑡 is the best fitness of the
current population. Finally, an employed bee colony {𝑋𝑖}(𝑖 = 1, 2, ..., 𝑆𝑁/2) is
generated, and 𝑎𝑟𝑟𝑎𝑦𝑖 is initialized to record the number of generations without
update.

2) Random Method: The random method directly generates entire encod-
ings through random arrays and random number combinations: (a) For each
onlooker bee, generate a random array with length equal to the number of service
functions as the service function segment encoding; (b) For each service function
above, randomly select processing nodes to form the node segment encoding; (c)
Traverse onlooker bees to establish population {𝑂𝐿𝑖}(𝑖 = 1, 2, ..., 𝑆𝑁/2), and
initialize array 𝑎𝑟𝑟𝑎𝑦𝑖 to record the number of generations without update.

3.3.2 Employed Bee Foraging Algorithm

Employed bees generate new solutions through foraging in the neighborhood.
For the FJSP problem, this paper adopts an improved neighborhood solution
generation method to update the population and establishes the employed bee
foraging algorithm 𝐹𝑜𝑟𝑎𝑔𝑖𝑛𝑔(𝑖), (𝑖 = 1, 2, ..., 𝑆𝑁/2):
Generate neighborhood solution 𝑁𝑒𝑖𝑔ℎ𝑏𝑜𝑟(𝑋𝑖)𝑗; compare the fitness values of
𝑋𝑖 and 𝑋𝑗, and perform greedy selection. If the adjustment parameter 𝑟𝑓 is
satisfied, execute the scout bee algorithm.

Neighborhood Solution Update Algorithm: According to neighborhood
scale 𝑛𝑠𝑐𝑎𝑙𝑒, select two pairs of service function code positions on 𝑋𝑖 for ex-
change, reassign nodes for the swapped service functions, and repeat the above
process.

3.3.3 Onlooker Bee Algorithm

The onlooker bee algorithm 𝑂𝑏𝑠𝑒𝑟𝑣𝑒𝑟(𝑖), (𝑖 = 1, 2, ..., 𝑆𝑁/2) performs informa-
tion exchange between two bee colonies:

a) For 𝑂𝐿𝑖, select 𝑋𝑖 through roulette wheel selection based on fitness.
b) If 𝑋𝑖 is better, replace 𝑂𝐿𝑖 with 𝑋𝑖.
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c) If 𝑂𝐿𝑖 is better, decide whether to retain 𝑂𝐿𝑖 based on the probability
calculated by Equation (11), where 𝑐𝑓𝑖𝑡 is the fitness of 𝑋𝑖 and 𝑓𝑖𝑡 is the
fitness of 𝑂𝐿𝑖.

d) If the condition is satisfied, perform scout bee operation on 𝑂𝐿𝑖.
e) Execute the neighborhood update algorithm 𝑁𝑒𝑖𝑔ℎ𝑏𝑜𝑟(𝑂𝐿𝑖) on 𝑂𝐿𝑖 to

generate neighborhood solution 𝑂𝐿∗
𝑖 .

f) Evaluate the neighborhood solution and determine whether to update
𝑂𝐿𝑖.

3.3.4 Scout Bee Algorithm

The scout bee algorithm 𝑆𝑐𝑜𝑢𝑡 is triggered by adjustment parameter 𝑟𝑓 . When
the 𝑎𝑟𝑟𝑎𝑦𝑖 value corresponding to employed bee 𝑋𝑖 or onlooker bee 𝑂𝐿𝑖 equals
𝑆𝑁/2, a random solution is generated to replace the original solution. The
random solution is generated using the random population initialization method.

4 Experimental Evaluation
4.1 Experimental Environment

To verify the algorithm effectiveness, we developed an independent event sim-
ulator using Java and evaluated the proposed algorithms through MATLAB
software. Each resource allocation and scheduling event follows a Poisson dis-
tribution. We defined 10 different network functions numbered 1-10, with each
security service request composed of one or more functions. A security service
arrives every 5 time units, and each service function exclusively occupies a node’
s resources until processing is completed. Unless otherwise specified, experimen-
tal parameters are randomly selected between maximum and minimum values
under uniform distribution conditions (TABLE:1). Each independent experi-
ment involves three steps: security service chain arrival, resource allocation and
scheduling, and service departure after processing completion.

TABLE:1 Experimental Parameter Ranges | Parameter (Unit) | Minimum |
Maximum | |——————|———|———| | Number of nodes | | | | Node storage space
(MB) | | | | Number of functions per node | | | | Processing time per function
(ms) | | | | Storage space per function (MB) | | | | Security service chain length
| | | | Security service processing time (ms) | | |

4.2 Algorithm Testing and Results Analysis

Considering that VNF resource allocation and scheduling is a continuous pro-
cess where allocation results directly affect scheduling performance, we conduct
combined tests of greedy algorithms (GLPT, GFAT, and GMMS) and the hy-
brid bee colony algorithm (HBC). To verify the performance improvement of the
proposed population initialization method, we compare it with the traditional
bee colony algorithm. Experimental results are shown in FIGURE:8–12.
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1) Analysis of Average Waiting Time and Average Processing Time:
FIGURE:8 and FIGURE:9 show the average waiting time and average process-
ing time for 1,000 security service chains generated by the independent event
simulator. Waiting time refers to the interval between when a service function
arrives and when it begins processing. Average waiting time is the mean value
of waiting times for all service functions of a security service. Completion time
is determined by both processing time and waiting time. FIGURE:8 shows
that GLPT-HBC has longer average waiting time compared to other algorithms
because GLPT tends to allocate service functions to nodes with the shortest pro-
cessing time, causing overload on these nodes and resulting in queueing and high
average waiting time. GMMS-HBC tends to allocate service functions to nodes
with the lowest load, reducing service execution and waiting time. GFAT-HBC
demonstrates the best time performance because its optimization objective is to
minimize completion time, and waiting time is part of processing time. There-
fore, results in FIGURE:9 are consistent with those in FIGURE:8.

2) Analysis of Total Resource Cost and Total Service Revenue: FIG-
URE:10 and FIGURE:11 show the cumulative total resource cost and total
service revenue of resource allocation and scheduling. The values are cumula-
tive because each successful allocation and scheduling calculates resource cost
(Equation (2)) and service revenue (Equation (3)), which are added to previous
values. FIGURE:10 shows GLPT-HBC has the highest resource cost, GFAT-
HBC has the lowest, and all three algorithms have similar growth rates. Minor
differences are caused by varying average waiting times. FIGURE:11 shows that
as security service requests increase, GFAT-HBC’s service revenue continuously
grows and is about 40% higher than the other two algorithms, while GMMS-
HBC and GLPT-HBC have similar growth rates. In the long term, GFAT-HBC
can provide greater revenue for service providers.

3) Comparative Analysis of Bee Colony Algorithms: FIGURE:12 com-
pares the traditional bee colony algorithm using only random methods for initial
population generation with the hybrid bee colony algorithm using the proposed
population initialization method. Both algorithms solve the problem under
population size 50, iteration number 50, and other consistent parameters, both
finding the optimal solution value of 7. Comparative analysis shows that the
proposed hybrid bee colony algorithm improves initial solution quality while
accelerating convergence speed.

5 Conclusion
This paper proposes solutions for VNF resource allocation and scheduling prob-
lems in security service chains based on greedy algorithms and hybrid bee colony
algorithms. We design three greedy algorithms for different application scenar-
ios to meet diverse user security service demands. Simulation results verify the
different processing capabilities of the three algorithms. We innovatively pro-
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pose a hybrid bee colony algorithm based on population initialization methods
to solve VNF scheduling problems. Experimental results show that this algo-
rithm achieves faster convergence than traditional bee colony algorithms and is
suitable for large-scale network demands. Currently, research on virtual network
functions in security service chains is continuously emerging. Future work will
further improve this research and conduct in-depth experimental verification of
service chains.
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