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Abstract

To investigate the influence of scale-free network topology on network robust-
ness, we propose a cost-aware attack method for topology-adjustable scale-free
networks by incorporating two critical metrics affecting complex network ro-
bustness: node betweenness and edge weight. This method introduces attack
cost factors for nodes (edges) during network attacks, approximating the at-
tack cost of nodes (edges) using node betweenness (edge weight). Various node
(edge) attack strategies are employed to attack the network, with the relative
size of the largest connected component adopted as the network robustness met-
ric. Using this method, we systematically study the relationships between the
power-law exponent, average degree, and network robustness in scale-free net-
works. The results demonstrate that under deliberate attack strategies, for a
given node (edge) attack cost, scale-free networks exhibit stronger robustness
when the power-law exponent is smaller or the average degree is larger. Sim-
ulation experiments validate the effectiveness and feasibility of the proposed
method.
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Abstract

To investigate the influence of scale-free network topology on network robust-
ness, this paper proposes a tunable scale-free network attack method that incor-
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porates cost considerations by combining two key metrics—node betweenness
and edge weight—that significantly impact network robustness. The method
introduces attack cost factors for nodes (edges) during network attacks, using
node betweenness (edge weight) to approximate the attack cost of nodes (edges).
Different node (edge) attack strategies are employed, and the relative size of the
largest connected component is adopted as the network robustness metric. Us-
ing this method, we examine the relationship between the power-law exponent,
average degree, and robustness of scale-free networks. The results demonstrate
that under intentional attack strategies with fixed node (edge) attack costs,
scale-free networks with smaller power-law exponents or larger average degrees
exhibit stronger robustness. Simulation experiments validate the effectiveness
and feasibility of the proposed method.

Keywords: scale-free networks; power-law exponent; average degree; attack
strategy; attack cost; robustness

0 Introduction

In recent years, complex networks have attracted increasing attention from schol-
ars. Asresearch on complex networks has deepened, their robustness has become
a hot topic. Complex network robustness refers to the ability of a network to
maintain its functionality when subjected to attacks. Significant progress has
been made in complex network robustness research. For instance, reference
[4] used natural connectivity as a robustness metric to study the impact of de-
gree distribution, concluding that more non-uniform degree distributions yield
stronger robustness. Reference [5] analyzed the robustness of vehicular ad-hoc
networks, finding them robust against random attacks but vulnerable to inten-
tional attacks. However, these studies did not incorporate attack cost factors
for nodes (edges).

Reference [12] recognized this limitation and attempted to consider node attack
costs in robustness analysis by using node degree to approximate attack cost.
Their findings indicated that when attack costs are small, the low-degree re-
moval strategy (LDRS) is most effective, while the high-degree removal strategy
(HDRS) is only optimal when attack costs are large, demonstrating that attack
costs influence the effectiveness of attack strategies. However, these studies did
not use node betweenness to measure attack costs, nor did they consider edge
attack costs when attacking network edges.

Building upon previous research, this paper first introduces a cost-based tun-
able scale-free network attack model, then investigates how the power-law expo-
nent and average degree affect the robustness of scale-free networks, and finally
presents the main conclusions.
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1 Model and Methods
1.1 Tunable Scale-Free Networks

The BA (Barabasi-Albert) scale-free network has a fixed power-law exponent
of 3, whereas many real-world complex networks with scale-free characteris-
tics have exponents between 2 and 3. A smaller exponent ~ indicates stronger
non-uniformity in the degree distribution, while a larger v indicates greater uni-
formity. Reference [1] proposed an algorithm for generating scale-free networks
with adjustable power-law exponents.

1.2 Betweenness

Betweenness is divided into node betweenness and edge betweenness, reflecting
the influence of nodes (edges) in the network. Node betweenness is defined as:

5=y Gl
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where d; is the number of shortest paths between nodes j and I, and d,(i) is
the number of those shortest paths that pass through node 3.

1.3 Weighted Complex Networks

Many real-world networks are weighted networks. For example, different links
in the Internet have varying bandwidth and traffic, and airline networks exhibit
differences in passenger flow. Such information cannot be described using un-
weighted networks, necessitating weighted networks where each edge is assigned
a weight to reflect these differences. A weighted network can be described by the
set G(N, W), where N is the number of nodes and W represents edge weights,
typically expressed as a weighted adjacency matrix W = (wij)nxn.

Edge weights are related to the degrees of the two connected nodes. Assuming
the degrees of nodes connected by edge e;; are k; and k;, reference [10] defines
the weight model as:

Wi; = (kikj)o
where 6 is a tunable weight parameter describing the heterogeneity of network
edges.

Reference [11] presents three weighting methods for complex network edges:
w;; = B,; (edge betweenness), w;; = (B;B;)? (power-law form of the product
of endpoint betweenness), and w,; = (k‘ikj)e (power-law form of the product of
endpoint degrees).

Combining these weighting approaches with node degree and node betweenness,
this paper adopts a composite edge weighting method defined as:

amax{k;, k;} + (1 —a) max{B,, B}

7

W, =

* max{k;, k;} + max{B;, B;}
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where « is a weighting coefficient. @ = 0 indicates edge weight is related only
to node betweenness, while a = 1 indicates edge weight is related only to node
degree. This weighting approach in equation (3) allows flexible adjustment of
the relative importance of betweenness and degree through parameter . The
edge weight comprehensively considers both node degree and node betweenness,
and in this paper, « is set to 0.5.

1.4 Complex Network Robustness Metric

A network is considered robust to node (edge) failures if most nodes remain
connected after removing a small fraction of nodes (edges). Various metrics
exist for measuring complex network robustness, such as the largest connected
component and average inverse geodesic distance. This paper uses the relative
size of the largest connected component G = N’ /N to measure complex network
robustness, where N’ is the number of nodes in the largest connected component
after attack and IV is the total number of nodes before attack. Under a given
attack strategy, a larger GG value indicates stronger network robustness and less
effective attack.

1.5 Attack Strategies

1.5.1 Node Attack Strategies Reference [12] employs three node degree
attack strategies: Low Degree Removal Strategy (LDRS), Random Degree Re-
moval Strategy (RDRS), and High Degree Removal Strategy (HDRS).

Improving upon these degree-based probabilistic removal methods, we derive
the following node removal approach based on node betweenness (when a node
is removed, its connected edges also disappear):

« Low Betweenness Removal Strategy (LBRS): Remove nodes sequen-
tially in ascending order of their betweenness values.

+ Random Betweenness Removal Strategy (RBRS): Remove nodes
randomly selected based on their betweenness values.

o High Betweenness Removal Strategy (HBRS): Remove nodes se-
quentially in descending order of their betweenness values.

For the model parameter 3, this paper selects three cases (8 = —3, 8 = 0, and
B = 3) to determine node betweenness attack strategies.

1.5.2 Edge Attack Strategies Edge attack strategies are defined based on
edge weight and other importance metrics, where edges are sorted and removed
according to their weights. This paper employs three edge attack strategies:

a) Random Weight Removal Strategy (RWRS): Remove edges
randomly selected based on edge weights.

b) Low Weight Removal Strategy (LWRS): Remove edges sequentially
in ascending order of edge weights.
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¢) High Weight Removal Strategy (HWRS): Remove edges sequentially
in descending order of edge weights.

1.6 Attack Cost

1.6.1 Node Betweenness Attack Cost Various metrics measure node im-
portance in complex networks, including degree, betweenness, closeness, and
eigenvector centrality. Reference [12] approaches attack cost from the “node
degree” perspective, using node degree to approximate attack cost, with total
node degree attack cost defined as:

a Z ZweN v

i€z

where k, is the degree of node i, N is the total number of nodes in the initial
network Z is the set of removed nodes, and Y. is the sum of degrees of
removed nodes.

EZZ

Recognizing that node betweenness is also an important metric, this paper ap-
proaches attack cost from the “node betweenness” perspective, using node be-
tweenness to approximate attack cost and assuming attack cost is proportional
to node betweenness. Total node betweenness attack cost is defined as:

o Z Z'UEN
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where B, is the betweenness of node i, N is the total number of nodes in the
initial network, Z is the set of removed nodes, and }_. <y B; is the sum of
betweenness values of removed nodes.

1.6.2 Edge Attack Cost Previous studies often ignore edge attack cost fac-
tors, yet edge attack costs in complex networks may not be uniform. To study
how edge attack costs affect various edge attack strategies, this paper uses edge
weight to measure attack cost, with total edge attack cost defined as:

s

ieM
where w; is the weight of edge 4, L is the set of all edges in the network, M is
the set of removed edges, and ZZ o Wi 1s the sum of weights of removed edges.
1.7 Algorithm Flow

Based on the definitions in Sections 1.1-1.6, the algorithm for the complex
network node (edge) attack model based on betweenness (edge) cost is designed
as follows:
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a) Generate a scale-free network of a certain size with adjustable exponent
using the algorithm in Section 1.1.

b) Calculate the betweenness of each node using equation (1); for edge
attacks, calculate the weight of edges between nodes using equation (3).

¢) Remove network nodes according to the probability in equation (4);
for edge attacks, attack complex network edges using the edge attack
strategies in Section 1.5.2.

d) Set the initial cost value for complex network nodes, and recalculate the
p value using equation (6) for the removed nodes’ betweenness. If the p
value is smaller than the given cost value, remove this node and repeat
steps (¢)-(d) until the p value reaches the given node cost value. For edge
attacks, set the initial cost value for complex network edges, calculate
the A value using equation (7) for attacked edges, and if the A\ value is
smaller than the given cost value, remove the edge and repeat until the A
value reaches the given edge cost value.

e) Calculate the relative size of the largest connected component G.

2 Simulation Verification and Analysis

This section investigates the effects of power-law exponent and average degree
on the robustness of tunable scale-free networks when cost factors are consid-
ered. Each experiment is conducted independently 40 times, with final results
obtained by averaging.

2.1 Effect of Power-Law Exponent on Robustness

To explore the impact of the power-law exponent on network robustness, we
generate scale-free networks with N = 1000 nodes using the aforementioned
tunable mechanism and test different exponent values.

The effects of power-law exponent on network robustness under node degree
attack strategies are shown in [Figure 1: see original paper]. Under node be-
tweenness attack strategies, the effects are shown in [Figure 2: see original
paper]. Under edge attack strategies, the effects are shown in [Figure 3: see
original paper].

[Figure 1: see original paper| shows the robustness curves for different node de-
gree attack strategies. From Figure 1: see original paper, using LDRS, smaller ~
values produce steeper robustness curves, indicating poorer network robustness.
From Figure 1: see original paper, using RDRS, different v values have almost
identical effects on robustness. From Figure 1: see original paper, using HDRS,
smaller ~y values produce slower declining robustness curves, indicating stronger
network robustness.
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[Figure 2: see original paper] shows robustness curves for different node between-
ness attack strategies. In Figure 2: see original paper using LBRS, smaller
values yield poorer robustness. In Figure 2: see original paper using RBRS,
v = 2.2 shows a larger variation trend than other v values, but the overall
trend is similar. In Figure 2: see original paper using HBRS, smaller « values
correspond to stronger robustness.

[Figure 3: see original paper] shows robustness curves for different edge attack
strategies. In Figure 3: see original paper using LWRS, when A < 0.3, smaller
v yields poorer robustness; when 0.31 < A < 0.55, larger v yields weaker ro-
bustness; and when A > 0.55, the network robustness is weakest at v = 2.2.
Figure 3: see original paper uses RWRS: when A < 0.38, larger y yields stronger
robustness; when 0.38 < A < 1, smaller v yields stronger robustness; and when
A > 1, different v values produce nearly identical robustness curves, indicating
that under RWRS with large attack costs, 7 has minimal impact. Figure 3: see
original paper uses HWRS: smaller v values correspond to stronger robustness.

2.2 Effect of Average Degree on Robustness

To study the effect of average degree on robustness of exponent-adjustable scale-
free networks, we set the power-law exponent v = 3 and vary the average degree
(k) of the scale-free network.

The effects under node degree attack strategies are shown in [Figure 4: see orig-
inal paper|, under node betweenness attack strategies in [Figure 5: see original
paper], and under edge attack strategies in [Figure 6: see original paper].

[Figure 4: see original paper| shows robustness curves for node degree attack
strategies. In Figure 4: see original paper using LDRS, curves for different
average degrees nearly coincide, indicating minimal impact of average degree on
robustness. In Figure 4: see original paper using RDRS, when p < 0.5, smaller
average degree yields weaker robustness; when u > 0.5, different average degrees
have almost identical effects. In Figure 4: see original paper using HDRS, when
< 0.5, larger average degree yields stronger robustness; when p > 0.5, different
average degrees have almost identical effects.

[Figure 5: see original paper| shows robustness curves for node betweenness
attack strategies. In Figure 5: see original paper using LBRS, smaller average
degree yields stronger robustness. In Figure 5: see original paper using RBRS,
smaller average degree yields weaker robustness. In Figure 5: see original paper
using HBRS, larger average degree yields stronger robustness.

[Figure 6: see original paper| shows robustness curves for edge attack strate-
gies. In Figure 6: see original paper using LWRS, larger average degree yields
stronger robustness. In Figure 6: see original paper using RWRS, when A < 0.5,
larger average degree yields stronger robustness; when A > 0.5, different aver-
age degrees have almost identical effects. In Figure 6: see original paper using
HWRS, smaller average degree yields weaker robustness.
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3 Conclusion

Based on previous complex network robustness research, this paper incorpo-
rates node and edge attack cost factors to investigate how power-law exponent
and average degree affect the robustness of tunable scale-free networks. The
study reveals that when attack costs are non-negligible and intentional attack
strategies are employed (such as HDRS, HBRS, or HWRS), scale-free networks
with smaller power-law exponents (more heterogeneous degree distributions) or
larger average degrees (denser networks) exhibit stronger robustness and are
more difficult to disrupt.
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