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Abstract

Cross-Site Scripting (XSS) represents a common vulnerability attack vector tar-
geting Web application security. Malicious users exploit vulnerabilities to inject
malicious scripts into web pages; when users browse these pages, the scripts are
triggered, resulting in attack execution. To address the challenge of detecting
various mutated XSS attacks, this study investigates a Regular Expression and
Support Vector Machine based Recursive Feature Elimination algorithm (RE-
SVM-RFE). Initially, a regular expression matching algorithm is employed to
select representative features for the training set, constituting data preprocess-
ing. Subsequently, the RE-SVM-RFE feature selection algorithm is utilized to
identify optimal features and rank attack keywords. Finally, by analyzing the
occurrence frequency of feature keywords, it is observed that higher frequency
correlates with increased likelihood of vulnerability existence. Experimental re-
sults demonstrate that SVM features selected via the RE-SVM-RFE recursive
feature elimination algorithm achieve superior prediction accuracy, sensitivity,
and specificity, confirming that the algorithm can effectively detect XSS vulner-
abilities.
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Abstract

Cross-site scripting (XSS) represents a prevalent attack vector targeting Web
application security. Malicious actors exploit vulnerabilities to inject malicious
scripts into web pages, which execute when users browse the compromised pages,
triggering the attack. To address the challenge of detecting various mutated
XSS attacks, this paper investigates a recursive feature elimination algorithm
based on regular expressions and support vector machines (RE-SVM-RFE).
The approach first employs regular expression matching to select representa-
tive features from the training set for data preprocessing. Subsequently, the
RE-SVM-RFE feature selection algorithm identifies optimal features and ranks
attack-related keywords by significance. By analyzing the frequency of charac-
teristic keywords, we observe that higher frequencies correlate with greater like-
lihood of vulnerability presence. Experimental results demonstrate that SVM
features selected through the RE-SVM-RFE recursive feature elimination algo-
rithm achieve higher prediction accuracy, sensitivity, and specificity, proving
the algorithm’ s effectiveness in XSS vulnerability detection.

Keywords: support vector machine; cross-site scripting attack; feature vector;
Web security; feature selection; RE-SVM-RFE algorithm

0 Introduction

Since the commercialization of the Web, its continuous growth has attracted
increasing attention from developers and users due to its openness and usabil-
ity. However, as the Web provides convenience to human life, various vulner-
abilities embedded in Web applications have become among the most serious
security threats online. Cross-site scripting (XSS) attacks occur when data from
untrusted sources (typically Web requests) enters a Web application and gets
included in dynamic content delivered to users without proper validation of
malicious script content. When end users browse such pages, the unvalidated
malicious script may execute, enabling attackers to steal private data (such as
cookies or session information) or redirect victims to attacker-controlled Web
content.

Research on XSS detection dates back to the last century, with numerous meth-
ods proposed since then. Early approaches employed penetration testing, com-
bining vulnerability analysis with dynamic analysis during the testing process
and utilizing extended taint propagation models to detect XSS presence. Other
researchers proposed behavior-based contrast methods for vulnerability identifi-
cation, determining system vulnerabilities by comparing system behavior under
normal versus attacked conditions. Some designed Web server protection tools
as intrusion detection systems capable of tracking suspicious hosts in real-time
and detecting malicious XSS, though these lacked generality and only supported
Apache Web servers. Alternative approaches used software fault injection tech-
niques to detect automated Web vulnerability scanners by injecting common
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software fault types into Web application code and scanning for XSS vulnera-
bilities, but suffered from low coverage and high false positive rates. Another
two-phase static detection method sought to find and remove XSS vulnerabili-
ties in server-side code, employing taint analysis in the first phase to track user
inputs and identify potential vulnerability points, then using pattern matching
and data dependency analysis in the second phase to locate and remove vulner-
abilities. While effective for server-side code analysis, this method could not
detect DOM-based XSS due to its inability to analyze client-side code. More
recent work proposed using optimized attack vectors for XSS vulnerability de-
tection, automatically generating vector graphs and optimizing attack vector
counters, though requiring lengthy training periods.

Despite these efforts, most existing methods have inherent limitations, and few
researchers have leveraged support vector machine classifiers for XSS vulnerabil-
ity detection. Therefore, this paper proposes a feature recombination algorithm
combining regular expression matching with support vector machine-based re-
cursive feature elimination (RegEx and recursive feature elimination based on
support vector machine, RE-SVM-RFE) specifically for XSS vulnerability de-
tection.

1 Basic Principles of Support Vector Machines

The principle of SVM involves finding an optimal classification hyperplane that
satisfies classification requirements while maximizing the margin on both sides
of the hyperplane. Theoretically, SVM can achieve optimal classification for lin-
early separable data. SVM originates from the optimal classification hyperplane
in linearly separable cases, with its fundamental concept illustrated in Figure 2
[Figure 2: see original paper].

Assuming a training sample set for two-class data classification: D =
{(%1,91)s (X9 Y2)s - s (X,,, U, ) }» Where x; are the feature vectors and y; are the
associated class labels. In binary classification, each y,; takes one of two values,
{—1,+1}, indicating class membership. If a linear function can completely
separate the two classes of samples, the data is called linearly separable;
otherwise, it is non-linearly separable. The optimal hyperplane is shown in
Figure 2 [Figure 2: see original paper].

2 RE-SVM-RFE Feature Selection Algorithm

The purpose of feature optimization is to retain the most valuable detection
features with low mutual correlation. For two-class classification problems, this
means achieving smaller average similarity and greater separability between
the two sample classes. Therefore, we can define a class separability metric to
represent differences between the two sample classes. Greater class separabil-
ity indicates smaller similarity and easier separation between classes. Feature
selection and extraction involve choosing or extracting the feature set most rel-
evant to the task from a candidate feature set. The basic framework for feature
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selection is shown in Figure 3 [Figure 3: see original paper].

The XSS attack detection process involves collecting Web request datasets from
both normal pages and pages with XSS vulnerabilities, extracting features from
URLs, JavaScript code, and POST requests in both page types to establish
a sample dataset. Using the collected payload data, the regular expression
matching algorithm preprocesses the original sample dataset to extract optimal
features, which then undergo combinatorial screening to form a feature dataset.
This dataset feeds into the SVM algorithm for model training, with results
passed to a classifier for detection, ultimately producing detection outcomes.
The XSS attack detection flow is illustrated in Figure 1 [Figure 1: see original

paper].

2.1 Regular Expression Matching Algorithm

Regular expressions, with their powerful and flexible expressive capabilities,
have become a primary tool for describing new-generation rules. Using regu-
lar expressions to describe attack features is more accurate, convenient, and
effective than traditional exact string extraction methods. XSS attacks relate
to string variable operations in programs, where security risks arise through
injected script code. To analyze the value sets of string variables in datasets,
this work employs regular expression matching algorithms to represent their val-
ues across different datasets, making regular expression matching the optimal
algorithm for attribute selection.

2.2 RE-SVM-RFE Algorithm

The RE-SVM-RFE algorithm builds upon the support vector machine recursive
feature elimination algorithm with improvements to the feature screening pro-
cess. Before processing the dataset with RE-SVM-RFE, the regular expression
matching algorithm first selects representative feature data from the dataset.
This experiment selected 46 representative features from the dataset. The al-
gorithm then iteratively trains to identify optimal features, groups the selected
features for testing, and uses recursive feature elimination to compute combina-
tion feature weight values. Each iteration ranks the combination feature weights
and removes the smallest. While the initial feature set is relatively large, each
iteration removes one combination feature. Through RE-SVM-RFE iteration,
this experiment ultimately selected six optimal features, which were recombined
to test differences between RE-SVM-RFE and SVM-RFE.

2.2.1 Iterative Process of RE-SVM-RFE During RE-SVM-RFE execu-
tion, the algorithm identifies and removes the feature with minimum weight at
each step. Each removal involves three execution steps:

a) Train the classifier using the sample dataset, ensuring feature data corre-
lates with classifier features (such as optimized weight values w);
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b) Screen features based on those selected by the preceding regular expression
matching algorithm while calculating attribute values for the 46 selected
features (such as cost function J);

¢) Remove the minimum weight feature from the dataset, i.e., the feature
with the smallest ranking criterion.

The iteration continues until only one feature variable remains in the dataset,
ultimately producing a feature ranking list ordered by importance. This exper-
iment selected six optimal features.

For linear SVM, the cost function for eliminating the h-th feature is:

1 1
For non-linear SVM:
1 T 1 T
DJ(h) = §Oé Ho — §a(h)H(h)a(h)

where H is a matrix with elements H;; = y,y,K(x;,x;), and K (x;, x;) represents

the kernel function measuring similarity between instances x; and x;.

2.2.2 RE-SVM-RFE Algorithm Procedure The overall RE-SVM-RFE
algorithm procedure is as follows:

Input: Training sample matrix X = [x,X,,...,X,], class labels y =
(Y1, Yoy - Yp] T, current feature subset vector s = [1,2,..., k], feature ranking
vector r = [ |

Process: 1. Initialize feature ranking: r = [ ] 2. While s is not empty:

a. Restrict training data to current feature subset: X = X(:,;s) b. Train
SVM classifier: @ = SVM,.;, (X, y) c¢. Compute weight vector: w = . a,y,%;
d. Compute ranking criterion: ¢ = DJ(w) e. Find feature with minimum
ranking score: f = argmin(c) f. Update feature ranking: r = [s(f),r] g. Remove
feature with minimum score from dataset: s =s(1: f — 1, f + 1 : length(s)) 3.
Output: Feature ranking list r

Through this screening process, RE-SVM-RFE ultimately obtains an optimal
feature ranking table. Individual features ranked at the front do not necessarily
yield good SVM classifier performance; multiple features must be combined
to achieve optimal classification performance. To obtain better classification
results, the SVM model must first be trained. The feature ranking table is used
to define a certain number of nested feature subsets F; C F, C --- C F}, to train
the SVM model, which then predicts accuracy to evaluate these feature subsets,
ultimately obtaining the optimal feature subset.

This work employs 10-fold cross-validation with fixed parameter dimensions to
allocate training and testing sets. During feature ranking table training, SVM
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parameter optimization methods are used for parameter tuning. The detailed
feature selection framework is shown in Figure 4 [Figure 4: see original paper].

2.3 Data Processing Results of RE-SVM-RFE Algorithm

Payload data extracted from HTTP request packets is unstructured and re-
quires structural processing. The algorithm selects a set of k optimal features
from original features, reducing the dimensionality of the original feature space
without decreasing classification accuracy, and converting raw payload data into
fixed-dimension feature vectors as input for XSS attack detection.

By analyzing various forms of XSS attack statements in vulnerability verification
phases, exploitation phases, and various bypass scenarios, this work combines
manual selection, mathematical statistics, and the RE-SVM-RFE algorithm for
feature selection from original payload data. Through continuous iteration and
group testing of selected features, six optimal features were ultimately selected:
frequency of various truncation and closure special characters (special character
count/total character count), frequency of uppercase letters, frequency of attack
characteristic keywords, frequency of lowercase letters, frequency of numeric
characters, and frequency of space characters. Feature summaries and specific
meanings are shown in Table 1 .

Common attack characteristic keywords in XSS attack statements include:
script, java, iframe, alert, img, style, prompt, location, hash, src, href, eval,
XMLHttpRequest, ActiveXobject, @import. = Common special characters
include: <, >, “" %, (), # & =2Q, [, /,. L H S %5 + -5

3 Experiments
3.1 Experimental Preparation

The datasets used in this experiment were obtained from the Internet through
two sources. The normal sample dataset was derived from analyzing Web
server logs to extract requests for benign resources, while the XSS attack sam-
ple dataset was obtained by analyzing vulnerability submission sites XSSED,
HA.CKKERS, and exploit-db. The experimental dataset comprises two parts:
normal payload request samples and XSS vulnerability samples. In preliminary
work, 1,378 sample data were collected, as shown in Table 4 .

The experimental host configuration includes an Intel I5 CPU at 2.0 GHz, 8 GB
RAM, and a 64-bit Windows 10 operating system. For existing machine recogni-
tion methods, the Weka experimental platform was used for testing with SVM
classifiers to identify XSS attacks. The proposed algorithm was implemented
using Microsoft Visual Studio 2015 and Microsoft SQL Server 2012 for dataset
feature preprocessing. First, 46 features were summarized from collected raw
data, then the regular expression matching algorithm performed data prepro-
cessing, followed by the proposed RE-SVM-RFE feature selection algorithm to
identify the best features. The six most representative features were selected
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as the final validation dataset. Optimal features should exhibit stability, dis-
criminability, and relative independence—stability means similar feature values
within the same class, discriminability means distinct differences between differ-
ent classes, and relative independence means low correlation between different
features. The six optimal features extracted in this experiment accurately reflect
the essential characteristics of Web request payload data.

Feature meanings are: Feature 1—special character frequency; Feature 2—nu-
meric character frequency; Feature 3—lowercase letter frequency; Feature 4—
uppercase letter frequency; Feature 5—frequency of different types of attack
keyword features; Feature 6—category label indicating whether corresponding
attack keywords appear in payload data. The optimal sample feature values are
shown in Tables 5 and 6 .

3.2 Results Analysis

To verify algorithm correctness, evaluation metrics including confusion matrix,
precision, recall, ROC curves, and F-measure values were employed. Confu-
sion matrix parameters include: True Positive (TP)—actual positive samples
predicted as positive; False Positive (FP)—actual negative samples predicted as
positive; True Negative (TN)—actual negative samples predicted as negative;
False Negative (FN)—actual positive samples predicted as negative. Total sam-
ples = TP + FP + TN + FN. The classification result confusion matrix is shown
in Table 7 .

Precision and recall are typically discussed together but were tested separately
in this experiment for detection convenience. Precision P and recall R are

calculated as:
TP TP

P:* = —-—
TP+ FP’ R TP+ FN

The confusion matrix data obtained by the proposed algorithm is shown in
Table 8 . The main diagonal values far exceed off-diagonal values, indicating
high accuracy.

To compensate for accuracy-only evaluation, sensitivity and specificity were
also measured. Table 3 compares these metrics across four feature groupings:
Feature 1 vs. Feature 2, Feature 2 vs. Feature 3, Feature 3 vs. Feature 4, and
Feature 4 vs. Feature 5. The RE-SVM-RFE algorithm outperforms SVM-RFE
in both average accuracy and standard deviation. For Feature 1 vs. Feature 2,
Feature 3 vs. Feature 4, and Feature 3 vs. Feature 4 vs. Feature 5, RE-SVM-
RFE classification accuracy exceeds SVM-RFE by 5.73%, 7.36%, and 6.56%
respectively. For Feature 2 vs. Feature 3, while accuracy is equivalent, RE-
SVM-RFE shows significantly lower standard deviation, indicating more stable
results.

The algorithm execution results demonstrate that RE-SVM-RFE selects more
discriminative features—features with strong class separation capability. Attack
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characteristic keywords in XSS attack sample data indeed affect SVM model
construction and consequently feature evaluation, making regular expression-
based data preprocessing before SVM-RFE feature selection highly meaningful.

ROC curves measure learner generalization performance, determined by two
important metrics calculated by the learner. The ROC curve uses coordinate
axes where the horizontal axis represents False Positive Rate (FPR) and the
vertical axis represents True Positive Rate (TPR), defined as:

TP FP
TPR=———, FPR= ———
R TP+ FN’ R TN+ FP
The area under the ROC curve (ROC area) closer to 1 indicates higher detection
accuracy. Table 9 shows the proposed algorithm achieves the best ROC area
value, demonstrating high XSS attack detection rates.

F-measure, defined as the weighted harmonic mean of precision and recall, was
used to evaluate test accuracy:

e 2xPxR
-measure = ——————
P+ R
Table 9 shows the SVM classifier achieves the best F-measure value, indicating
high XSS attack recognition rates.

Training and testing time consumption for different classifiers is shown in Table
10 . While the J48 classifier requires only 0.11s total time, its accuracy is
85.7093%. The NaiveBayes classifier requires 0.05s total time with 86.2845%
accuracy. The proposed algorithm requires 0.04s training time (second only to
NaiveBayes at 0.01s) but achieves 6.7944% higher recognition accuracy than
NaiveBayes. Training time also depends on algorithm optimization—the well-
optimized SVM algorithm runs efficiently, and RE-SVM-RFE algorithm time
complexity can be further optimized.

4 Conclusion

This research involved substantial preliminary work analyzing primary XSS
vulnerability features and understanding vulnerability causes, distinguishing be-
tween normal user inputs and attacker inputs to correctly differentiate legitimate
requests from XSS attack requests, and collecting and organizing datasets for
XSS attack detection. Based on SVM model training principles, this paper pro-
poses a feature elimination and selection algorithm combining regular expression
matching with support vector machines. The approach preprocesses datasets
through regular expression matching, optimizes preprocessed data using ker-
nel functions, detects XSS vulnerabilities via sequential minimal optimization
classification, and validates results using SVM models. Experimental results
demonstrate that the proposed feature selection and elimination algorithm ef-
fectively detects unknown XSS attacks with favorable efficiency. Future work
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will focus on further feature optimization. This research is primarily experimen-
tal and requires continuous improvement and refinement for practical detection
applications.
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