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Abstract

To address the issues of efficiency and detection rate in massive data parallel
detection and processing for distributed intrusion detection in high-speed net-
work environments, a capability and load-based data partitioning algorithm is
proposed. This algorithm evaluates the data processing capability and load
level of each data analysis node based on collected system performance met-
rics and operational status within the cluster. Based on the node’ s capability
and load adaptation factor, it determines the weight of each node’ s capabil-
ity to detect and analyze data in the cluster, thereby achieving dynamic data
partitioning of massive data among data analysis nodes and allocating data
granularity that adapts to their capability and real-time load. Simulation test
results demonstrate that the algorithm exhibits favorable load balancing perfor-
mance, reduces system detection time, and improves both the efficiency of data
parallel processing and the detection rate.
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Abstract: To address the efficiency and detection rate challenges of massive
data parallel processing in high-speed network environments for distributed in-
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trusion detection, this paper proposes a data partitioning algorithm based on
node capacity and workload. The algorithm evaluates the data processing capac-
ity and workload of each analysis node in the cluster by collecting performance
metrics and runtime status. Based on a node’ s capacity and load adaptation
factor, it balances the weight of each node’ s detection and analysis capabilities
within the cluster to achieve dynamic data partitioning among analysis nodes,
allocating data granularity that matches each node’ s capacity and real-time
load. Simulation results demonstrate that the algorithm achieves good load bal-
ancing, reduces system detection time, and improves the efficiency of parallel
data processing and detection rates.

Keywords: distributed intrusion detection; data partitioning; data allocation;
load balancing

0 Introduction

Distributed data collection and parallel detection processing are critical capabili-
ties for Distributed Intrusion Detection Systems (DIDS) to handle massive data
in high-speed networks. The granularity of parallel data—namely, the size of
data subsets allocated to nodes for parallel processing—directly impacts system
throughput and load balancing. Data partitioning algorithms divide massive
data into different subsets according to specific strategies, and their effective-
ness determines the rationality of data allocation, which in turn affects system
load balance and overall performance.

Intrusion detection technology has become an essential component of active
network security defense systems. To improve detection efficiency, researchers
have proposed various optimizations: for rule-based detection methods, refer-
ence [1] presents improvements to string matching algorithms to increase sys-
tem throughput; for anomaly detection methods, reference [2] employs SVM
and classification techniques to enhance detection speed. To improve detection
rates, reference [3] reduces packet loss in high-speed network environments by
accelerating packet capture, filtering, and matching, thereby improving detec-
tion accuracy. To enhance system adaptability and scalability, reference [4]
utilizes GHSOM neural networks for incremental learning of emerging attacks.
For massive data processing, reference [5] adopts data partitioning methods
and proposes a data stream sharding mechanism; reference [6] randomly parti-
tions large datasets for distribution to independent neural networks for parallel
learning; and reference [7] employs a distributed outlier detection algorithm to
balance the workload across computing nodes.

Data partitioning algorithms are widely applied in parallel computing and large-
scale data processing to maintain load balance and improve throughput. Ref-
erence [8] achieves data stream partitioning and parallel processing through
constructed partitioning functions and algorithms. Reference [9] adjusts data
assignment to Reducers using a multi-round allocation partition strategy to ad-
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dress data skew problems caused by data partitioning in MapReduce. Reference
[10] collects and evaluates node performance for data-intensive applications, ad-
justing the size and quantity of data allocation to improve efficiency.

This paper addresses the challenge of parallel detection and processing of mas-
sive data in DIDS by proposing a data partitioning algorithm based on node
capacity and workload. By monitoring and collecting performance metrics and
real-time operational status of nodes within the cluster, the algorithm evalu-
ates each node’ s data processing capacity and workload. It then balances the
proportion of each node’ s capacity and workload relative to the entire cluster
to perform data partitioning and allocation, effectively leveraging node capa-
bilities, maintaining system load balance, and improving system efficiency and
detection rates.

1 Distributed Intrusion Detection System Architecture

In distributed intrusion detection, system performance is enhanced through par-
allel data collection by multiple distributed sensor nodes. The collected massive
data is then partitioned and distributed to multiple nodes for parallel detection
and processing, thereby improving overall data processing capability. This pa-
per employs a capacity and workload-based data partitioning algorithm for data
distribution. The system architecture is illustrated in [Figure 1: see original pa-
per], comprising three main components: data collection, control center, and
data analysis/detection. The control center includes system monitoring, task
scheduler, and alarm response modules.

As shown in [Figure 1: see original paper], the control center’ s system monitor-
ing module collects performance metrics and operational status from all data
analysis nodes in the cluster, including CPU/memory/disk capacity and utiliza-
tion rates, providing decision support for data partitioning. The task scheduler
performs data partitioning based on the proposed algorithm, evaluating node ca-
pacity and workload. The alarm response module processes intrusion detection
results from each data analysis node. The data analysis/detection component
consists of heterogeneous nodes that detect the collected and allocated data,
feeding detection results back to the alarm response module for processing.

2 Data Partitioning Algorithm Based on Capacity and
Workload

This section presents the proposed algorithm, which dynamically partitions data
for nodes based on evaluations of their capacity and workload.
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2.1 Node Capacity Calculation

Node capacity is a critical factor in determining the data granularity allocated
to each node. Primarily determined by hardware configuration, it can be mea-
sured by collecting relevant performance metrics through system monitoring.
This paper considers node CPU, memory, and network bandwidth as the main
factors affecting data processing capacity. The data processing capacity of node
i, denoted as CAP(i), is calculated as follows:

CAP(i) =a; x CPU; +ay X M; + a3 X N;

where aq, a4, and ag are influence factors for CPU, memory, and network band-
width on data processing capacity, respectively, with a; + a5 + a3 = 1; CPU;,
M;, and N; represent the product of CPU count and MIPS rating, memory size,
and network bandwidth of node 4, respectively. Since different metrics have dif-
ferent units and value ranges, min-max linear function transformation is applied
to normalize the collected metric data before calculation, ensuring convergence
to a consistent interval. The CPU;, M,;, and N, in the equation are normalized
values.

Node heterogeneity makes it difficult to establish a baseline for comparison dur-
ing data partitioning and complicates control over data granularity size. To
address this, we construct a node capacity factor that reflects the relative ca-
pacity among nodes, denoted as CL(i) for node i:

CAP(i)
min{CAP(j)|]1 < j<m}

CL(i) =
where m is the number of nodes in the cluster.

2.2 Node Workload Calculation

Node workload is another important factor affecting the data granularity allo-
cated to each node. The workload assessment for data analysis nodes is based
on utilization rates of CPU, memory, and network bandwidth collected through
system monitoring. The workload of node 4, denoted as L(i), is calculated as:

L(i) = by x L(CPU,) + by x L(M;) + bg x L(N;)
where L(CPU;), L(M,), and L(N;) are the utilization rates of CPU, memory,
and network bandwidth of node i, respectively; b;, by, and b; are influence
factors for CPU, memory, and bandwidth utilization on node workload, with
by + by + b3 =1
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2.3 Data Partitioning and Allocation

To ensure rational data partitioning, the algorithm first checks each node’ s
workload status before allocation to avoid assigning data to overloaded nodes,
which would increase latency. To evaluate node workload status, we set a light-
load threshold « and an overload threshold 5. Based on these thresholds, we
construct a load adaptation factor that reflects the impact of node workload on
data granularity, denoted as E(i) for node i

1-L0 41 Li)<a

Biy=41, a< L(i) < B

0L L(i)>p

Based on the evaluations of node capacity and workload, we calculate the weight
W (i) representing the combined capacity and workload of node 7 relative to all
data analysis nodes in the cluster:

CL(1) x E(i
W(i) = ) X P
>y CL(i) x E(i)
where n is the number of data analysis nodes in the cluster. In this equation,

nodes with stronger capacity and lighter workload receive larger weights.

Finally, let D(i) denote the data subset (i.e., data granularity) partitioned and
allocated to node 7 from the massive dataset M:

D(i) = M x W(i)

3 Experimental Analysis
3.1 Experimental Environment

We implemented a distributed intrusion detection system model based on
Hadoop and developed the capacity and workload-based data partitioning
algorithm in Java. The algorithm is integrated into the control center’ s task
scheduler to perform data partitioning and allocation. The control center
serves as the master node, communicating with slave nodes via MapReduce.
Slave nodes include system monitoring nodes and data analysis nodes. The
system is deployed across a campus network.

All nodes in the Hadoop cluster run Ubuntu 10.04. The master node is config-
ured with an Intel Core 3.3 GHz CPU, 4 GB memory, and 500 GB disk. System
monitoring nodes, alarm response nodes, and data storage nodes are each con-
figured with an Intel Pentium 2.8 GHz CPU, 2 GB memory, and 250 GB disk.
Data analysis nodes are heterogeneous.
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This study focuses on improving system performance through parallel detection
of massive data. Therefore, experiments primarily test the rationality of data
partitioning, system load balancing after allocation to analysis nodes, and over-
all system performance improvement. We use the classic DARPA2000 dataset,
downloading approximately 3 GB of data stored on the data storage node. To
ensure consistent and valid detection results, Snort is installed and configured
on all data analysis nodes to detect the data partitioned and allocated by the
master node. System monitoring employs the open-source tool Sigar to collect
runtime status from each data analysis node. The alarm response node processes
intrusion detection alerts.

The algorithm parameters are set as follows: - In Equation (1), based on the
impact of CPU, memory, and bandwidth on data processing and experimental
results, we set a; = 0.4, ay = 0.3, a3 = 0.3. - In Equation (3), b; = 0.4, b, = 0.3,
b; = 0.3. - Based on empirical knowledge of light and heavy loads, we set the
light-load threshold a = 0.3 and overload threshold 8 = 0.7. - The data analysis
node group consists of 8 heterogeneous nodes.

Experiment 1: Load Balancing Test

Node load imbalance leads to increased response latency and degraded system
performance. Using the data partitioning and allocation described above, we
tested the load balancing of three algorithms: our proposed algorithm, the
method from reference [10], and consistent hashing. shows the distribution of
data subsets when partitioning a 3 GB dataset across eight nodes.

** Data Distribution Results Using Different Partitioning Algorithms**

Algorithm Node Data Distribution (GB)

Consistent Hashing [Uniform distribution across nodes]
Reference [10] Method  [Performance-based distribution]

Our Algorithm [Capacity and load-adaptive distribution]

The data shows that consistent hashing distributes data evenly without consid-
ering node capacity or workload, resulting in similar data subsets for all nodes.
The method from reference [10] calculates each node’ s computation time for the
dataset and dynamically adjusts allocation accordingly, assigning data volumes
that adapt to node performance. Our algorithm further considers real-time load
changes in addition to node capacity, producing data subsets that better match
node requirements.

After partitioning and allocation using these three algorithms, we compared
their load balancing performance across eight nodes using the load balancing
metric bLBM(t) [12]. The results are shown in [Figure 2: see original paper].

[Figure 2: see original paper| Load Balancing Comparison of Different
Algorithms

chinarxiv.org/items/chinaxiv-201805.00271 Machine Translation


https://chinarxiv.org/items/chinaxiv-201805.00271

ChinaRxiv [$X]

[Figure showing bLBM(t) values over time for three algorithms]

[Figure 2: see original paper] demonstrates that consistent hashing exhibits the
highest bLBM(t) values due to its lack of load adjustment mechanisms, which
leads to uniform data distribution and causes low-performance and heavily-
loaded nodes to receive excessive data, resulting in poor load balance. Our algo-
rithm and reference [10] both incorporate load balancing adjustments, achieving
more rational data distribution and significantly reducing node detection times.
Our algorithm demonstrates slightly better performance with smaller fluctua-
tions, indicating greater system stability.

Experiment 2: Detection Time Test

This experiment tested the time overhead for each node to detect its allocated
data subset. We used eight heterogeneous nodes (S1-S8) with a performance
ratio of 1:3.4:1.4:1.3:1:1.3:1.4:1.1. The total system detection times (ST) for
each algorithm are shown in .

** Detection Time Test Results™*

Algorithm Total Detection Time (ST)
Consistent Hashing [Highest value]

Reference [10] Method [Intermediate value]

Our Algorithm [Lowest value]

The results show that consistent hashing produces the longest detection time
due to its unbalanced data distribution. Both reference [10] and our algorithm
achieve load balancing adjustments, resulting in more reasonable data allocation
and significantly reduced detection times. Our algorithm achieves slightly lower
detection times due to superior load balancing.

Experiment 3: Detection Rate Test

Based on the data partitioning and allocation described above, we tested the de-
tection rate of each node on its allocated data subset. The results indicate that
consistent hashing achieves the lowest detection rate of approximately 87.3%,
primarily because its packet-to-virtual-node mapping produces small partition-
ing granularity that severely damages session integrity, thereby reducing detec-
tion rates. Neither reference [10] nor our algorithm considers data integrity
preservation; however, both achieve similar detection rates of approximately
99% due to fewer partitioning operations causing less damage to data integrity.
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4 Conclusion

To address the challenge of massive data parallel detection in distributed intru-
sion detection systems, this paper proposes a data partitioning algorithm based
on node capacity and workload. By evaluating node capabilities and real-time
load conditions, the algorithm balances each node’ s actual status and data
allocation relationships within the cluster, assigning more data to nodes with
strong processing capabilities and light workloads. The algorithm performs data
partitioning and allocation according to actual node performance and load, fully
leveraging node capabilities while preventing performance degradation caused
by assigning excessive data to weak or overloaded nodes.

Simulation results demonstrate that the algorithm’ s data partitioning and allo-
cation align with node capacities and real-time load states, achieving good load
balancing. This effective load balancing reduces system parallel processing time
overhead, thereby improving system performance and detection rates. Future
work will focus on ensuring data integrity during partitioning to further improve
detection rates.
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