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Abstract

The differential privacy model is a strong privacy model that measures the level
of privacy protection and the amount of noise via the privacy parameter , and
has become a research hotspot in the field of privacy protection in recent years.
However, the configuration of the privacy parameter relies solely on experi-
ments or expert experience, which limits the adoption and dissemination of the
differential privacy model. To address this problem, based on the ( 1, 2)-privacy
model, we propose a heuristic privacy parameter setting strategy (limit privacy
breaches in differential privacy, LPBDP), which analyzes the intrinsic relation-
ship between the privacy parameter and (1, 2), thereby enabling the amount
of noise added to be determined by ( 1, 2). LPBDP sets the privacy parameter

through the following heuristic principle: if the attacker’ s prior probability
regarding the target victim is less than threshold 1, then after obtaining the
noisy result returned by the differential privacy query mechanism, the attacker’s
posterior probability regarding the target victim must be less than threshold 2.
Experimental results demonstrate that LPBDP can more intuitively configure
the privacy parameter to satisfy differential privacy constraints.
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XEE: RIMRP;, Z9RH% BRASE RAMEPESS XS TP309.2 doi:
10.3969/j.iss1.1001-3695.2017.06.0649 Heuristic privacy parameter setting
strategy for differential privacy model Ouyang Jial, Xiao Zhenghongl, Liu
Shaoengl, Yin Jian2, Lin Piyuan3 (1. College of Computer Science Guangdong
Polytechnic Normal University, Guangzhou 510665, China; 2. School of Data
& Computer Science, Sun Yat-sen University, Guangzhou 510275, China; 3.
College of Mathematics & Informatics, South China Agricultural University,
Guangzhou 510642, China) Abstract: The differential privacy model is a kind
of strong privacy model, which uses the privacy parameter to measure the
degree of privacy protection and the amount of noise. In recent years, the
privacy model has become a hotspot in the field of privacy protection. However,
the setting of the privacy parameter can only depend on the experience of
the lab or the professional experience, limiting the adoption and popularize
of the differential privacy model. Aiming at this problem, a kind of heuristic
privacy parameter setting strategy (limit privacy breaches in differential
privacy, LPBDP) is proposed based on the ( 1, 2) -privacy model. The intrinsic
relationship between the privacy parameter and (1, 2) is analyzed, and
the addition of the noise quantity is determined by the parameters (1, 2) .
LPBDP sets the privacy parameter by the following heuristic principle: If the
attacker’ s prior probability of the target victim is less than the threshold 1,
then, the attacker’ s posterior probability of the victim of the target must be
less than threshold 2. Experiments show that LPBDP can more visually set
the privacy parameter to meet the differential privacy constraints.

Key Words: privacy-preserving; differential privacy; privacy parameter; privacy
breaches

0 Introduction

With the development of computer science, networking, and storage technolo-
gies, human society has collected and stored data on an unprecedented scale.
This explosive growth of data has, in turn, fueled tremendous advances in data
mining, which has been successfully applied across various industries such as
healthcare, social networks, and online search. However, since access to raw
data is a prerequisite for data mining, and raw data often contains personal pri-
vacy information, individuals have become increasingly concerned about privacy
protection. Privacy-preserving data mining has emerged to address these pri-
vacy concerns associated with data mining, with the goal of successfully building
effective data mining models without leaking the original input data [?, ?, 7, ?].
Specifically, privacy-preserving data mining needs to address two key issues: (a)
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how to protect personal privacy during the data mining process, and (b) how to
ensure the utility of data or results. Currently, research in privacy-preserving
data mining primarily focuses on designing privacy criteria and algorithms that
simultaneously satisfy these two key requirements.

The -differential privacy model [?, ?, ?, ?] makes no assumptions about an at-
tacker’ s background knowledge and represents a very strong privacy protection
model. Its basic idea is to add a small amount of noise to analysis results be-
fore publishing them to satisfy differential privacy requirements. The amount
of noise is determined by the sensitivity of the analysis function or process and
the privacy parameter , independent of the specific database type or size. The
privacy parameter is a crucial parameter in the differential privacy model
that determines the amount of noise added and measures the degree of privacy
protection. As can be seen from the Laplace mechanism and exponential mech-
anism, larger values result in less noise added, while smaller values result in
more noise. However, the differential privacy model faces two problems when
determining how much noise to add: First, the privacy parameter only lim-
its the influence of individual records on the results, rather than limiting how
much information is leaked about individuals [?], which allows attackers to eas-
ily identify individuals’ sensitive information after obtaining randomized results.
Second, the setting of the privacy parameter can only rely on experiments or
expert experience, lacking a more intuitive heuristic parameter setting method.

To address these two problems, the main contributions of this paper are as
follows: a) To limit personal information leakage in differential privacy models,
we propose a new attack model based on the (1, 2)-privacy model concept; b)
We identify the relationship between the privacy parameter and (1, 2), and
propose a heuristic privacy parameter setting strategy.

1 Related Work

2 Privacy Parameter Setting Based on (1, 2)-Privacy
Model

2.1 Privacy Model

Literature [?] first introduced the concept of the ( 1, 2)-privacy model, defined
as follows: When the prior probability of random variable X taking value x
satisfies Pr[X = z] < p;, and after obtaining the perturbed result through
privacy mechanism M, the posterior probability of x updates to Pr[z|M (D) =
R] < p,, then x is said to satisfy the ( 1, 2)-privacy model constraint. From this
definition, the ( 1, 2)-privacy model does not depend on prior probabilities—it
means that if the prior probability does not exceed 1, the posterior probability
must be less than 2, where 1 and 2 can be customized without depending on
any background knowledge.
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2.2 Attack Model

Assume the attacker’ s background knowledge includes all possible values U and
all tuples in the database except the nth tuple, denoted as D_,,. Additionally,
the attacker knows all details of the privacy mechanism M and the probability
density function of the added noise. To infer the value of the nth tuple, the
attacker guesses all values in U with equal probability before obtaining the result
from privacy mechanism M. When a user submits query f to privacy mechanism
M and receives perturbed result R = M;(D), the attacker’ s probability of
guessing that the nth tuple has value i is given by:

Pr[R = M,(D,)]
5,0 PrR = M, (D;)]

Pr[X = i|R = M;(D)] =

where D; = D_,, U{i}. If Pr[X = i|R = M;(D)] > p,, then privacy is breached.

2.3 Attack Model Example

The following example illustrates the above attack model process. Even though
query mechanism M satisfies differential privacy constraints, attackers can still
guess individual values with high posterior probability. Let f be an averaging
query function, given dataset D = {1,2,3,10} where all values come from U =
{1,2,3,5,10}. Assume the attacker knows D_, = {1,2,3} and wants to infer
the 4th value. Since the 4th value could be any element from U, the sensitivity
of fis Af = 9/4. Let the differential privacy parameter be e = 5.0, and the
attacker obtains result R = 5.401 after submitting an averaging request. The
missing value is one of the elements in U, and the attacker calculates posterior
probabilities as shown in Table 1 .

Table 1 Attacker’ s Guessing Values

Possible Value = Pr[M;(D;)] = 5.401

1 1,2,3,1
2 1,2,3,2
3 1,2,3,3
5 1,2,3,5
10 1,2,3,10

We provide the posterior probability calculation process using value 10 as an
example. If the privacy mechanism M returns result R = 5.401, then any dataset
could potentially return this value. Therefore, based on the Laplace mechanism,
we have:

Pr[M(D;) = 5.401] = Pr[mean(D,) + Lap()\) = 5.401]
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Applying the triangle inequality yields:

1 . 1—-mean i
Pﬂﬁfﬂl%)::5401]:;ixefEﬁggjgigl

where A\ = %. First, based on the returned value 5.401, we calculate the
probability Pr[M(D,,) = 5.401]. The differential privacy mechanism M adds
noise Lap(\) to the true value, allowing us to determine A = 1.1258.

Theorem 1 [10]: If an -differential privacy mechanism M satisfies -
amplification for all response values, where v > 1, then M must satisfy (1,
2)-privacy constraints.

Based on Theorem 1, we can find the relationship between differential privacy
parameter and (1, 2). From the definition of -amplification, we obtain:

Pr|R|M,(D,
e PHEI(D))

< = AF/A
ij Pr[R|M;(D;)]

Assuming equal prior probabilities for values in U, taking the natural logarithm
of both sides yields:

Af
1 < P,
n-y g )\

This gives us an important result: for any attacker, if we set the differential

privacy parameter as:
A 1—
= ln ( pl . p2 )
Af P 1=

then the differential privacy mechanism M satisfies ( 1, 2)-privacy constraints.
Since the Laplace distribution requires A > 0, we have:

L—p1 P2

——>1
P1 L—=p,

which implies py > p;. This means the posterior probability protecting individ-
ual privacy must exceed its prior probability; otherwise, protection would be
meaningless. This conclusion obviously aligns with reality—if the probability of
protecting an individual cannot exceed its prior probability, protection loses its
purpose.

Note that if we set p; = 1/m and p, = p, we obtain:

5:i1n<7m_1—1)
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This shows that -differential identifiability is a special case of our proposed
LPBDP method.

3 Experimental Results and Analysis

This section first compares the differences and connections between LPBDP
and -differential identifiability, as shown in Table 2 | and then experimentally
analyzes the heuristic and semantic properties of LPBDP.

Table 2 Differences and Connections Between LPBDP and -Differential Iden-
tifiability

Aspect LPBDP -Differential Identifiability

Prior Greater Equal random guess probability 1/m
Probability  than 1

Posterior Less than Less than

Probability 2
1 Setting Customized 1/m (random guess probability)

based on

actual

needs
Prior Basically Requires: (1) All possible values U and
Knowledge no assump-
Required tions

On one hand, Table 2 shows that our proposed LPBDP method also satisfies dif-
ferential privacy requirements and has advantages over -differential identifiabil-
ity in terms of prior knowledge. LPBDP essentially requires no prior knowledge
assumptions and offers better adaptability.

On the other hand, we analyze the practical application of LPBDP through
experiments. To compare with -differential identifiability, we use the same ag-
gregate query function (averaging: mean) and experimental data from the UCI
Adult database, which contains 48,842 records with 14 attributes (9 categori-
cal and 5 numeric). In this paper, we only use 3 numeric attributes. Table 3
describes the characteristics of the Adult database.

Table 3 Adult Database Characteristics

Attribute Max Min Sensitivity Random Guess Probability
age (AG) 90 17 73 0.0137
education-num (EN) 16 1 15 0.0625
hours-per-week (HW) 99 1 98 0.0101
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To determine the Laplace distribution function for added noise, we must calcu-
late the sensitivity of the averaging function: Af = % For example, if
an attacker knows all records in the database except one, the attacker’s guessing
range for age is 1-99, so the function sensitivity is Af = 90/48842 = 0.0015,
and the random guess probability is p; = 1/73 = 0.0137, as shown in Table 3

under RG (random guess).

LPBDP shows that noise addition is influenced by both prior and posterior
probabilities. We first verify through experiments how added noise is affected
by prior probability, setting posterior probability to p, = 0.2. The differential
privacy mechanism must satisfy ( 1, 2)-privacy requirements, where ¢ is calcu-
lated using our derived formula. As shown in Figure 1 [Figure 1: see original
paper], the noise amount A increases with prior probability, meaning more noise
is needed as p; increases—consistent with -differential identifiability.

To validate LPBDP’s practicality, we submitted 1,000 averaging queries for each
of the 4 attributes. Figures 2 [Figure 2: see original paper]-4 show the impact

range(R)

on noise rate, calculated as NR = , where range(R) is the interval of

perturbed query results. Q1 is the first ql{ll‘;,rtile, Q3 is the third quartile, and
Q3-Q1 is the interquartile range. Figures 3 [Figure 3: see original paper]-4 show
that all response values cluster near the true values. When p, is fixed at 0.2
and p; increases, more noise is required to satisfy privacy constraints. When p;

is fixed and p, increases, A also increases, requiring more noise.

Figure 5 [Figure 5: see original paper] examines the impact of privacy parameter
€ on differential privacy. The results show that LPBDP achieves the same
effect as -differential privacy. However, for -differential privacy, setting ¢ is
a major challenge, typically done through experience or experiments. LPBDP
offers better semantic meaning for privacy parameter setting, requiring only that

P2 > P1-

4 Conclusion

Previous methods for setting privacy parameters in differential models primarily
relied on experiments or expert experience. This paper proposes a heuristic
differential privacy parameter setting strategy. -Differential identifiability is
another parameter setting strategy for differential privacy, but it depends on
two assumptions: (1) knowing each value’ s prior probability and assuming
knowledge of all possible values U and |U|; (2) equal prior probabilities for
all possible values. However, some application scenarios cannot satisfy these
assumptions. Our proposed method addresses this limitation by introducing a
new privacy parameter setting strategy LPBDP based on the (1, 2)-privacy
model. The advantage of this strategy is that the ( 1, 2)-privacy model does
not depend on prior probabilities, does not require knowledge of U, and LPBDP
still satisfies differential privacy constraints.
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