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Abstract
Unlike conventional passive eavesdropping techniques for physical layer security
in wireless communications, this work investigates physical layer active eaves-
dropping techniques, which are primarily employed by legitimate authorities to
monitor communications of suspicious users. Considering a system model where
the suspicious transmitter and legitimate jammer are equipped with multiple
antennas while the suspicious receiver and legitimate eavesdropper have single
antennas, and under the condition that the suspicious communication link gain
is stronger than the eavesdropping link gain, jamming signals are transmitted
to control the communication rate of the suspicious user, thereby enabling the
legitimate eavesdropper to correctly decode the eavesdropped information. Op-
timal jamming signal design and jamming power control are investigated for
two scenarios: with and without interference from the legitimate jammer to the
legitimate eavesdropper, with the objective of maximizing the eavesdropping
rate. Simulation results demonstrate that reasonably positioning the jammer
in different application scenarios can effectively improve the eavesdropping rate,
and the proposed jammer design methods both achieve superior eavesdropping
performance compared to two existing benchmark methods.
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Abstract: Unlike traditional passive eavesdropping techniques for physical
layer security in wireless communications, this paper investigates proactive
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eavesdropping technology at the physical layer, which is employed by legiti-
mate authorities to monitor communications between suspicious users. Consid-
ering a system model where the suspicious transmitter and legitimate jammer
are equipped with multiple antennas while the suspicious receiver and legiti-
mate eavesdropper have single antennas, we control the communication rate of
suspicious users by transmitting jamming signals when the suspicious commu-
nication link gain is stronger than the eavesdropping link gain, enabling the
legitimate eavesdropper to correctly decode the intercepted information. We
design optimal jamming signals and power control strategies to maximize the
eavesdropping rate for two scenarios: with and without interference from the
legitimate jammer to the legitimate eavesdropper. Simulation results demon-
strate that reasonably positioning the jammer in different application scenarios
can effectively improve the eavesdropping rate, and the proposed jammer design
methods achieve superior eavesdropping performance compared to two existing
benchmark approaches.

Keywords: proactive eavesdropping; jamming signal design; interference power
control; eavesdropping rate performance

0 Introduction
The rapid development of wireless communication technology has brought con-
venience to people’s lives while simultaneously introducing risks of privacy
and confidential information leakage. In wireless networks, the inherent broad-
cast nature of wireless transmission facilitates convenient information exchange
among authorized users, but this characteristic is also exploited by malicious
attackers who attempt to steal user identity information, passwords, and other
sensitive data. Such malicious attacks are known as passive eavesdropping at-
tacks, where eavesdroppers typically listen to user information without actively
disrupting reception. Ensuring secure information transmission has always been
a critical research topic in information security.

Traditional approaches to counter physical layer security threats include: (a)
conventional cryptographic encryption techniques, which encrypt information
through effective mechanisms to prevent interception. While this technology
provides effective protection, the rapid expansion of eavesdropper populations
presents significant challenges in terms of increasing key management complex-
ity. (b) Physical layer security methods that exploit channel and noise charac-
teristics to degrade the eavesdropper’s channel environment and enhance trans-
mission security. This protection technology offers broad application prospects
and value.

While eavesdropping is generally considered illegal, eavesdroppers can launch
active attacks to enhance their eavesdropping performance, known as proactive
eavesdropping. In special security domains, proactive eavesdropping is used to
investigate criminal and terrorist communications to reduce unlawful activities,
and such monitoring by government agencies is considered legitimate.
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Currently, academic research has proposed two main physical layer proactive
eavesdropping techniques: (a) jamming-based proactive eavesdropping, where
a full-duplex legitimate eavesdropper transmits jamming signals to adjust the
suspicious communication rate when located far from the suspicious transmitter,
thereby strengthening eavesdropping effectiveness; and (b) proactive eavesdrop-
ping where the eavesdropper acts as a relay to forward interference signals. In
this approach, the eavesdropper functions as a relay, amplifying and forwarding
a beneficial signal to the receiver when the eavesdropping channel is favorable,
and forwarding a destructive signal otherwise, thereby confusing the source
transmitter and enabling successful decoding of intercepted information.

However, existing literature [7–10] only considers single-antenna scenarios. For
practical applications, we propose adding a separate multi-antenna jammer that
can adjust its transmit power within a movable range. System eavesdropping
performance improves when the jammer is positioned closer to the suspicious
receiver, making effective jammer placement crucial for enhancing legitimate
eavesdropping performance. Building upon the jamming-based proactive eaves-
dropping technique proposed in literature [7], we consider a multiple-input
single-output (MISO) multi-antenna model with an added multi-antenna jam-
mer. By optimizing the jammer’s transmit power, we improve the system’s
eavesdropping rate. Based on the definition of proactive eavesdropping from
literature [7], a legitimate eavesdropper can successfully decode suspicious com-
munications when the eavesdropping rate exceeds the suspicious communication
rate in fading channels.

Notation: Bold lowercase and uppercase letters denote vectors and matrices,
respectively. (⋅)𝑇 and (⋅)𝐻 denote transpose and conjugate transpose. tr(⋅)
denotes matrix trace. ‖ ⋅ ‖ denotes matrix norm, and ‖ ⋅ ‖2 denotes Euclidean
norm (2-norm) of a vector.

1 System Model
Consider a legitimate wireless monitoring scenario over a MISO Rayleigh fading
channel [Figure 1: see original paper], where a legitimate eavesdropper monitors
a point-to-point suspicious communication link. When the eavesdropping envi-
ronment is weaker than the communication environment, a jammer transmits
interference signals to disrupt communication between suspicious users. Let 𝑁𝑠
and 𝑁𝑗 denote the number of antennas at the suspicious transmitter (S) and
jammer (J), respectively. The suspicious receiver (D) and legitimate eavesdrop-
per (E) each have a single antenna. The channel gains between S-D, S-E, J-D,
and J-E links are denoted by h𝑠𝑑, h𝑠𝑒, h𝑗𝑑, and h𝑗𝑒, respectively, which follow
complex Gaussian distributions and remain constant during each transmission
frame.
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1.1 Communication Model Without Proactive Eavesdropping

Without proactive eavesdropping, the received signal at the suspicious receiver
D is

𝑦𝑑 = √𝑃𝑠h𝐻
𝑠𝑑w𝑠𝑥𝑠 + 𝑛𝑑 (1)

where 𝑃𝑠 is the transmit power of the suspicious transmitter, w𝑠 and 𝑥𝑠 are
the weighted transmission vector and transmitted signal, respectively, with
𝐸{|𝑥𝑠|2} = 1, and 𝑛𝑑 ∼ 𝒞𝒩(0, 𝜎2

𝑑) is the additive white Gaussian noise at
D. From (1), the average output SNR at the suspicious receiver for a given
channel is

𝛾𝑑 = 𝑃𝑠|h𝐻
𝑠𝑑w𝑠|2
𝜎2

𝑑
(2)

The transmit weight vector w𝑠 should maximize (2). By the Schwartz inequality
for inner product operations, when w𝑠 = h𝑠𝑑

‖h𝑠𝑑‖ , (3) holds with equality. This
conclusion follows from the maximum ratio transmission principle [15], where
weighting values are designed at the transmitter to maximize the communication
rate.

1.2 Proactive Eavesdropping Model

Assume the legitimate eavesdropper E monitors the transmitted signal from
the suspicious transmitter S. During monitoring, the jammer J with 𝑁𝑗 anten-
nas transmits jamming signals to interfere with the suspicious link [16]. The
jamming power is 𝑃𝑗 and the autocorrelation matrix of the jamming signal is
V = 𝐸{vv𝐻}. The received signals at the legitimate eavesdropper E and suspi-
cious receiver D are

𝑦𝑒 = √𝑃𝑠h𝐻
𝑠𝑒w𝑠𝑥𝑠 + √𝑎h𝐻

𝑗𝑒v + 𝑛𝑒 (4)

𝑦𝑑 = √𝑃𝑠h𝐻
𝑠𝑑w𝑠𝑥𝑠 + h𝐻

𝑗𝑑v + 𝑛𝑑 (5)

where 𝑛𝑒 ∼ 𝒞𝒩(0, 𝜎2
𝑒) is the additive white Gaussian noise at the legitimate

eavesdropper E, and 𝑎 is the interference coefficient. If 𝑎 = 0, the eavesdropper
can completely eliminate interference; if 𝑎 = 1, the eavesdropper also suffers
from interference. The eavesdropping decision condition is otherwise.

From (4) and (5), the SNRs at the suspicious receiver D and legitimate eaves-
dropper E are

𝛾𝑑 = 𝑃𝑠|h𝐻
𝑠𝑑w𝑠|2

h𝐻
𝑗𝑑Vh𝑗𝑑 + 𝜎2

𝑑
(6)
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𝛾𝑒 = 𝑃𝑠|h𝐻
𝑠𝑒w𝑠|2

𝑎h𝐻
𝑗𝑒Vh𝑗𝑒 + 𝜎2𝑒

(7)

2 Optimal Jamming Design
According to literature [4], when the eavesdropping channel gain exceeds the
suspicious communication channel gain (‖h𝑠𝑒‖2 > ‖h𝑠𝑑‖2), the eavesdropper can
decode the transmitted signal from S, and the information leakage rate equals
the receiver’s communication rate 𝑅𝑑. Otherwise, the eavesdropper cannot
decode the intercepted signal, and the eavesdropping rate is zero. Therefore,
the eavesdropping rate is defined as

𝑅𝑒 = {𝑅𝑑, ‖h𝑠𝑒‖2 ≥ ‖h𝑠𝑑‖2

0, otherwise
(8)

To improve overall system performance, we optimize the jamming signal’s auto-
correlation matrix V to maximize the eavesdropping rate under jamming power
constraints. Based on the definition of proactive eavesdropping in (9), the opti-
mal jamming design problem can be formulated as

max
V

𝑅𝑒 (9a)

s.t. 𝑅𝑒 ≥ 𝑅𝑑 (9b)
V ⪰ 0 (9c)
tr(V) ≤ 𝑃𝑗 (9d)

Constraints (9b)–(9d) represent system limitations: (9c) ensures V is positive
semidefinite, (9d) is the jamming power constraint, and (9b) corresponds to the
condition where the eavesdropping channel gain is relatively strong, meaning no
jamming is transmitted. According to the definition from literature [7], when
the legitimate eavesdropper’s channel condition is stronger than the suspicious
receiver’s, the legitimate eavesdropper E can successfully decode the suspicious
transmission. The ultimate goal is to optimize the jamming transmit power to
maximize the eavesdropping rate.

2.1 No Self-Interference: Optimal Jamming Signal Design Based on
Semidefinite Programming

Assuming complete channel state information and that the legitimate eaves-
dropper E can avoid jamming signal interference through advanced analog and
digital self-interference cancellation, the eavesdropper’s objective is to optimize
the jamming transmit power to maximize the eavesdropping rate and improve
performance.
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Based on literature [8], the problem is solvable when constraint (9b) is sat-
isfied. The jammer employs an adaptive power adjustment strategy: when
the eavesdropping channel gain is better than the communication channel gain
(‖h𝑠𝑒‖2 > ‖h𝑠𝑑‖2), there exists a feasible jamming power solution that satisfies
the constraint (eavesdropping rate greater than suspicious communication rate).
Otherwise, the jammer adjusts its power according to the decision conditions
for self-interference and no-self-interference scenarios.

According to literature [11–13], the semidefinite programming (SDP) method
can transform the problem into an SDP formulation:

max
V

tr(H𝑠𝑒V) (10a)

s.t. tr(H𝑠𝑑V) ≥ 𝛽 (10b)
V ⪰ 0 (10c)
tr(V) ≤ 𝑃𝑗 (10d)

where 𝛽 = 𝜎2
𝑒

𝜎2
𝑑
‖h𝑠𝑒‖2 − ‖h𝑠𝑑‖2. Since constraints (14) and (15) are convex, the

optimal solution can be obtained directly using interior-point methods. The
SDP method optimizes the autocorrelation matrix V to achieve the maximum
eavesdropping rate.

The optimal jamming power design is:

𝑃 ∗
𝑗 = {0, ‖h𝑠𝑒‖2 > ‖h𝑠𝑑‖2

𝑃 SDP
𝑗 , otherwise

where 𝑃 SDP
𝑗 is the optimal power obtained from the SDP solution.

2.2 Self-Interference: Jamming Signal Design Under Self-Interference
Conditions

In self-interference scenarios, the eavesdropping decision condition requires sat-
isfying ‖h𝑠𝑒‖2 ≥ ‖h𝑠𝑑‖2 for the Lagrangian method to be applicable. To obtain
the global optimal solution for problem (9) under self-interference, we employ
the Lagrangian method from literature [11, 14].

The Lagrangian primal problem for (9) is:

ℒ(V, 𝜆) = tr(A1V) + 𝜆(tr(A2V) − 𝜎2
𝑑)

where A1 and A2 are defined matrices. Introducing Lagrangian dual variables
𝜆 ≥ 0, the dual function is 𝑔(𝜆) = minV⪰0 ℒ(V, 𝜆). The dual problem becomes:
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max
𝜆≥0

𝑔(𝜆) s.t. A1 + 𝜆A2 ⪰ 0

Since problem (9) is a convex SDP problem, its optimal solution can be obtained
via interior-point methods [11]. The optimal jamming power design under self-
interference is:

𝑃 ∗
𝑗 = {0, ‖h𝑠𝑒‖2 > ‖h𝑠𝑑‖2

𝑃 Lag
𝑗 , otherwise

where 𝑃 Lag
𝑗 is the optimal power from the Lagrangian solution.

Algorithm 1: Optimization of Autocorrelation Matrix V Under Self-
Interference/No-Self-Interference

Step 1: Compare eavesdropping channel gain with suspicious communication
channel gain. If ‖h𝑠𝑒‖2 > ‖h𝑠𝑑‖2, proceed to Step 3. Otherwise, proceed to Step
2 to optimize V under no-self-interference or self-interference conditions.

Step 2: - No-self-interference (𝑎 = 0): When ‖h𝑠𝑒‖2 ≤ ‖h𝑠𝑑‖2, solve us-
ing the SDP method. The optimal jamming power is 𝑃 ∗

𝑗 = 𝑃 SDP
𝑗 . - Self-

interference (𝑎 = 1): When ‖h𝑠𝑒‖2 ≤ ‖h𝑠𝑑‖2, solve using the Lagrangian
method. The optimal jamming power is 𝑃 ∗

𝑗 = 𝑃 Lag
𝑗 .

Step 3: Set jamming power 𝑃𝑗 = 0.

Step 4: Compute the system eavesdropping rate 𝑅𝑒.

3 Simulation Results
This section presents computer simulations to validate the proposed proactive
eavesdropping schemes under both self-interference and no-self-interference con-
ditions. We compare the adaptive power adjustment scheme with two existing
baseline methods: (a) proactive eavesdropping without a jammer, and (b) proac-
tive eavesdropping with a jammer using fixed power 𝑃𝑗 = 𝑃max and maximum ra-
tio transmission (MRT) beamforming. In the MRT approach, the multi-antenna
jammer applies beamforming weights w𝑗 = h∗

𝑗𝑑
‖h𝑗𝑑‖ to direct energy toward the

target receiver, maximizing the interference power at the receiver.

In the path loss model, channel gains are modeled as ℎ𝑖𝑘 = 𝑔𝑖𝑘𝑑−𝛼/2
𝑖𝑘 , where

𝑔𝑖𝑘 ∼ 𝒞𝒩(0, 1) are i.i.d. complex Gaussian random variables, 𝑑𝑖𝑘 is the distance
between nodes, and 𝛼 is the path loss exponent. The noise power is 𝜎2 = −80
dBm and the maximum jamming power is 𝑃max = 30 dBm. The distances
between suspicious transmitter S, legitimate eavesdropper E, and suspicious
receiver D are fixed at 500 m, with coordinates (0,0) m, (500,0) m, and (0,500)
m, respectively. The jammer’s initial position is (250,250) m.
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Fixed Position Performance: With the jammer at (250,250) m, Figures
2 and 3 compare the three methods across transmit powers from 20 dBm to
30 dBm. The eavesdropping rate increases with transmit power 𝑃𝑠. Under
the adaptive power adjustment method, when the eavesdropping channel gain
is stronger, there exists a feasible jamming power solution satisfying the con-
straints. The MRT method increases jamming transmit power, raising the
receiver’s noise power and reducing demodulation SNR, resulting in inferior
performance compared to adaptive power adjustment. The no-jammer method
yields zero eavesdropping rate when the eavesdropping channel gain is stronger,
and 𝑅𝑒 = 𝑅𝑑 when the suspicious channel gain is stronger, resulting in lower
average eavesdropping rates than the MRT method.

Variable Position Performance: With fixed transmit power 𝑃𝑠 = 25 dBm
and the jammer moving horizontally from 100 m to 900 m, Figures 4 and 5 show
performance comparisons. The no-jammer method shows little variation since it
depends only on channel gains. As the jammer moves closer to the receiver, the
channel gain ‖h𝑗𝑑‖2 strengthens, increasing interference power and reducing the
receiver’s demodulation SNR. Consequently, the eavesdropping rate increases
when the jammer approaches the suspicious receiver and decreases when it moves
away. Therefore, practical applications must carefully position the jammer to
achieve optimal eavesdropping performance.

Performance Ranking: The eavesdropping rate comparison across the three
methods is: (No-jammer proactive eavesdropping) < (MRT-based proactive
eavesdropping) < (Adaptive power adjustment proactive eavesdropping). The
proposed jammer design methods thus achieve superior eavesdropping rate per-
formance compared to the two baseline approaches.

4 Conclusion
This paper addresses legitimate eavesdropping technology by considering both
self-interference and no-self-interference environments. By reasonably position-
ing the jammer and designing optimal jamming transmission signals, we improve
system eavesdropping performance. In different application scenarios, the jam-
mer adaptively adjusts its power based on power judgment criteria to interfere
with suspicious wireless links. Simulation results demonstrate that the proposed
jammer design methods achieve better eavesdropping rate performance than ex-
isting benchmark approaches.
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