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Abstract
Attribute-based encryption schemes based on file hierarchical structures are
highly efficient and require low storage overhead in cloud storage environments.
However, the access structure itself contains sensitive information, which cre-
ates risks of user information leakage and file theft. To address this problem,
we propose a file hierarchical attribute-based encryption scheme that conceals
the access structure. This scheme enhances the security of the encryption algo-
rithm without compromising encryption and decryption efficiency, and employs
a two-factor authentication mechanism to achieve more secure and efficient ac-
cess control. The security of this research result is proven in the standard model
under the Decisional Bilinear Diffie-Hellman assumption.
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Abstract: Attribute-based encryption schemes based on file hierarchy are ef-
ficient and storage-saving in cloud storage environments. However, the access
structure itself contains sensitive information, posing risks of user information
leakage and file theft. To address this problem, this paper proposes a file hier-
archy attribute encryption scheme with hidden access structure. This scheme
improves the security of the encryption algorithm without affecting encryption
and decryption efficiency, and adopts a two-factor authentication mechanism to
achieve more secure and efficient access control. The research results are proven
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secure under the standard model based on the Decisional Bilinear Diffie-Hellman
(DBDH) assumption.

Keywords: cloud storage; access structure; file hierarchy; attribute encryption;
two-factor authentication

0 Introduction
Cloud storage, built upon distributed computing technology, provides users with
powerful sharing and storage capabilities in open network environments. How-
ever, traditional encryption techniques can no longer meet users’requirements
for fine-grained access control [1]. Therefore, Waters et al. proposed a ciphertext-
policy attribute-based encryption (CP-ABE) scheme [2] to achieve fine-grained
access control. Many scholars have proposed CP-ABE schemes [3–7] that are
costly and inefficient when encrypting files with hierarchical structures. To ad-
dress this, Wang et al. [8] proposed a file hierarchy attribute-based encryption
access control scheme (FH-CP-ABE), which solves multi-level file sharing prob-
lems through a hierarchical access structure model. Files are encrypted using
an integrated access structure to reduce storage costs and computational com-
plexity. However, since the access structure itself contains sensitive information,
attacks on the access structure can easily lead to user information leakage and
file theft risks.

In cloud storage environments, attribute-based encryption (ABE) schemes can
achieve flexible user access control, where identity authentication is the first line
of defense for access control and the foundation of cloud storage security. Two-
factor authentication is a strengthened network access control mechanism that
adds an additional security layer to the login process. In 1999, Yang et al. [9]
first proposed a password authentication scheme using smart cards, which, un-
like conventional password schemes, adopted a two-factor authentication strat-
egy for the first time. Subsequently, scholars proposed numerous two-factor
authentication schemes based on this foundation, such as Fan et al. [10] who
proposed a robust remote authentication scheme with smart cards, and Das et
al. [11] who proposed a dynamic ID-based remote user authentication scheme
to solve security problems of static user IDs being attacked. In 2015, Wang
et al. [12] proposed an anonymous two-factor authentication mechanism in dis-
tributed systems, which is both efficient and secure.

To solve the aforementioned problems, this paper draws on existing encryption
models with hidden access policies [13–16] and proposes a hidden access struc-
ture file hierarchy attribute encryption scheme (HASFH-CP-ABE). By partially
hiding the access structure, the scheme prevents sensitive information leakage
from the access structure that could cause user information disclosure and file
theft risks. Simultaneously, it adopts the two-factor authentication mechanism
from [12] to achieve more secure and efficient access control. The scheme is
proven secure under the standard model based on the DBDH assumption.
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1.1 Bilinear Maps
Let G� and G� be two multiplicative cyclic groups of prime order p, and g be
a generator of G�. A bilinear map e: G� × G� → G� satisfies the following
properties:

(a) Bilinearity: For all u, v � G� and a, b � ��, e(u�, v�) = e(u, v)��

(b) Non-degeneracy: There exist u, v � G� such that e(u, v) � 1

(c) Computability: For all u, v � G�, there exists an efficient algorithm to
compute e(u, v)

1.2 Complexity Assumption: DBDH
Under the system security parameter, the challenger selects a group G of prime
order p, where g is a generator of G. The Decisional Bilinear Diffie-Hellman
(DBDH) problem is defined as: given (g, g�, g�, g�, T), determine whether T =
e(g, g)���.

Given an algorithm B, if:

|Pr[B(g, g�, g�, g�, e(g, g)���) = 0] - Pr[B(g, g�, g�, g�, e(g, g)�) = 0]| � �

then B is said to solve the DBDH problem with advantage �.

Definition 1: If no polynomial-time algorithm has non-negligible advantage in
solving the DBDH problem, the DBDH assumption holds.

1.3 Access Structure
Let P = {p�, p�, ⋯, p�} be a set of users. For a collection A � 2� {�}, if for any
B, C: whenever B � A and B � C, then C � A, then A is called monotone. Sets
contained in the access structure A are called authorized sets, while sets not
contained in A are called unauthorized sets.

1.4 Access Structure Tree
An access structure tree T represents an access structure. This paper assumes
that files to be shared are divided into k access levels, thus M = {m�, m�, ⋯
, m�}, where m� represents the highest level and m� the lowest level. Nodes in
the access tree are denoted by (x, y). Leaf nodes represent attributes, while
non-leaf nodes represent thresholds. For convenience, this paper provides the
following definitions:

• num��,��: represents the number of child nodes of node (x, y)

• k��,��: represents the threshold value of the node. For leaf nodes, k��,�� =
1; for non-leaf nodes: k��,�� = 1 represents OR, k��,�� = num��,�� represents
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AND

• parent(x, y): represents the parent node of node (x, y)

• index(x, y): represents the unique value arbitrarily assigned from 1 to
num��,�� for each child node of the access tree

• child(x, y): represents the child node set of node (x, y)

• att(x, y): represents the attribute associated with node (x, y)

• (x�, y�): represents level nodes, where each level node is the root of an
integrated access tree, with (x�, y�) representing the highest level and
levels decreasing from top to bottom

2 HASFH-CP-ABE Scheme Construction
Based on [8], this paper proposes an HASFH-CP-ABE encryption scheme using
a two-factor authentication mechanism.

2.1 User Registration

The implementation of two-factor authentication requires two phases: registra-
tion and verification. For convenience, we define S as the remote server, U� as
the user, H� (i = 1, 2, 3) as hash functions, � as a secure channel, and → as a
normal channel. x is the private key of S, and y = g� mod p is the system public
key.

Registration Phase:
User U� selects a random string a and inputs identity ID� and password PW�.
The user calculates M� = H�(H(ID�) � H(a || PW�)) and sends {ID�, PW�, a,
M�} to authority S through a secure channel. S selects a random number b and
calculates verification parameters based on user registration time t:

N� = H�(H(a || PW�) � H(x || ID� || t))
S stores {ID�, t, a, HoneyList = NULL} in the user database and stores {N�,
M�, y, H�(・), H�(・), H�(・)} in smart card SC.

Verification Phase:
When user U� inserts the smart card into the card reader and inputs identity
information ID�’and password information PW�’, SC performs the following
operations:
SC selects a random number d and calculates:
Y� = g� mod p, Y� = y� mod p
K = H�(x || ID� || t) = H�(H(a || PW�) � H(x || ID� || t))
CID = H�(ID� � ID�’� H(Y� || Y�))
CMK = H�(K � b � H(Y� || Y�))
SC sends {Y�, Y�, CID, CMK, M�’} to S through a normal channel, where M�’
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= H�(H(ID�’) � H(a || PW�’)). If M�’= M�, S accepts and calculates:
CID’= H�(ID� � ID�’� H(Y� || Y�))
CMK’= H�(K � b � H(Y� || Y�))
If CID = CID’and CMK = CMK’, the verification is complete. S and user U�
authenticate each other, and SK = Y�� mod p serves as the session key.

2.2 Encryption Algorithm

Define a bilinear map e: G� × G� → G�, where G� is a multiplicative cyclic group
of prime order p, and g is a generator. Let A = {A�, A�, ⋯, A�} represent the
attribute set in the system, where each attribute A� has m possible values, i.e.,
S� = {t��, t��, ⋯, t��} for 1 � i � n, 1 � m.

Let L = {l�, l�, ⋯, l�} be the user’s attribute list, where L � S� and A� � A. Define
two hash functions H: {0, 1}* → G� and G: {0, 1}* → {0, 1}�.

Setup(�): System initialization takes security parameter � as input. For any
attribute value in the system, randomly select u�� � ��. Randomly select �, � � ��
and compute Y = e(g, g)�. The system public key is PK = {G�, g, Y, {H�� =
g���}�����,�����}, and the master secret key is MSK = {�, �, {u��}�����,�����}.

Encrypt(PK, M, T): For each node (x, y), select a polynomial q��,��. The
polynomial selection rules are as follows: Starting from the root node R, for
each node (x, y), the degree of polynomial q��,�� is d��,�� = k��,�� - 1. The level
coordinate of root node R is (x�, y�). Randomly select s � ��* and set q�(0) = s.
The values of the polynomial at other d��,�� points are randomly selected to fully
define it. For other nodes in the access tree, set q��,��(0) = q��������,��(index(x, y)),
and randomly select the remaining d��,�� points.

Let Y be the set of leaf nodes in the access structure tree. For any (x, y) � Y,
set i = att(x, y). The ciphertext is output as:

CT = {T, C’= M ・Y�, C’’= g�, �(x, y) � Y: C��,�� = H���, C’��,�� = g���,�����}

2.3 Authentication and Private Key Generation

(1) User Login: The user inputs identity information ID�’and login password
PW�’. If M�’= H�(H(ID�’) � H(a || PW�’)) holds, the smart card SC randomly
selects d and calculates Y� = g� mod p, Y� = y� mod p. SC sends {Y�, Y�, CID,
CMK, M�’} to the remote server S. S verifies whether M�’= M�. If it holds, S
randomly generates e and computes the temporary key K = H�(x || ID� || t). S
sends {CID, CMK} to SC. SC calculates CID’= H�(ID� � ID�’� H(Y� || Y�)) and
CMK’= H�(K � b � H(Y� || Y�)). If CID’= CID and CMK’= CMK hold, the
verification passes and the user private key generation algorithm is executed;
otherwise, it returns �.

(2) KeyGen(PK, MSK, L): The authorization center runs the key generation
algorithm. For each attribute, it randomly selects r� � ��* and defines the private
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key components. For each attribute value l�� � L, randomly select r��’� ��* and
compute:

D�� = g^(�/(� + r�)) ・H(l��)^(r��’)
D��’= g^(r��’)
D��’’= g^(r�)

The private key is SK = {D��, D��’, D��’’} for all attributes.

2.4 Decryption Algorithm

(1) Verification Check: For access tree structure T, this paper achieves access
structure hiding by erasing subtrees that do not contain level nodes under each
level node. The erased access structure is represented by T̂. The system assigns
an attribute component to each user’s attribute. During decryption, each level
node (x�, y�) is the root of the original integrated access structure tree, and
each level node corresponds to a level of ciphertext. The user substitutes their
attribute components into the calculation to verify parameter values. If the
verification fails, the system returns error identifier �.

(2) Decrypt(CT, SK, (x, y)): If the verification passes, when node (x, y) is
a leaf node, let i = att(x, y). If i � S, then Decrypt(CT, SK, (x, y)) = �. If i � S,
the decryption algorithm is defined as:

Decrypt(CT, SK, (x, y)) = e(D��, C��,��) / e(D��’, C’��,��) = e(g, g)^(�s/(� + r�))

When (x, y) is a non-leaf node, let Q be the set of all child nodes of (x, y). For
nodes in set Q, perform decryption operations and store the results in F��,��. Let
S’��,�� be an arbitrary threshold-sized subset of child node set Q. Calculate:

F��,�� = �_{z � S’��,��} F_z^(Δ�,�’��,��(0))

where Δ is the Lagrange coefficient. Based on the hierarchy of the access tree,
if a user’s attribute set contains low-level authorization nodes, the value of each
authorization node can be recursively calculated using:

F��,�� = �_{i � S’��,��} (e(g, g)^(�q�(0)/(� + r�)))^(Δ�,�’��,��(0))

After obtaining F_R, use the following formula to get the authorized file:

M = C’/ F_R

3.1 Resistance to Chosen Plaintext Attack
Theorem 1: If a probabilistic polynomial-time adversary B has no non-
negligible advantage in winning the security game under selective plaintext
attack, then the scheme is secure.

Proof: Construct a simulator B that can distinguish DBDH tuples from random
tuples with advantage �. Define a valid computable bilinear map e: G� × G�
→ G�. Randomly select p, l, m, n � ��*, and let g be a generator of G�. The
challenger defines an access structure tree T.
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(1) Initialization: The attacker A selects an access structure A’and sends
it to challenger B.

(2) Setup: Challenger B runs the initialization algorithm, randomly selects
�, � � ��*, and sends the public key PK to attacker A.

(3) Phase 1: Attacker A can adaptively query private keys for attribute
sets S_A’that cannot satisfy access structure A’. For each attribute, B
randomly selects r��’� ��* and computes private key components.

(4) Challenge: Attacker A provides two equal-length ciphertext messages
m� and m�. Challenger B randomly selects u � {0, 1}, and under access
structure A’, runs the encryption algorithm to generate challenge
ciphertext CT.

(5) Phase 2: Repeat Phase 1.

(6) Guess: Attacker A outputs a guess u’for u. Challenger B outputs 1 if u’
= u, otherwise 0.

The attacker’s advantage is defined as Adv(A) = |Pr[u’= u] - 1/2|. From
the attacker’s perspective, the ciphertext component is completely random, so
the probability of u’= u is exactly 1/2. Therefore, the advantage of B in the
selective plaintext attack security game is �. Under the DBDH assumption, the
proposed data sharing scheme is proven secure.

3.2 Resistance to Collusion Attack
This scheme adopts a two-factor authentication mechanism where each user has
a unique ID and login password PW. During decryption, user login is performed
first, and the authentication system provides the first layer of judgment on user
identity, increasing the difficulty for attackers to crack legitimate user creden-
tials and impersonate authorized users. After passing identity verification, users
substitute their attribute private key components into the decryption calcula-
tion to verify whether their private keys satisfy the access structure. In this
scheme, users can only know whether they have the conditions to access secret
files, but cannot obtain the specific attributes that satisfy the access structure.
This effectively prevents collusion among multiple illegal or corrupted users to
obtain decryption keys and shared files, or prevents low-authorization users from
overstepping their authority to steal high-level encrypted files.

Experimental Results
The experimental code is verified based on the pbc-0.5.14 library [17] and the
CP-ABE toolkit. The experimental results are shown in [Figure 1: see origi-
nal paper] and [Figure 2: see original paper]. Figure 1 shows the relationship
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between encryption/decryption time and the number of attributes when the
number of shared files is fixed (k = 4). Figure 2 shows the relationship between
encryption/decryption time and the number of files when the number of at-
tributes is fixed (N = 30). The experimental simulation data values for varying
attribute numbers and file numbers are N = {10, 15, 20, 25, 30, 35, 40} and k
= {2, 4, 6, 8} respectively.

Experimental verification shows that when the number of shared files is fixed,
as the number of attributes increases, this scheme is superior to the original
scheme in encryption but less effective in decryption. When the number of at-
tributes is fixed, as the number of files increases, the efficiency of this scheme in
encryption and decryption is not significantly different from the original scheme.
Therefore, the improved scheme enhances security without significantly impact-
ing encryption and decryption efficiency.

5 Conclusion
Through experimental verification, this scheme addresses the risks of user in-
formation leakage and file theft without affecting encryption and decryption
efficiency. Combined with the two-factor authentication mechanism, it achieves
anonymous authentication of user identities, making the scheme more efficient
and improving the security of the encryption algorithm. The research results
are proven secure under the DBDH assumption.
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