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Abstract

Lightweight block ciphers are widely deployed in resource-constrained smart de-
vices for data security protection due to their low implementation cost in both
hardware and software as well as low power consumption. Midori is a lightweight
block cipher algorithm presented at the 2015 ASIACRYPT conference, featur-
ing two block sizes of 64-bit and 128-bit, designated as Midori64 and Midoril28,
respectively. To date, no results have been reported on Midoril28’ s resistance
against meet-in-the-middle attacks. By investigating the fundamental structure
of the Midoril28 algorithm and the characteristics of its key schedule, and incor-
porating differential enumeration and related-key filtering techniques, we con-
struct a 7-round meet-in-the-middle distinguisher. Subsequently, by prepend-
ing one round and appending two rounds to this distinguisher, and employing a
time-memory trade-off approach, we present the first meet-in-the-middle attack
on the 10-round Midoril28 algorithm. The complete attack necessitates a time
complexity of 2126.5 10-round Midoril28 encryptions, a data complexity of 2125
chosen plaintexts, and a memory complexity of 2105 128-bit blocks, representing
the inaugural meet-in-the-middle attack on Midoril28.
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Abstract: Lightweight block ciphers are widely deployed in resource-
constrained smart devices to protect data security due to their low software and
hardware implementation costs and power consumption. Midori is a lightweight
block cipher presented at ASTACRYPT 2015, with two block size variants:
64-bit (Midori64) and 128-bit (Midoril28). To date, no results have been
published regarding meet-in-the-middle attacks on Midoril28. By studying
the fundamental structure and key schedule characteristics of Midoril28,
and employing differential enumeration combined with key-dependent sieve
techniques, we construct a 7-round meet-in-the-middle distinguisher. We
then extend this distinguisher by adding one round at the beginning and two
rounds at the end, proposing the first meet-in-the-middle attack on 10-round
Midoril28 using a time-memory tradeoff approach. The attack requires a time
complexity of 21265 10-round encryptions, a data complexity of 2'2° chosen
plaintexts, and a memory complexity of 219 128-bit blocks, representing the
first meet-in-the-middle analysis of Midoril128.

Keywords: block cipher; meet-in-the-middle attack; Midoril28

0 Introduction

With the development of Internet technology and the construction of smart
cities, resource-constrained devices such as RFID tags and sensors are in-
creasingly deployed in IoT, cloud computing, and smart city applications.
Ensuring data security on these devices has become a critical research chal-
lenge. Lightweight block ciphers, characterized by fast software and hardware
implementation efficiency and low power consumption, are widely adopted for
data protection in such environments. However, high implementation efficiency
inevitably sacrifices some security margins, making it essential to evaluate
lightweight block ciphers against various effective cryptanalytic techniques.

In 2015, Banik et al. [1] introduced a new lightweight block cipher called Midori
at ASTACRYPT. Based on the SPN structure with 20 rounds and a 128-bit key,
Midori supports two block sizes: 64 bits and 128 bits, denoted as Midori64 and
Midoril28 respectively. The algorithm operates on a 4 x 4 byte matrix where
each cell represents an 8-bit unit.

Owing to its low power consumption and high implementation efficiency, Midori
has broad application prospects in practice, and studying its security provides a
theoretical foundation for real-world deployment. The security of Midori64 has
been evaluated against various attacks including differential cryptanalysis, im-
possible differential analysis, related-key impossible differential analysis, higher-
order differential analysis, meet-in-the-middle attacks, and invariant subspace
attacks [2-6]. In contrast, Midoril28 has only been assessed through differential
analysis, impossible differential analysis, and related-key differential analysis [7-
10]. Specifically, references [7,8] applied impossible differential analysis to at-
tack 10-round and 11-round Midoril28 without whitening keys; reference [9]
used differential analysis against 13-round Midoril28; and reference [10] pre-
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sented a full-round related-key differential analysis of Midoril28. However, no
researchers have yet evaluated Midoril28 s resistance to meet-in-the-middle at-
tacks, which have proven highly effective in recent years and have yielded the
best cryptanalytic results for many prominent ciphers such as AES [11]. There-
fore, investigating Midoril28 s resistance to meet-in-the-middle attack is both
important and timely.

The meet-in-the-middle attack, originally proposed by Diffie and Hellman [12],
has been widely applied to hash functions and block ciphers, particularly in AES
security analysis [14]. The fundamental principle involves dividing the encryp-
tion algorithm F into two parts (F = Ey0FE;) or three parts (E = EyoF, . ;0F;),
where E_ ., contains a multi-round distinguisher. In the three-part variant,
a precomputed ordered sequence is first constructed for E,,;;. Then for a
plaintext-ciphertext pair (P, C'), the keys for E; and E, are guessed. If F, (P, k)
and F,(C, ky) satisfy the precomputed sequence, the key guess is retained; oth-
erwise, it is eliminated. Through multiple plaintext-ciphertext pairs, the correct

key can eventually be filtered out.

In 2000, Gilbert et al. [15] utilized a 4-round AES distinguisher to mount a
collision attack on 7-round AES. In 2008, Demirci et al. [16] extended the AES
meet-in-the-middle distinguisher to 5 rounds and improved the analysis of 8-
round AES-256. Subsequently, Dunkelman et al. [17] in 2010 proposed several
techniques including differential enumeration to reduce precomputation param-
eters, enhancing the analysis of 7/8-round AES-192/256. In 2014, Li et al. [18]
exploited key schedule properties to improve the 5-round AES distinguisher and
presented a meet-in-the-middle attack on 9-round AES-192/256. In 2016, refer-
ence [11] employed differential enumeration and key-dependent sieve techniques
to construct a 6-round meet-in-the-middle distinguisher, further reducing pre-
computation parameters and improving the analysis of 10-round AES-256. Ad-
ditionally, meet-in-the-middle analyses have been applied to LED [19], CLEFIA,
Camellia [20], TWINE [21], and LBlock [22].

After careful study of Midoril28 s structure and key schedule, we present the
first meet-in-the-middle attack on 10-round Midoril28. The attack leverages
differential enumeration and key-dependent sieve techniques to construct a 7-
round distinguisher, then extends it by adding one round at the front and two
rounds at the rear.

1.1 Notation

We first establish the notation used throughout this paper:
a) P,C: plaintext and ciphertext

b) rk;: round key

¢) T;,Y;, %, W, intermediate state values before SubCell, ShuffleCell, Mix-
Column, and KeyAdd operations in round 4
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d) z;[j]: the j-th cell of the state in round 4

e) xf the j-th value in a sequence of z;

f) Aw;[j]: difference defined as z;[j] & z;[j]

g) T,;: inverse of x; such that Z; = SubCell ' (z;)

h) 7k;: inverse of round key such that rk; = MixColumn " (rk;)

Definition 1 (2-0-set) [13]: A 2-§-set is a collection of states where two bytes
(active cells) take all possible values while the remaining 14 bytes (fixed cells)
remain constant. This set contains 22*8 elements.

Proposition 1 (Differential Property of S-box): For a given S-box, if the
input difference is A; and the output difference is A, on average there exists

one input value x satisfying S(z) ® S(z ® A;) = A,.

o)

1.2 Midori Algorithm Description

Midori is a lightweight block cipher based on the SPN structure, presented by
Banik et al. at ASTACRYPT 2015. Each round consists of four operations:
SubCell, ShuffleCell, MixColumn, and KeyAdd, as shown in [Figure 1: see
original paper|. The encryption begins with a pre-whitening key addition, and
the final round omits ShuffleCell and MixColumn operations, retaining only
SubCell and KeyAdd.

The cipher state is represented as a 4 x 4 matrix where each cell is an 8-bit byte:

So S4 Sg  Si2
s, S s s
S — 1 S5 9 13
S22 S¢ S0 S14
83 S7r S11 Si15

SubCell: Each byte undergoes a nonlinear S-box substitution.

ShuffleCell: Byte-wise permutation operation: (rq, 71, 9,73, T4, 5, T6, 75 T5s Tos 105 T115 125 7135 T145 T15)
(7057105755715, T145 45 7115, 71, 795 T3, T125 765 T'75 713, 725 T's)

MixColumn: Each column is multiplied by a 4 x 4 MDS matrix M:

0

U e R
O ==

1
1
0
1

— =

KeyAdd: The round key is XORed with the state.
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Key Schedule: The whitening key for the first round and the subkey for
the final round are both the 128-bit master key. Intermediate round keys are
generated by XORing the master key with round constants: rk; = K @ 3, for
1 <4 <19, where 3; are constants.

2 Meet-in-the-Middle Attack Introduction

The meet-in-the-middle attack, first proposed by Diffie and Hellman [12], has
been extensively applied to hash functions and block ciphers, particularly in AES
security analysis [14]. The basic principle has two variants: (1) The encryption
algorithm FE is split into £ = E, o E;, where E, and E, use keys k; and
ks, respectively. By guessing k; and ko, if for some plaintext-ciphertext pair
(P,C) we have E,(P,k;) = E5(C, ky), the key guess is correct; otherwise, it is
wrong. (2) The algorithm is divided into three parts E = E, o E, ., 0 E;, where
E, .. contains a multi-round distinguisher. A precomputed ordered sequence
is first constructed for E, ;. Then for a plaintext-ciphertext pair (P, (), the
keys (ky, ko) for E; and E, are guessed. If Fy(P,k;) and E,(C, k,) satisfy the
precomputed sequence, the key guess is retained; otherwise, it is eliminated.

In 2000, Gilbert et al. [15] used a 4-round AES distinguisher to perform a colli-
sion attack on 7-round AES. In 2008, Demirci et al. [16] extended the AES meet-
in-the-middle distinguisher to 5 rounds and improved the analysis of 8-round
AES-256. Subsequently, Dunkelman et al. [17] in 2010 proposed differential
enumeration and other techniques to reduce precomputation parameters, im-
proving the analysis of 7/8-round AES-192/256. In 2014, Li et al. [18] exploited
key schedule properties to improve the 5-round AES distinguisher and presented
a meet-in-the-middle attack on 9-round AES. In 2016, reference [11] utilized dif-
ferential enumeration and key-dependent sieve techniques to construct a 6-round
meet-in-the-middle distinguisher, further reducing precomputation parameters
and improving the analysis of 10-round AES-256. Additionally, references [19-
22] presented meet-in-the-middle analyses of LED, CLEFIA, Camellia, TWINE,
and LBlock.

3 Meet-in-the-Middle Attack on 10-Round Midoril28

We first construct a 7-round meet-in-the-middle distinguisher using differential
enumeration and key-dependent sieve techniques, as shown in [Figure 2: see
original paper]. We then extend this distinguisher by adding one round at the
front and two rounds at the back to mount a meet-in-the-middle attack on
10-round Midoril28.

3.1 10-Round Midoril28 Distinguisher

In [Figure 2: see original paper], since rg[5] = rg[4] @ rg[6] @ rg[7] and rg[6] =
rg[4] @ 15[5] @ 75[7], we have rg[5] @ rg[6] = r5[6] @ r5[5]. Let ¢; = rg[6] @ rg[5]
and ¢y = r4[5] @ ry[6], then ¢y = ¢; & Arg[5] & Arg[6].
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Proposition 2: Let ry[3,12] be active bytes. Then {rJ,r},--, 72 1} forms a
2-6-set. Taking 79[12] and 18 distinct values of r4[3] (i = 1,--,18) such that
they satisfy Ari[3] = Ar9[3] after the S-box operation, and encrypting them
through 7 rounds, if one element in this set satisfies the truncated differential
path in [Figure 2: see original paper], then the 144-bit ordered sequence (Ar,s®
gy, Arg ® 1) is determined by 46 bytes.

Proof: As shown in [Figure 2: see original paper|, when a message pair (19, r})
satisfies the truncated differential chain, the output difference sequence (Ar;s @
Mg, Arig @ rg) is determined by the following 46 bytes:

ro[3,12] || 75[0,2,3,9,10,11] || r4[0,1,2,3,4,5,7,8,9,10,11,12,13,15] || 5[0, 1,2,3,4,5,6,8,9,10,11, 12,13, 15]

In fact, these 46 bytes can be reduced to 31 bytes:

rol9] || Ary[3] || 759, 10] || 74[0,2,3,9,10,11] || Ars[0,1,2,3,5,7,8,9,10,12,13,14] || r4[1,3,4,9,11,12] || r,[4, 11

Since the differential relations Ary[3] = Ary[12] and Ar,[8,11] = 0 hold, we
can compute Arg[9,10] and Ar,[0,2,3,9,10,11]. Given 74[0,2,3,9,10,11]
and Ar,[0,2,3,9,10,11], we can compute r4[0,1,6,8,9,14]. Similarly, we can
compute Arg[5] from Argl0,1,2,3,5,7,8,9,10,12,13,14] and Ar,[4,11]. Since
Arg[12] = Ary[9], we can compute Arg[12] and Arg[1,3,4,9,11,12].

Because Arg[12] @ Arg[7] = Arg[13] & Arg[5] & Arg[4] & Arg[15] = 0, and
Arg[14] = Arg[6] = 0, Arg[4] = 0, we obtain Arg[13] = Arg[5]. Given Arg[5]
and rg[4, 7], we have Arg[4,7] = 0, so Arg[4,11] and Ar,[1,3,4,9,11,12] are
known, allowing computation of Ar-[1,3,4,9,11,13]. From r,[1,3,4,9,11,13]
and r,[4,11], we can compute 7,[1,3,4,9,11,12] and r¢[1,3,4,9,11,12].

Since 75[0 ~ 6,8 ~ 13,15] and 74[0 ~ 6,8 ~ 13,15] are known, we can compute
r5]0,5,10,15] and r4[0, 1, 2, 3] using Proposition 1. From rg[1,3,4,9,11,12] and
r7[4,11], we can compute r;[4,11] and r4[1,3,4,9,11,12]. Given r5[0 ~ 5,7 ~
13,15] and r4[0 ~ 6,8 ~ 13,15], we can compute 5[0, 1,2,3,7,8,9,10, 14] and
rs[0,1,2,3,4,11,12,13, 15].

Because 14[9] @ r4[10] = 75[9] @ r5[10] from the MixColumn operation, and
7619, 10] can be derived from 75[9, 10], we can compute r4[10]. According to the
key schedule, r4[9,10] can be derived from r4[9, 10], and knowing r4[9,10] al-
lows computation of r4[9,10]. From the MixColumn operation, r4[9] @ 7,[10] =
75[9] ®145[10], so for 28 values of 75[9], we can compute 75[10] and derive r,[3, 12].
Using the key schedule, 75[1, 8] can be derived from r5[1, 8], r4[0, 1, 8,9, 14] from
r4]0,1,8,9,14], and r,[4, 11] from 75[4,11]. Through key-dependent sieve tech-
niques, the 46 bytes can be reduced to 31 bytes, yielding 2'3¢ possible values.

3.2 10-Round Midoril28 Attack Procedure

Based on the 7-round distinguisher, we construct a 10-round attack by adding
one round before and two rounds after the distinguisher, as illustrated in [Figure
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3: see original paper]. The attack consists of two phases: precomputation and
key filtering.

1) Precomputation Phase

We construct table T}, to store all ordered sequences (Arg &1, -, Ar s ®7r5).
Before building T},, we first construct precomputation tables T; (1 <4 < 6):

o Table T): Guess all 2™ possible values of Arg[5] | rg[4,11] |
r-[1,3,4,9,11,12]. Compute 7,[1,3,4,9,11,13], r,[4,11], rg[4,11], and
obtain rr;[4, 11] = r;[4, 11] ®rg[4, 11]. Since Arg[5] = Arg[6], we can com-
pute Argl4,11] and Ar;[1,3,4,9,11,12], then derive Ar[1,3,4,9,11,12]
and Arg[1,3,4,9,11,12]. Store Arg|1,3,4,9,11,12] || r-[1,3,4,9,11,12] |
rg[4,11] in T}, indexed by rr,[4,11], with each index corresponding to 256
stored values.

o Table T,: Guess all 2™ possible values of Ary[3] | 75[9,10] |
r4[0,2,3,9,10,11]. Compute 75[1,8] and 73[1,8], then obtain
rry[1,8] = r4[1,8] @ r4[1,8]. Since Ary[3] = Ary[12], we can com-
pute Arg[9,10] and Ar,[0,2,3,9,10,11], then derive Ar,[0,2,3,9,10,11]
and Ar,[0,1,6,8,9,14]. Store Ar,[0,1,6,8,9,14] || ,[0,2,3,9,10,11] ||
r5]9,10] in Ty, indexed by rry4[1, 8], with each index corresponding to 2°¢
stored values.

e Table T;: Guess all 2''2 possible values of Ar,[1,6,8,9,14] ||
Arg[0,1,2,3] || Arg[l,3,4,11,12]. From Ar[1,6,8,9,14], com-
pute Arg[0,5,10,15]; from Arg[0,1,2,3], compute Arg|0,5,10,15]
and Argl0,1,2,3]; from Arg[l,3,4,11,12], compute Arg[0,1,2,3].
Using Proposition 1, derive r5[0,5,10,15] and r4[0,1,2,3], then
compute 715[0,1,2,3] and r5[0,1,2,3], obtaining rr;[0,1,2,3] =
r5[0,1,2,3] @ r5[0,1,2,3].  Store 74[0,5,10,15] | 74[0,1,2,3] in T,
indexed by r7r5[0,1,2,3] || Ar,[1,6,8,9,14] || Arg[1,3,4,11,12], with each
index corresponding to one stored value.

o Table T,: Guess all 289 possible values of Ar,[0,6,8,9] || Ars[5,7] ||
Arg[l,3,4,9]. Since Arg[7] = 0, we have Arg[5] = Arg[6]. From
Ar,[0,6,8,9], compute Arg[1,4,11]; from Arg[5,6,7], compute
Arg[1,4,11] and Arg[4,5,6]; from Arg[l,3,4,9], compute Argl4,5,6].
Using Proposition 1, derive r5[1,4,11] and r4[4,5,6], then compute
rg[5,6,7]), r5[4], and rg[7], obtaining rr5[7] = r5[7] & r5[7] and
rrs[d] = rg[4] @ rg[4].  Store r5[1,4,11] || r¢[4,5,6] in Ty, indexed
by rrg[7] || rrs[4] || Ar0,6,8,9] || Arg[l,3,4,9], with each index
corresponding to one stored value.

o Table T5: Guess all 2% possible values of Ar,[0,1,8,14] || Ary[8,9,10] ||
Arg[3,4,9,11,12]. From Ary0,1,8,14], compute Arg[3,9,12];
from Arg[8,9,10], compute Arg[3,9,12] and Arg[8,9,10,11]; from
Arg[3,4,9,11,12], compute Arg8,9,10,11]. Using Proposition 1,
derive 75[3,9,12] and r4[8,9,10,11], then compute r5[8,9,10] and
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r5[8,9,10,11], obtaining rr5[8,9,10] = r5[8,9,10] @ r5[8,9,10]. Store
r5[3,9,12] || 74[8,9,10,11] in T, indexed by rr5[8,9,10] || Ar,[0,1,8,14] ||
Arg[3,4,9,11,12], with each index corresponding to one stored value.

o Table T;: Guess all 280 possible values of Ar,[0,1,6,9,14] |

Arg[12,13,14] || Arg[1,9,11,12].  Since Arg[l4] = 0, we have
Arg[15] = Arg12] & Arg[13].  From Ar,[0,1,6,9,14], compute
Arg[2,7,8,13]; from Arg[12,13,14], compute Arg[2,7,8,13] and

]
Arg[12,13,15]; from Arg[1,9,11,12], compute Arg[12,13,15]. Using
Proposition 1, derive r5[2,7,8,13] and r4[12,13,15], then compute
r5[12,13,15], obtaining rr5[12,13,15] = r5[12,13,15] & r4[12,13, 15].
Store 15[2,7,8,13] || r¢[12,13,15] in Ty, indexed by rrg[12,13,15] ||
Ar,[0,1,6,9,14] | Arg[1,9,11,12], with each index corresponding to one
stored value.

o Table T,: Guess all 2% possible values of r75[0,1,2,3,7,8,9,10] ||
rr5[4,12,13,15].  Using the key schedule, compute 7r;[4,11] from
rry[4] and rr5[8,9,10]. Then search T; using rr,[4,11] to obtain
Arg[l,3,4,9,11,12] || r,[1,3,4,9,11,12] | rg[4,11].  Similarly, us-
ing rry[l,8], search T, to obtain Ar,[0,1,6,8,9,14] | 74[9,10] ||
r40,2,3,9,10, 11].

For each of the 2!'? wvalues Arg[l,3,4,9,11,12] | r;[1,3,4,9,11,12] |
rgl4,11] || Ar,[0,1,6,8,9,14] || 5[9,10] || r,[0,2,3,9,10,11], check T} to obtain
r5[0,5,10,15] || 4]0, 1,2, 3]. Since rry[7] and rr5[4] are known, check T, using
rrs[7] || rrs[4] || Ary[0,6,8,9] || Arg[1,3,4,9] to obtain r5[1,4,11] || r4[4, 5, 6].
Similarly, check Ty using rr5[8,9,10] || Ar,[0,1,8,14] || Arg[3,4,9,11,12]
to obtain 75[3,9,12] | r4[8,9,10,11].  Check Ty using rr5[12,13,15] ||
Ar,[0,1,6,9,14] || Arg[1,9,11,12] to obtain 75[7,13,2,8] || 7412, 13, 15].

From the values retrieved from Tj, Ty, Ty, Ty, we can compute 7,4[0,1,6,8,9, 14]
and 7,[0,1,6,8,9,14], obtaining rr,[0,1,6,8,9,14] = 740,1,6,8,9,14] &
r,[0,1,6,8,9,14]. Similarly, from 740 ~ 6,8 ~ 13,15] || 7[1,3,4,9,11,12],
we compute rrg[l,3,4,9,11,12].  Using the key schedule, compute keys
rrg]0,1,8,9,14] and rry[1, 3, 4,11, 12] from 7140, 1, 8,9, 14] and rr4[1, 3, 4,11, 12].
Compare these computed values with the originally guessed key rr[0,1, 8,9, 14] ||
rrg[1,3,4,11,12].  If they match, retain the series of values r4[9,10] ||
T4[07 27 3’ 95 10’ 11] ” 7"5[]](] # 67 14) || TG[]](j 3& 7’ 14) ” TTG[L 3’ 47 97 117 13] ”
r7,[4,11]. There are 2112 retrieved values, but each is retained with probability
2780 leaving 232 values.

For these 232 values, derive r7,[9,10] from the key schedule and compute
r5[9,10]. From the MixColumn operation, 74[9] @ r5[10] = 74[9] & 75[10], so
for 28 values of r5[9], we can compute 75[10] and derive 74[3,12]. This yields
all 46 bytes of parameters. Using these parameters, compute the ordered
sequence (Arg @ r, -, Ar;g @ 1lg) and store it along with the 56-bit key
value rr5[0,1,2,3,12,13] || rr4[9].

2) Key Filtering Phase
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Before key filtering, we precompute four tables T, (7 < i < 10):

o Table T,: Guess all 272 possible values of Arg[5] | Arg[2,11] |
r10[0,1,3,8,9,10]. Compute Arg[5,6] and 74[2,11]. Since Arg[5] =
Argy[6], Proposition 1 yields rg[5,6] and rg[2,11].  Then compute
rrg[2,11] = 7g[2, 11] @ r9[2,11]. Store ry[5,6] || Arg[5] in T, indexed by
rre[2,11] || 710[0,1,3,8,9,10] || Ary[2,11], with each index corresponding
to 27% stored values.

o Table Ty: Guess all 256 possible values of AP[0,5,10] || P0,5,10] ||
Ar,[3]. Compute Ar[0,5,10] and 7,[0,5,10]. Proposition 1 gives
r110,5,10] and r[0,5,10], then compute rry[0,5,10] = P|0,5,10] &
r1[0,5,10] and r,[3]. Store r{[3] || Ary[3] || rro[5] in Ty, indexed by
rrel0,10] || AP[0,5,10] || P[0,5,10], with each index corresponding to
278 stored values.

o Table Ty: Guess all 256 possible values of AP[2,8,13] || P[2,8,13] ||
Ary[12]. Compute Ar[2,8,13] and 7,[2,8,13]. Proposition 1 gives
r1[2,8,13] and r,[2,8,13], then compute r714[2,8,13] = P[2,8,13] &
r1[2,8,13] and 7,[12]. Store r{[12] || Arq[12] || r7([2, 13] in T, indexed by
rro[8] || AP[2,8,13] || P[2,8,13], with each index corresponding to one
stored value.

o Table T),: Guess all 240 possible values of Ar;[3,12] || 7,[3,12] || Ary[3].
Compute Ary[3,12]. Since Ary[3] = Ary[12], Proposition 1 yields
r9[3,12] and r4[3, 12], then compute rr,[3,12] = r[3,12] ® r4[3, 12]. Store
r9[3,12] || rr1[12] in Tyy, indexed by rrq[3] || Arq[3,12] || 1[3,12], with
each index corresponding to one stored value.

In the key filtering phase, we first find a correct pair satisfying the trun-
cated differential chain, then compute the ordered sequence and verify it
against 7},, and finally use the stored key in 7|, to validate the computed key
rrs]0,1,2,3,12,13] || rrg[9].

Assume plaintext bytes PJ0,2,5,8,10,13] take arbitrary values while the
remaining 10 bytes are fixed, forming a structure with 2*® plaintexts that
yields 248+47 = 295 plaintext-ciphertext pairs. By selecting 2% different values
for P[1,3,4,6,7,9,11,12,14,15], we obtain 2!'3 plaintexts forming 260 pairs.
Since the probability of a pair satisfying the 7-round truncated differential
is 201-6+1-16)x8 — 9-160 4 average one pair satisfies the differential under
each key guess. Encrypt the 2''3 plaintexts and filter ciphertext pairs where
AC[2,4,5,6,7,11,12,13,14, 15] = 0, leaving 2160-10x8 = 280 pajrg,

For these 280 pairs, perform the following:

a) Guess all 216 possible values of Arg[2,11] to compute Ary[0,1,3,8,9,10].
3,8,9

Using Proposition 1 with Ar;[0,1,3,8,9,10] and ACI0,1,3,8,9,10],
obtain 74[0,1,3,8,9,10] and compute 7r4[0,1,3,8,9,10], yielding
r79[2,11]. This produces 26 values of Arg[2,11] | r710[0,1,3,8,9,10] ||
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rro[2,11] || 710[0,1,3,8,9,10]. Searching T, yields 278 retrieved values
79[5,6] || Arg[5], leaving 28 values that satisfy the backend differential.

b) For these 28 values, use the key schedule to compute 77,[0, 10]. Search
Ty using rry[0,10] || AP[0,5,10] || P[0,5,10], retrieving on average 278
values (3] || Arq[3] || r7[5] per query. Thus, on average one value
r710[0,1,3,8,9,10] || 7rg[2, 11] || 71 [3] || Ary[3] || r7([5] is retained.

¢) For this value, compute rry[8] using the key schedule and search Ty, re-
trieving on average one value r[12] || Ar[12] || 7r([2, 13].

d) From the obtained values, compute rr,[3] from rryy[3] and search T},
retrieving one value r4[3,12] || rr{[12].

For each plaintext-ciphertext pair, on average only one possible value
TT10[0517378a9v10] “ TT9[2,11] “ TTO[0’23578710713] || TT1[3712] || T2[3,12]

remains.

e) Vary r,5[3,12] based on the ordered sequence differences to obtain a set
{rd,rl -, ri8}. Derive the corresponding plaintexts {PY, P, ---, P'¥} and
compute their ciphertexts {CY C*, ..., C'®}. Decrypt to obtain the se-
quence (Aryg @ rlg, -, Aryg @ rY%). If the computed sequence is not in
T, eliminate the key. If it exists in T};, further verify whether the key
r1o[2,13] || r71[3,12] || 7160, 1, 3, 9] can derive rr5[0, 1,2, 3,12, 13} || r7g[9]
from T}. If so, retain the key with probability 2(17- 188 56

Finally, perform exhaustive search on the remaining 2'¢ keys and 6 unguessed
key bytes.

3.3 Complexity Analysis

The complexity analysis considers both precomputation and key filtering phases.

Precomputation Phase: Constructing T, requires 236 partial encryptions

of 7 rounds for 19 message values, yielding a time complexity of 2136 x 19 x
44/160 = 2% 10-round Midoril28 encryptions. The memory complexity is
2136 % 19 x 8 x 277 = 2136 128-bit blocks, which dominates this phase.

Key Filtering Phase: Encrypting 2''2 chosen plaintexts requires 23 10-

round encryptions, giving a data complexity of 2''3 plaintexts. Filtering the
remaining 280 pairs and partially encrypting 19 message values to verify the or-
dered sequence requires 28 x 19 x 16 /160 = 28! 10-round encryptions. Thus, the
key filtering phase has data complexity 2''3 chosen plaintexts, time complexity
281 encryptions, and memory complexity 282 128-bit blocks.

2113 2138

Overall Complexity: The total attack requires
10-round encryptions, and 236 128-bit blocks.

chosen plaintexts,

Optimization: To optimize complexity, we apply a time-memory tradeoff with
factor @ = 2'2. The precomputation phase time complexity becomes 2'2¢ en-
cryptions and memory complexity 2124 128-bit blocks. The key filtering phase
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data complexity becomes 2'2 chosen plaintexts, time complexity 2125793 ~ 2125
encryptions, and memory complexity 2% 128-bit blocks. Therefore, the overall
attack achieves time complexity 2126 + 2125 ~ 21265 10_round encryptions, data
complexity 2'?° plaintexts, and memory complexity 2'%* + 294 ~ 2124 128-bit
blocks.

Weak Key Attack: Since the guessed keys in precomputation and filtering
phases include ru;[0, 1,2, 3] and 7k,,[0,1, 3] || rky[2], we can exploit their rela-
tionship through the key schedule for a weak key attack. For each fixed value
of ru5[0,1,2, 3], we build a subtable T, reducing the storage complexity by a
factor of 2732, The memory complexity for Tj; becomes negligible in precompu-
tation, while the precomputation tables dominate, resulting in overall storage
complexity of 2105 128-bit blocks.

4 Conclusion

This paper investigates the security of Midoril28 against meet-in-the-middle
attacks. By employing differential enumeration and key-dependent sieve tech-
niques, we construct a 7-round meet-in-the-middle distinguisher and extend it
to mount the first known attack on 10-round Midoril28. Using time-memory
tradeoffs and weak key techniques, we reduce the attack complexities to 2'2°
chosen plaintexts, 2!26- 10-round encryptions, and 2'%° 128-bit blocks. Our
analysis demonstrates that 10-round Midoril28 does not provide strong resis-
tance against meet-in-the-middle attacks, while higher-round variants currently
remain secure against this attack vector.
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