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Abstract
Based on theoretical and practical considerations, the Handle System and Do-
main Name System will coexist for a considerable period in the future. However,
the incompatibility between the resolution protocols and encoding rules of these
two identifier resolution systems prevents data space sharing and information
flow, thereby degrading user experience. Consequently, achieving interconnec-
tion and interoperation between the two identifier resolution systems represents
an urgent issue requiring resolution. Through analysis of the advantages and
disadvantages of existing solutions, we find that separating Protocol Data Units
from the protocol itself can address the incompatibility of resolution protocols
and encoding rules between the two systems. Leveraging this separation mecha-
nism, we design and implement a proxy server-based interconnection and inter-
operation mechanism between the Handle System and Domain Name System.
Experimental results demonstrate that, compared with the traditional client-
server model, this mechanism exhibits a small increment ratio in resolution
response time across various application scenarios, all within acceptable ranges.
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Abstract: Based on theoretical and practical considerations, the Handle Sys-
tem and Domain Name System (DNS) will coexist for a considerable time. How-
ever, the incompatibility between their resolution protocols and encoding rules
creates barriers between their data spaces, hindering information flow and de-
grading user experience. Therefore, achieving interoperability between these
two identifier resolution systems is an urgent challenge. By analyzing the
advantages and disadvantages of existing solutions, we found that separating
the protocol data unit from the protocol itself can resolve this incompatibility.
Leveraging this separation mechanism, we designed and implemented a proxy
server-based inter-operation mechanism for the Handle System and DNS. Exper-
imental results demonstrate that compared with traditional client-server mode,
the increase in resolution response time under this mechanism is small across
different application scenarios and remains within acceptable ranges.
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0 Introduction
DNS (Domain Name System) [1], invented in 1983, has become a fundamen-
tal module for various applications such as HTTP, FTP, and Email due to
its simplicity and practicality. However, DNS only names physical devices on
the Internet and cannot adequately meet current management requirements
for data resource objects. URL (Uniform Resource Locator) [2] provides finer-
grained naming services for various types of data resource objects based on DNS
technology. Since URLs embed location information into identifiers, they must
change when data resource objects migrate; otherwise, they cannot be located.

As Internet data resource objects increase in variety and quantity, redundant
storage and nested usage become more frequent, leading to serious storage waste
and growing demand for effective resource management. Addressing these needs
and recognizing limitations of existing technologies, the Handle System [3] was
proposed as an effective, reliable, and scalable global name service system. Its
naming objects are more granular than DNS, with different management mecha-
nisms and service models, and it provides permanent identifiers for data resource
objects with embedded security features.

However, completely replacing DNS with Handle technology is currently unreal-
istic both theoretically and practically. First, application layer protocols require
operating system support to invoke Handle resolution modules, and achieving
this integration will be a long process. Second, although Handle System has
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been applied in specific projects, its performance, efficiency, and stability need
experimental verification across different application domains. Therefore, Han-
dle System and DNS will coexist for a considerable time due to their technical
characteristics and application scopes, making their interoperability both neces-
sary and important.

1 Background
1.1 Current Status and Future

Currently, user terminal operating systems only support DNS resolution mod-
ules, placing us in a“DNS-only resolution environment.”As Handle applications
expand, we can envision a future where every user terminal natively supports
both DNS and Handle resolution modules, creating a “compatible resolution
environment”where Handle System and DNS naturally achieve interoperability.
This paper focuses on the current“DNS-only resolution environment”and pro-
poses a solution for Handle-DNS interoperability, providing a good information
sharing environment for their coexistence while allowing transition time toward
the “compatible resolution environment.”

Existing research on Handle-DNS interoperability includes several approaches.
Reference [4] builds a Handle-DNS naming service system by mapping name
spaces and converting data record formats, storing DNS resource records under
a Handle prefix subtree. Reference [5] proposes an IoT heterogeneous identifier
system interconnection mechanism at the encoding and resolution protocol level,
assigning standard identification codes to each resolution protocol and storing
mapping relationships in independent servers. Since current IoT systems mainly
use DNS and Handle protocols, this solution can be considered a “superset”of
Handle-DNS interoperability. CNRI (Corporation for National Research Initia-
tives) proposed an industrial solution using a Web server that implements both
HTTP and Handle protocols as a proxy. Users input URLs containing Handles
and parameters, the Web server interacts with Handle System on their behalf,
and displays results as JSON data on web pages.

However, these solutions have limitations. Reference [4] assumes clients and
servers both support Handle and DNS protocols and requires dynamic transla-
tion of DNS data space, making maintenance time-consuming with poor scala-
bility and difficult deployment. Reference [5] requires clients in a “compatible
resolution environment,”which doesn’t match current Internet terminal capa-
bilities. CNRI’s proxy solution works in the “DNS-only environment”but is
limited to specific applications (browsers) and expression methods (URLs), with
limited operations and inability to work in constrained environments without
HTTP support.
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1.2 Domain Name System and Handle System

DNS is a distributed database mapping domain names to IP addresses, providing
convenient Internet access. As a fundamental Internet protocol with long-term
stability proven through practice, it remains essential for addressing and location
even under attack, and has become an indispensable addressing technology.

The Handle System [6], developed by Robert Kahn’s CNRI in 1995, assigns
unique identifiers to Internet data resource objects and provides permanent
identification, dynamic resolution, and security management. With strong ex-
tensibility and compatibility, it has gained increasing attention across various
domains. Like DNS, it is a complete identifier resolution system with naming,
registration, and resolution functions, coexisting with DNS as another address-
ing technology. Therefore, data space interoperability between DNS and Handle
System has become an urgent issue [7].

1.3 Interoperability

Within this paper,“interoperability”refers to mutual operation and communica-
tion between Handle System and DNS. Mutual operation means user hosts can
query any identifier type to either resolution system. Communication means in-
formation openness and sharing across different identifier resolution data spaces,
making data spaces visible to clients regardless of protocol type.

2 Overview Design
This solution deploys a server cluster as a proxy to enable Handle information
retrieval in the“DNS-only resolution environment.”As shown in Figure 1 [Figure
1: see original paper], for user hosts, the process involves three main steps: first,
recognizing the identifier type in application request messages; when the type
is Handle, locating the proxy server through host configuration protocols or
out-of-band configured location information; second, negotiating transmission
protocols (HTTP, CoAP, SIP, etc.) and data formats (JSON, XML, YAML,
etc.) with the proxy server; finally, representing Handle request information in
the negotiated format and encapsulating it in transmission protocol messages.

Thus, user host operations can be summarized as four functions: identifier recog-
nition, proxy server location, data format conversion, and transmission protocol
invocation. Since Handle request information may originate from various ap-
plications, this mechanism implements these functions as an independent com-
ponent that users can optionally install based on their needs. This approach
satisfies both application differences and scenario-specific requirements.

For the proxy server, after receiving transmission protocol messages from user
hosts and extracting their contents, it must add missing fields to the limited
Handle request information from users to generate complete Handle request mes-
sages. Correspondingly, when receiving Handle response messages, the proxy
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server extracts user-perceivable content, organizes it in the negotiated format,
and encapsulates it in transmission protocol messages for response.

Tables 1 and 2 illustrate the phased state information of Handle request and
response message transmission, showing how data states change across different
implementation entities and actions.

3 Detailed Design
This section uses HTTP protocol and JSON markup language as examples for
the transmission protocol and data format, describing the implementation de-
tails of this mechanism. However, in actual operation, the transmission protocol
and markup language are not limited to specific combinations but depend on
the supported capabilities of user hosts and proxy servers.

3.1 JSON Markup Language and HTTP Protocol

JSON [8] is a lightweight data exchange format with good readability and rapid
writability, suitable for data exchange processing. As a “description tool”for
Handle data, it depicts user-input Handle raw data according to Handle protocol
message structure, forming JSON-formatted Handle data.

HTTP [9], as a member of the TCP/IP protocol suite, has become a funda-
mental Internet protocol carrying most Internet traffic, with default support in
user host operating systems. As a content-oriented application layer protocol,
it can carry diverse data object types, providing flexibility for format selection
and simplifying protocol compatibility design details such as identifier encoding
conversion, PDU adaptation, and data record format conversion. Additionally,
most firewalls, proxies, and control devices open port 80, allowing HTTP mes-
sages to pass through smoothly. As a“transmission tunnel”for Handle data, it
provides a transmission path [10] for formatted encapsulated data.

3.2 Component (User Host)

Applications serve as the entry point for user Handle data input, while the
component processes unstructured Handle data and organizes it into JSON
format. For PDU adaptation efficiency, JSON format data is designed based on
Handle message structure [11], which consists of four parts: envelope, header,
body, and credential, each with specific functions. The envelope guides Handle
message transmission, the header guides each Handle operation’s specifics, the
body contains request/response data content, and the credential detects message
tampering during transmission.

Limited by their “Handle knowledge,”users cannot input certain fields before
Handle message generation, such as envelope parts and certain header/credential
fields, which can only be filled by Handle protocol entities (the proxy server in
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this paper). Therefore, Handle message content is filled by both users and proxy
servers, while Handle message generation is performed only by the proxy server.

User hosts (the component) can only perceive partial Handle request/response
information including Header, Body, and Credential, corresponding to the
header, body, and credential parts of Handle messages. Each Handle re-
quest/response message is defined as a JSON object. User and proxy server
responsibilities for fields are shown in Figure 2 [Figure 2: see original paper],
with gray areas indicating user fields and white areas indicating proxy server
fields.

For Handle request message JSON objects, besides the Body structure being
determined by OpCode and ResponseCode (actually determined by OpCode
alone, with ResponseCode set to 0 for all requests), Header and Credential
structures are relatively fixed, each represented as a JSON object. Figures 3
[Figure 3: see original paper] and 4 [Figure 4: see original paper] illustrate the
JSON object data structures for Header and Credential sections.

Table 3 shows user-controlled Handle message fields including OpCode (opera-
tion type), ResponseCode (server response), flags for primary site processing,
signature requirements, encryption requirements, cache validation, connection
persistence, permission filtering, and digest inclusion. Signer information and
signature details are also user-controlled.

A concrete example demonstrates a user initiating a Handle resolution request,
specifying processing by Primary Site Handle servers and returning only Pub-
lic_Read permission data records, with cache server validation required. The
user signs the Handle request data to declare identity for proxy server authen-
tication. The session key is stored in Handle 200/5555 index 2, using SHA-A
signature algorithm on content “shjdkwjhgdna2ixnmdmsnbdjhd.”

For Handle response message JSON objects, besides Body structure being de-
termined by OpCode and ResponseCode, Header and Credential structures are
fixed, identical to request messages (Figures 3 and 4).

3.3 Proxy Server

As a “transfer and processing station”for Handle messages, the proxy server
completes a Handle resolution/management operation through two interactions:
with user hosts and with Handle System. After receiving HTTP messages on
port 80, the proxy server extracts JSON data and fills missing fields according to
Figure 2 to build complete Handle request messages. Conversely, after receiving
Handle response messages, the proxy server converts them to JSON format
and encapsulates them in HTTP messages for response. During this process,
opposite to the component’s function, the proxy server discards uninteresting
information such as fields guiding Handle response transmission.

Due to its special position, the proxy server, as the user host’s agent in identifier
resolution, comprehensively masters each Handle request operation and corre-

chinarxiv.org/items/chinaxiv-201805.00192 Machine Translation

https://chinarxiv.org/items/chinaxiv-201805.00192


sponding response data. This enables it to function as a public cache server,
storing each Handle request/response to rapidly respond to subsequent requests
for the same prefix or Handle, improving user experience while reducing Handle
System load. As a “communication bridge”between user hosts and Handle
System, it splits end-to-end communication into two connections (user host to
proxy server and proxy server to Handle System) that cooperate transparently
to users. Therefore, the proxy server must maintain state mapping tables con-
taining session ID, session keys, and request IDs to correctly match the two
connections belonging to the same communication.

Introducing a third party into end-to-end communication creates security con-
cerns, as the proxy server becomes a “man-in-the-middle.”Section 5 addresses
this in detail.

According to RFC3652 Handle System Protocol (ver2.1) Specification, there
are 14 request operation types and 31 response result types. Handle message
content is determined by the <OpCode, ResponseCode> combination. Analysis
shows Handle request Body has 6 data structures and response Body has 8 data
structures.

For user-initiated Handle resolution operations, responses contain one or more
data records associated with the Handle. Handle data records are either custom
or predefined. Predefined records are for management operations, while custom
records can be registered under the 0.NA/0.TYPE prefix. Both share a common
data structure that can be JSON-formatted. Figure 5 [Figure 5: see original
paper] shows a URL data record example containing seven fields: index, type,
data, TTL, permissions, timestamp, and reference, with details in RFC3651
[12].

4 Experiments
4.1 Experimental Design

This experiment involves three entity types: user hosts, proxy servers, and Han-
dle servers, with parameters shown in Table 4 . Considering different proxy
application scenarios, we designed two experiment groups: the first group sim-
ulates public proxy service environment using multi-process; the second group
simulates private proxy service environment using multi-threading. To evaluate
optimization effects, each group has a corresponding comparison experiment
with direct client-server Handle resolution. To avoid environmental inconsis-
tencies, user host and Handle server parameters remain consistent across both
groups.

Public proxy maximum concurrent queries are set to 50,000, while private proxy
is set to 10,000, reflecting their different workload characteristics.

chinarxiv.org/items/chinaxiv-201805.00192 Machine Translation

https://chinarxiv.org/items/chinaxiv-201805.00192


4.2 Experimental Results

Considering Handle System’s primary function is providing Handle identifier res-
olution services, this experiment focuses on resolution operations and compares
response time between proxy-based and traditional direct connection mecha-
nisms.

4.2.1 Public Proxy Public proxy serves unrestricted clients, so parsed Han-
dles are random with weak correlation. Processes, as minimum resource allo-
cation units with independent data spaces and CPUs, simulate public proxy
environments where resolution requests are independent, completing full GHR
(Global Handle Registry) → LHS (Local Handle Service) → Handle query flows.

This experiment uses 20 processes to simulate user resolution requests, compar-
ing concurrent resolution time efficiency between direct and proxy-based Handle
resolution. Total time from first request to last response is measured to calcu-
late average resolution response time. Nine experiment runs are conducted with
incrementally increasing request volumes, as shown in Figure 6 [Figure 6: see
original paper].

Figure 6 shows average resolution response times for both methods fluctuate
within a range, with proxy method generally higher than direct method. How-
ever, the incremental proportion is small and negligible.

4.2.2 Private Proxy Private proxy serves specific organizations (e.g., fac-
tories, logistics companies), so parsed Handles share prefixes or strong access
correlations. Threads within a process share resources (CPU, data space), sim-
ulating private proxy environments where requests have dependencies. Subse-
quent requests can reuse LHS information from the first GHR query, omitting
repeated GHR lookups.

This experiment uses 20 threads to simulate user requests, measuring time from
second request to last response to calculate average resolution response time
(excluding the first request due to dependency differences). Seven experiment
runs are conducted with incrementally increasing request volumes, as shown in
Figure 7 [Figure 7: see original paper].

Figure 7 shows proxy method average response time is generally higher than
direct method, but gradually converges as query volume increases. The incre-
mental time is only a few milliseconds. Figures 6 and 7 also show that in public
proxy environments, due to weak Handle correlations, more time is spent query-
ing GHR for LHS information compared to private proxy environments.
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5 Security and Performance
Handle System has embedded security features providing end-to-end encryption
and signature authentication. Signatures provide non-repudiation by authenti-
cating identities, while encryption ensures data privacy and integrity. The proxy
server’s functional characteristics make it a“man-in-the-middle”that must inter-
pret and reconstruct Handle queries and responses. Since end-to-end encryption
and signing only protect protocol data units, the proxy becomes a trusted inter-
mediary that can sniff all communication content, making end-to-end security
unenforceable and introducing potential security risks.

According to RFC 3651 Section 4.2.2 [10], proxy servers are not part of Han-
dle System’s management or verification scope—users do not validate Handle
response data from proxy servers. Whether users trust proxy-returned data
depends on established trust relationships, which users control based on their
policies. Users must balance security and availability: trusting public proxies
introduces security risks, while not trusting them sacrifices availability.

Proxy servers can be public or private. Public proxies, like public DNS recursive
resolvers (e.g., Google’s 8.8.8.8), serve unrestricted clients without service con-
straints, creating trust establishment challenges. Users must evaluate factors
like reputation, location, and maintainer information to decide whether to trust
a public proxy.

Private proxies, like organizational internal DNS resolvers, serve only internal
members within a trust domain. In industrial applications, organizations typ-
ically form closed application loops and trust domains where internal entities
mutually trust each other. Therefore, private proxy trust relationships are es-
tablished by default without user configuration.

As a critical connection bond in the interoperability system, proxy servers han-
dle numerous tasks (message extraction, PDU adaptation, mapping mainte-
nance) and can become performance bottlenecks. They are also attack targets
(e.g., DDoS), which can increase latency or cause service failure. For secu-
rity and performance, proxy server clusters with load balancing algorithms or
BGP+Anycast can prevent overload and single-point failures.

6 Conclusion
To address data space sharing issues between Handle System and DNS caused
by incompatible resolution protocols, this paper analyzed three existing solu-
tions’pros and cons, designed a proxy server-based protocol-data separation
mechanism, and provided implementation details. We analyzed proxy appli-
cation scenarios, security and performance issues, and conducted experiments
for different proxy types. Results show that in public proxy environments, the
average response time difference from direct connection is negligible. In private
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proxy environments, the average resolution response time increment is accept-
able for small batches, and converges toward direct connection time (only a few
milliseconds difference) as query volume increases.

With further Handle adoption in industrial domains and understanding of or-
ganizational structures and resolution operation characteristics—where organi-
zations form closed application loops and item queries are batch-oriented—this
scheme achieves Handle-DNS interoperability without significantly reducing res-
olution efficiency, demonstrating good applicability.
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