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Abstract

To purify the network environment, it is necessary to review network informa-
tion. The identification of sensitive words contained in network information,
especially Chinese sensitive word variants, has become an urgent problem that
needs to be solved. By analyzing the structural and phonetic features of Chinese
characters, a recognition method for Chinese sensitive word variants is proposed.
This method designs a Sensitive Word Recognition algorithm based on Confus-
able Pinyin Grouping (SPGR) for pinyin-based variants, a String Abbreviation
Recognition algorithm (SNR) for abbreviated variants, and a Word Splitting-
KMP algorithm (WS-KMP) for split-character variants, effectively improving
the accuracy and efficiency of sensitive word review. Experimental results show
that this method has high recall and precision rates in identifying Chinese sen-
sitive word variants.
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Abstract: To purify the online environment, network information must be
reviewed. Recognizing sensitive words in network information, particularly
variants of Chinese sensitive words, has become an urgent problem. This pa-
per proposes a recognition method for Chinese sensitive word variants by an-
alyzing the structural and phonetic characteristics of Chinese characters. The
method designs three specialized algorithms for different variant forms: the Sen-
sitive Pinyin Grouping Recognition (SPGR) algorithm for phonetic variants,
the String Name Recognition (SNR) algorithm for abbreviated variants, and
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the Word Split KMP (WS-KMP) algorithm for character-split variants based
on the KMP algorithm. These algorithms effectively improve the accuracy and
efficiency of sensitive word review. Experimental results demonstrate that the
proposed method achieves high recall and precision in recognizing Chinese sen-
sitive word variants.

Keywords: variants; sensitive word recognition; edit distance; KMP algorithm
#7 0 Introduction

With the rapid development of the Internet, various information resources have
grown exponentially. Illegal discourse (such as pornography, gambling, terror-
ism, and violent content) frequently appears online [1-2]. This harmful infor-
mation typically contains sensitive vocabulary that can trigger adverse chain
reactions, posing serious threats to national security, social stability, and the
healthy formation of the online environment, while causing significant negative
impacts. Therefore, sensitive word identification has become an urgent research
topic.

Current research on sensitive word recognition is relatively mature, generally
based on sensitive word lexicons. The fundamental approach involves searching
the text to be examined; if it contains sensitive words, the system flags the text
for review. While simple to implement, this method suffers from low search
efficiency. To address this, reference [3] proposed the ST-DFA algorithm, which
constructs a decision tree for sensitive information based on the first letters of
sensitive words’ pinyin. Its advantage lies in not relying on a sensitive informa-
tion corpus and improving detection efficiency, but it cannot handle sensitive
word variants.

Research on identifying Chinese sensitive word variants is still in its infancy,
with relatively few relevant #5TR®. Reference [4] proposed a method for vari-
ant sensitive words by converting special characters into visually similar letters
before detection. For example, converting “@Q” to “a” transforms “Qrse” into
“arse” for processing. Reference [5] employed machine learning methods, using
bigrams and word stems as features to classify text information and detect vari-
ants. Reference [6] utilized Bayesian filtering technology to detect malicious
content, employing approximate string matching techniques to improve detec-
tion effectiveness. Reference [7] proposed a phonetic string matching algorithm
to address matches between similarly pronounced strings. These methods work
well for English characters but do not consider Chinese sensitive word variants.

Thus, finding more effective algorithms for Chinese sensitive word variant iden-
tification is imperative. This paper proposes a Chinese sensitive word vari-
ant identification method that combines English string variant recognition tech-
niques with Chinese character phonetic and structural features. By incorporat-
ing three variant forms—pinyin, abbreviation, and character splitting—during
recognition, the method can effectively identify Chinese sensitive words and
their related variants.
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#+# 1 Related Algorithms

Existing string recognition algorithms include similarity-based matching meth-
ods and exact pattern matching algorithms. Similarity-based matching using
edit distance effectively represents the “cost” of transforming one string into
another; smaller cost indicates higher similarity. The commonly used exact
matching algorithm is KMP, which reduces string matching attempts compared
to naive pattern matching.

#+#4 1.1 Edit Distance

In 1965, Russian scientist Vladimir Levenshtein proposed the concept of edit
distance [8], also known as Levenshtein distance, which refers to the minimum
number of editing operations required to transform one string into another.
Permitted operations include substituting one character for another, inserting a
character, or deleting a character. Edit distance is frequently used to calculate
the difference between two strings; smaller edit distance indicates greater simi-
larity [9-10]. This paper uses edit distance to calculate similarity and employs
normalization to map it to [0,1].

Let edit(s,a) denote the edit distance between strings s and a, length(s) denote
the length of string s, and maz(length(s),length(a)) denote the larger length
between the two strings. The similarity calculation formula is:

edit(length(s),length(a))
mazx(length(s),length(a))

Similar(s,a) =1 —

H### 1.2 KMP Algorithm

In 1969, Knuth, Morris, and Pratt proposed the fast single-pattern matching
KMP algorithm [11]. Its main idea is: whenever a character mismatch occurs
during matching, the pointer does not need to backtrack. Instead, it utilizes the
“partial match” information already obtained to determine the next matching
position. Let the target string be T = [tq,ts,...,t,] with length n, and the
pattern string be P = [py, Do, ..., p,,] with length m, where n > m. If there
exists ¢ such that T[i + 1] = P[1],T[i + 2] = P[2],...,T[i + m] = P[m], then
matching succeeds and pattern string P appears in target string 7' at position
i. If T[i + 1] # P[j + 1], then ¢ remains unchanged, j becomes next(j), and
the next round of matching continues between T'[i + 1] and P[next(j)+1]. The
next array value represents the length of the longest suffix in P[1..j — 1] that
equals its prefix. The next array is defined as:

0, J=1
next(j) =  max{k|0 < k < jand p;...p; = p; y...p;_1}, when such k exists
1, otherwise
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In the next matching attempt, only the position of j needs to be determined,
thereby improving pattern matching efficiency.

#+# 2 Sensitive Word Variants
This paper studies three patterns of sensitive word variants:

1. Phonetic Pattern: In Chinese, the same pinyin can correspond to mul-
tiple different characters. Due to regional dialect differences, some pinyin
sounds are easily confused (e.g., distinguishing “1” and “n” in some re-
gions).

2. Abbreviation Pattern: In daily life, words with many characters are
often replaced by abbreviations. Statistics show that approximately 20%
of sentences in Chinese news articles may contain abbreviations [12].

3. Splitting Pattern: As online platforms increasingly scrutinize informa-
tion, users have begun splitting characters to evade review. For example,
“#” can be split into “AAK” [13].

Taking the word “lR&EEHR” (drug trafficking) as an example, its variant struc-
tures are shown in Figure 1 [Figure 1: see original paper].

#+# 3 Identification Algorithms for Sensitive Word Variants
##+# 3.1 Phonetic Pattern

Currently, many cases involve replacing characters in sensitive words with homo-
phones or near-homophones. For example, “%&3E” (qusi, “go die”) is a sensitive
word. To evade platform review, malicious users often substitute “AR” (qushi,
“go shit”), which expresses the same meaning without being flagged. To iden-
tify phonetic variants, this paper converts sensitive words and suspected variants
into sound codes and calculates their similarity using edit distance to determine
if the word is a sensitive word variant.

###4 3.1.1 Sound Code Encoding (SC)

Sound code is an encoding method for Chinese pinyin that can represent the
phonetic characteristics of Chinese characters. Based on sound code, Chinese
pinyin can be converted into corresponding character sequences, as shown in
Figure 2 [Figure 2: see original paper].

This paper adopts a three-digit sound code format, using letters to encode each
digit. In the three-digit sound code, the first digit represents the initial conso-
nant position, the second represents the vowel position, and the third represents
the tone position. According to the “Chinese Pinyin Scheme” approved and pro-
mulgated by the First Session of the Fifth National People’s Congress in 1958
[14], there are 23 initial consonants and 34 vowels. For encoding convenience,
tones are divided into level tone, rising tone, falling-rising tone, falling tone,
and neutral tone. Partial encodings for initial consonants, vowels, and tones are
shown in Tables 1 ;2 , and 3 .
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Through this encoding, Chinese characters can be converted into character se-
quences for subsequent calculation and comparison. Taking “/&&E” as an exam-
ple, the sound code obtained through the above encoding is “KDCHXDPTA”.

#4##+# 3.1.2 Confusing Pinyin Grouping

Reference [15] proposed a phonetic string matching algorithm for matching sim-
ilarly pronounced English strings. Based on this algorithm, this paper proposes
grouping Chinese confusing pinyin and assigning each group a similarity factor
(value range [0,1]; lower values indicate higher string similarity).

Confusing pinyin 84 H three types: flat tongue vs. curled tongue, lateral
vs. nasal sounds, and front nasal vs. back nasal sounds. Table 5 shows par-
tial data for confusing pinyin grouping. The grouping and similarity factors
reference literature [12]. Each group’s similarity factor represents the “cost” of
replacing one pinyin with another within the same group. If two pinyin are
identical, the cost is 0; if different and not in the same group, the cost is 1.
Through research on Chinese pinyin, partial grouping is shown in Table 4 .

Taking “/#&&HE” and “®EE" as examples, let 6 be 90%. Their pinyin are “hailu-
oyin” and “hainuoyin”, which convert to sound codes “KDCHXDPTA” and
“KDCGXDPTA”. Before applying confusing pinyin grouping, the similarity is
88.89%; after grouping, it becomes 94.44%. The similarity significantly improves
and exceeds 90%, thus “/8%MA" is identified as a phonetic variant of “/&&HE".

#HH#H## 3.1.3 Sensitive Pinyin Grouping Recognition Algorithm (SPGR)

To better identify phonetic variants, this paper proposes the Sensitive Pinyin
Grouping Recognition (SPGR) algorithm based on an existing sensitive word
list. The algorithm’s execution process is described in Algorithm 1.

Algorithm 1. SPGR Algorithm
Input: Sensitive word S, suspected variant A
Output: Whether A is a phonetic variant of S

1. If S.equals(A) is true, then S and A are identical strings; end.

2. If S.equals(A) is false, obtain sound codes s and a for S and A according
to the encoding tables, where i = length(s) and j = length(a).

3. Calculate the edit distance between sound codes using the method
edit(i, ).

4. Obtain the larger length between the two sound codes using max(i, j).

5. Calculate similarity Similar(s,a). If Similar(s,a) > 6 (where 6 is the
threshold), then string A is a phonetic variant of S; end.

6. If Similar(s,a) < 0, then string A is not a phonetic variant of S; algorithm
ends.

### 3.2 Abbreviation Pattern
H###H# 3.2.1 Word Abbreviation
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Abbreviation patterns include initialism and word abbreviation. Initialism ex-
amples include “%%#I5” abbreviated as “flg”. Word abbreviations generally fall
into three forms: compression, omission, and generalization [16], with the combi-
nation of compression and omission being most common. Compression divides
the full term into several words and extracts the most representative charac-
ters from each, e.g., “IREFER” becomes “IgE". Omission directly removes some
words, leaving others as the abbreviation, e.g., “€BA%” becomes “E8”. Both
compression and omission select and recombine characters from the full term,
generally preserving character order. Since abbreviation characters are all con-
tained in the full term, finding a subset of the full term reveals its abbreviation.
For a Chinese string S = s,,2...s,, composed of n characters, if another string
A =ay,2...a,, (1 <m <n) exists where for any character a; € A there exists
s; € S and as 7 increases, j also increases, then A is called an abbreviation of

S.
HH##4 3.2.2 Sensitive Word Abbreviation Recognition Algorithm (SNR)

To accurately identify sensitive word abbreviations, this paper proposes the Sen-
sitive Name Recognition (SNR) algorithm. For initialism recognition, Pinyin4j
is first used to obtain the first letters of sensitive words and suspected variants,
then the first letters are compared as strings. For abbreviation recognition, each
character of the suspected variant is matched sequentially within the sensitive
word. The algorithm’s execution process is described in Algorithm 2.

Algorithm 2. SNR Algorithm
Input: Sensitive word S, suspected variant A
Output: Whether A is an abbreviation variant of S

1. Obtain the first letters S’ of string S. If S” = A, then A is an abbreviation
of S; end.

2. Based on the ordered sets of strings .S and suspected variant A, set indices
i,j for S, A respectively, both initialized to 0.

3. If S[i] = A[j], then i and j both increment by 1 and continue to step 4;
otherwise, 7 increments by 1 and continue to step 4.

4. If j = length(A), then matching succeeds; end. Otherwise, continue step
3.

5. If i = length(S) and j # length(A), then matching fails; end.

Taking “ EERi@AR” and “ZK” as examples: S = (LBERBEAZE), A = (ZK). The
S index moves right one position each time for comparison until S[3] = A[0],
then both S and A indices move right simultaneously. After S[4] = A[1], the
A index equals length(A), the algorithm ends, and “&ZxA” is identified as an
abbreviation of “_Eig3i@AZ".

#+## 3.3 Splitting Pattern
#### 3.3.1 Chinese Character Splitting

Chinese characters can be divided into single-component and compound char-
acters based on their composition. Single-component characters (e.g., B, B)
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consist of strokes, while compound characters (e.g., &, BY) consist of radicals.
Modern Chinese character splitting must recognize composition patterns and
follow Chinese writing conventions. Spatial relationships include intersection,
separation, and connection [17]. Positional relationships include top-bottom,
left-right, inside-outside, frame, and single-component structures.

To provide a unified national code for each Chinese character, China promul-
gated the national standard “Coded Chinese Character Set for Information In-
terchange” [18]. The zone-position code is a four-digit decimal number where
each code corresponds to a unique Chinese character or symbol [19]. Based on
these character features, characters in the sensitive word list are manually split
and encoded using zone-position codes to create a Chinese character splitting
table, as shown in Table 5.

#H##4 3.3.2 KMP-Based Sensitive Word Splitting Recognition Algorithm (WS-
KMP)

To identify split variants of sensitive words, this paper proposes the Word Split
KMP (WS-KMP) algorithm. First, sensitive word S and suspected variant A
are split according to the character splitting table and converted to correspond-
ing zone-position codes, then pattern matching is performed using the KMP
algorithm. The algorithm’s execution process is described in Algorithm 3.

Algorithm 3. WS-KMP Algorithm
Input: Sensitive word S, suspected variant A
Output: Whether A is a split variant contained in S

1. Split strings S and A according to the character splitting table to obtain
their zone-position code sequences.

2. Set S as the target string and A as the pattern string, then perform KMP
algorithm matching.

3. If matching succeeds, A is a split variant contained in S; end.

4. If matching fails, A is not a split variant contained in S; end.

Taking sensitive word “/&/&HIEHE” and suspected variant “O030O3F” as examples:
after splitting, we get 5 & €OXO30O3F” and “O030O3F”. The corresponding
zone-position codes are S = (6763353167632487315820833158347731582339)
and A = (3158347731582339). Using the KMP algorithm for pattern match-
ing, A is successfully matched as contained in S, confirming it as a split variant.

#4 4 Experiments

Experiments were conducted on a machine with a 2.4GHz Intel(R) Core(TM) i5
processor and 8GB RAM, running Windows 10, with Java as the programming
language.

#4## 4.1 Dataset

To evaluate the effectiveness of the proposed Chinese sensitive word variant
identification method, 800 news texts containing suspected sensitive words were
randomly extracted from the SogouCA (version: 2012) full-web news database
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of Sogou Labs (http://www.sogou.com/labs/). The dataset covers technology,
sports, finance, society, entertainment, and other topics. Sensitive words and
their variants in the dataset were manually identified and classified, yielding 67
sensitive words and 400 variants covering phonetic, abbreviation, and splitting
patterns. These identified sensitive words were stored in a sensitive word lexicon.
In the experiments, the 67 sensitive words were first manually split, then the
variant dataset was randomly divided into five groups for testing: 80, 160, 240,
320, and 400 variants. Partial examples of sensitive words and their variants
are shown in Table 6 .

##4# 4.2 Experimental Analysis

The effectiveness of the variant identification algorithm was verified through
three metrics: precision, recall, and runtime. For the phonetic pattern, 6 was
set to 91%. Recognition results were categorized into four cases: True Positive
(TP), True Negative (TN), False Positive (FP), and False Negative (FN). Recall
= TP/(TP+FN), Precision = TP/(TP+FP). Experimental results are shown
in Table 7 .

Table 7. Experimental Results

Dataset TP TN FP FN Recall Precision

Groupl 71 5 3 88.75%  92.22%
Group2 135 11 8 84.38% 92.47%
Group 3 212 14 11 87.91% 91.73%
Group 4 285 20 10 89.06% 93.13%
Group 5 357 24 12 89.25% 93.70%

Nt w o~

The experimental results show that the proposed algorithm achieves average
recall and precision of 87.87% and 92.65%, respectively. For recall, the lowest
rate was 84.38% in Group 2, likely because some sensitive words and their
variants were complex, requiring further improvement of the identification rules.
As data volume increased, recall stabilized around 89%. For precision, all five
groups exceeded 91%, with the highest approaching 94%. Runtime increased
proportionally with data volume. Overall, the proposed algorithm demonstrates
satisfactory performance.

### 4.3 Experimental Conclusion

Experiments on different datasets reveal stable performance across recall, pre-
cision, and runtime metrics, proving the feasibility and effectiveness of the pro-
posed algorithms.

#+# 5 Conclusion

This paper proposes a method that can identify sensitive words and their re-
lated variants through three Chinese character deformation forms: phonetic,
abbreviation, and splitting. The method effectively improves the accuracy and
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efficiency of sensitive word review. Experiments demonstrate that the proposed
method can accurately identify various deformation forms of Chinese strings,
with results approaching human recognition levels. However, character splitting
requires manual operation, creating substantial workload when dealing with nu-
merous sensitive words. Therefore, automatic Chinese character splitting is
crucial and represents the next step in this research.
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