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Abstract
To address issues such as the limited diversity of DNA encoding rules and the
low key sensitivity of chaotic encryption algorithms, an image encryption scheme
based on DNA encoding and hyperchaotic systems is proposed. The algorithm
first employs the SHA-3 algorithm to compute the hash value of the plaintext
image, which is used as the initial value for the hyperchaotic system to enhance
plaintext sensitivity. Secondly, the image is converted into DNA sequences
and undergoes DNA sequence operations with the constructed S-box. Finally,
the sequence generated by the hyperchaotic system is utilized to permute the
image. Results and theoretical analysis demonstrate that the algorithm not only
improves key sensitivity and the security of data transmission, but also exhibits
robust resistance against brute-force attacks, statistical attacks, and differential
attacks.
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Abstract: To address the issues of single DNA encoding rules and low key
sensitivity in chaotic encryption algorithms, this paper proposes an image en-
cryption scheme based on DNA encoding and hyper-chaotic systems. The algo-
rithm first uses the SHA-3 algorithm to compute the hash value of the plaintext
image, which serves as the initial value for the hyper-chaotic system to increase
plaintext sensitivity. Next, the image is converted into DNA sequences and un-
dergoes DNA sequence operations with constructed S-boxes. Finally, the image
is scrambled using sequences generated by the hyper-chaotic system. Results
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and theoretical analysis demonstrate that the algorithm not only improves key
sensitivity and transmission data security, but also exhibits strong resistance
against exhaustive attacks, statistical attacks, and differential attacks.

Key Words: image encryption; DNA encoding; hyper-chaotic system; S-box;
SHA-3

0 Introduction
In recent years, image transmission has been widely used in medical imaging, on-
line education, communications, and various other fields. However, the openness
and sharing nature of networks pose significant threats to image transmission
security. The 2013 “PRISM”incident made people realize that solving infor-
mation security transmission problems is urgent. Image encryption technology
is an effective solution for protecting image security during transmission. Due
to characteristics such as high redundancy, large data capacity, and strong cor-
relation between pixels, image encryption requires fast algorithms. Traditional
encryption methods such as DES, AES, and RSA can no longer meet current
image encryption requirements.

In recent years, scholars have proposed new image encryption algorithms, such
as chaos-based image encryption methods and DNA sequence-based image en-
cryption methods. Chaos systems exhibit excellent pseudo-random characteris-
tics, orbit unpredictability, and sensitivity to initial states and control param-
eters—features that align well with many cryptography requirements. Because
of the close relationship between chaos and cryptography, chaotic cryptography
has been extensively studied and applied to image encryption. However, low-
dimensional chaotic systems produce chaos that is only predictable in the short
term, often with poor randomness in chaotic sequences, small key spaces, low
security performance, and vulnerability to cryptanalysis. To expand the key
space and increase the randomness of chaotic sequences, researchers have de-
signed image encryption algorithms based on hyper-chaos and multi-level chaos.
Currently, hyper-chaos has been widely applied in nonlinear circuits, secure com-
munications, lasers, neural networks, and biological systems. However, with the
improvement of cryptanalysis technology, hyper-chaotic encryption technology
has also revealed issues such as low sensitivity to keys.

The inherent ultra-large-scale parallelism, ultra-low energy consumption, and
ultra-high storage density of DNA molecules give DNA computing-based image
encryption algorithms unique advantages that traditional cryptographic algo-
rithms do not possess. Because biological experiments are costly, Ning et al. pro-
posed a pseudo-DNA encryption method that simulates information encryption
on electronic computers using basic concepts from DNA computing, though this
method is not particularly suitable for image encryption. In 2010, Xue et al. pro-
posed an encryption method combining DNA encoding with chaotic sequences,
which provided good encryption effects using the sensitivity to initial condi-
tions and high randomness of chaotic systems. However, subsequent research
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identified vulnerabilities in DNA chaotic image encryption algorithms that use
fixed encoding and single operation rules, making them susceptible to chosen-
plaintext attacks. Other researchers have proposed improved image encryption
algorithms based on encoding and multi-chaotic maps, using hyper-chaotic sys-
tems to scramble pixel positions and values, performing pseudo-DNA operations
with DNA encoding rules, and finally obtaining encrypted images through DNA
decoding. Recent studies have pointed out that current encryption algorithms
for true-color images based on DNA encoding and chaos theory exhibit vulner-
abilities to plaintext attacks and have shortcomings such as low sensitivity to
plaintext and keys.

Therefore, this paper combines hyper-chaotic systems, DNA computing, and
hash functions to perform block encryption on images. The SHA-3 hash func-
tion processes the original image to obtain initial values for the hyper-chaotic
system and an image matrix for XOR operations with the original image, linking
the original image information with key acquisition. The hyper-chaotic system
then generates hyper-chaotic sequence values to construct S-boxes, which are
used for addition, subtraction, and shift operations on the image. This algo-
rithm can effectively improve key sensitivity and transmission data security,
resist known-plaintext and chosen-plaintext attacks, and demonstrate strong re-
sistance against exhaustive attacks, statistical attacks, and differential attacks.

1.2 DNA Encoding and Operations
1) DNA Encoding

DNA is a high-molecular polymer with deoxyribonucleic acid as its basic unit.
A deoxynucleotide consists of three components: a phosphate molecule, a de-
oxyribose sugar molecule, and a nitrogenous base. There are four types of
nitrogenous bases: adenine (A), cytosine (C), guanine (G), and thymine (T),
where A and T, G and C are complementary pairs. Each pixel in a grayscale
image can be represented by an 8-bit binary number, and in binary, 0 and 1 are
complementary. Therefore, if the four deoxynucleotides A, T, C, and G repre-
sent the binary numbers 00, 11, 01, and 10 respectively, each pixel value can
be represented by a DNA sequence of length 4. For example, the decimal value
200, expressed as (11001000)�, would be converted to the 4-base DNA sequence
TAGA.

There are eight encoding rules that satisfy the complementary relationship be-
tween DNA bases, as shown in Table 1 .

2) DNA Sequence Operations

DNA sequence addition and subtraction are similar to traditional algebraic cal-
culations. When using 00-A, 11-T, 01-C, 10-G for encoding, the addition and
subtraction operation rules between bases are as shown in Table 2 .
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2 Scheme Design
Image encryption is achieved through confusion and scrambling using hyper-
chaotic systems, DNA encoding, and hash functions.

In 2005, literature [29] provided a detailed description of the hyper-chaotic Lü
system:

⎧{{
⎨{{⎩

̇𝑥 = 𝑎(𝑦 − 𝑥) + 𝑢𝑦
̇𝑦 = −𝑥𝑧 + 𝑐𝑦
̇𝑧 = 𝑥𝑦 − 𝑏𝑧

𝑢̇ = 𝑥𝑧 + 𝑑𝑢

where parameters 𝑎, 𝑏, 𝑐 are the Lü system parameters, parameter 𝑑 is a 待定
control gain parameter, and 𝑥, 𝑦, 𝑧, 𝑢 are variables. When 𝑎 = 36, 𝑏 = 3, 𝑐 = 20,
and −0.35 < 𝑑 ≤ 1.3, the system exhibits hyper-chaotic behavior.

For an original grayscale image of size 𝐿 × 𝐿 (here defaulting to square images;
if the encrypted image is not square, padding is applied according to rules
described later), the main diagonal is defined as diag(0). Lines parallel to the
main diagonal above it are sequentially defined as diag(-1), diag(-2), ⋯, diag(-
L+1). Lines below the main diagonal are defined as diag(1), diag(2), ⋯, diag(L-
1). The definition method is shown in Figure 1 [Figure 1: see original paper].

To achieve scrambling effects, this paper recomposes pixel positions. The rule
for extracting pixels from the image is as follows:

𝑋𝑖 = diag(𝑖) + diag(−𝐿 + 𝑖)

where 𝑖 = 0, 1, 2, ..., 𝐿 − 1.

Example: When 𝑖 = 0, 𝑋0 = diag(0) + diag(−𝐿) = diag(0); when 𝑖 = 1,
𝑋1 = diag(1) + diag(−𝐿 + 1).
Using this method, the 𝐿 elements extracted each time are converted into 𝐿×𝐿
image submatrices, yielding 𝐿 image submatrices of size 𝐿 × 𝐿.

2.2 SHA-3 Algorithm
The SHA-3 algorithm is based on the sponge structure and is one of the most
fundamental modules in modern cryptography. It takes a message of arbitrary
length as input and generates a fixed-length HASH value. A key generated from
the hash value will produce a completely different encryption key even if the
original image has an extremely tiny change. Therefore, this encryption method
can effectively resist brute-force attacks.

After the original image is transformed by SHA-3, it produces a 256-bit hash
value: dbbf374d57de108723c923b41d768d018c8e538a2de7479962c487a0335e1e85.
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The generated hash value is used as input information for the next hash function
to produce a new hash value. This cycle repeats eight times, yielding a total
of 256 × 8 bits of hash value. A DNA encoding rule is selected to encode
the obtained hash value, with every 8 bits of hash value forming a group for
encoding. For example, db → 11011011 → TCGT.

2.4 S-box Construction
Setting the control parameters of the hyper-chaotic Lü system as 𝑎 = 36, 𝑏 = 3,
𝑐 = 20, 𝑑 = 1, and using the initial values obtained in Section 2.3, the hyper-
chaotic Lü system generates four groups of hyper-chaotic sequences to construct
S-boxes. The steps are as follows:

a) Construct an empty sequence 𝑀 .

b) Divide the interval [0, 256] into 256 sub-intervals [(0, 1), ..., (𝑗, 𝑗 +
1), ..., (255, 256)], denoted by 𝑇𝑗 for 𝑗 = (0, 1, 2, ..., 255), as shown in
Figure 2 [Figure 2: see original paper].

c) Iterate the hyper-chaotic Lü system 𝑖 times to obtain state values 𝑥𝑖, 𝑦𝑖,
𝑧𝑖, and 𝑢𝑖. Preprocess the generated chaotic sequences using equations
(7)-(10) to obtain final values:

𝑓(𝑥𝑖) = mod(𝑥(𝑖)×1000, 255)𝑓(𝑦𝑖) = mod(𝑦(𝑖)×1000, 255)𝑓(𝑧𝑖) = mod(𝑧(𝑖)×1000, 255)𝑓(𝑢𝑖) = mod(𝑢(𝑖)×1000, 255)

d) If 𝑓(𝑥𝑖) falls in the 𝑗-th sub-interval (𝑗, 𝑗 + 1), and 𝑗 does not exist in
sequence 𝑀 , then add 𝑗 to sequence 𝑀 . The same applies to other se-
quences.

e) If the number of elements in sequence 𝑀 is less than 256, continue steps
c) and d) until sequence 𝑀 contains 256 elements.

f) Convert the 256 elements in sequence 𝑀 into a 16×16 matrix to obtain an
S-box. Construct 16 S-boxes of size 16 × 16 using this method and encode
them sequentially. For example, a value 233.6 generated by iterating the
hyper-chaotic Lü system with initial values falls in the sub-interval 233-
234, belonging to 𝑇233. If 233 is not in sequence 𝑀 , add this value to
sequence 𝑀 and perform DNA encoding.

2.5 Encryption Scheme
The main content of this encryption algorithm is as follows: first, the original
image is divided into 𝐿 sub-image matrices according to the extraction rule
shown in Section 2.1. Second, the hash values generated by the SHA-3 algorithm
are encoded and undergo DNA encoding operations with the DNA-encoded sub-
image matrices. Finally, S-boxes constructed from sequence values generated by
the hyper-chaotic Lü system are used to perform substitution and scrambling
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operations on the image. The encryption flow is shown in Figure 3 [Figure 3:
see original paper]. The specific steps are:

a) Input an 8-bit grayscale image 𝐼(𝑚, 𝑛). Pad the image according to the
following rule to obtain image 𝐼′(𝐿, 𝐿):

b) Convert the image into 𝐿 submatrices of size 𝐿 × 𝐿 using the method
shown in Section 2.1.

c) Perform DNA encoding on each element of the image submatrices.

d) Using the 16 × 16 DNA-encoded matrix obtained in Section 2.2, perform
DNA sequence operations with the 𝐿 image submatrices from step c) ac-
cording to the rules in Table 2 .

e) Perform DNA encoding operations between the 16 S-boxes constructed in
Section 2.4 and the 𝐿 image submatrices from step d) according to the
rules in Table 2 . Then apply a left circular shift of 3 bits to each of the
𝐿 image submatrices (based on extensive experiments, shifting by 3 bits
yields the best effect).

f) Extract the odd positions from the first half of hyper-chaotic sequences
𝑓(𝑥𝑖) and 𝑓(𝑦𝑖) and add them together; extract the even positions from the
first half of sequences 𝑓(𝑧𝑖) and 𝑓(𝑢𝑖) and add them together to form a new
chaotic sequence 𝐺. Take this sequence modulo 256, sequentially extract
𝐿 numbers from this sequence to form 𝐿 groups 𝐺1, 𝐺2, ..., 𝐺𝐿. Convert
each group of 𝐿 numbers into an 𝐿 × 𝐿 matrix, transform the 𝐿 matrices
into binary, select a DNA encoding rule for encoding, and perform DNA
encoding operations with the 𝐿 image submatrices from step e) according
to the DNA encoding operation rules in Table 2 .

g) Combine the 𝐿 image submatrices from step f) into a single image matrix
𝐼1.

h) Generate matrix 𝐶 using equation (12) and perform DNA sequence opera-
tions between matrix 𝐼1 and 𝐶 according to the rules in Table 2 to obtain
image matrix 𝐼2.

𝐶 = 𝐿 × 𝐿 × (𝑥(𝐿 + 𝑗) + 0.5) × ones(𝐿, 1)

where 𝑗 = 1, 2, 3, ..., 256.

i) Extract the even positions from the first half of hyper-chaotic sequences
𝑓(𝑥𝑖) and 𝑓(𝑦𝑖) and add them together; extract the odd positions from
the first half of sequences 𝑓(𝑧𝑖) and 𝑓(𝑢𝑖) and add them together to form
a new chaotic sequence 𝐺0. Arrange in ascending order to obtain a new
sequence, replace each element in the original sequence with its position
value to get the new sequence index, and use this index to scramble image
matrix 𝐼2 to obtain image 𝐼3.
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j) Perform DNA decoding on image 𝐼3 to obtain the encrypted image 𝐼4.

The decryption algorithm is the inverse process of the encryption algorithm and
will not be detailed here.

3 Simulation Experiment
The proposed algorithm was simulated in MATLAB 7.1. The original image
used was the standard 256×256 Lena grayscale image. Under the condition
𝑥0 = 1, the experimental results are shown in Figure 4 [Figure 4: see original
paper].

4 Security Analysis
The security analysis of the algorithm mainly includes key space, sensitivity
analysis, and resistance to statistical attacks.

4.1 Exhaustive Attack Analysis

1) Key Space Analysis In this algorithm, the key includes: 𝑥1, 𝑦1, 𝑧1, 𝑢1
and 256 bytes from the SHA-3 function. If the computational precision of
𝑥1, 𝑦1, 𝑧1, 𝑢1 is 1014, the key space of the Lü system is 1014 ×1014 ×1014 ×1014 =
1056. The key space of SHA-3 is 2128. The total key space is 1056 × 2128 ≈
3.4 × 1094, demonstrating that the algorithm has a sufficiently large key space
to resist exhaustive attacks.

2) Key Sensitivity Analysis To test key sensitivity, decryption was per-
formed with slightly different keys. Figure 5 Figure 5: see original paper shows
the decrypted image with 𝑥1 = 3 while other keys remain unchanged; (b)-(d)
show decrypted images with 𝑦1 = 10, 𝑧1 = 30, and 𝑢1 = 2 respectively, with
other keys unchanged. Even a small difference in the key prevents correct de-
cryption of the original image, and the incorrectly decrypted image reveals no
information about the original image. Therefore, the algorithm exhibits key
sensitivity and can effectively resist brute-force attacks.

4.2 Statistical Attack Analysis

1) Histogram Analysis Statistical analysis was performed on the original
and encrypted images to analyze their statistical characteristics. Figure 6 Fig-
ure 6: see original paper shows the histogram of the original image, and (b)
shows the histogram of the encrypted image. The pixel values of the original
image are relatively concentrated, while the histogram of the encrypted image
is essentially uniform, making it difficult for attackers to restore the original
image using statistical characteristics of pixel gray values. This demonstrates
that the algorithm has excellent resistance to statistical analysis.
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2) Correlation Analysis 2,500 pairs of adjacent pixels were randomly se-
lected from the original and encrypted images in horizontal, vertical, and diag-
onal directions. The correlation between pixels was calculated using equations
(13)-(16):

𝐸(𝑥) = 1
𝑁

𝑁
∑
𝑖=1

𝑥𝑖𝐷(𝑥) = 1
𝑁

𝑁
∑
𝑖=1

(𝑥𝑖−𝐸(𝑥))2cov(𝑥, 𝑦) = 1
𝑁

𝑁
∑
𝑖=1

(𝑥𝑖−𝐸(𝑥))(𝑦𝑖−𝐸(𝑦))𝑟𝑥𝑦 = cov(𝑥, 𝑦)
√𝐷(𝑥) × 𝐷(𝑦)

where 𝑥 and 𝑦 are the gray values of adjacent pixels in the image; cov(𝑥, 𝑦) is
the covariance; 𝐷(𝑥) is the variance; and 𝐸(𝑥) is the mean. The results are
shown in Table 3 . Figure 7 [Figure 7: see original paper] shows the correlation
of adjacent pixels in the original and encrypted images in horizontal, vertical,
and diagonal directions. The correlation coefficient of adjacent pixels in the
encrypted image is -0.0005348, indicating that the image encryption algorithm
has strong resistance to statistical attacks.

3) Information Entropy Information entropy is defined to describe the de-
gree of uncertainty in a system and can be used to represent the uncertainty
of image information. The more uniform the distribution of image gray values,
the greater the information entropy. The formula is:

𝐻(𝑚) =
2𝑡−1
∑
𝑖=0

𝑃(𝑚𝑖) log2
1

𝑃(𝑚𝑖)

where 𝑃(𝑚𝑖) is the probability of information 𝑚𝑖 occurring. For grayscale im-
ages, information 𝑚 has 256 states ranging from 0 to 255. An ideal random
image has an information entropy value of 8. The experimental information
entropy is 7.9897, indicating that the encryption algorithm has high security.

4.3 Differential Attack Analysis

Differential attack refers to an attacker making slight changes to the plaintext
and comparing the differences in the corresponding ciphertext to find the rela-
tionship between the plaintext and ciphertext images. The NPCR (Number of
Pixels Change Rate) and UACI (Unified Average Changing Intensity) metrics
are typically used to evaluate an image encryption scheme’s resistance to dif-
ferential attacks. NPCR and UACI are calculated using the following formulas:

NPCR = 1
𝑀 × 𝑁

𝑀
∑
𝑖=1

𝑁
∑
𝑗=1

𝐷(𝑖, 𝑗)×100%UACI = 1
𝑀 × 𝑁 [

𝑀
∑
𝑖=1

𝑁
∑
𝑗=1

|𝑃1(𝑖, 𝑗) − 𝑃2(𝑖, 𝑗)|
255 ]×100%
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where 𝑀 and 𝑁 represent the image length and width; 𝑃1(𝑖, 𝑗) and 𝑃2(𝑖, 𝑗)
represent the corresponding ciphertext pixel values before and after plaintext
change. An NPCR value closer to 100% indicates higher sensitivity of the image
encryption scheme to plaintext and stronger resistance to differential attacks.
The ideal UACI value is 33%, and values closer to this ideal indicate stronger
resistance to differential attacks.

By changing a single pixel value in the plaintext image—for example, changing
the pixel value at position (7,8) from 128 to 30—the calculated values are NPCR
= 99.5956% and UACI = 33.39%. The NPCR is close to 100%, and the UACI
value is also close to 33%, verifying that the image encryption scheme can resist
differential attacks.

5 Conclusion
This paper proposes an image encryption algorithm based on the combination of
DNA encoding and hyper-chaos. The algorithm adopts DNA encoding rules and
uses the SHA-3 algorithm to increase the key space. The hyper-chaotic sequence
increases the complexity and unpredictability of the ciphertext. Finally, the
use of S-boxes provides dual security for the algorithm. Experimental analysis
shows that the algorithm not only achieves good encryption effects and high key
sensitivity, but can also effectively resist exhaustive attacks, statistical attacks,
and differential attacks.
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