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Abstract

Unidirectional network security devices serve as the primary security equipment
for network information transmission between networks of different classification
levels. To ensure the security of both the internal components of these devices
and the communication system, this paper analyzes the security requirements
of unidirectional network security devices, proposes formal modeling using a
non-interference model, and employs mathematical induction to prove the con-
sistency between the security requirements of unidirectional network security
devices and formal policy specifications. Furthermore, it analyzes and discusses
the security vulnerabilities present in unidirectional network security devices,
summarizes more comprehensive security policies, and ensures information se-
curity. This provides valuable reference for the security design of unidirectional
network security devices.

Full Text

Preamble

Title: Analysis and Proof of One-Way Network Safety Equipment

Authors: Wang Xuejian, Zhao Guolei, Chang Chaowen, Wang Ruiyun (PLA
Information Engineering University, Zhengzhou 450001, China)

Abstract: One-way network safety equipment serves as the primary security de-
vice for information transmission between networks of different classification lev-
els. To ensure the security of both the internal components of one-way network
safety equipment and the overall communication system, this paper analyzes
the security requirements of one-way network safety equipment and proposes a
formal modeling approach using noninterference models. Mathematical induc-
tion is employed to prove the consistency between the security requirements of
one-way network safety equipment and formal policy specifications. The paper
also analyzes and discusses potential security vulnerabilities in one-way network

chinarxiv.org/items/chinaxiv-201805.00030 Machine Translation


https://chinarxiv.org/items/chinaxiv-201805.00030
https://chinarxiv.org/items/chinaxiv-201805.00030

ChinaRxiv [$X]

safety equipment, summarizing more comprehensive security policies to ensure
information security. This work provides valuable insights for the security de-
sign of one-way network safety equipment.

Keywords: one-way network safety equipment; formalization; noninterference
model; security policies; mathematical induction

0 Introduction

In recent years, as network traffic volumes have increased and the risk of com-
puter attacks continues to grow, traditional security measures (such as firewalls
and intrusion detection systems) have become increasingly inadequate for han-
dling corresponding attacks. To counter these new security threats and reduce
system vulnerabilities, new security devices must be added or network archi-
tectures redesigned to provide enhanced security functions. Bidirectional infor-
mation exchange between networks of different security levels further increases
the complexity of information interaction within the internal communication
systems of security devices, necessitating the introduction of one-way network
safety equipment to ensure secure information flow from low-security-level net-
works to high-security-level networks.

Numerous security analysis and proof methods for one-way network safety equip-
ment exist today, but most lack a solid theoretical foundation. The security re-
quirements of one-way network safety equipment are determined by their inter-
nal security policies, and the formal analysis, design, and verification of security
policy models represent a hot research topic in formal methods. Classic formal
information security policy models include information flow models, the BLP
model, and noninterference security models. Since the information flow hidden
behind read and write operations is not as explicit as it appears, many restric-
tions must be added to eliminate covert channels. However, noninterference
security models can not only verify security properties but also guide designers
in judging information flows (achieving security during information transmission
through a more inclusive notion of “read” and “write” operations). Therefore,
this paper selects the noninterference security model to analyze the security poli-
cies of one-way network safety equipment and proves the consistency between
functional specifications and security model policies.

The communication system composed of a sending end, one-way network safety
equipment, and receiving end operates as follows: the sending end only trans-
mits information to the one-way network safety equipment without receiving any
data, ensuring unidirectional, secure, and rapid data transmission from comput-
ers or storage devices in low-security-level domains to those in high-security-level
domains. Even if high-security-level computers are illegally controlled, file data
cannot be transmitted to low-security-level storage devices. Common one-way
network safety equipment includes one-way network gates and unidirectional
security gateways.

This paper first introduces one-way network safety equipment and establishes
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its abstract model. It then reviews relevant research on noninterference and
formally transforms the abstract model based on the Goguen and Meseguer
noninterference model, proposing corresponding security policies. Mathematical
induction is used to verify that the formalized model satisfies the consistency
between its requirements and specifications under these security policies. The
paper discusses the existence of covert channels and proposes corresponding
policy adjustments to ensure the security of the overall communication system.
Finally, conclusions and future research directions are presented.

1 Abstract Model of One-Way Network Safety Equipment

One-way network safety equipment is commonly deployed at the boundary be-
tween classified and unclassified networks or between high-security and low-
security-level networks, ensuring the confidentiality and integrity of high-level
network data during information exchange between different security domains,
as shown in [Figure 1: see original paper]. The equipment controls input infor-
mation from low-security-level networks and contains a series of communication
modules that analyze and transmit this information, enabling subjects/objects
in low-security-level network domains (such as branch offices in the figure) to
transmit information through the one-way network safety equipment to high-
security-level networks (such as headquarters in the figure). However, whether
this information transmission process is truly secure requires further investiga-
tion and analysis, which motivates the introduction of security models.

A security model aims to precisely describe system security requirements and
possesses the following characteristics: it is precise and unambiguous; simple and
abstract; general, addressing only security properties without overly restricting
system functionality and implementation; and provides a clear expression of
security policies.

The communication system studied in this paper, composed of a low-security-
level network domain D; and a high-security-level network domain Dy, is a
deterministic synchronous system. Its abstract logical structure is shown in
[Figure 2: see original paper], representing the scenario where information flows
from low-security-level network domain D; to high-security-level network do-
main Dy. Information entering from D; is processed by internal communication
modules of the one-way network safety equipment before entering Dy;.

1.1 Related Research on Noninterference

The concept of noninterference for information flow was initially proposed by
Goguen and Meseguer, with various noninterference security models emerging
subsequently. In 1992, Rushby improved upon the Goguen and Meseguer non-
interference model, correcting several errors to make it more reasonable and
understandable, thus maturing the noninterference model.

The noninterference model proposes a new perspective for analyzing security
based on “interference.” Essentially, if subjects in different groups within a
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system do not interfere with each other, the system is secure. This approach
is more inclusive than traditional write operations and can express policies and
models more simply. Goguen and Meseguer used this to define security policy
models.

1.2 Noninterference Policy Model

Basic Definitions of Noninterference Policy Model: A system X is viewed
as a state machine containing a set of subjects S = {sq, Ss,...}, a set of states
Q = {0y, 0y, ...}, a set of state commands C = {c;, ¢y, ...}, and an output set O =
{04, 04,...}. (In practice, the security level of the subject executing a command
affects the actual command executed, so a command set Z = {2, 25, ...} is used
here.)

Definition 1: The state transition function tra : C' x Q — @ describes the
effect of executing command c in state . The output function out : C x Q — O
describes the machine’ s output when executing command ¢ in state ¢.

Definition 2: Let s; be a subject in system X and c* a state transition sequence
(a command sequence where n is a positive integer), with out*(s,, c*) being the
corresponding output. Then out’(s;, s,c*) is a set of outputs representing the
set of outputs that subject s; is authorized to see and that maintain the same
order as in out*(s;,c*) (where n is a natural number). That is: the function 7
removes from the output all outputs not authorized for s; to obtain the resulting
output sequence.

This definition expresses that due to security policy restrictions, s, may not
see all outputs. However, s; may also not have knowledge of all commands,
requiring the following definition.

Definition 3: Let G be a set of subjects and A a set of commands. The purge
function 7 deletes from c* all elements belonging to A to obtain a subsequence.
Define ¢* \ A as the subsequence obtained by deleting from c* all elements
belonging to A. Define ¢* \ G as the subsequence obtained by deleting from c*
all elements belonging to G. Define ¢* \ (G, A) as the subsequence obtained by
deleting from c¢* all elements belonging to both G and A.

Intuitively, a system is secure if any user’ s visible output set is related to that
user’ s visible input set. The following definition formalizes this as “noninter-
ference.”

Noninterference Theorem: Let G and A be two different subject sets, and
C a command set. Users in G running commands in A do not interfere with
users in Z (denoted as G, A + Z) if and only if for all sequences ¢* composed
of elements from C' and all states §:

out’(Z,0,c*) = out’(Z,9,c* \ A)
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1.3 Formal Description of Noninterference

Based on the noninterference model in Section 1.2, we now formally describe
the one-way network safety equipment model and its policies.

Consider the model in [Figure 3: see original paper] as a system X =
(5,0,0,7): -8 = {l},ly,...,1,}: a set of subjects (where n is a positive
integer) - @ = {dy,0;,...}: a set of states, where ¢, is the initial system state
and 0y = {(l1,00), (I2,00), s (1:00)} - C = {(l;,¢;), (L5 ¢;), -} a set of state
transition commands, where the command domain for subject [; is defined as
dom(c;) = {l;} - O = {04, 0,,...}: an output set - Z = {zy,2,,...}: a set of
commands

The state transition function is defined as tra : C' x Q — @, and the output
function as out : C' x Q — O (representing machine output at this state with
the number of subjects/objects).

The purge function is consistent with Definition 3. out’(s,, s, c*) represents the
output sequence obtained by deleting from the output all outputs not authorized
for s; to see.

[Figure 4: see original paper| shows the formal representation of internal mod-
ules, where: - L represents the external network communication module, with
any subject/object state in the module denoted as [ - F, F, represent two filter
modules, with any subject/object states denoted as fi, fy - E represents the
encryption/decryption module, with any subject/object state denoted as e - H
represents the internal network communication module, with any subject /object
state denoted as h

The information transfer state transitions involved in [Figure 4: see original
paper] are shown in [Figure 5: see original paper].

To ensure information filtering by the one-way network safety equipment, the
model must satisfy two security requirements: a) Filterability: Information
transmitted to other network domains through the one-way network safety
equipment must be filtered by the equipment’ s internal communication mod-
ules. b) Unidirectionality: Information transfer between any communication
modules within the one-way network safety equipment must be unidirectional.

Based on these requirements, the following functional specification is made for
the simple serial transmission of information within the one-way network safety
equipment ([Figure 3: see original paper]): For any module, when a high-level
subject executes commands in that module, it satisfies noninterference with
respect to low-level subjects.
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2 Consistency Proof Between Requirements and Formal
Policy Specification

This section uses formal methods and mathematical tools to prove that the
policies of the one-way network safety equipment satisfy noninterference. Due
to the inherent limitations of the noninterference model, we consider scenarios of
information transfer between different security levels (information at the same
level is discussed in Section 4).

Let I, and I, be two different subjects/objects with level(l;) < level(l;). The
state transitions are shown in [Figure 6: see original paper].

Example: Since subjects/objects [; in module L can only observe states in
dom(c,), we only need to consider the case where ¢; € dom(c;). Without loss
of generality, let the number of §, observed by subject {; within its authority at
the initial system state be m (where m is a natural number), with ¢, being the
empty command. Similarly, for subject [, we have out’(ly, &y, ¢o) = m.

When the system executes command sequence sc in module L, then
out’(ly,0q,sc) = m — 1, and clearly out’(ly, dy, sc) = m — 1. Therefore:

out’ (14, by, s¢) = out’ (14, by, sc \ dom(cy))

Thus, module L is internally noninterference-secure. Similarly, each individual
module within the one-way network safety equipment satisfies noninterference.

For the serial composition of modules within the entire gateway, consider mod-
ules L and F) as an example, as shown in [Figure 7: see original paper].

By the Noninterference Theorem, if I; and [, are two different subjects/objects
with level(l,) < level(l,), let Z; be the set of all subjects/objects at the same
level as [}, and Z, be the set of all subjects/objects at the same level as l,. Let
C' be a command set. For all sequences sc composed of elements from C' and
all states d, we need to prove that users in Z; running commands in C' do not
interfere with users in Z, (denoted as Z,,C + Z,).

We use mathematical induction, letting n be the number of commands in sc.

(1) Base case: When n = 0, the proposition clearly holds. When n = 1, i.e.,
s¢ = ¢y, the proposition holds. For sc = (c], s;) where j is a positive integer and
s; € Zy, the proposition holds. For sc = (¢, s;) where k is a positive integer

and s, € Z,, the proposition also holds.
(2) Inductive hypothesis: Assume the proposition holds for ||sc|| < n.

(3) Inductive step: - When i = 1, for s¢ = (c],sz) where j is a positive
integer and s, € Z;, we have out’(Zy,dy,sc) = out’(Zy,dy,sc \ Z;) by the
inductive hypothesis. - When i # 1, for s¢c = (c ¢ s;) where j is a positive
integer and s; € Z;, we have out’(Zy, 9y, sc) = out’(Zy,dy,sc \ Z;) by the

inductive hypothesis.
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Thus, the original proposition holds: users in Z; running commands in C do not
interfere with users in Z, (denoted as Z;,C + Z,). Similarly, if the internal
modules of the one-way network safety equipment are serially connected, the
internal system is noninterference-secure when information at different levels is
transmitted.

3 Covert Channel Problems and Improvements

When information at the same security level passes through the one-way equip-
ment, system security is obvious for single-module information transfer. We now
consider only module composition scenarios, where analysis reveals information
leakage behavior (covert channels). A covert channel is a communication chan-
nel not intended by system designers for communication, allowing processes to
bypass mandatory security mechanisms and transmit information in violation
of system security policies, thereby threatening system security.

3.1 Internal Covert Channels

Typically, one-way network safety equipment contains composition of modules
at the same level, and buffer regions exist during actual information transfer.
Without loss of generality, consider message transfer between the external net-
work communication module L and filter module Fj.

In [Figure 8: see original paper|, buffer B connects external network communi-
cation module L with data filter module F;. Any user can read this buffer. B
is the composite output buffer receiving input for module F;. B is the buffer
for subject I;” s information from module L to module F;, and B, is the buffer
for subject ;" s information from module L to module F;. Subjects [; and [,
can write to their corresponding buffers, while F| can read information from
these buffers. Both subjects [; and [, can write to buffer B, and F; can read
this buffer. [Figure 8: see original paper] depicts this composition.

Specific Analysis: When module L transfers messages to module F}, subjects
l, and [, each execute the first step of their respective algorithms. If module F;
reads a value from B, subject [; completes the subsequent steps of its algorithm,
and information is written to buffer B, while buffer B, is also written with a
value. Similarly, if module F} reads a value from B,, subject I, completes the
subsequent steps of its algorithm, and buffer B, is also written with a value.
Because B, and B, are isolated, subject I/, cannot read buffers B, and By,
making the system secure at this point.

However, when the sub-information packet size exactly matches the correspond-
ing buffer size, during message transfer from module L to module Fj, informa-
tion packet p; executes the first step of algorithm A,, and information packet
Dy executes the first step of algorithm A,. If module F; reads a value from B,
subject I; completes the subsequent steps of its algorithm, and information is
written to buffer By, while buffer By is also written with a value. Similarly, if
module F] reads a value from B,, subject [, completes the subsequent steps of
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its algorithm, and buffer B, is also written with a value. The information read
by module Fj is copied one-to-one into buffer By, allowing high-level module
information to flow into low-level modules through a covert channel (shown as
dashed lines in the figure), making the internal system of the one-way network
safety equipment insecure at this point.

In the above example, finite-length buffers using blocking send and receive op-
erations serve as leaking covert channels. To prevent this information leakage,
we propose the following improvement scheme (policy completeness), shown in
[Figure 9: see original paper]:

Each information packet composed of subjects at the same level passes through
only one buffer between adjacent modules. As shown in [Figure 9: see original
paper], information packets p; and p, have level(p;) < level(py), so the output
buffers for the two information packets are B;. Without loss of generality, treat
P as an information packet set. If P = {p;,ps,...,p, }, then let information
packet p,” s subset cyclically execute algorithm A,, and information packet py’
s subset cyclically execute algorithm A,.

Conclusion: When each module within the one-way network safety equipment
uses serial connections, and each information packet of subjects/objects at the
same level within each module has only one corresponding buffer, the internal
system of the one-way network safety equipment is secure.

3.2 Communication System Security

We now consider the security of the entire system composed of the sending
end, one-way network safety equipment, and receiving end. Without loss of
generality, we can assume several transmission paths for users with different
security levels in the system, as shown in [Figure 10: see original paper].

Let Poyq, Poras Pops be users in the low-security-level network end D accept-
ing information from D, and Py, Popoe be users in the high-security-level
network end Dy accepting information from Dy;. Let CR4, CRg, CRn, CRp,
CRp be sets of communication modules composed of serially connected commu-
nication modules (referred to as communication serial sets), with CR,NCRzN
CR-NCRpNCRE=10.

From the analysis conclusion in Section 3.1, we know that certain information
flow protocols in [Figure 10: see original paper] would place the entire communi-
cation system in an insecure state. Therefore, the following policy improvements
must be made to enable the one-way network safety equipment to achieve the
desired security effect, as shown in [Figure 11: see original paper]:

The internal structure of the one-way network safety equipment contains only
one communication serial set, or users at the same security level within the same
security-level network end are processed by only one specific communication
serial set. Information transfer in this structure ensures the security of the
overall communication system.
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4 Conclusion

Traditionally, people often rely on experience to design one-way network safety
equipment, making it difficult to articulate their inherent security properties.
This paper uses noninterference models to formally analyze and discuss the se-
curity of one-way network safety equipment, and through rigorous mathematical
proof, determines its complete security policies. The conclusions are as follows:

a) Within the one-way network safety equipment, when communication mod-
ules use serial connections and each information packet of subjects/objects
at the same level has only one corresponding buffer, the one-way network
safety equipment is secure.

b) If the entire communication system composed of the sending end, one-way
network safety equipment, and receiving end is to be secure, then the one-
way network safety equipment must contain only one communication serial
set, or users at the same level within the sending end must be processed
by only one specific communication module serial set.

This design has obvious drawbacks: for users at the same level, waiting for
processing by the same communication module is time-consuming. Therefore,
consideration should be given to making the processing capability of internal
communication modules in the one-way network safety equipment far greater
than their reading capability.

Future work will further refine and classify the composite transfer of informa-
tion within each module of the one-way network safety equipment, using formal
analysis methods and mathematical tools to further prove the consistency be-
tween the behavior of each module and its code, thereby obtaining a one-way
network safety equipment with rigorous and complete proof.
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