ChinaRxiv [$X]

AT translation - View original & related papers at
chinarxiv.org/items/chinaxiv-201711.01262

Postprint: Fraudulent Transaction Detection Us-
ing Deep Belief Networks and Fuzzy Sets

Authors: Zhang Liyi, Liu Chang
Date: 2017-10-11T00:00:00+00:00

Abstract

Purpose: To address the problem of fake transactions in e-commerce platforms.

Method: Based on consumers’ historical purchase and review behavior data,
this study proposes a fake transaction identification method that combines deep
belief networks and fuzzy sets, which identifies fake transactions by recognizing
users who conduct fake transactions (brushing participants).

Results: The identification accuracy reaches 89%, and compared with exper-
imental results of shallow machine learning models, its overall performance
demonstrates significant improvement.

Limitations: The experimental dataset is relatively small compared to the mas-
sive number of brushing participants on Taobao. Only Taobao data is used as
validation data, without involving other e-commerce platforms.

Conclusion: This method can effectively identify brushing participants and mit-
igate the problem of fake transactions in e-commerce.

Full Text

Combining Deep Belief Networks and Fuzzy Sets for Fraud
Transaction Recognition
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Abstract

[Objective] This study addresses the pervasive problem of fraud transactions in
e-commerce platforms. [Methods] We propose a novel fraud detection method
that integrates deep belief networks (DBN) and fuzzy set theory, leveraging
consumers’ historical purchase and review behavior data to identify fraudulent
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transaction participants (known as “brushing cheaters” ). By detecting these
cheaters, we can effectively identify fraudulent transactions themselves. [Re-
sults] Experimental validation using data from Taobao.com demonstrates that
the method achieves 89% accuracy, showing significant performance improve-
ments compared to shallow machine learning models. [Limitations] The ex-
perimental dataset is relatively small compared to the vast number of cheaters
on Taobao, and validation is limited to Taobao data without extending to other
e-commerce platforms. Conclusion The proposed method effectively identifies
brushing cheaters and can help reduce fraud transactions in e-commerce.

Keywords: Fraud transaction; Cheater recognition; Product reviews; Deep
learning; Fuzzy set
Classification: G202

Introduction

E-commerce in China has experienced rapid development with continuously
expanding transaction volumes. According to statistics from the China E-
Commerce Research Center [1], by the end of 2014, China’s online retail transac-
tion scale reached 2.82 trillion RMB, surpassing the United States to become the
world’ s largest online retail market. This enormous market attracts increasing
participation. As reported by CCIDNet [2], by the end of 2013, the number of
Taobao stores reached 9 million, with daily online product listings exceeding 800
million. Such vast product and merchant quantities entail fierce competition.
To secure top search rankings and attract consumer attention and purchases,
fraudulent practices involving fake transactions to boost store credibility and
product sales have emerged. In China, transaction fraud for brushing purposes
has formed a massive profit chain, with specialized companies providing brush-
ing services to sellers. To increase sales volume and enhance merchant/product
reputation, cheaters must provide positive reviews, which significantly influence
purchasing decisions. Moreover, the volume of product reviews determines how
long users stay on product detail pages. When shopping on Taobao, consumers
primarily rely on product sales volume and reviews for decision-making. How-
ever, fake sales and reviews severely mislead consumers and damage their inter-
ests. Therefore, identifying fraudulent transactions and fake reviews is crucial
for the healthy development of e-commerce.

Fake reviews constitute a critical component of fraudulent transactions, defined
as positive reviews given without factual basis to promote product sales, or neg-
ative reviews to damage product reputation. Current research on fake review
identification follows two main directions: (1) identifying fake reviews directly
from the review content itself, and (2) identifying fake reviews by detecting fake
review posters. Common detection methods include supervised learning algo-
rithms such as Support Vector Machines (SVM), K-Nearest Neighbors (KNN),
and Artificial Neural Networks (ANN). While these achieve decent classification
performance, they require large labeled datasets for training, incurring substan-
tial manual annotation costs, and feature selection significantly impacts results.
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Related Work

In content-based fake review detection, Jindal et al. [3-4] categorized spam re-
views into three types: fake reviews, irrelevant reviews, and non-review informa-
tion, proposing methods to identify suspicious reviews through unexpected rule
detection and rule clustering. Ott et al. [5] employed standard word and part-
of-speech N-gram features for supervised learning on fake reviews from Amazon
Mechanical Turk and genuine reviews from TripAdvisor.com, using SVM for
classification. Ren et al. [6] argued that fake and genuine reviews differ in lin-
guistic structure and sentiment polarity, proposing a genetic algorithm-based
approach to optimize feature selection for linguistic structure and sentiment po-
larity, then applying hard and soft clustering algorithms for detection. Feng
et al. [7] utilized probabilistic context-free syntactic stylometric rules for fake
review identification, employing SVM classifiers on standard datasets.

Beyond review content analysis, researchers have also exploited reviewer behav-
ioral features. Fei et al. [8] identified fake reviewers by analyzing review bursts,
arguing that reviews appearing within the same burst period share common
characteristics—either all from fake reviewers or all from genuine ones—enabling
cheater inference. Lim et al. [9] detected fake reviewers through anomalous rat-
ing behaviors, where continuous extreme ratings (either excessively high or low)
increase the likelihood of being a fake reviewer. Jiang et al. [10] summarized
two behavioral patterns of spam reviewers: continuous reviews of a specific
product within short timeframes, and significant discrepancies between actual
purchase volume and positive reviews. They identified spam reviewers through
behavioral analysis and rating deviation assessment.

These studies primarily analyze all review information about reviewed subjects
rather than examining whether a user is a fake reviewer based on their entire
historical review data on a platform. Furthermore, previous research employed
shallow machine learning models like SVM and KNN—supervised models requir-
ing extensive labeled samples and significant annotation time costs. Shallow
models rely heavily on manually engineered features, making feature quality
the performance bottleneck when models operate correctly [11]. Unlike shallow
learning, deep learning transforms sample features from the original space to
a new feature space through layer-wise transformation, making classification or
prediction easier and demonstrating powerful capability to learn dataset essen-
tial features from limited samples [12]. Deep learning research has primarily
focused on speech recognition [13], natural language processing [14], and image
processing [15].

Deep Belief Networks (DBN) represent a deep neural network comprising multi-
ple layers of unsupervised Restricted Boltzmann Machines (RBM) and a super-
vised Backpropagation (BP) network, constituting a machine learning model
in deep learning [16]. Compared to earlier supervised deep learning models
like Convolutional Neural Networks (CNNs) and traditional supervised shallow
models, DBN as a semi-supervised deep learning model can leverage large-scale
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unlabeled samples for training, saving annotation time while its unsupervised
learning process discovers more accurate features and overcomes local optima
limitations. As a deep architecture, DBN can learn abstract features, weaken
erroneous features from shallow layers, improve classification performance, and
mitigate overfitting. While CNN [17] is specially designed for 2D image recog-
nition with advantages in image processing, it is unsuitable for this scenario.

Deep learning simulates human brain mechanisms for data interpretation, with
its hierarchical theory grounded in neuroscience: lower layers process primary
inputs, feeding results to higher layers that learn advanced features. In Zeki’
s research [18], knowledge originates from either innate inheritance or acquired
learning. While inherited knowledge is immutable, the precursors and assump-
tions of acquired knowledge are useful to humans and can be refined through
experience and unconscious thinking. This motivates using fuzzy set theory to
simulate inherited knowledge and DBN to simulate acquired knowledge. Fuzzy
set theory describes and processes uncertain phenomena mathematically, trans-
forming traditional binary logic into continuous logic on the [0,1] interval, widely
applicable in pattern recognition [19]. In pattern recognition, fuzzy sets can
describe the degree to which an object belongs to a category [20]. For cheater
identification, we transform the binary logic of “is a cheater” or “is not a cheater”
into membership degrees. Introducing fuzzy set concepts into deep learning can
effectively improve prediction accuracy. Fu et al. [21] incorporated fuzzy set
theory in Chinese sentence-level sentiment classification, modeling the inher-
ent fuzziness of sentiment polarity classification directly. We propose a fraud
transaction identification method combining DBN and fuzzy sets, comparing its
performance with shallow machine learning models KNN and SVM.

Feature Engineering

To identify cheaters, we distinguished between fraudulent and normal users from
Taobao review data and extracted features from their three-month review and
purchase histories. Taobao employs similar credibility metrics for sellers and
buyers: seller credit scores and buyer credit scores. However, these simple met-
rics cannot accurately differentiate normal buyers from cheaters, necessitating
additional derived attributes to characterize user behaviors.

Whitrow et al. [22] noted that different statistical time periods critically impact
model performance: overly short periods fail to capture sufficient consumer
history, while overly long periods introduce excessive noise and may hide identi-
fiable features. Therefore, appropriate time windows significantly affect cheater
identification.

F1: Registration Duration

Users with shorter registration times are more likely to be cheaters. Since
cheaters are also consumers who shop on Taobao, they often register separate
accounts for brushing activities to avoid penalties affecting their normal con-
sumption, thereby reducing punishment costs. We use the time interval between
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user registration and their last collected review as a feature.

F2: Real-Name Authentication Status

Unauthenticated users are more likely to be cheaters. Real-name authentication
better protects user funds and interests during disputes, so normal consumers
typically complete it. Cheaters, not aiming for actual consumption and seek-
ing to protect personal information, often remain unauthenticated, which also
helps conceal their identity if detected. We use 0 for unauthenticated and 1 for
authenticated users as a feature.

F3: Total Product Categories Purchased

Users purchasing more product categories are more likely to be cheaters.
Cheaters buy products as requested by clients rather than based on genuine
needs, resulting in higher category counts than normal users within a given
period. We count total purchased product categories up to the last collected
review time.

F4: Daily Product Categories Purchased
We calculate the average number of product categories purchased per buying
day in the past month up to the last review time.

F5: Review Length
Users with large variance in review lengths may be cheaters. We use the ratio
of total review characters to total review count for each user.

F6: Daily Review Count

Users with more daily reviews are more likely to be cheaters. To assist merchants
in deceiving consumers and make fake transactions appear authentic, cheaters
review every completed fake transaction, yielding higher average daily review
counts than normal users. We calculate the average daily review count in the
past month up to the last review time.

F7: Monthly Review Count
We calculate the average monthly review count over the past three months up
to the last review time.

F8: Duplicate Review Rate

Higher duplicate review rates indicate cheaters. Cheaters use comments pro-
vided by brushing agencies and are compensated based on completed fake trans-
action volume, resulting in higher duplicate rates than normal users. We com-
pute the ratio of duplicate reviews to total reviews up to the last review time.

F9: Content Review Rate

Higher content review rates suggest cheaters. Reviewing is mandatory in fake
transactions, so cheaters’ content review rates typically exceed normal users. We
calculate the ratio of total reviews to reviewer credit points (excluding anony-
mous and system-default positive reviews) up to the last review time.

F10: Repeated Merchant Rate
Users frequently purchasing from the same merchant are more likely to be
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cheaters. New merchants hire cheaters for multiple fake transactions to boost
credibility, resulting in high merchant repetition in cheaters’ purchase histories.
We compute the ratio of repeated merchants to total merchants up to the last
review time.

F11: Consumer Credit Score Daily Growth Rate

Faster credit score growth indicates cheaters. Buyer credit scores accumulate
per order item, with different ratings contributing varying points. Cheaters,
profiting from brushing, conduct numerous fake transactions, yielding higher
credit score growth than normal consumers. We use average daily credit score
(credit score divided by registration days) as a feature.

F12: Consumer Credit Score Monthly Growth Rate
We use average monthly credit score (credit score divided by total purchase
months) as a feature.

[Figure 1: see original paper| shows statistical descriptions of the dataset, reveal-
ing differences between fraudulent and normal transaction behaviors through
consumer purchase features. For the derived feature “daily review count,”fraudu-
lent users’ mean daily review count is 5.764382, approximately 2.45 times higher
than normal users’ mean of 2.350858. Similar quantitative differences appear
across other behavioral features.

[Figure 2: see original paper] presents independent samples t-test results for
consumer behavioral features. For “registration days,” Levene’ s test shows
F=0.009 and Sig.=0.925, indicating no significant variance difference, so we
refer to the first row of t-test results where Sig.=0.000, confirming significant
mean differences. Other features show similarly significant differences.

Methodology: DBN and Fuzzy Sets

Deep Belief Networks (DBN) are widely studied and applied deep learning ar-
chitectures composed of Restricted Boltzmann Machine (RBM) units. Fuzzy
sets mathematically describe uncertainty, and introducing fuzzy set concepts
into deep learning can effectively improve prediction accuracy.

Let x; denote a user from user set X, where X = [z{,...,2p,p|, with each
x = [xq,...,zp]". Here, R represents the number of training users, T' the number
of test users, and D the number of user features. Let Y denote labels for L
labeled training samples: Y = [yy,...,y;], where each y = [y;,...,4,.] and ¢
represents the number of classes.

DBN training follows a semi-supervised greedy learning algorithm with two main
phases:

1. Layer-wise Unsupervised RBM Training: Train each RBM layer
separately using unlabeled data. The first RBM network comprises in-
put layer hy and first hidden layer h,, receiving raw feature vectors and
learning parameters w; between layers. After training the first RBM,
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its hidden layer h; becomes the visible layer for the second RBM, which
trains parameters w, with hy as the new hidden layer. This process con-
tinues iteratively: the output of layer N — 1 becomes the input for layer
N, training parameters wy;, thereby initializing the DBN parameter space
W = [wy,...,wy].

2. Supervised Fine-tuning: After layer-wise pre-training, use a BP net-
work for supervised fine-tuning. Error between input features and re-
constructed features from the top-layer representation is backpropagated
through all RBM layers to adjust inter-layer parameters, yielding optimal
DBN parameters [12,23].

For cheater identification, fuzzy sets describe membership degrees of “is a
cheater” or “is not a cheater.” Let fuzzy sets A (positive) and B (negative)
be defined as follows [24]:

Let X be the user set with elements x representing individual users. Positive
fuzzy set A is represented by membership function 4 (x), where p4(z) € [0,1]
indicates the degree to which x belongs to cheaters. Negative fuzzy set B uses
membership function pg(x) € [0,1] indicating the degree to which x does not
belong to cheaters. Both membership functions are computed from the deep
architecture’ s layer N output hy(x).

For final cheater identification with two classes ( “is cheater” vs. “is not cheater”
), layer N dimension should be 2, with class boundary at h = 0. The distance
between hy(x;) and this boundary is d(x;) = (hy(x;); —hy(2;)2)/2. I d(z;) >
0, z; is a cheater; otherwise, it is not.

The relationship between membership functions p 4 (), pg(z) and distance d(z)
is given by [25]:

1 if d(xz) >~
S(d(x); B,y) = L2 if B < d(x) <7
0 ifd(z) <p

During identification, parameters 8 and v must be estimated. In [Figure 3:
see original paper] with f = 2 and v = 1, v represents the boundary where
pa(z) <land py(z) =1 (and —y for pug(x)). B represents the distance d(x)
over which p 4 () transitions from 0 to 1 (and similarly for yg(x)). We estimate
B and ~y by statistically analyzing all users’ distance values d(zx).

The DBN-based cheater identification is described by:

8 =¢&xmax|d(z;)], i=1,..,R+T

where £ > 1 is a constant representing the boundary degree between “is cheater”
and “is not cheater,” adjustable based on specific datasets.
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[Figure 3: see original paper] illustrates the membership functions p4(2) and
pp(z). Using equations (3) and (4) to estimate fuzzy parameters, we construct
the deep architecture. The L labeled samples and membership functions p 4 ()
and p(z) then optimize parameter space W to improve discrimination accuracy.
[Figure 4: see original paper| depicts layer N—1 incorporating fuzzy set concepts,
using membership functions as input functions.

Experiments and Results

To validate our method’ s performance, we collected Taobao user purchase data
including gender, registration days, credit score, real-name authentication sta-
tus, purchased product names, review content, ratings, and review timestamps.
To obtain verified cheater data for training, we monitored major brushing plat-
forms (Shuangying Network, Baili Network, ShuaKe Network) that profit by
publishing merchant orders and task requirements. We identified brushing users
from product reviews in participating stores based on task requirements, then
collected their basic information and historical reviews using the Taobao query
website TaoDake. For normal user data, we selected reputable, high-influence
Tmall stores (e.g., Nike flagship store, Xiaomi flagship store) that don’ t require
brushing. From these stores’ hot product reviews, we selected non-anonymous
reviewers and verified their historical review patterns via TaoDake. Users with
objective review content, few duplicates, and no short-term massive reviewing
behavior were classified as normal.

In fuzzy sets, parameter £ represents the boundary degree between “is cheater”
and “is not cheater,” significantly affecting accuracy. We tested different £ values
to find the optimum, with results shown in [Figure 5: see original paper].

[Figure 5: see original paper] demonstrates that identification accuracy peaks
at 89% when & = 3, which we adopted for this study.

[Figure 6: see original paper| shows classification results where 1 represents
cheaters and -1 represents normal users. Using 100 users as the test set, over-
lapping points indicate correct identifications while non-overlapping points in-
dicate errors. The first row of non-overlapping solid points shows normal users
misidentified as cheaters; the second row shows cheaters misidentified as normal
users. The results show 11 misidentified users, achieving 89% accuracy.

We evaluate performance using standard classifier metrics: Accuracy, Precision,
Recall, and F-score, combining Precision and Recall via F-score [26]:

Accuracy = ‘TP| * |TN|
Y= ITP|+ |FP| +|TN| + |FN|
Brecis TP
recision = —————————
ITP|+ |FP]
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Recall = ————
|TP|+ |FN|

2 x Precision x Recall

F- =
seore Precision + Recall

where |T'P| is true positives (cheaters correctly identified), |F'P| is false posi-
tives (normal users misidentified as cheaters), [T N| is true negatives (normal

users correctly identified), and |F'N| is false negatives (cheaters misidentified as
normal users).

compares our method with KNN and SVM. While Precision is slightly lower,
F-score is significantly higher, indicating clear performance improvement.

** Performance Comparison of DBN with SVM and KNN**

Method Accuracy Precision Recall  F-score
DBN (Proposed) 89% 84.21% 96% 89.72%
SVM - 85.42% 75.56%  83.68%
KNN - - - -

Our method combines deep architecture feature extraction with fuzzy classifi-
cation, using exponential loss functions during training to maximize class sep-
arability. Employing the same deep architecture for both fuzzy parameter es-
timation and cheater classification enhances process consistency and improves
performance, demonstrating that the DBN-fuzzy set combination strengthens
discriminative capability.

Conclusion

This paper proposes a fraud transaction identification method combining Deep
Belief Networks and fuzzy sets. By analyzing behavioral features of fraudulent
transaction participants (cheaters), we identify them from massive user popula-
tions and flag their transactions as fraudulent. We extracted 12 quantifiable fea-
tures from users’ historical review and transaction records, constructed a DBN-
fuzzy set hybrid architecture, and defined fuzzy sets for cheater identification to
enhance recognition capability through fuzzy information training. Experiments
using Taobao data demonstrate that our method achieves 89% accuracy, 84.21%
precision, 96% recall, and 89.72% F-score, significantly outperforming existing
classification methods and effectively achieving fraud transaction detection.
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