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Abstract
The Notice on the Opinions on Strengthening the Construction of New-Type
Think Tanks with Chinese Characteristics puts forward 26 guiding opinions on
strengthening the construction of new-type think tanks with Chinese charac-
teristics and building a new pattern for their development. The construction
of new-type think tanks with Chinese characteristics is welcoming a spring of
development and is considered to have entered the “Era of Think Tanks”[1].
Strengthening the construction of professional think tanks for cybersecurity and
informatization with Chinese characteristics is precisely an important proposi-
tion for strengthening the new pattern of development of new-type think tanks
with Chinese characteristics.
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Abstract:
[Purpose/significance] This paper discusses strengthening the construction of
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new-type network security and informatization professional think tanks with
Chinese characteristics. [Method/process] It analyzes the background of the
topic by elaborating the new philosophy, new positioning, new system, and new
mechanism of this new model. [Result/conclusion] In terms of the“new philoso-
phy,”this paper discusses the built-in Chinese characteristics and the new-type
think tank; as to the “new positioning,”it proposes three orientations: for the
vision of building a cyber power, for the five development spaces of land, sea, air,
space, and cyberspace, and for the synergy and integration of international and
domestic governance systems and modernization of management capabilities; as
for the “new system,”based on analysis of the current situation of professional
think tanks, it advocates a multi-level, multi-type, and multi-theme think tank
system; the“new mechanisms”concern international exchanges and cooperation,
independence and contention in research, data-driven research, talent pipeline
development, and collaborative innovation.

Keywords: think tank; network security; informatization; professional think
tank; Chinese characteristics

1. Problem Statement
Against the backdrop of breakthroughs and convergences in the technological
revolution and industrial transformation, network security and informatization
face an entirely new development environment. The economy and society are
forming new patterns characterized by interconnected cluster platforms and in-
tegrated industrial upgrading and transformation. New-generation information
technologies such as big data, cloud computing, the Internet of Things, mobile
internet, geographic information integration, and intelligent manufacturing are
creating a new information space of universal connectivity, driving the continu-
ous deepening and expansion of social informatization, and bringing people new
ways and forms of work and life characterized by interconnected and mobile
information dissemination, data-based and cluster-based information process-
ing, and intelligent and convenient information services. The “Internet Plus”
development strategy further reinforces this trend. Network security and in-
formatization have become major strategic issues and comprehensive challenges
in contemporary China’s development.

From a global perspective, world multipolarization, economic globalization, cul-
tural diversity, social informatization, and democratization of international rela-
tions continue to advance and deepen. As an important field of non-traditional
security, network security has increasingly become a key focus among new chal-
lenges facing the world, a new arena for great power competition, and a new
proposition for international relations democratization and global governance.
In the environment of universal connectivity and intelligent mobility under big
data and cloud computing, network security has also developed many inter-
twined characteristics, with the complexity and unpredictability of security risks
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increasing. In the process of comprehensively deepening reforms, China’s net-
work security and informatization are also at a critical stage of climbing steep
slopes and overcoming obstacles, with unprecedented difficulty and complexity
in the strategic decision-making of building a cyber power.

Network security and informatization professional think tanks are indispens-
able components of the new-type think tank system with Chinese character-
istics. Faced with complex changes in domestic and international situations,
further strengthening the construction of network security and informatization
professional think tanks, improving the national network information security
decision-support system, and supporting the scientific development of a cyber
power through forward-looking, targeted, and reserve policy research constitute
the objective need for China to realize its dream of becoming a cyber power. The
“Opinions on Strengthening the Construction of New-Type Think Tanks with
Chinese Characteristics”points out that we should actively promote the clas-
sified reform of different types and natures of think tanks, scientifically define
the functional positioning of various think tanks, strengthen top-level design,
coordinate overall planning and classified guidance, highlight advantages and
characteristics, adjust and optimize think tank layout, and promote the orderly
development of various think tanks. This puts forward specific requirements
for the development of network security and informatization professional think
tanks. Therefore, further strengthening the construction of network security
and informatization professional think tanks must uphold new concepts and
positioning, and must innovate new systems and mechanisms.

2. New Philosophy for Strengthening Network Security
and Informatization Professional Think Tank Construction
The “Opinions on Strengthening the Construction of New-Type Think Tanks
with Chinese Characteristics”contains two important keywords: one is “Chi-
nese characteristics”and the other is“new-type think tank.”To strengthen the
construction of network security and informatization professional think tanks,
we must take “Chinese characteristics”and “new-type think tank”as the new
development philosophy.

2.1 On Chinese Characteristics

The “Chinese characteristics”of network security and informatization profes-
sional think tanks should focus on the following aspects:

First, these think tanks should become important supports for the scientific,
democratic, and law-based decision-making of the Party and government. As
one of the main bodies conducting multi-level, multi-channel, and multi-form
extensive democratic consultation in China’s process toward becoming a cyber
power, professional think tanks should undertake important historical missions
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and responsibilities, playing a significant advisory role in major decision-making
consultations such as the formulation of the cyber power roadmap and the na-
tional cybersecurity law. Through research reports, special briefings, domestic
and international industry trends, consultation meetings, and symposiums, they
should refine and summarize different perspectives on various issues, discarding
the dross and selecting the essential, eliminating the false and retaining the true,
proceeding from the one to the other and from the outside to the inside, and
making efforts in specialized and professional sorting. By organizing and sum-
marizing opinions from all sides, increasing academic rationality and operability,
professional think tanks can play their proper role in democratic consultation.

Second, they should play a role in advancing the modernization of the national
governance system and governance capabilities. Responding to global challenges
in network security and informatization and solving unprecedentedly complex
and arduous problems are important contents of national governance system
and governance capability modernization. As a global comprehensive challenge,
network security and informatization are closely related to economy, politics,
society, culture, military affairs, and diplomacy, urgently requiring strength-
ened global governance and promotion of global governance system reform. Re-
forms in network information security and global governance systems are now
at a historical turning point. While better playing the role of the United Na-
tions, we should strengthen the international community’s ability to respond to
global challenges such as network information security. Network security and
informatization professional think tanks should play an indispensable and irre-
placeable role in solving and handling issues such as cooperation between China
and the United States—two major cyber powers—in network security, and in
global network security and informatization crisis governance and problem res-
olution. China’s new-type professional think tanks can make contributions in
these areas.

Third, they should play a role in enhancing national soft power. In April 2013,
General Secretary Xi Jinping made important instructions on strengthening the
construction of new-type think tanks with Chinese characteristics:“Think tanks
are an important component of national soft power. With the development of
the situation, the role of think tanks will become increasingly important. We
must attach great importance to and actively explore the organizational and
management forms of new-type think tanks with Chinese characteristics”[3].
How to build new-type professional think tanks with Chinese characteristics
has become an important content. In July 2013, when inspecting the work of
the Chinese Academy of Sciences, General Secretary Xi Jinping required it to
take the lead in building a national high-level science and technology think tank.
This actually proposed the proposition of building professional think tanks. The
construction of high-end think tanks must reflect professionalism and high qual-
ity [4]. Network security and informatization professional think tanks, adhering
to the concept of specialization and giving priority to the development of special-
ized think tanks, will give full play to their expertise and advantages, provide
more professional, authoritative, and high-end decision-making consultation ser-
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vices for the Party and the country, and contribute to enhancing national soft
power [5].

Fourth, these think tanks should be infused with Chinese elements and Chi-
nese culture. New-type network security and informatization professional think
tanks with Chinese characteristics need to be based on China’s national condi-
tions, fully reflect Chinese characteristics, style, and demeanor on the basis of
drawing on Western think tank models and experiences, and propose influential
and shocking think tank topics or solutions. At the current stage, the ability
of China’s professional think tanks to independently propose topics and solu-
tions is still relatively weak, often limited to interpreting existing policies and
viewpoints, and lacking independent, far-sighted, and operable viewpoints that
can influence decision-making. Meanwhile, China’s professional think tanks
also need to work on language characteristics and individual expression. These
deficiencies need to be overcome and changed in strengthening new-type pro-
fessional think tanks with Chinese characteristics. Building new-type network
security and informatization professional think tanks with Chinese characteris-
tics should also pay attention to the inheritance and development of traditional
Chinese culture to reflect the national spirit and spirit of the times of profes-
sional think tanks. For example, China formed a memorial system in ancient
times, and the memorial texts formed therein are very similar to modern think
tank special briefing products and can be used for reference. The “Wen Xin
Diao Long • Memorial”chapter states: “In ancient times, ministers of Tang
and Yu presented their opinions through memorials; assistants in Qin and Han
called them memorials when submitting documents to the emperor. Presenting
political affairs, offering ceremonial protocols, reporting urgent changes, and
impeaching wrongdoings are collectively called memorials. Memorial means
to advance—to spread words from below and convey sentiments upward.”It is
evident that memorial content includes stating political changes, providing sug-
gestions for institutional reforms, reporting emergencies, and impeaching guilty
persons. At the same time, memorials have specific requirements for style and
content: “As a form of writing, memorials should be based on clarity, fairness,
sincerity, and honesty, with analysis and clarification as the priority. Strong will
is sufficient to accomplish tasks, broad vision is sufficient to exhaust principles,
drawing on the past to control the present, and managing complexity to grasp
essentials—this is the style.”Memorial texts require seeking truth from facts,
thorough analysis, broad vision and exhaustive reasoning, drawing on past and
present experiences, and being concise and to the point. These provide useful
insights for how professional think tanks today can improve the quality of their
research reports and special briefings.

2.2 On New-Type Think Tanks

The“new-type think tank”in network security and informatization should focus
on the following aspects:

First, establish the guiding ideology of serving Party and government decision-
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making as its purpose and focusing on policy research and consultation as its
main direction. As network security and informatization become global chal-
lenges, it should become the mission and responsibility of China’s network
security and informatization professional think tanks to actively voice China’
s position on the international stage of network security and informatization,
actively propose China’s solutions in global network security governance, pro-
mote the democratization and legalization of global cyberspace governance rules,
build a peaceful, secure, open, and cooperative cyberspace, and establish a mul-
tilateral, democratic, and transparent international internet governance system.
The development of network security and informatization changes with each
passing day, exceeding people’s imagination, with new situations and problems
emerging unpredictably. Currently, China’s emergency response to domestic
and international events is often lagging, passive, and reactive. Therefore, the
construction of network security and informatization professional think tanks
must conduct forward-looking predictions, proactive suggestions, and reserve
research to calmly respond to various emergencies, enabling the government
to transform from a passive and reactive state to proactive layout and even
“preemptive”management in network security and informatization.

Second, establish the construction goal of a high-end new-type think tank. The
new development of the global governance pattern calls for high-end new-type
think tanks. As of 2015, there were about 6,800 intergovernmental international
organizations worldwide, growing at an average rate of about 1,200 per year. In
1945, the United Nations had 51 member states, which has now grown to 193.
This growth has brought new changes to the global governance pattern. In
the process of globalization, China’s external environment has changed dra-
matically, and other countries in the world are more concerned about and even
suspicious of China’s network security policies and intentions. Against the
backdrop of increasing Chinese netizens and rapid development of the network
economy, China’s role in cyberspace is constantly strengthening, and China has
been pushed to the forefront of international cyberspace governance. Therefore,
it is necessary to actively consider how China can assume more international
responsibilities and make greater international contributions in the process of
democratizing international relations, reflecting a balance between rights and
obligations. This poses higher and more urgent new requirements for China’s
professional think tanks. Faced with this new situation, network security and
informatization professional think tanks need to strive to build new-type high-
end professional think tanks focusing on strategic issues and public policy, and
actively respond with high-quality products [6].

At the current stage, China’s network and information security think tanks
are still unable to adapt to the rapid development of informatization and cy-
berspace. There are very few network security and informatization professional
think tanks, let alone those with international reputation and policy influence.
Existing professional think tank construction lacks top-level design and over-
all planning, with fragmented and scattered research, few intensive and high-
quality research results, and difficulty in demonstrating the integrated and col-
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laborative benefits of professional think tanks across systems, industries, and
inside/outside the system. Therefore, it is necessary to take the construction of
new-type professional think tanks for network security and informatization with
Chinese characteristics as an important component of building a cyber power,
continuously advance toward new-type high-end think tanks through the estab-
lishment of new concepts and positioning and the construction of new systems
and mechanisms.

3. New Positioning for Strengthening Network Security
and Informatization Professional Think Tank Construction
Compared with international first-class think tanks, China’s think tanks still
have many deficiencies in their overall current situation, including the lack of
clear think tank positioning. The author believes that to build internationally
first-class new-type high-end network security and informatization professional
think tanks with Chinese characteristics, the new positioning should establish
three orientations: facing the new vision of building a cyber power; facing the
five new development spaces of land, sea, air, space, and cyberspace; and facing
the new goal of coordinating the modernization of international and domestic
governance systems and governance capabilities.

3.1 Facing the New Vision of Building a Cyber Power

In February 2014, when presiding over the first meeting of the Central Lead-
ing Group for Cybersecurity and Informatization, Xi Jinping emphasized that
network security and informatization are major strategic issues concerning na-
tional security and development and the work and life of the broad masses of
the people. We must proceed from the overall international and domestic situ-
ation, make overall arrangements, coordinate all parties, innovate and develop,
and strive to build China into a cyber power [7]. This new development vision
is precisely the content of the consultation opinions proposed by Chinese think
tanks to the Party and the country in 2013.

An important function of think tanks is to plan major strategies for the Party
and government’s future development, propose development ideas, visions, and
goals, and put forward corresponding new ideas, new concepts, and new terms.
Contemporary global innovation concepts have risen from traditional creation
of new products and new technologies to creating new fields worldwide, new
lifestyles, new business models, and new names. This transformation of inno-
vation highlights the innovation of ideas and concepts. Network security and
informatization professional think tanks should focus on the development vision
of building a cyber power, concentrate on producing ideas, offer clever strategies
for development, provide practical measures for innovation and transformation,
and devise ingenious solutions in discourse and concepts. They should produce
more research results that have innovative leading roles for building the Chinese
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dream of a cyber power and innovative ideas for the global governance system
of network security and informatization, and plan specific roadmaps and timeta-
bles to promote China’s transformation from a major cyber country to a cyber
power, forming a new mechanism and new form of national network security
and informatization management that is strategically clear, technologically ad-
vanced, industrially leading, and capable of both offense and defense.

Network security and informatization are forming trends of large-scale inter-
connection, large-scale cloud information concentration, large-scale ubiquitous
real-time mobility, large-scale cross-domain penetration, and large-scale cross-
disciplinary convergence. A slight move in one part may affect the whole sit-
uation, with some aspects predictable but others increasingly unpredictable or
difficult to forecast. This requires professional think tanks to plan and prepare
various contingency plans, conduct detailed analysis and judgment on various
possible developments, and strengthen reserve research, so that the country’
s network security and informatization management can remain calm amidst
complex and changing environments, respond effectively to various complex sit-
uations and emergencies, and be prepared for any eventuality.

3.2 Facing the Five New Development Spaces of Land, Sea, Air,
Space, and Cyberspace

Since entering the 21st century, particularly its second decade, the world has
gradually formed five new development spaces of land, sea, air, space, and cy-
berspace. World powers have been scrambling to seize the initiative in these five
new development spaces. For example, in 2011, the U.S. government successively
released the“National Strategy for Trusted Identities in Cyberspace,”“Interna-
tional Strategy for Cyberspace,”and “Strategy for Operating in Cyberspace,”
explicitly listing cyberspace alongside land, sea, air, and space as the five major
development and operational spaces. Cyberspace in the five spaces is forming a
pattern of mutual integration and penetration with the other four spaces. On
July 1, 2015, the newly promulgated “National Security Law of the People’s
Republic of China”Article 32 proposed: “The state adheres to the peaceful
exploration and utilization of outer space, international seabed areas, and polar
regions, enhances the ability to safely enter, conduct scientific investigations,
and develop and utilize these areas, strengthens international cooperation, and
safeguards the security of China’s activities, assets, and other interests in outer
space, international seabed areas, and polar regions”[8]. This is precisely the
new layout facing the five spaces. How to change from passive to active in
global information security, network security, and cyberspace security; how to
orderly advance in the global governance system of network security and China’s
law-based governance; how to clean up cyberspace under the guidance of a com-
prehensive security concept; how to safeguard national information sovereignty,
security, and development interests in cyberspace; how to embed a“slow switch”
for network security in the rapid advancement of the“Internet Plus”action plan
—these and other major strategic issues are precisely what professional think
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tanks need to deeply consider and advise on. From the perspective of serving
decision-making, they need to select topics and position themselves, propose spe-
cific roadmaps and timetables in their research, provide policy design solutions,
response measures, and implementation methods, all of which require active
planning and suggestions from professional think tanks to play the functions of
high-end professional think tanks relied upon by the state.

3.3 Facing the New Goal of Coordinating International and Domestic
Governance System and Governance Capability Modernization

In the big data and cloud environment, as global data resources show trends
of real-time generation, centralized storage, intelligent development, extensive
interaction, rapid iteration, cross-border flow, and remote operation and main-
tenance, competition and game-playing in network security and informatization
among countries, regions, enterprises, and individuals are unfolding on a global
scale. The risk mechanism of network security is evolving, management bound-
aries are being reconstructed, and network security and informatization have
become important influencing factors that affect the whole situation by a single
move in many fields of world patterns and a country, becoming an important
global challenge that requires joint response with the concept of a community
with a shared future for mankind and the formation of new mechanisms and
new rules. Therefore, the important role of network security and informati-
zation professional think tanks is increasingly prominent, requiring them to
strengthen research and provide new paths, new measures, and new methods
for coordinating the modernization of international and domestic governance
systems and governance capabilities, including establishing systems, improving
literacy, cultivating talent, interpreting policies, dispelling doubts, and assisting
diplomacy.

On October 12, 2015, the Political Bureau of the CPC Central Committee
conducted collective study on the global governance pattern and global gover-
nance system. General Secretary Xi Jinping pointed out in presiding over the
study: “The reform of the global governance system is at a historical turn-
ing point. World affairs increasingly require consultation among all countries.
Establishing international mechanisms, abiding by international rules, and pur-
suing international justice have become the consensus of most countries. With
the increase of global challenges, strengthening global governance and promot-
ing the reform of the global governance system has become an irresistible trend”
[9]. How to promote the reform of unjust and unreasonable arrangements in
the global cyberspace governance system, transform and improve the global
cyberspace governance system, establish a new type of international relations
with win-win cooperation as the core in cyberspace, uphold the correct view of
justice and interests, and build a community with a shared future for mankind
—these propositions of global cyberspace governance are precisely the missions
of professional think tanks.

The development of network security and informatization requires improving the
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information literacy of the entire population, that is, elevating from the origi-
nal single information awareness or information literacy limited to information
technology to a comprehensive and integrated information literacy, scientific
quality, and ethical morality including information awareness, network skills,
data literacy, security prevention, and information ethics. This requires profes-
sional think tanks to play the function of enlightening public wisdom in keeping
with the times.

An important function of think tank development is to produce ideas, produce
results, and produce talent. By strengthening the construction of professional
think tanks, we can cultivate a professional team for network security and in-
formatization public policy and decision-making consultation that possesses
both political integrity and professional competence and an innovative spirit.
This includes promoting the orderly flow of talent between Party and govern-
ment organs such as the Publicity Department, Cyberspace Administration, and
Ministry of Industry and Information Technology and professional think tanks
in universities, academies of social sciences, and the Chinese Academy of Sci-
ences. This “revolving door”talent reserve and cultivation method has been
proven effective by think tank development experience worldwide.

Research on network security and informatization-related policies, interpreta-
tion of relevant laws, and evaluation of relevant measures all require professional
think tanks to assume corresponding responsibilities. For example, strengthen-
ing research and publicity on General Secretary Xi Jinping’s series of important
speeches on network security and informatization, strengthening research and
interpretation of the theoretical system of network security and informatization
with Chinese characteristics, strengthening interpretation of the background and
provisions of the “National Security Law of the People’s Republic of China”
and the under-review “Cybersecurity Law of the People’s Republic of China
(Draft),”and interpreting new highlights of cybersecurity cooperation during
Xi Jinping’s visit to the United States—all these research, publicity, and pol-
icy interpretations require long-term and in-depth tracking research based on
major ideological and theoretical issues, major practical issues, and major prac-
tical experiences in network security and informatization. Only interpretations
based on such research can have greater depth and persuasiveness, giving play
to the function of professional think tanks in interpreting policies and building
consensus.

The development of network security and informatization has brought many
new situations, new problems, and new challenges. For example: cyber games
among world powers, U.S. surveillance of countries worldwide, endless online
hacker attacks, massive personal privacy leaks, information security risks in
online payments, how to protect personal and institutional information security
in network security-related laws, and how to promote government information
disclosure—all these various issues in development require professional think
tanks to provide scientific and authoritative explanations, thereby establishing
an elite public opinion influence mechanism centered on professional think tanks,
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continuously gaining social trust, and gradually forming international influence.

A major function of new-type think tanks with Chinese characteristics is public
diplomacy. Network security is becoming a major global challenge, and plat-
forms and channels for global governance of network security and informatiza-
tion are constantly increasing. Chinese professional think tanks are also continu-
ously strengthening collaborative research between China and foreign countries
and adopting new methods of “bringing in and going out.”Professional think
tanks can make contributions in promoting public diplomacy, playing an irre-
placeable role as a non-governmental“second track”in public diplomacy, cultural
exchange, and coordinating intergovernmental relations. China’s successfully
held first and second World Internet Conferences and various international in-
formation security forums can become effective carriers of public diplomacy to
enhance the comprehensive judgment and strategic planning capabilities of pro-
fessional think tanks, improve China’s ability to exchange and dialogue with
the international industry, and promote China’s network and information se-
curity concepts, policies, and measures to the world and increase international
influence and discourse power.

4. Constructing a New System for Network Security and
Informatization Professional Think Tanks
The “Opinions on Strengthening the Construction of New-Type Think Tanks
with Chinese Characteristics”divides think tanks into seven categories: Party
and government departments, academies of social sciences, Party schools and
administrative colleges, universities, military, scientific research institutes and
enterprises, and social think tanks, basically covering all types of think tanks.
At the current stage, network security and informatization professional think
tanks are reflected in these seven categories, but a new system needs to be
constructed according to the new philosophy and positioning.

4.1 Current Situation Analysis of Network Security and Informatiza-
tion Professional Think Tanks

With the advent of the Internet in China in the 1990s, various types and levels of
network security and informatization professional think tanks also emerged. In
the initial stage, some of these think tanks belonged to national government de-
partments, some were affiliated with enterprise groups, and some were research
institutions in academies of social sciences and universities, performing think
tank functions while fulfilling management and research functions. For exam-
ple, the China Information Security Evaluation Center, established in 1997, is an
authoritative government department specializing in information security vul-
nerability analysis and risk assessment in China, undertaking and participating
in many national projects. The center compiles the annual think tank product
“National Information Security Situation Assessment”and publishes the profes-
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sional journal “China Information Security.”Another example is the National
Computer Network Emergency Response Technical Team/Coordination Center
of China, established in 1999 and affiliated with the Ministry of Industry and
Information Technology. Its main responsibilities include coordinating the han-
dling of security emergencies on the national public Internet, while providing
management and consultation functions for national network security monitor-
ing, early warning, emergency response, and prevention, as well as collecting,
verifying, summarizing, and releasing relevant information. In 2012, the China
Electronics Technology Group Corporation Information Technology Research
Institute Co., Ltd. established an “Information Security Research Institute”
specializing in information security research and consultation. This institution
has successively applied for and undertaken national projects such as “Indus-
trial Support Capacity Building of National Information Security Guarantee
System”and “Key Technology Research and Development and Industrializa-
tion of Information Security Systems,”and participated in the drafting of in-
formation security and information technology-related documents of national
ministries and commissions, directly or indirectly participating in government
decision-making. In 1999, Fang Xingdong initiated the establishment of the
first professional Internet research and consulting institution in China—“In-
ternet Laboratory”—which actively explored civil professional think tanks and
produced many research results on the Internet and network security, participat-
ing in relevant activities of the State Internet Information Office. At the same
time, some large private network enterprises also have Internet or information
security research institutions. However, from the perspective of global network
security and informatization governance, non-governmental department think
tanks lack understanding of actual diplomatic activities and find it difficult to
keep up with decision-making needs. Emerging civil think tanks have strong fi-
nancial resources but insufficient topic relevance, and their channels for making
suggestions are also relatively narrow.

In September 2010, the Institute of Information Studies of the Shanghai
Academy of Social Sciences proposed the new development goal of building
a first-class social science academic information think tank nationwide [10],
and in 2012, it specially established an Information Security Research Center.
In 2013, it won the bid for the major project of the National Social Science
Fund, “National Information Security Management Paradigm and Policy Path
Selection under Big Data and Cloud Environment.”In 2014, the Shanghai
Municipal People’s Government Decision-Making Consultation Research Base
Studio (research direction: “Network Security Management and Information
Industry Development”) was established in the institute. In 2015, it published
the national cyberspace security blue book “China Cyberspace Security
Development Report 2015,”becoming a professional think tank for network
security and informatization in the academy system. In July 2015, the unveiling
ceremony of the China National Security Issues Research Center was held at
the National Defense University. The center’s main tasks are to focus on major
practical security issues facing China, conduct relevant topic research, strategic
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assessment, policy consultation, talent training, and international exchange,
forming a large-scale strategic think tank for national security decision-making
consultation, a platform for academic exchange and cooperation both inside
and outside the military, and a high-level professional talent training base,
making contributions to national security field construction [11]. In addition,
think tanks engaged in international relations research, such as the “Internet
Governance and Law Research Center”of the International School of Beijing
University of Posts and Telecommunications, China Institutes of Contemporary
International Relations, School of International Relations of Renmin University
of China, Shanghai Institutes for International Studies, and Institute of
International Studies of Fudan University, have also made network security
and informatization the focus of academic research and decision-making
consultation.

From the above current situation analysis, it can be found that in the construc-
tion of the network security and informatization professional think tank system,
there is still a lack of high-end professional think tanks relied upon by the state
and with international influence, and few weighty think tank products. Most
existing network security and informatization professional think tanks are affil-
iated with international relations, comprehensive national security, and infor-
mation society research institutions, with insufficient professionalism and speci-
ficity, and existing think tanks have not formed integrated and collaborative
synergy. Obviously, the current situation of network security and informatiza-
tion professional think tanks cannot adapt to the corresponding decision-making
consultation needs in the process of the country’s march toward becoming a
cyber power. How to build a network security and informatization professional
think tank with moderate scale and reasonable layout on the existing basis to
form a new system of professional think tanks has become an urgent task in
strengthening the construction of new-type professional think tanks with Chi-
nese characteristics.

4.2 Forming a Multi-Level, Multi-Type, Multi-Theme Professional
Think Tank System

We should actively promote the construction of network security and informa-
tization professional think tanks of different systems, types, and levels with a
spirit of reform and innovation. Under the guidance and overall coordination of
the Office of the Central Leading Group for Cybersecurity and Informatization
and the State Internet Information Office, we should strengthen top-level design,
form corresponding professional think tank advantages and characteristics, inte-
grate the network security and informatization research forces in existing Party
and government departments, academies of social sciences, Party schools and
administrative colleges, universities, military, scientific research institutes and
enterprises, and social think tanks, build collaborative innovation platforms,
carriers, and channels, form synergy among professional think tanks, promote
the scientific and orderly development of professional think tanks, and form a
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multi-level professional think tank system consisting of national teams, local
teams, and civil institutions, achieving deep integration of natural sciences and
social sciences in professional think tanks.

Professional think tanks should have a certain quantity but, more importantly,
pursue quality, forming a new pattern of collaborative development and mutual
supplementation among large, medium, and small think tanks, and a new pat-
tern of mutual supplementation and common development between think tanks
within and outside the system. The new background of“Internet Plus,”collab-
orative innovation among government, industry, academia, and research, and
the rapid development of social informatization and networking provides the
possibility for the rapid development and growth of the network security and
informatization professional think tank system in a relatively short period.

Compared with countries and regions worldwide, China’s network security and
informatization issues are more focused, with more problems to solve, and the
demand for network security and informatization development is more extensive
and urgent, which also provides greater growth space for professional think
tanks.

4.2.1 Taking the Lead in Building Several High-End Think Tanks
with Great Influence and International Reputation Through top-level
design and relying on existing foundations, we should build several high-end
professional think tanks for network security and informatization with great
influence and international reputation at the national level, strengthen overall
resource integration, build several thematic databases, laboratories, and soft
science research bases, launch influential think tank research reports, and give
full play to the intellectual support and civil exchange roles of professional think
tanks in platforms such as China-U.S. cybersecurity dialogue and the World
Internet Conference.

High-end professional think tanks should focus on producing results and cultivat-
ing talent, forming distinctive and long-term research fields and research results
on network security and informatization decision-making consultation, and on
this basis, forming influential professional representative figures and full-time
researchers, creating multi-level academic exchange platforms and achievement
transformation channels, building a data-rich information collection and anal-
ysis research sharing intelligent system, and giving full play to the important
role of professional think tanks in implementing scientific, democratic, and law-
based decision-making, in implementing the cyber power development strategy,
and in achieving integrated development. The national team of the first-built
high-end network security and informatization professional think tanks should
always play the role of the country’s highest consulting institution.

4.2.2 Focusing on Building a Batch of Specialized High-Level Research
Centers According to the development requirements for building high-end
think tanks that are urgently needed by the state, distinctive, clearly positioned,
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institutionally innovative, development-leading, moderately scaled, and reason-
ably laid out, we should conduct overall coordination and classified guidance at
the national level, combine with the“13th Five-Year Plan”development plan, and
focus on building a batch of corresponding specialized high-level research cen-
ters around major issues such as network security and informatization strategy,
relevant laws, relevant technologies, industry development, international gov-
ernance, integration with economic and social development, integration with
military and diplomatic development, and China’s construction of a cyber
power, to meet the increasingly enhanced needs of national network security
and informatization for scientific development and scientific decision-making.

4.2.3 Giving Full Play to the Unique Role of Enterprise and Civil Soci-
ety Professional Think Tanks Building a new pattern for the development
of new-type think tanks with Chinese characteristics includes the requirements
of building high-level enterprise think tanks and guiding the healthy develop-
ment of social think tanks. Enterprise think tanks and social think tanks have
unique advantages for developing new-type professional think tanks with close
integration of government, industry, academia, and research, and their research
independence is also relatively strong. Enterprise and civil society professional
think tanks will form a complementary diversified and multi-level pattern with
professional think tanks of Party and government departments, academies of so-
cial sciences, Chinese Academy of Sciences, universities, military, and scientific
research institutes, and can also provide multi-dimensional professional, con-
structive, and practical policy suggestions for Party and government decision-
making.

In the process of forming a multi-level, multi-type, multi-theme professional
think tank system, we must strengthen overall coordination, do a good job
in overall planning, optimize resource allocation, form a new pattern of large,
medium, and small think tanks developing side by side according to the principle
of seeking truth from facts, avoid redundant construction, and prevent rash and
disorderly development.

5. New Mechanisms for Network Security and Informati-
zation Professional Think Tanks
Strengthening the construction of new-type network security and informatiza-
tion professional think tanks with Chinese characteristics must form new mech-
anisms and adopt new methods. There are many such new mechanisms and
methods. For network security and informatization professional think tanks, we
should focus on forming the following five major new mechanisms.
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5.1 Forming a New Mechanism for International Exchange and Co-
operation

Research on global hotspot issues in network security and informatization must
have international communication capabilities and the ability to perform strate-
gic dialogue in a global perspective. This requires actively enhancing the activity
of professional think tanks in international exchanges and cooperation on the
existing basis. We should overcome the shortcomings of relevant think tanks
working behind closed doors, passively responding, and having irregular proce-
dures through collaborative research by“bringing in”; we should also remedy the
shortcomings of remaining silent, missing the point, and working in isolation in
international exchanges through collaborative cooperation by “going out.”We
should comprehensively integrate public diplomacy resources and elements of
government competent departments and publicity departments, military and
intelligence departments’external communication, strengthen public diplomacy
and external communication, focus on key audiences such as internationally
renowned think tanks, academic leaders, news media, and important govern-
ment officials, and improve the effectiveness of public diplomacy. In enhancing
the activity of professional think tanks in international exchanges and cooper-
ation, we should actively create platforms for dialogue with world-class think
tanks, enhance mechanisms for international exchanges and cooperation, con-
duct international cooperative project research, jointly establish research groups
with foreign relevant think tanks, jointly research issues such as network security
and informatization public policy, global governance, and bilateral cooperation,
carry out multilateral think tank activities, and gather wisdom from around the
world to solve the common problem of network security facing mankind.

In international exchanges and cooperation, we should also attach importance to
cultivating foreign language talent for professional think tanks, translating and
publishing think tank achievements, establishing multilingual foreign language
websites, and creating bilingual or multilingual research environments. Issues
involved in network security and informatization are relatively sensitive. In
international exchanges and cooperation, we should not only focus on extract-
ing Chinese discourse that reflects the Chinese path of network security and
informatization but also on communicating and integrating Chinese discourse
with world industry discourse to reduce mutual misunderstanding, prejudice,
and misjudgment. We should actively align with the global development pat-
tern of network security and informatization, actively set core topics in contexts
of understanding, methods of recognition, and conventional procedures, reflect
Chinese strength and Chinese spirit beyond inherent topic systems, and use
Chinese cultural soft power to enhance China’s influence and discourse power
in global network security and informatization governance. As Long Yongtu
pointed out: we should use logic and language that the international community
can understand to voice China’s position, not only clarify issues but also ex-
press positions clearly, thereby avoiding misunderstanding, facilitating smooth
communication, and attracting due attention and importance from countries
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worldwide.

5.2 Forming a New Mechanism for Independent and Contentious Re-
search

The field of network security and informatization is an evolving organism, with
many problems and phenomena difficult to predict. On the basis of strength-
ening problem consciousness and practice orientation, conducting targeted re-
search on long-standing and puzzling problems in domestic and international
network security and informatization, and ultimately providing logical and con-
vincing answers requires professional think tanks to form a new mechanism for
independent and contentious research. We should advocate academic contention
and discussion, uphold the spirit of independent research and equal research,
provide a broader vision for decision-making consultation from different dimen-
sions, and reflect the independent and objective character of professional think
tank research results and consultation suggestions. Independence is often con-
fused with neutrality. Think tank experts and their policy suggestion reports
generally need to propose or support certain tendentious viewpoints, which are
influenced by the experts’disciplinary backgrounds, research methods, and infor-
mation sources. This should not negate their independence. What needs to be
guarded against is think tanks becoming spokespersons for certain individuals
or institutions or attaching themselves to certain interest groups under non-
academic drivers, which would cause the so-called independence of think tanks
to be lost, their credibility to disappear, and the policy suggestions proposed by
such think tanks to lose significance and value.

It should be pointed out that the independence of think tanks does not mean be-
ing anti-government or singing counterpoints to decision-makers. Think tanks
cannot be separated from the government. Think tank research is largely to
serve the government and support decision-making, and depends on government
procurement of services, so it is not completely economically independent. How-
ever, as long as they have their own research positions, respect facts, maintain
objectivity, and their research processes, personnel allocation, and conclusion
analysis are not subject to government intervention, this is a form of indepen-
dence. Defending the government without providing beneficial suggestions or
criticizing the government without constructive opinions are both undesirable
[13].

In addition, we should increase the dissemination of relevant information about
China’s network security and informatization professional think tanks. James
McGann, head of the Think Tanks and Civil Societies Program at the University
of Pennsylvania, once mentioned: “Indeed, scholars have told me that China
now has about 2,500 think tanks. However, there has never been a database
allowing me to obtain information about these think tanks, nor have I ever seen
them in some formal global rankings. I have repeatedly asked where this list is
and what its data sources are, but have not received this information. What
troubles me is that many Chinese think tanks do not have their own websites
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or update them too slowly, and bilingual Chinese-English websites are even
rarer. Many websites do not have personal profiles of think tank experts, nor
do they even provide effective contact information”[6]. This is criticism of the
insufficient information dissemination capacity of Chinese think tanks and an
aspect that needs improvement in the process of building new-type think tanks
with Chinese characteristics.

5.3 Forming a New Mechanism for Data-Driven Research

Big data is becoming a new engine for network security and informatization
research. The total amount of global data continues to grow at a rate of dou-
bling every two years. Big data is changing scientific development and is also
changing think tank research methods. Big data technology has brought a new
paradigm of data-intensive scientific research to think tank research, bringing
innovation in research methodology. The continuously growing massive big data
integrates many characteristics such as complexity, comprehensiveness, global-
ity, and cloud integration, realizing the transformation from single discipline to
multi-disciplinary and interdisciplinary direction, realizing the deep integration
of natural sciences and social sciences, realizing the transformation from individ-
ual research and single-institution research to government-industry-academia-
research and international cooperative research, and establishing a global think
tank collaborative network. More data, more participants, and more sharing
—this is the new form of data-driven think tank research. Professional think
tank experts can solve network security and informatization problems through
real-time, dynamic monitoring and analysis based on big data. The data-driven
think tank research method is already imminent.

To adapt to the new development of data-driven think tank research, we need to
plan and build a national network security and informatization policy research
database. If China’s Internet model in the past was more about learning from
or copying the models and methods of world powers, then with the innovative
development of China’s Internet, China’s new Internet models and forms have
ranked among the world’s first echelon and increasingly demonstrate their own
uniqueness and creativity. Creating relevant databases on this basis will provide
a research foundation for China’s transformation from learning and copying to
innovation and leadership, and will surely enhance China’s soft power in its
march toward becoming a cyber power.

Data-driven think tank research requires engaging in new types of survey reports
through digital and open methods. The systematic accumulation of survey ob-
ject data should become the research foundation for network and information
security professional think tanks, forming the basis and advantages of research
through data mining, data processing, and data visualization. Through the
model of “website + social media + in-depth interviews,”we can obtain three-
dimensional, diverse, and accurate data information, and can even rely on the
power of crowdsourcing to obtain richer data information, thereby forming com-
prehensive and thematic annual reports with detailed information, intelligence
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mining, in-depth analysis, and independent research. On the basis of compre-
hensive assessment and strategic planning, to provide professional, constructive,
and practical policy suggestions for the Party and government, we must further
implement the government information disclosure system. On the basis of im-
proving the government information disclosure confidentiality review system, in
accordance with the provisions of the government information disclosure regula-
tions, we should form new mechanisms and new paths that facilitate professional
think tanks’timely access to relevant government information and various data.

With the advent of the big data era, data-driven approaches have become not
only the focus of the global economy but also the development path for pro-
fessional think tanks in network security and informatization. Data collection
and integration, ordering and analysis, research and mining, doubt removal and
redundancy elimination, discovery and extraction, and open transmission, espe-
cially the comprehensive research and value discovery of deep data mining to
reflect the “wisdom”of professional think tanks, should all become important
functions of professional think tanks.

5.4 Forming a New Mechanism for Cultivating Leading Talent

Excellent talent is crucial for think tank construction. Talent for network secu-
rity and informatization professional think tanks needs to have backgrounds in
two or more of the following: first, work experience in relevant government de-
partments; second, disciplinary background or theoretical research foundation
in information technology and intelligence research; third, management or tech-
nical background in information security enterprises and institutions; fourth,
knowledge accumulation and foreign language communication ability in interna-
tional relations research; fifth, top-level research level or development potential
in law, information science, culture, and other disciplines and fields.

Problems faced by network security and informatization mostly have practical,
applied, operational, frontier, and comprehensive characteristics. We should
avoid excessive academicization and scholasticization of professional think tank
teams and should widely recruit elites from political and industrial circles to
adapt to the applied characteristics of professional think tanks. This can be
achieved through elites from political and industrial circles taking part-time po-
sitions or directly holding management positions in professional think tanks, or
through think tank talent taking part-time positions in government or enter-
prise departments, breaking down the barrier between academic research and
decision-making consultation and cultivating, reserving, and delivering profes-
sional talent for the Party and the country.

Network security and informatization professional think tanks also have inter-
national characteristics and need to cultivate a group of think tank leading
talent with international influence. To form such a talent highland, we can pro-
vide opportunities and channels for Chinese think tank scholars to go out and
attract outstanding talents from around the world through international vis-
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its, China-foreign co-hosted international forums, Chinese and foreign experts
jointly serving as chief experts of research projects, international scholarship
systems, and overseas student exchange programs. At the same time, we can
leverage the network advantages formed by international exchanges to enhance
the global influence and visibility of professional think tanks.

Network security and informatization professional think tanks have special re-
quirements for talent. Professional think tank scholars should have good ideals,
beliefs, and quality cultivation, form solid professional foundations, rigorous and
focused academic styles, and broad international perspectives, and firmly estab-
lish national security awareness, information security awareness, and confiden-
tiality discipline awareness. The field of network security and informatization
often experiences emergencies, which requires professional think tank scholars
to have the ability to react quickly at the first moment and produce practical
and useful decision-making suggestions for the “100-meter sprint”while con-
ducting long-term tracking and accumulation of “10,000-meter long-distance
running”research. When the country and society urgently need new insights,
think tank experts can confidently and calmly deliver think tank achievements
with profound academic research accumulation to decision-makers.

5.5 Building a Collaborative Innovation Mechanism

Research in network security and informatization professional think tanks of-
ten involves issues related to the country’s overall security and strategic com-
manding heights of informatization, with large spans in time and scope. It is
difficult for a single think tank or a few think tanks to have the ability to de-
sign comprehensive solutions covering politics, military, culture, economy, and
diplomacy. Therefore, we must build a collaborative promotion and collabora-
tive innovation mechanism among professional think tanks and various types of
think tanks to deepen and refine relevant research with a pragmatic spirit. We
should overcome the limitations of departmentalization, localization, and hierar-
chy, break through the barriers of departmental ownership and various restric-
tions on transnational cooperative research, and build a think tank collaborative
innovation mechanism. The Jiangsu Zijin Media Think Tank, declared estab-
lished at Nanjing University in July 2015, was created by Nanjing University
joining hands with Jiangsu Province’s four major cultural enterprises and media
groups, integrating disciplinary forces from Nanjing University’s School of So-
cial and Behavioral Sciences, School of Journalism and Communication, School
of Information Management, School of Government Management, etc. This is
precisely a new case of the think tank collaborative innovation mechanism [14].

References
[1] Full Text of “Opinions on Strengthening the Construction of New-
Type Think Tanks with Chinese Characteristics”[EB/OL]. [2015-08-13].

chinarxiv.org/items/chinaxiv-201711.00270 Machine Translation

https://chinarxiv.org/items/chinaxiv-201711.00270


http://news.xinhuanet.com/zgjx/2015-01/21/c_{133934292}.htm.

[2] Wang Ke, Wang Guan. “Fourth Global Think Tank Summit Joint Dec-
laration”Released—Enhancing the Role of Think Tanks in Global Affairs [N].
People’s Daily, 2015-06-28 (05).

[3] Wang Zhan. Accelerating the Construction of New-Type Think Tanks with
Chinese Characteristics, Promoting the Modernization of National Governance
Capability [N]. Wenhui Daily, 2015-03-13 (20).

[4] Bai Chunli. Giving Full Play to the Advantages of Scientific Research Institu-
tions to Build High-End Science and Technology Think Tanks [N]. Guangming
Daily, 2015-01-29 (02).

[5] Liu Qibao Emphasized During Investigation at Tsinghua Univer-
sity to Give Full Play to the Unique Advantages of Universities and
Vigorously Promote Think Tank Construction [EB/OL]. [2015-05-09].
http://www.gov.cn/xinwen/2015-05/08/content_{2859328}.htm.

[6] Wang Simin, Zhang Sheng, Zang Shumai. “More Important Than Rank-
ing Is the Think Tank Itself”—A Dialogue with James McGann, Head of the
Think Tanks and Civil Societies Program at the University of Pennsylvania [N].
Guangming Daily, 2015-07-01 (16).

[7] Strive to Build China into a Cyber Power [N]. Wenhui Daily, 2014-02-28 (01).

[8] Full Text of the National Security Law of the People’s Republic of China Pub-
lished [EB/OL]. [2015-07-02]. http://www.guancha.cn/FaZhi/2015_{{{07}}{{02}}}{325386}s.shtml.

[9] Xi Jinping Emphasized During the 27th Collective Study of the Po-
litical Bureau of the CPC Central Committee to Promote a More Just
and Reasonable Global Governance System to Create Favorable Condi-
tions for China’s Development and World Peace [EB/OL]. [2015-10-13].
http://news.cntv.cn/2015/10/13/VIDE1444734793583325.shtml.

[10] Cao Lingjuan. National Social Science Intelligence “12th Five-Year”
Development High-Level Forum Held in Shanghai [EB/OL]. [2015-08-12].
http://news.163.com/10/0921/22/6H4UFHOD00014JB6.html.

[11] China National Security Issues Research Center Established in Beijing
[EB/OL]. [2015-08-12]. http://www.81.cn/jwgz/2015-07/11/content_{6581776}.htm.

[12] Wang Simin. Think Tanks Should Grasp Their Strengths and “Cultivate
Deeply and Carefully”[N]. Guangming Daily, 2015-07-13 (04).

[13] Cultivating“Quality Think Tanks”with a Sense of Responsibility [EB/OL].
[2015-04-01]. http://news.gmw.cn/2015-04/01/content_{15255777}.htm.

[14] Wang Simin. Jiangsu Zijin Media Think Tank Established [N]. Guangming
Daily, 2015-07-22 (16).

Note: Figure translations are in progress. See original paper for figures.

chinarxiv.org/items/chinaxiv-201711.00270 Machine Translation

https://chinarxiv.org/items/chinaxiv-201711.00270


Source: ChinaXiv —Machine translation. Verify with original.

chinarxiv.org/items/chinaxiv-201711.00270 Machine Translation

https://chinarxiv.org/items/chinaxiv-201711.00270

	On Strengthening the Construction of New-Type Professional Think Tanks for Cybersecurity and Informatization with Chinese Characteristics (Postprint)
	Abstract
	Full Text
	Preamble
	1. Problem Statement
	2. New Philosophy for Strengthening Network Security and Informatization Professional Think Tank Construction
	2.1 On Chinese Characteristics
	2.2 On New-Type Think Tanks

	3. New Positioning for Strengthening Network Security and Informatization Professional Think Tank Construction
	3.1 Facing the New Vision of Building a Cyber Power
	3.2 Facing the Five New Development Spaces of Land, Sea, Air, Space, and Cyberspace
	3.3 Facing the New Goal of Coordinating International and Domestic Governance System and Governance Capability Modernization

	4. Constructing a New System for Network Security and Informatization Professional Think Tanks
	4.1 Current Situation Analysis of Network Security and Informatization Professional Think Tanks
	4.2 Forming a Multi-Level, Multi-Type, Multi-Theme Professional Think Tank System

	5. New Mechanisms for Network Security and Informatization Professional Think Tanks
	5.1 Forming a New Mechanism for International Exchange and Cooperation
	5.2 Forming a New Mechanism for Independent and Contentious Research
	5.3 Forming a New Mechanism for Data-Driven Research
	5.4 Forming a New Mechanism for Cultivating Leading Talent
	5.5 Building a Collaborative Innovation Mechanism

	References


