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Abstract
With the establishment of cloud infrastructure based on open network envi-
ronments and the development of the XaaS service delivery model, end users
can consume and utilize resources in cloud environments in a “use without
owning”, “on-demand”, and “ubiquitous”manner. However, while enjoying
the benefits brought by centralized economies of scale, the demand for user au-
tonomous control has become increasingly prominent. How to enable users to
effectively utilize cloud infrastructure while also possessing autonomous control
capabilities such as personalized application customization, diversified terminal
utilization, and private data protection has become one of the key issues in cloud
client research. This paper first provides an overview of related work on cloud
clients, and then introduces the architecture and principles of VINCA ProUsage
—a novel cloud client software developed by the authors.

Full Text
Preamble
VINCA ProUsage: A Cloud Client Software
Jing Wang, Weilong Ding, Shuan Zhao, Feng Li

Abstract
With the establishment of cloud infrastructure based on open network environ-
ments and the development of XaaS (Everything as a Service) delivery models,
end users can now consume and utilize resources in cloud environments in an
“on-demand,”“ubiquitous,”and“use-without-owning”manner. However, while
enjoying the benefits of centralized economies of scale, users’demand for au-
tonomous control has become increasingly prominent. How to enable users
to effectively leverage cloud infrastructure while retaining autonomous control
capabilities such as personalized application customization, diversified terminal
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utilization, and private data protection has become a key research issue in cloud
clients. This paper first provides an overview of related work on cloud clients,
then introduces VINCA ProUsage—a new type of cloud client software we have
developed—describing its architecture and key principles.

Keywords: cloud client, user-driven, end-user programming, local resource
integration

1. Introduction
Driven by the need for cross-domain information sharing and application collab-
oration, content-centric cloud“resource centers”have gained increasing attention.
By establishing Internet-based information processing infrastructure, a logical
center for resources—including computing, storage, data, and software—can be
provided for upper-layer applications. This approach openly incorporates net-
work resources, optimizes their management and scheduling, and delivers ser-
vices through the XaaS model. Under this paradigm, users consume and utilize
cloud resources in a“use-without-owning,”“on-demand,”and“ubiquitous”fash-
ion [1]. Users no longer need to build their own IT infrastructure or deploy
software; instead, professional operators handle operations and maintenance,
while users access resources on-demand through a“pay-as-you-go”model. Com-
pared with traditional models, this significantly reduces users’upfront capital
investment and risk, lowers management costs, and enhances business flexibility.
From the operator’s perspective, this centralized operations and maintenance
model effectively leverages economies of scale to reduce average costs. Cloud
computing is a typical product of scale economy drivers. Operators achieve cost
and energy consumption reductions through centralized resource management
and optimized scheduling, maximizing resource sharing and improving overall
utilization. Clearly, this centralized management approach creates a win-win
situation for both users and operators.

However, alongside the benefits of centralized economies of scale, users’demand
for autonomous control has become increasingly prominent, manifesting in three
main aspects:

Personalized User Requirements: The openness and massive, diverse user
base of cloud computing environments pose challenges for application construc-
tion. Traditional models relying on IT professionals to build systems based on
complete specifications can no longer satisfy the spontaneous, dynamic, and
immediate application needs of large Internet user populations. The applica-
tion construction paradigm is gradually shifting from IT personnel analyzing re-
quirements to end-user-centered, on-demand dynamic application construction.
Users need to be able to construct personalized applications that meet their
immediate needs through client-side programming means such as on-demand
customization or configuration.

Diversified Terminals: Terminals serve as the gateway for users to access
cloud computing environments. With advances in hardware technology and mo-
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bile Internet, terminals are no longer limited to traditional PCs but now include
mobile phones, tablets, smart TVs, and other device types. These rich terminal
devices support users in accessing cloud resources anytime and anywhere, un-
restricted by location. User environments have also evolved beyond traditional
web browsers to include “rich client”software that can comprehensively utilize
both cloud and local resources, combining efficient, user-friendly local interac-
tion with the powerful processing capabilities of cloud environments to deliver
a better user experience.

Private Data Protection: While users want to leverage cloud services to
reduce the costs and risks of purchasing, developing, and maintaining their own
infrastructure, they also wish—due to policy, legal, and intellectual property
considerations—to retain certain core data and business processing on the client
side. This allows them to maintain autonomous control over core operations and
avoid the risk of private resource leakage that could result from transmitting
private data over the network.

In response to these requirements, this paper first outlines the current state of
research, then introduces VINCA ProUsage—a new type of cloud client software
we have developed—presenting its principles and key technologies.

2. Overview of Cloud Client Research
Building upon the three issues discussed above, this section provides an overview
of related research from three perspectives: end-user programming, integrated
terminal utilization, and private data protection.

2.1 End-User Programming

End-user programming provides non-professional software developers with tech-
niques to create or modify software products to a certain extent [2,3]. With
the development of service computing, the application domain of end-user pro-
gramming has evolved from early desktop software to cloud-based applications
built through service composition in cloud environments. Services, as domain-
oriented reusable components, can more directly reflect user business require-
ments compared to objects or components, and their implementation technolo-
gies are cross-platform and cross-programming-language. Therefore, service-
based reusable components are easier to integrate. End-user-driven service
composition supports end users in autonomously assembling reusable service
components within their domain on-demand to obtain software entities that
satisfy their personalized needs. In service environments, on one hand, users
can perform composition programming on a set of larger-granularity compo-
nents that are closer to their needs, reducing programming complexity; on the
other hand, the “use-without-owning”characteristic of services provides users
with more open choices while avoiding the burden of service maintenance and
upgrades.
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Based on different user concerns, end-user-driven service composition can be cat-
egorized into data-oriented, process-oriented, and interface-oriented approaches.

Data-Oriented Service Composition: Users obtain required data by com-
posing different data-providing services. During this process, data of interest
is often presented directly to users through the interface, who then operate on
the data to obtain explicit results. This approach is also known as direct data
programming [3]. Key technologies required include: user-oriented data models,
data operations, mapping between global and local models, and change mainte-
nance. Depending on how data is organized and presented, such work can be
divided into tree-structured data services, spreadsheet-structured data service
composition, and nested-table-structured data service composition. Represen-
tative works include MashMaker [4], SheetMusiq [5], AMICO [6], and SpreadA-
TOR [7].

Process-Oriented Service Composition: Users compose services with dif-
ferent functions by constructing workflows to describe composition logic. Such
work typically provides users with a visual construction environment where
they can complete workflow construction through direct manipulation such as
dragging and linking. This approach can compensate for the shortcomings of
data-oriented service composition, where program logic is generated by the sys-
tem through recording and inferring user behavior—users lack understanding of
the program logic and find it difficult to identify potential defects in the sys-
tem’s inference process. In process-oriented service composition, program logic
expressed through visual means is presented directly to users, facilitating ob-
servation and modification. Such work can be divided into dataflow-based and
control-flow-based service composition. Representative works include Yahoo
Pipes [8], IBM Damia [9], and Marmite [10].

Interface-Oriented Service Composition: The user interface serves as the
interface between users and computer operations. Interface-oriented end-user
service composition aims to support end-users in designing and creating ap-
plications through interface-layer composition. From the user’s perspective,
what they see are interface components, while service interface information is
hidden behind the presentation layer. This approach can provide users with
a “what-you-see-is-what-you-get”experience. Key technologies in this area in-
clude service component interface generation, interface interaction, and legacy
application interface integration. Such work can be categorized into client-side
interface component integration, browser interface component integration, and
Web application interface integration. Representative works include FAST Gad-
gets Visual Storyboard [11] and ServFace Builder [12].

2.2 Integrated Terminal Utilization

Reviewing the history of network computing reveals that user environment archi-
tectures have undergone multiple iterations and spiral evolution between client
and server sides. Early computer systems were generally bulky and expen-
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sive, with resources and services concentrated on mainframes, necessitating thin
clients. Users logged into mainframes through terminals like the 3270 to perform
business operations. Starting from the mid-1980s, traditional mainframes and
dumb terminals were challenged by PC-based microcomputer networks, and
client/server (C/S) gradually became the mainstream model. Client applica-
tions could provide users with rich interface elements and fast local computing
capabilities. With Internet development and gradually increasing bandwidth,
the thin client model regained momentum, with typical representatives includ-
ing Network Computers (NC) and browser/server (B/S) architectures. While
reducing client requirements and management maintenance costs, the thin client
model increased server dependency and suffered from disadvantages such as re-
quiring constant online connectivity, large network transmission volumes, and
vulnerability to single-point failures or bottlenecks on the server side.

With advances in computer hardware technology and new-generation software
technology, the utilization of client-side computing capabilities has once again
gained attention. In network computing architecture, a trend has emerged to
shift processing tasks originally on the server side to the client side. One current
typical model eliminates the boundary between client and server, namely the
peer-to-peer (P2P) computing model; another typical model re-divides process-
ing tasks between client and server, what Giga Information Group calls“Return
to Rich Client”and Gartner Group calls High Fidelity Client or Smart Client.
This rich client model addresses the shortcomings of traditional B/S architecture
by redefining the deployment and communication methods of the presentation,
business logic, and data layers, transferring some processing tasks originally on
the server side to the client side. Applications built under this model are called
Rich Internet Applications (RIA) [5], with representative technologies including
AJAX, Flex, JavaFX, Smart Client, and SilverLight.

With the development of rich client technology and the increasing variety and
processing capabilities of terminal devices, user environments have evolved be-
yond traditional web browsers into RIA-type applications that can comprehen-
sively utilize both cloud and client resources [13]. The role of the client includes
not only receiving user input and displaying pages but also asynchronously com-
municating with the server based on user requests, maintaining data locally, and
supporting offline processing and data synchronization. All these capabilities
can operate without relying on continuous network connectivity between client
and server, thereby delivering not only better interactive experiences but also
being particularly suitable for various mobile terminal devices in mobile Internet
environments.

Based on which side serves as the control center, RIA-type applications can be
divided into two categories: server-side control center and client-side control
center.

Server-Side Control Center: In this scenario, users’local data and programs
need to be registered on the server side for unified management and control. To
support client-side resource utilization and offline processing under changing
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network conditions, key enabling technologies are required, including client-side
data caching, network monitoring and automatic offline/online switching, data
synchronization and consistency assurance, and client-side program automatic
installation and update maintenance mechanisms. Representative work includes
Mokafive in the virtual desktop field [14], which provides a“desktop-as-a-service”
platform embedded with the open-source VMware Player. The server centrally
stores virtual machine images, which users can run offline or online. Images can
be accessed via Web login or downloaded for use, and can also be pre-installed
on USB devices, mobile phones, or laptops, supporting seamless upgrades and
automatic installation/uninstallation of virtual machines. Other work supports
browser-based offline Web applications, such as Google Calendar, Docs, and
Gmail, which utilize Google Gears technology [15] to enable Web applications
to access client-side local SQLite databases through JavaScript APIs, allowing
data operations to be performed locally and providing users with faster response
times and better offline support.

Client-Side Control Center: In this scenario, application management and
control are completed in the user’s local environment. At runtime, applications
are decomposed into distributable execution fragments, which are allocated to
either local or network environments for execution. In addition to client-side
offline usage technologies common with server-side control center approaches,
this category of work focuses on application partitioning strategies, performance
monitoring and prediction techniques, and optimization scheduling mechanisms.
Based on when application partitioning occurs, related work can be divided into
static partitioning and dynamic partitioning. The former includes research by
Fan Yang [16] on partitioning methods for data-driven Web applications to op-
timize user response time; the latter includes CloneCloud developed by Intel
Labs [17], which comprehensively considers device processing capabilities, net-
work conditions, cloud services, and workload to compute partitioning schemes
and dynamically adapts adjustments based on runtime environmental changes.

2.3 Private Data Protection

In cloud computing environments, data privacy protection faces severe chal-
lenges. Since user data is stored and processed on operators’machines beyond
user control, privacy concerns constitute a major factor affecting user adoption
of cloud computing solutions [18]. Due to policy, legal, and intellectual property
considerations, users often wish to keep certain core data and business process-
ing on the client side to retain autonomous control over core operations and
avoid the risk of private resource leakage that could result from transmitting
private data to network environments.

Current research on privacy protection can be divided into two categories based
on the object of operation: service resource-oriented and data resource-oriented.
Service resource-oriented privacy protection involves selecting and scheduling
resources based on service trust levels, such as CCOF [19] and GridSec [20].
Data resource-oriented privacy protection can be further divided into atomic
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privacy and constraint privacy based on whether relationships between data
resources are considered.

Atomic Privacy: This approach does not consider relationships between data
resources and performs privacy policy description and protection on individ-
ual atomic data resources. It is relatively easy to implement but imposes high
requirements on users, who must describe privacy policies for each atomic re-
source and ensure policy consistency. Related technologies for atomic privacy
protection are divided into information-hiding-based data protection and policy-
based data protection. Information-hiding-based data protection processes data
through encryption, hashing, or anonymization techniques, representing privacy
protection under the premise of data transmission. Policy-based data protection
matches requests and resources before data transmission to determine whether
private data can be sent to resources. For example, W3C’s P3P (Platform for
Privacy Preferences) [21] is used to determine whether a Web site’s privacy
protection policy matches user preferences, with the protection object being
personal information related to user Web browsing. Reference [22] proposes a
situation-aware access control mechanism that determines what information to
provide during service matching based on context, controlling the visibility of
information requested by services.

Constraint Privacy: This approach considers relationships between data re-
sources, including descriptions of data relationships in the policy model and con-
straints that these relationships impose on privacy. It can simplify users’privacy
policy expressions and provide richer constraint requirements. Related tech-
nologies for constraint privacy protection include: privacy policy models that
support data relationship description, policy consistency determination, and
application scheduling mechanisms that maintain policy consistency. Reference
[23] considers data dependency relationships and proposes a privacy-preserving
service composition framework that annotates application data with sensitivity
levels and matches them with service models to determine whether privacy poli-
cies would be violated. This work describes dependency relationships between
service input and output parameters through service models and propagates
policies through data dependencies during service matching. Reference [24] con-
siders interest conflicts between competing organizations in distributed workflow
execution and proposes a distributed workflow “Chinese Wall”[6] model that
protects sensitive workflow control data and provides secure and trustworthy
distributed workflow execution. This work considers the impact of workflow
control data on workflow execution flow and restricts access to workflow con-
trol data by organizations with conflicting interests. Reference [25] addresses
separation of duties by grouping services with similar functions and scheduling
services to maximize separation of duties. Separation of duties divides roles into
mutually exclusive sets—once a user is assigned one role, they cannot possess
other mutually exclusive roles. Similar work includes reference [26].
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3. VINCA ProUsage
VINCA ProUsage provides users with a convenient and easy-to-use cloud client
programming and usage environment. Its distinguishing feature is its user-
centric design. On one hand, it can connect to the VINCA service community,
providing users with a unified window for accessing and utilizing both cloud en-
vironment resources and local client resources. On the other hand, it supports
users in flexibly composing resources to construct personalized applications that
meet immediate needs, thereby reducing costs and improving application de-
velopment efficiency. While enabling effective utilization of cloud computing
infrastructure, it also preserves user-side control capabilities.

As shown in [Figure 1: see original paper], VINCA ProUsage primarily consists
of two major parts: the client side and the cloud side. The client’s local en-
vironment includes three modules: the integrated resource view, the client pro-
gramming Integrated Development Environment (IDE) [7], and the lightweight
client engine. The cloud side comprises the client connection management mod-
ule deployed on the service community and hosting environment foundation.

The main functions of each module are:

1. Integrated Resource View: This module implements interaction with
the service community and presents the service resource view on the client
side. It can simultaneously connect to multiple service communities and in-
tegrate the presentation of both remote resources and local client resources.
Users can transparently use remote and local resources without concerning
themselves with implementation-level details such as physical deployment
or invocation interfaces. It allows users to customize service resources
of interest within their service communities, forming a user-customized
personalized resource view that lays the foundation for application con-
struction.

2. Client Programming IDE: This module provides a user-driven, conve-
nient, and flexible visual application integration development environment.
It supports users in autonomously customizing personalized applications
and making on-demand adjustments. It provides application correctness
assurance mechanisms that can instantly verify users’programming opera-
tions and intelligently recommend service resources matching the current
context.

3. Lightweight Client Engine: This module treats the client as the control
center for application execution to organize and schedule resources. This
model can be viewed as building a secure and transparent application
execution environment for users, capable of automatically decomposing,
scheduling, coordinating, and synthesizing applications while isolating and
protecting local resources during optimized resource utilization.

4. Client Connection Management: This module implements interac-
tion functions such as establishing connections between client and server,
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session maintenance and migration, execution request submission, and
result reception. It supports seamless connection and utilization of server-
side resources through diverse terminal devices and across various network
environments.

The technical features of VINCA ProUsage are:

1. User-Driven Business Application Construction: Aiming to sup-
port end-user programming, VINCA ProUsage supports both process-
oriented and data-oriented service composition application requirements.
It proposes three different end-user service composition technologies: ex-
ploratory service orchestration, business service-based business process
modeling, and nested-table-based Mashup application construction. The
first two approaches are process-oriented: exploratory service orchestra-
tion 主要针对 dynamic and immediate application needs, providing a flexi-
ble process modeling approach of“define-as-you-execute”; business service-
based business process modeling 主要针对 typical and stable business pro-
cess management needs, providing a modeling approach that enables busi-
ness users to autonomously define executable business processes. At the
system-assisted support level for user programming, VINCA ProUsage pro-
vides context-sensitive proactive service recommendation and automatic
association mechanisms that can provide intelligent suggestions to users,
achieving resources that“appear on demand”to assist user decision-making.
It also provides instant verification mechanisms that can check and pre-
dict whether user-built applications conform to existing system constraints
(consistency, conflicts, etc.), measure inconsistent programs, and feed back
verification results and adjustment suggestions to users, improving the
quality and efficiency of user programming.

2. Client-Centric Application Scheduling and Execution: VINCA
ProUsage adopts a client-centric computing model. The client serves as
the control center for application scheduling and execution, organizing and
utilizing both local and network resources while coordinating execution be-
tween the client and remote nodes. The lightweight client engine performs
operations such as business application decomposition, scheduling, coordi-
nated execution, and data synthesis under comprehensive consideration of
network conditions, client and server capabilities, and other factors. The
client actively participates in application execution as a control center
rather than passively relying on server operations. A crucial function of
the client engine is application rescheduling. When service status or net-
work environment changes, the client engine dynamically reschedules and
deploys yet-to-be-executed application fragments in real-time according to
rescheduling strategies to ensure uninterrupted application execution and
achieve optimal execution efficiency.

3. Private Data Protection: VINCA ProUsage provides a client-side pri-
vate data protection mechanism that supports users in describing privacy
policies for individual data resources as well as constraint relationships

chinarxiv.org/items/chinaxiv-201703.00214 Machine Translation

https://chinarxiv.org/items/chinaxiv-201703.00214


such as dependencies and mutual exclusions between data. Policies al-
lowing or prohibiting disclosure of individual data resources can be deter-
mined before application runtime; policies described through constraint
relationships often depend on runtime information and require runtime
determination. The system can perform consistency verification and mon-
itoring on policy sets. Through application scheduling mechanisms that
combine static analysis and dynamic adjustment, it can not only detect pri-
vate resource leakage risks during application design but also determine
at runtime whether conflicts will occur and mediate conflicts promptly,
ensuring that applications do not violate user-defined privacy protection
policies for local data. Through this private data protection mechanism,
users’private data and programs can be used directly in the local envi-
ronment without the cumbersome steps of packaging them into services
and registering them in network registries, while avoiding private resource
leakage issues.

4. Summary
With the development of cloud computing infrastructure and terminal devices,
computing itself is gradually shifting from “machine-centric”to “user-centric.”
To support end users in fully utilizing cloud infrastructure, cloud client research
has garnered widespread attention from both industry and academia. This pa-
per analyzes the autonomous control issues of cloud clients, decomposing them
into three aspects: supporting users’personalized needs, diversified terminal uti-
lization, and private data protection. It discusses the current state of research
and then introduces the development of VINCA ProUsage cloud client software.
VINCA ProUsage provides users with a convenient and easy-to-use cloud client
programming and usage environment that supports user-driven business appli-
cation construction, client-centric application scheduling and execution, and
private data protection. It can balance effective utilization of cloud computing
infrastructure with client-side control capabilities, providing a better user expe-
rience and helping promote the widespread adoption and application of cloud
computing.
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