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Abstract
As the functionality of networks gradually evolves from simple shallow packet
processing to complex applications based on deep packet processing, line-rate
deep packet inspection technology suitable for high-speed core networks (10
Gbps) has become a research hotspot. This paper identifies two key scientific
problems in deep packet inspection systems: “the contradiction between speed
and performance”and “semantic distortion.”Focusing on these two issues, it
provides a systematic review and in-depth analysis of various optimization tech-
niques and strategies that have emerged in detection methods, detection models,
detection algorithms, and other aspects, discusses related research trends and
development directions, and summarizes future research directions.
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Abstract
Network functionality is gradually evolving from simple shallow packet pro-
cessing to complex applications based on deep packet processing, making line-
rate deep packet inspection technology suitable for high-speed core networks
(10Gbps) a research hotspot. This paper identifies two key scientific problems
in deep packet inspection systems: the “contradiction between speed and per-
formance”and“semantic distortion.”Focusing on these issues, we systematically
review and analyze various optimization techniques and strategies in detection
methods, detection models, and detection algorithms, discuss relevant research
trends and developments, and summarize directions for further research.
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1 Introduction
Deep Packet Inspection (DPI), sometimes also called Completely Packet In-
spection, provides application-layer semantic awareness by analyzing the head-
ers and especially the payload content of a series of packets. It belongs to
application-level semantic detection and is one of the fundamental means and
key technologies for ensuring network information security.

For network service providers, deep packet inspection can examine layers two
through seven of the OSI (Open System Interconnect, the ISO reference model
for open systems interconnection) reference model, enabling a range of new net-
work security functions such as lawful interception, policy definition and enforce-
ment, copyright protection, content filtering, and more. For enterprises, deep
packet inspection has become the core theory and key technology for network
information security. For example, Network Intrusion Detection/Protection
Systems (IDS/IPS) need to detect whether packet payloads contain malicious
computer viruses; security routers need to determine whether packets contain
network worm code before forwarding; and spam filtering programs need to scan
messages for spam information. Additionally, deep packet inspection allows fine-
grained control and can effectively prevent buffer overflow attacks, DoS (Denial
of Service) attacks, and intrusions by experienced hackers. For government de-
partments, deep packet inspection serves as an important means of managing
information dissemination, enabling investigation of network-sensitive content,
network public opinion analysis and dissemination, and monitoring and review
of network traffic, which is of great significance for maintaining social stability,
promoting national economic development, and even strengthening national de-
fense construction.

This research was supported by the National 973 Key Basic Research Develop-
ment Program and the National Natural Science Foundation of China project
“Research on Line-Rate Deep Packet Inspection for Network Environment In-
formation Perception.”This paper takes the dynamically changing network en-
vironment as its research object, analyzing the impact of various network en-
vironmental factors such as link-layer traffic environment and application-layer
semantic environment on deep packet inspection performance. From the per-
spective of deep packet inspection mechanisms (detection methods—detection
models—detection algorithms), we conduct an in-depth comparison and analysis
of existing theoretical foundations, various optimization techniques, and strate-
gies related to deep packet inspection, and discuss relevant research trends and
developments.
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2 Related Research
In recent years, network bandwidth and traffic have increased dramatically, with
numerous new network protocols and applications continuously emerging, plac-
ing higher demands on deep packet inspection technology for real-time perfor-
mance and more complex semantic support. Below, we review current research
from the perspectives of deep packet inspection models, detection algorithms,
and network environment information.

2.1 Deep Packet Inspection Models

Overall, existing detection models lack accuracy, flexibility, and scalability, pro-
vide insufficient support for more complex semantics, and have not yet solved
the line-rate problem for deep packet inspection systems. Deep packet inspec-
tion systems are one of the core technologies for ensuring a cleaner cyberspace
and more complete national sovereignty in cyberspace, involving sensitive issues
such as state secrets and citizens’freedom of speech, and have received high pri-
ority from all countries. Currently known typical research programs include the
following categories:

(1) Scalability: A typical example is the STREAM project supported by the
US NSF (National Science Foundation). Its main research objective is to develop
a universal data stream management system, including providing a universal and
flexible architecture, related theoretical results and algorithms, data models,
related languages and semantics, and exploring the querying and processing
of multiple continuous, rapid, and variable network streams. Currently, their
research objectives focus primarily on scalability and performance optimization.

(2) Semantic Support: A typical example is the NIAGARA project, also
supported by the US NSF, whose main research objective is an XML (Extensible
Markup Language) data retrieval and filtering system in Internet environments.
This system collects and monitors information on the Internet, then packages
it as XML data streams for retrieval and filtering. By utilizing the semantic
information of XML, more accurate data stream retrieval and filtering can be
provided.

(3) Adaptability: A typical example is the Telegraph project at UC Berkeley.
Its research objective is to provide adaptive queries for data such as network
monitor output and web data. The project’s feature is adaptive query processing
for data streams, including adaptive joins and adaptive operation adjustments.
Another collaborative project between MIT and Brown University—Aurora—
also aims to monitor data streams from various embedded devices. Cornell
University also has a project called Cougar for querying and monitoring sensor
data.

(4) Line-Rate Processing: The line-rate processing of network equipment
is currently a hot issue of concern in both academia and industry. So-called
line-rate processing means that input data from a processing device can be

chinarxiv.org/items/chinaxiv-201703.00206 Machine Translation

https://chinarxiv.org/items/chinaxiv-201703.00206


transmitted to the output without delay after processing (when draining is com-
pleted), i.e., it can be processed at “online transmission rate.”This is almost
impossible in practice because any processing requires time. In reality, line-rate
processing generally means that input delay is controlled within a certain range,
such as within 20% of the input speed. The effectiveness of line-rate processing
methods is closely related to two factors: processing complexity and input speed.
For complex processing, achieving line-rate processing is obviously much more
difficult; for processing of the same complexity, higher input speed clearly makes
line-rate processing more difficult. So far, only limited papers have addressed
the system architecture issues of line-rate processing, especially for information
flow line-rate processing related to network environments.

2.2 Deep Packet Inspection Algorithms

There have been dozens of deep packet inspection algorithms to date, with dif-
ferent principles. Traditional detection algorithms typically have two phases:
the first phase is the preprocessing stage, where given a pattern set P, all pat-
terns are preprocessed according to different algorithm principles using different
data structures to generate specific detection data structures (generically called
“detection automaton”); the second phase is the search stage, where given text
T is searched to find all results. Currently, detection algorithms remain the
system’s speed bottleneck for two reasons, arising from the above two phases:

(1) Detection algorithms cannot adapt to changing network data
streams. The core of detection algorithms—the detection automaton—is gener-
ated during the preprocessing stage and is completed solely through processing
the pattern set itself, without considering the network environment information
where the algorithm runs. This creates a problem: under different conditions,
detection algorithm performance varies dramatically, with theoretical analysis
results not matching actual running effects.

In previous research, detection data was always assumed to be static and ran-
dom, i.e., like the pattern set, it follows an “equal-probability uniform dis-
tribution.”Therefore, detection data was considered not a given condition of
the algorithm and theoretically did not need to be considered. Based on this
premise, researchers established the time complexity lower bound for single-
pattern matching algorithms as O(n/m), and for multi-pattern matching algo-
rithms as O(n/m). Many algorithms have already achieved or approached this
optimal value.

However, network data streams are inputs during application and have natural
dynamic characteristics. Considering the characteristics of data to be detected
in detection algorithm research is only recent work. Reference [1] analyzed the
relationship between detection algorithms and random data entropy, presented
detection algorithms for entropy-bounded text, and proved their average time
complexity and worst-case time complexity. This research concluded that the
traditional assumption of“equal-probability uniform distribution”for detection
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data is unreasonable. However, while this work considered the probability dis-
tribution of patterns and random data, it did not consider their relationship in
practical application environments. The impact of dynamic application data
streams on detection algorithm performance requires further research.

(2) The state space of detection algorithms during detection is enor-
mous. Among the many factors affecting detection algorithm performance,
storage space size occupies an increasingly important position. This is because
automata are the main data structures of pattern detection algorithms, and as
the scale of pattern sets increases, the huge storage space required leads to poor
cache locality, thereby reducing algorithm detection speed. Therefore, how to
reduce the storage space of pattern detection algorithms and optimize cache
locality is also a research direction in recent years.

Reference [2] proposes a fragmentation algorithm that selects fragments caus-
ing DFA (Deterministic Finite Automaton) state explosion and isolates them,
thereby reducing the storage requirements of individual regular expressions. Ad-
ditionally, the literature proposes a selective grouping algorithm based on the
combinatorial relationships of regular expressions, which significantly reduces
the number of state machines under acceptable total storage requirements, effec-
tively reducing the complexity of matching algorithms. Reference [3] uses a data
structure based on Bloom filter to map multiple rules onto a one-dimensional
vector space, effectively reducing storage space requirements. Reference [4] uses
statistics on character frequency in patterns to design new detection automaton
structures, reducing the data structure space usage of the classic AC algorithm
by 75% to 84%. Reference [5] studied the relationship between classic detection
algorithm performance and cache, and proposed corresponding cache optimiza-
tion strategies for different types of algorithms. Experimental results show that
automaton storage space can be compressed to no more than 5% of the original
storage space, with speed improvements of 2-3 times.

Analyzing the above two phases, we consider that automata should be created
or have states added/removed adaptively during the detection phase rather than
the preprocessing phase, according to changes in network traffic and based on
the input data stream. This way, automata can both adapt to dynamic network
data streams and greatly reduce space requirements, thereby eliminating the
algorithm’s speed bottleneck.

2.3 Network Environment Information

Research trends and developments show that traffic environment information
and application-layer semantic environment information have significant im-
pacts on both the speed and accuracy of deep packet inspection.

(1) Traffic Environment Information (Improving Detection Speed):
Reference [6] research shows that the frequency distribution of network traf-
fic characteristics is non-uniform, with a few traffic characteristics appearing
at very high frequencies. Reference [7] points out that identifying and spe-
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cially treating the network flows that occupy most of the network traffic is
beneficial for optimizing resource utilization. References [8] and [9] show that
a large proportion of network traffic carries identical or similar network infor-
mation content. In our previous research [10, 11], we conducted statistics on
application-layer protocol distribution in China’s high-speed backbone network
traffic and found that application-layer protocol type distribution is extremely
non-uniform, while application-layer data content distribution also shows imbal-
ance. Popular, widely-used content is clicked by large numbers of users, and
the traffic carrying this content occupies a large proportion of network traffic.
Our analysis of observed data found that content transmitted in network traffic
is skewed and concentrated in some currently popular, commonly used files, in-
cluding: Web pages, music files, peer-to-peer (P2P) shared files, worm viruses,
and spam. Therefore, traditional deep packet inspection models and detection
algorithms based on static random data can no longer adapt to dynamically
changing network traffic in terms of theoretical design and performance analy-
sis.

Reference [6] utilizes research on network traffic attribute characteristics from
reference [12] to propose optimization methods for deep packet inspection. Ref-
erence [6] proposes a specialized encoding technique for building adaptive traffic
statistics Huffman trees, which can use parallel processing and has a lower bound
in its worst case. Reference [13] uses statistical search trees in the form of caches
to dynamically establish new rules. These new rules have higher hit probabilities
and support adaptive adjustment based on predicted network traffic changes—
traffic characteristics are reflected in the imbalance during tree traversal, where
the final results of extensive search traversals are always concentrated on a few
leaf nodes. Reference [14] studied adaptive traffic packet filtering, a real-time
packet classification mechanism that achieved good results.

In references [15, 16], we conducted statistics on application protocol distribu-
tion in China’s high-speed backbone network traffic and found that application
protocol type distribution is extremely non-uniform. Although there are more
than 100 application-layer protocols, the top 10 most used protocols account for
over 95% of network traffic, as shown in Table 1 . At the same time, as men-
tioned earlier, application-layer data content distribution also shows imbalance.
Traditional methods can no longer adapt to dynamically changing network traf-
fic.

(2) Application-Layer Semantic Environment Information (Improv-
ing Detection Accuracy): Reference [17] points out that the requirement for
context-related semantic information makes traditional pattern matching meth-
ods for finding specific patterns in detection data no longer sufficient. Deep
packet inspection programs rely on application-layer semantics to make effec-
tive decisions, requiring more research to establish scalable and efficient pattern
matching solutions. At the same time, more and more network security systems
rely on protocol analysis to extract application-layer semantic environment in-
formation from network data streams.
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Application-layer protocol analysis is increasingly becoming an important com-
ponent of deep packet inspection. Reference [18] proposes an intrusion detec-
tion system based on dynamic application-layer protocol analysis. For each
connection, this method first determines the possible application-layer protocol
type, then uses an appropriate analyzer to analyze the protocol and extract
application-layer semantics for decision-making, achieving good results. Refer-
ence [19] proposes a General Application-level Protocol Analysis (GAPA) archi-
tecture and prototype. GAPA can quickly perform online protocol analysis, and
its work is worth learning from, though it is slightly insufficient in adaptability,
flexibility, and decision accuracy.

Reference [17] believes that in deep packet inspection pattern matching algo-
rithms, understanding complex protocols and application-layer semantics is very
beneficial for interpreting the significance of successful matches. Surveys show
that nearly 80% of attacks come from the application layer [20]. Dealing with
these attacks is impossible with only data syntax-level detection; it is necessary
to analyze the content of data and its communication purpose and intent at the
application layer. Reference [21] improves detection capability by using decision
tree technology to implement application protocol analysis, as shown in Figure
1 [Figure 1: see original paper]. This protocol analysis extracts specific parts
of protocols, which can greatly reduce the feature search space. At the same
time, this research points out that application-layer semantic-based processing
methods provide high-level abstraction and are a suitable choice for improving
detection accuracy.

3.1 Key Scientific Problems
Due to the sharp increase in network bandwidth and traffic and the continuous
emergence of numerous new protocols and applications, deep packet inspection
must support higher real-time requirements and more complex semantic support
requirements. The“contradiction between speed and performance”and“semantic
distortion”are two key scientific problems and technical difficulties in current
deep packet inspection systems.

The goal of deep packet inspection is to deeply examine the essence of inter-
actions between hosts and make decisions based on application-layer semantics.
However, existing deep packet packet inspection models and algorithms assume
static random data at the syntax level in both theoretical design and perfor-
mance analysis. In actual environments, within high-speed network traffic, the
object of detection—network data—changes constantly, network traffic character-
istics continue to evolve, various new network protocols emerge endlessly, and
the application-layer semantic environment becomes increasingly complex and
diverse. Static random data can neither reflect the characteristics and changes of
real network traffic nor help understand complex protocols and application-layer
semantics, nor explain the significance of successful detection, often causing se-
rious “semantic distortion.”
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At the same time, due to the rapid expansion of network information, com-
plex processing of network information through deep packet inspection causes
significant delays in information output, reducing network transmission speed
and causing serious bandwidth loss. This delay generally grows as a non-linear
function of processing complexity. For high-speed networks such as IPv6, ATM,
and Gigabit Ethernet, high-speed arriving network packets must be inspected
without delay at line-rate (On-line Speed). If the inspection speed cannot keep
up with network data transmission speed, it will cause serious congestion, and
the inspection system will miss and misinspect some of the data, resulting in
false negatives and false positives that affect system accuracy and effectiveness.

3.2 Technical Challenges
Below, we conduct an in-depth comparison and analysis of existing theoretical
foundations, various optimization techniques, and strategies related to deep
packet inspection from the perspective of deep packet inspection mechanisms
(detection methods—detection models—detection algorithms).

3.2.1 Deep Packet Inspection Methods
3.2.1.1 Signature Sets “Signature”is a key concept in deep packet inspec-
tion. In law, fingerprints are used to identify whether a citizen (or individual)
is involved in a criminal event; in deep packet inspection, signatures are used
to identify applications or malicious behaviors. Analyzing thousands of net-
work applications requires providing organized, systematic identification meth-
ods. Broadly speaking, signatures are pattern fragments. These pattern frag-
ments are selected and should uniquely identify the associated application (as
shown in Figure 2 [Figure 2: see original paper]). For example, application
protocols use special headers to initialize and control information transmission;
network intrusions, worms, and viruses contain specific code fragments; specific
information to be queried can also be considered signatures. These signatures
are generally represented in the form of regular expressions. When new appli-
cations or malicious behaviors are discovered, they are analyzed, appropriate
signatures are designed, and added to the database. This database is generally
called a signature library. Due to space limitations, this paper does not com-
ment on methods and techniques for analyzing and discovering new signatures;
see references [22, 23] for details.

The complexity of signature sets and their description methods have a serious
impact on detection speed and accuracy. The main characteristics of signature
sets that make deep packet inspection systems difficult to implement at line-rate
and affect detection accuracy and practicality are the following four aspects:

(1) Network protocols are diverse, with new protocols continuously emerging
and new security attacks endless, resulting in a huge number of signatures.
For example, the Snort intrusion detection system already contained 4,867
rules by April 2006, and each rule contains multiple signatures. Addi-
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tionally, the ever-changing network environment causes signature sets to
constantly change and update, exhibiting dynamic characteristics.

(2) Signatures have duplication phenomena, and each packet may be related
to multiple attacks. For instance, in the Snort system, an HTTP packet
may have 1,096 attack vulnerabilities.

(3) The location of signatures in packets is uncertain because application for-
mats are complex and variable, making it usually impossible to accurately
determine the location of signatures in packets. Therefore, every byte of
packet headers and payloads must be inspected at high speed.

(4) Regular expressions can describe more complex patterns than single
strings, string sets, or extended strings. Due to their strong descriptive
capability and flexibility, they have been widely used in deep packet
inspection systems. Famous open-source systems such as Snort and Bro
use signature sets in regular expression form. However, there is a gap
between regular expressions and the semantics of application protocols,
making it difficult to make application semantic-level decisions based
solely on regular expression matching results.

3.2.1.2 Signature Fragments and Packet Reordering In deep packet in-
spection, searching for malicious patterns is generally based on predefined signa-
ture sets, using regular expression matching algorithms to perform exact pattern
matching on arbitrary positions in packet content. In a network communication
session, communication data is split into multiple parts and encapsulated in dif-
ferent packets. The target pattern to be detected often spans multiple packets,
so detecting individual packets as units cannot detect the entire pattern.

As shown in Figure 3 [Figure 3: see original paper], detecting individual packets
cannot detect the pattern“attack”because it is split across three different packets.
For security applications requiring complete detection, such as NIDS (Network
Intrusion Detection System), this problem is very serious because attackers often
deliberately split attack patterns to evade detection. To discover these pattern
fragments, session-level detection must be performed.

Another important issue in deep packet inspection is packet reordering handling
and session reassembly [24]. Due to the complexity of network environments,
for pattern matching units, the physical arrival order of packets belonging to
the same session is often not logically continuous, which is called Out of Order.
When subsequent packets are out of order, the pattern matching process will
terminate, as shown in Figure 4 [Figure 4: see original paper].

Research on packet reordering problems has been conducted in different network
environments. Reference [25] uses the method of sending ICMP (Internet Con-
trol Message Protocol) packets and analyzing their responses. The main prob-
lem with this method is that different networks treat ICMP traffic differently.
Reference [26] uses different methods to study end-to-end TCP (Transmission
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Control Protocol) sessions; reference [27] conducts broader analysis using a sin-
gle capture point in the network to detect out-of-order packets and TCP sessions;
reference [28] uses a method similar to [27] to analyze TCP session throughput,
focusing on the impact of TCP reassembly windows on throughput and com-
munication performance; reference [29] studies UDP (User Datagram Protocol)
session reassembly problems, using flow-based reassembly, with main work fo-
cused on internal reassembly mechanisms within flows and related research on
burst traffic.

To obtain accurate matching results, subsequent packets need appropriate han-
dling. The general methods are buffering subsequent out-of-order packets or
discarding subsequent out-of-order packets.

The method of buffering subsequent out-of-order packets [29, 30] stores out-of-
order packets in a buffer, reorders them according to packet sequence numbers,
and sends the reordered packets sequentially to the pattern matching unit for
detection. When the required next logical packet has not arrived, the detection
unit stops and waits for subsequent logically continuous packets to arrive. The
buffer space required for buffering subsequent out-of-order packets is [Round
Trip Time (RTT)] × [Network Bandwidth]. Assuming RTT = 200ms and
Bandwidth = 40Gbps, the required storage space reaches 1GB. In the worst
case, buffering high-speed arriving out-of-order packets will cause required stor-
age space to continuously increase. Since network growth rates exceed storage
capacity growth, this problem will become more serious in the foreseeable future.

The other method is to discard all subsequent packets with inconsistent logical
order [31]. Due to TCP protocol’s delayed retransmission mechanism, the pat-
tern matching unit will eventually obtain logically consistent subsequent packets.
The disadvantage of this method is that due to large numbers of packets being
discarded, TCP protocol’s flow control mechanism will cause network through-
put to drop sharply. In TCP protocol, recovery time caused by packet loss is
RTT × number of packet losses. Moreover, if the retransmission timeout (RTO)
is exceeded, the congestion window (CWND) will be reset to the minimum.

3.3.1 Modeling
Here we take application protocol classification as an example to model and
evaluate the performance of deep packet inspection; other types of deep packet
inspection are the same or similar. The structure of the deep packet inspection
protocol classification model is shown in Figure 5 [Figure 5: see original paper].
Through observation, each application protocol uses special headers to initialize
and control information transmission. The model consists of two parts: a slow
path and a fast path. The slow path defines the processing method and specific
algorithms used for unclassified sessions (deep packet inspection uses regular
expressions), while the fast path associates subsequent packets (belonging to
the same session) to the correct protocol based on the slow path’s results [32].

The classifier model includes five processing units: Session ID Extraction Unit,
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Session Lookup Unit, Pattern Matching Unit, Session Update Unit, and Session
Association Unit. When the protocol classifier runs, if a packet from a session
cannot yet be determined to belong to which protocol, the packet is passed to
the deep packet inspection classifier. The classifier performs pattern matching
on the packet using the protocol signature set. Once a signature matches success-
fully, the packet (and the entire TCP session) is identified as the corresponding
application protocol category, and other subsequent packets belonging to that
session skip the signature matching unit. When a new session is successfully
identified, a new entry is created in the session table. This entry includes the
5-tuple, application protocol category, and timestamp. The timestamp records
the time when the classifier last observed a packet from that session. The main
function of the fast path is to update the timestamp of the current session in
the session table and delete inactive sessions from the session table to prevent
sessions from remaining in the session table after they end. This is particularly
common for UDP data streams, where a 10-minute session timeout is generally
considered to indicate the session has ended [33].

According to automaton and formal language theory, regular expressions have
descriptive capabilities equivalent to automata, so regular expression languages
can be recognized by constructing automata corresponding to regular expres-
sions. Automata come in two forms: one is NFA (Nondeterministic Finite
Automaton), and the other is DFA (Deterministic Finite Automaton). The dif-
ference between NFA and DFA is that for a given state and input, NFA allows
multiple successor states, while DFA can only have a unique successor state.
NFA and DFA are equivalent in descriptive power.

Figure 6 [Figure 6: see original paper] shows the general process of regular ex-
pression matching using automata. First, the regular expression is parsed into
a parse tree, which is then converted into an NFA. Currently, common meth-
ods for constructing NFAs from parse trees include the Thompson construction
method and the Glushkov construction method. After constructing the NFA,
it can be used directly for text matching, or it can be determinized and mini-
mized to construct the corresponding DFA, which is then used for text matching.
Currently, there are three methods:

(1) NFA-based matching method: As previously introduced, for a given
state and input, NFA allows multiple reachable states. Therefore, NFA-based
matching methods need to store the current active states. For each new char-
acter read, each current active state is checked sequentially to obtain newly
activated states; these new states are then added to a new active state set.

Assuming the regular expression length is m, each state can have at most m
reachable states, and there can be at most m active states at any time. By
using a bit vector method, the state transition time complexity of NFA-based
matching methods is O(m). When m is relatively large, matching speed is slower,
but its space complexity is only O(m), and a pure NFA matching engine is easy
to implement.
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(2) DFA-based matching method: DFA-based matching methods utilize the
characteristic of DFA: for a given state and input, DFA can only have a unique
reachable state. Therefore, the state transition time complexity of this class
of methods is O(1), greatly improving matching speed. However, compared
with NFA, DFA may cause exponential space growth, with worst-case space
complexity of O(2^m) (where m is the regular expression length). In current
application requirements, m is often relatively large, which is intolerable.

(3) Hybrid method: To address the slow matching speed of NFA and the
large storage space of DFA, researchers have proposed a compromise method
[34] that lies between NFA and DFA. The core idea of this method is: first
divide the NFA into k modules, then build a DFA for each module separately.
The divided NFA is equivalent to having at most m/k (where m is the regular
expression size) active states, and each module requires O(2^k) space in the
worst case. Therefore, the state transition time complexity of this method is
O(m/k), and the space complexity is O(2^k × m/k). One disadvantage of this
method is the partitioning of the NFA—deciding how to choose an appropriate k
value and which module each state should be assigned to—is relatively difficult.
Table 2 compares the complexity of the above three methods.

4 Future Research Directions
Although many research ideas, methods, and algorithms have emerged in re-
cent years to solve the key problems and technical difficulties of deep packet
inspection, there are still many issues requiring further in-depth research:

(1) How to further improve processing capability: With increasingly
high-speed processing requirements, it can be expected that future deep packet
inspection applications will be more hardware-implemented. However, to main-
tain flexibility, corresponding auxiliary software strategies will also be intro-
duced. Currently, implementations on common hardware using the Snort rule
set as the pattern set generally have throughput not exceeding 10G, which may
be further improved through improved auxiliary components and optimization
strategies.

(2) How to quickly detect encrypted data: Encrypted data generally
cannot be directly detected by deep packet inspection. There are already cor-
responding methods, which involve adding decryption plugins to deep packet
inspection components. However, decryption algorithms are time-consuming
and greatly impact line-rate detection. How to quickly achieve deep detection
of encrypted data is a problem requiring further research.

(3) How to real-time detect attacks without signatures: This paper
assumes that signature sets are known in advance. However, in some cases, such
as after worm outbreaks, timely dissemination of new signatures for detection
is not very easy. Because certain worm outbreaks, such as the Slammer worm
devastation, can occupy most of the network bandwidth and cause network
congestion when they occur. Therefore, new algorithms are needed to detect
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suspicious traffic without signature sets and limit the rate of suspicious traffic
before new signatures are obtained.
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