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Abstract

Currently, the utilization of virtualization technology for service integration in
enterprise-level data centers has become increasingly prevalent. This paper pro-
poses a dynamically scalable virtual capability service computing framework by
combining the concepts of virtualization technology and utility computing, and
based on this framework, designs a dynamic feedback load balancing schedul-
ing algorithm named DFBS. The algorithm achieves the scheduling of service
requests within the capability service framework through the layer-4 network
request forwarding mechanism of the Open Systems Interconnection model, at-
tempting to accomplish optimized matching and scheduling of network requests
as resources flow within this framework. Furthermore, we employ curve fitting
techniques on several selected types of Web applications to abstract a functional
relationship between Service Level Agreement (SLA) and both the number of
concurrent service requests and required resources. Experimental results fully
demonstrate that when resource contention occurs, DFBS can cooperate with
resource flow to jointly achieve the objective of improving resource utilization
while guaranteeing service quality in large-scale heterogeneous service concur-
rent environments.
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Abstract

Currently, enterprise data centers increasingly employ virtualization technology
for service consolidation. This paper proposes a dynamically scalable virtual ca-
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pability service computing framework that integrates virtualization technology
with utility computing concepts, and designs a dynamic feedback load balancing
scheduling algorithm called DFBS. The algorithm implements service request
scheduling within the capability service framework through Layer 4 network
request forwarding mechanisms in the Open Systems Interconnection model,
aiming to optimize the matching of network requests with resource flows under
this framework. We also utilize curve fitting techniques to abstract functional
relationships between Service Level Agreements (SLAs) and both concurrent
service request volumes and required resources for several selected Web applica-
tions. Experimental results demonstrate that when resource contention occurs,
DFBS can cooperate with resource flows to improve resource utilization while
guaranteeing service quality in large-scale heterogeneous concurrent service en-
vironments.

Keywords: data center; virtualization; utility computing; resource flowing;
Web load balancing scheduling

1. Introduction

Informatization serves as a crucial cornerstone for the rejuvenation and prosper-
ous development of the Chinese nation. The core challenge of informatization
lies in reducing the societal cost of information access and comprehensive in-
formation processing costs, while enhancing the efficiency, availability, security,
and maintainability of societal information processing to promote sustainable
development. Addressing these issues represents a significant challenge we face.

Using or providing a computing service necessitates acquiring computing re-
sources to support that service. Under existing computing paradigms, this typ-
ically means purchasing and owning these resources, along with possessing the
specialized knowledge and talent required for deployment, management, and
maintenance, which results in high total cost of ownership for users. Utility
computing emerges as a commercial model proposed by the IT industry to
solve these problems, also known as on-demand computing. In this model, re-
sources (such as computing and storage) are encapsulated and provided as a
metered service, similar to public utilities like electricity, water, and natural
gas. Obtaining computing services no longer requires owning computing re-
sources; instead, users rent or purchase usage rights as needed. Rental costs are
metered based on resource consumption, akin to familiar public utility services.
In recent years, with the development of virtualization technology, increasing
research has focused on using virtualization to consolidate application services
into shared resource pools, creating virtual utility computing environments to
improve resource utilization and reduce maintenance costs.

Meanwhile, contemporary computer technology has entered a network-centric
era. Due to its simplicity, manageability, and maintainability, the client/server
model has been widely adopted on networks. In the mid-1990s, the emergence of
the World Wide Web brought graphical, information-rich online content to the
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general public through simple operations. The Web is evolving from a content
delivery mechanism into a service platform, with numerous services and appli-
cations (such as news services, online banking, and e-commerce) implemented
through Web technologies. This has driven explosive growth in both Internet
users and traffic. Consequently, how to utilize virtual utility computing plat-
forms to provide Internet services has become a primary research focus and
challenge for enterprise data centers.

To support large-scale heterogeneous concurrent network services in utility com-
puting environments, a key technology that urgently needs resolution is resource
management—specifically, how to dynamically provision resources for multi-
ple concurrent network services. This technology encompasses three aspects:
system-allocated resources must adapt to changes in application quantity and
type; the system needs to adjust resource allocation to meet evolving user de-
mands during runtime; and system resource provisioning must satisfy Service
Level Agreements (SLAs). Current resource management solutions primarily
utilize virtualization technology to dynamically adjust resource quotas among
different virtual machines within a physical node, achieving on-demand resource
flowing. However, existing virtualization technology can only realize resource
flowing within physical nodes, while the total resources of a single service node
fall far short of meeting large-scale network service demands. Common net-
work services are deployed in distributed clusters. With virtualization tech-
nology, this deployment architecture can be extended into distributed virtual
machine clusters, where each virtual machine may run on different physical
nodes. Through a request scheduler, Web requests sent by clients can be sched-
uled across the Web virtual cluster. In this new application environment, vir-
tual machine resources change dynamically on demand, while service request
scheduling must accurately assess these servers’ dynamic processing capabili-
ties for request allocation. This creates a matching problem between resource
flowing and application load scheduling.

This paper addresses the resource flowing and application load matching prob-
lem in the new virtual utility architecture by proposing a predictive model for
service resource requirements and dynamic virtual server capabilities, and de-
signing a scheduling system based on dynamic feedback service requests. In dis-
tributed resource-elastic virtual machine clusters, we first propose an integrated
deployment solution for configuring and maintaining numerous network services
within this system. Then, by dynamically adjusting the distribution of service
requests among these virtual servers on demand, we achieve cross-physical-node
management and maintenance of the entire system resource pool. Ultimately,
this aims to improve system resource utilization, reduce maintenance costs, en-
hance system throughput, and guarantee service quality, thereby exploring a
new path for resource management methods in utility computing environments.
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1.1 Utility Computing Based on Virtualization Technology

Utility computing is not a new concept. In 1961, Turing Award winner John
McCarthy envisioned in his speech at MIT" s centennial celebration: “If com-
puters of the kind I have advocated become the computers of the future, then
computing may someday be organized as a public utility just like the telephone
system---utility computing will become the basis of a new and important in-
dustry” [1]. IBM and other mainframe vendors dominated this business model
for the subsequent two decades, providing computing and storage resources to
banks and large organizations through data centers worldwide, representing the
early form of utility computing development. In the mid-to-late 1970s, micro-
processor technology development and the emergence of minicomputers enabled
people to acquire computer hardware at much lower prices than before. Com-
puter users tended to purchase their own computing centers rather than buying
usage rights for computing resources from large vendors. It was not until the
late 1990s that the concept of utility computing regained attention and achieved
new developments. IBM’s Global Services department defined utility computing
as: “Utility computing is the use of infrastructure, applications, and business
processes over the Internet on a pay-per-use basis in a secure, shared, scalable,
and standards-based computing environment. Users can access I'T resources as
easily as they currently use electricity and water, and pay for them based on
usage [2].”

The service-oriented utility computing (SOUC) architecture is illustrated in Fig-
ure 1 [Figure 1: see original paper]. The architecture comprises three main com-
ponents: a service gateway, resource management, and a shared resource pool.
The service gateway functions similarly to a service distribution pipeline. Re-
source management serves as the core module of the entire architecture, capable
of managing resources while monitoring and discovering them through push-pull
mechanisms provided by virtualization technology. It records current and his-
torical data on all resource allocations and can employ heuristic and predictive
resource analysis methods to help the resource management module dynamically
adjust resources according to appropriate decisions and timing. These analyses
can also be used for performance tuning and capacity planning predictions to
ensure optimized service distribution. The shared resource layer integrates com-
puting, storage, network, and data resources into a unified resource pool.

Utility computing represents a resource-sharing, on-demand service application
model and represents the future direction of data centers. Many current tech-
nologies aim toward this goal. For example, Web Services are application-layer
on-demand service technologies for Internet applications, grid computing is an
application-layer on-demand service technology for high-performance comput-
ing applications, virtual machines are resource-sharing technologies for com-
puter systems, and partitioning is resource-sharing technology for large servers.
However, virtualization technology holds particular significance for effectively
supporting utility computing at the architectural level.
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Through virtualization technology, storage or computing resources from multiple
backend computers can be integrated into a unified, manageable resource pool.
A virtual infrastructure represents all resources in the entire IT environment,
aggregating all X86 computers and associated network and storage resources into
a unified resource pool, which can significantly improve resource utilization.

Compared with direct use of physical servers, server virtualization technology
offers numerous benefits:

Global Unified Physical Computing Resource Management: Virtual-
ized servers help solve the problem of substantial server resource waste through
unified management of global physical resources, enabling us to dynamically con-
struct virtual machines with capabilities that meet application demands without
purchasing new servers to satisfy application requirements.

Additionally, virtualization technology effectively addresses the utilization of old
servers. Previously, servers required frequent updates and replacements, with
old servers being discarded. After introducing virtualization, we can integrate
the computing resources of old servers, including heterogeneous devices, with
those of new servers, greatly improving resource utilization and saving costs.

Real-Time Computing Resource Flowing: When the most powerful phys-
ical servers reach their performance limits and can no longer handle additional
parallel requests, we previously had no choice but to purchase more powerful
servers to take over their business. With resource flowing technology from the
Virtual Machine Manager (VMM), when a virtual machine’ s load reaches its
limit, we can dynamically invoke more computing resources from the resource
pool to enhance its processing capability.

Since virtualization technology integrates all physical server computing re-
sources into a unified whole, eliminating the natural boundaries that originally
existed between servers, we can construct extremely powerful virtual servers to
meet application demands until all system resources are exhausted—something
impossible to achieve with physical servers.

Standardized Virtual Server Images: In practical application scenarios,
each server is often designated for a specialized application, forming application
servers. Virtualization technology enables standardized operations for each type
of application server, establishing independent images for each application server
type that are decoupled from the underlying infrastructure. When needing to
add such application servers, we simply construct identical virtual machines
using the saved images, avoiding the need to install and configure applications
individually on physical machines as before.

Convenient Application and Data Backup: In previous PC-+server infor-
mation architectures, comprehensive data backup was a difficult problem to
solve, with the sheer number of PCs alone causing headaches for administrators.
Using virtualization technology, we store each user’ s data on server-side virtual
machines. By saving virtual machine images, we can preserve all current user
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application data. Even if a user loses their terminal, it will not cause a data
disaster.

1.2 Research Background and Significance

In the network-centric computing era, the client/server model has been widely
adopted, with numerous services and applications implemented through Web
services. Currently, Web service traffic accounts for 60% of Internet traffic.
Figure 1.3 shows the growth in the number of Internet-connected sites from
1995 to 2009 [5], demonstrating an even more rapid growth trend than before.

The rapid development of the Internet poses enormous challenges to network
bandwidth and servers. Historical development shows that network bandwidth
growth far exceeds processor speed and memory access speed growth, with tech-
nologies such as 100M Ethernet, Asynchronous Transfer Mode (ATM), Gigabit
Ethernet, and soon 10 Gigabit Ethernet emerging successively. Dense Wave-
length Division Multiplexing (DWDM) will become the mainstream technology
for broadband IP on backbone networks [6], with Lucent having introduced
the WaveStar OLS 800G product that transmits 800Gbit/s on a single fiber
[7]. Therefore, in the coming period, bottlenecks will increasingly appear on the
server side rather than in network bandwidth.

Furthermore, network service access demands are constantly changing dynam-
ically. Popular sites attract unprecedented access traffic. For example, during
the Olympics, the official website’ s daily visits exceeded 183 million. Some net-
work services receive massive traffic volumes, such as American Online’ s (AOL)
Web caching system, which processes 5.02 billion user Web requests daily, with
an average response length of 5.5K bytes per request. Meanwhile, many network
services become overwhelmed by explosive growth in access volume, unable to
process user requests promptly, resulting in long user wait times and signifi-
cantly degraded service quality.

Most importantly, the majority of commercial websites require 24-hour, 7-day
service, particularly for e-commerce sites, where any service interruption or
critical data loss causes direct business losses. This imposes increasingly high
reliability requirements on network services.

Network service application requests exhibit temporal and spatial imbalance,
with peak loads reaching 8 to 10 times the average load, while the emergence
of hot events or news is largely unpredictable. How to establish and deploy
scalable, highly reliable network services in server clusters with limited process-
ing capacity to meet dynamic and growing load demands has become an urgent
problem.

To support these network application requirements, we need to establish a scal-
able, highly available, and reliable Web service environment. The typical so-
lution for Internet applications is to run them in a server cluster, commonly
known as a data center. In recent years, with the emergence of virtualization
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technology and changing service demands, enterprise data center infrastructure
is undergoing significant transformation to meet evolving requirements.

Traditional enterprise data center design has primarily followed an exclusive
architecture approach. Each application possesses its own dedicated servers,
storage devices, and network infrastructure, with the application’s software stack
globally controlling all these resources. However, application-exclusive data
centers often remain idle most of the time due to over-provisioning, resulting in
severe resource waste.

Figures 3(a) and (b) [8] show processor usage in two nodes of an enterprise
data center over one week. Each node has six processors, and we can observe
that processor usage remains below 10% for most of the time, while maximum
processor usage far exceeds average usage. Similar issues can be observed in
the utilization of other resources (disk, network, and memory). Therefore, if
we provision resources based on maximum or average values, data centers will
suffer from either low global utilization or degraded service performance under
peak loads due to insufficient resources.

Modern enterprise data center design is shifting toward the utility computing
model. Under this model, all hardware resources are integrated into a shared
architecture for use by various applications, which acquire resources on demand
over time. In this shared, consolidated environment, meeting SLA targets for
diverse application resource requirements becomes the most critical challenge.
In the two-node data center scenario shown in Figure 3(c), at any given moment,
only the resources of one server node are needed to meet the total demand
of both node applications. If server resources can be allocated dynamically
according to the changing demands of the two applications, the two nodes can
easily be reduced to one.

Figure 4 [Figure 4: see original paper] illustrates how virtualization technology
introduces new dimensions to resource management. Figure 4(a) shows tradi-
tional single-dimensional resource management, where load balancing and re-
quest distribution optimization are achieved by coordinating available resources
across numerous physical hosts. Figure 4(b) depicts a virtual machine-based
resource management scenario. In this new context, we can not only employ
traditional approaches for request distribution management but also utilize vir-
tualization technology interfaces to allocate resources from the physical machine
cluster resource pool among various virtual machines, completing a second di-
mension of resource management.

Currently, making resources flow on demand according to dynamic application
requirements in virtual environments has become a hot research topic. Related
work includes HP” s SoftUDC [40], IBM’ s PLM [41], and VMware’ s DRS [42]
resource dynamic management systems. Our capability service research group
has also conducted extensive research in this area: reference [10] proposed a
resource flowing framework, [11] studied local resource flowing algorithms, and
[12] designed a multi-level resource scheduling mechanism. However, current
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virtual machine resource scheduling technologies can only solve resource allo-
cation within local nodes and cannot address the matching problem between
resource flowing and load. In the work of [12], we simply modified the Round
Robin Scheduling algorithm by removing virtual machines with processor usage
exceeding 95% from the scheduling list, while continuing round-robin request
distribution among the remaining virtual machines. Using TPC-W as a bench-
mark, performance improvements shown in Table 1 were achieved. The simple
round-robin scheduling algorithm does not consider predictions of load resource
requirements or awareness of virtual machine resource flowing changes. Since
database requests consist of long and short transactions, simple round-robin
distribution inevitably causes scheduling imbalance, leading to mismatches be-
tween resource flowing and application load. When virtual machine capabilities
expand, loads are not correspondingly allocated.

Because resource flowing is adaptive, dynamic, and transparent, request loads
cannot be predicted. To change this situation, the scheduler’s request scheduling
layer must predict load distribution, capture the dynamic scaling of virtual Web
service clusters, and then make correct scheduling decisions to achieve matching
between resource flowing and application load.

Therefore, it is necessary to study resource flowing prediction mechanisms in
utility computing environments. By predicting the performance requirements
of arriving requests and the capabilities of dynamically scaling virtual servers,
we can achieve dynamic load-balanced request distribution based on feedback
system state information to guide and control the scheduling management work
of service request schedulers under virtual resource dynamic scaling scenarios.
This paper focuses on how to independently leverage the management advan-
tages of the request scheduling dimension and solve its mismatch with resource
flowing, thereby comprehensively and uniformly managing and fully utilizing all
underlying resource pools. This enables utility computing platforms to improve
system throughput and guarantee service quality while maximizing resource
utilization.

2. Related Work

Traditional load balancing strategies for Web physical cluster systems repre-
sent a classic research topic. Although balancing scheduling strategies face new
challenges in resource-elastic virtual Web cluster environments, the core ideas
remain consistent. Two main issues exist: predicting arriving request loads and
their resource requirements, and obtaining system state information to evaluate
servers’ dynamic comprehensive load capabilities. Only by accurately acquir-
ing these two types of information can requests be effectively scheduled in the
system.

Over the past decade, academia and industry have shown increasing interest
in cluster-based Web services and conducted substantial research [47]. Previ-
ous work has demonstrated that managing these systems requires numerous
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algorithms, including load balancing and load sharing [73,60,53,52,67], archi-
tecture design and performance optimization [70,64,60,37], overload preven-
tion and access control [71,44,53,45,51,59,69,61,62], and request distribution
and connection redirection [70,64,60,37,58]. However, there is almost no pub-
lished literature on dynamic load balancing scheduling and access control for
network services in resource-elastic virtual cluster environments. This paper
considers locally distributed virtual cluster network server scenarios without
cross-geographical cluster access latency issues. A comprehensive survey of
distributed network servers has been well documented in [70]. The following
sections briefly introduce relevant literature.

2.1 Web Cluster Architecture

A Web cluster refers to a network service site where two or more servers are net-
worked together to jointly process user requests. Although large-scale clusters
possess numerous server nodes, a single host provides a unique access interface
for all users. To control all requests arriving at the site and mask the backend
distributed server structure, Web clusters provide a single virtual IP address
associated with backend actual servers—this is the network scheduler. Figure
5 [Figure 5: see original paper] illustrates the typical three-tier structure of
a cluster-based network site, representing the physical deployment of the net-
work application software architecture in Figure 1. All servers in the cluster
are placed in the same physical space. Network request flows are distributed to
various network servers through network switches. Web caches directly serve
requests for small static files. In the first tier, some network servers provide
a network interface for clients. Typical backend services such as application
processing and database servers assist network servers in providing dynamic
content. In this design, service nodes connect to network switches and can han-
dle both static and dynamic requests. The network switch receives client service
requests and selects one from the network server pool for subsequent processing
operations. Deploying an appropriate request distribution algorithm to balance
these servers’ loads becomes crucial.

Many mature products for distributed network request distribution have
emerged in academia and industry, such as: IBM’ s TCP router [32], which
forwards all HTTP requests arriving at the switch by changing the destination
IP address of incoming packets (i.e., converting the IP packet’ s destination
address to the selected web server’ s private address); the LVS project [20],
a completely open-source, kernel-level IP packet transformation Linux cluster
implementation; Magicrouter [28], a fast packet parsing processor that handles
network packets at the user level and changes their IP addresses and checksum
fields; Cisco’ s LocalDirector, which rewrites IP header information for each
arriving packet while maintaining a table to map each session to a server
[31]; and IBM’ s Network Dispatcher, which differs from TCP router by not
requiring packet address changes since packet forwarding is handled at the
Media Access Controller (MAC) address level [33].
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2.2 Load Balancing Algorithms

Research on dynamic request distribution methods in Web cluster environments
primarily targets several objectives: Quality of Service (QoS) guarantees, per-
formance isolation, and maximizing resource utilization. This can be abstracted
as an online optimization problem that periodically monitors resource usage and
allocates loads according to request resource requirements [3]. In large cluster
environments supporting numerous services, to save energy consumption over-
head, resource provisioning can also be modeled as a bound processing procedure
[13]. Consequently, a service’ s active working set size dynamically adapts to
given processing capabilities. In [14], the authors propose an integrated frame-
work that combines cluster-level load balancers with node-level schedulers to
achieve overall system efficiency and guarantee service response time targets.
The work in [15] abstracts resource allocation as a two-dimensional packing
problem, dynamically changing application instance deployment locations as
resource requirements change.

Many scheduling algorithms [69,64,52,67] have been proposed to solve balanc-
ing problems in network cluster servers. According to the generalized Open
System Interconnect (OSI) reference model network protocol stack layers, these
algorithms can be simply categorized into Layer 4 (network layer) and Layer 7
(presentation layer) [70] scheduling.

A Layer 4 (content-agnostic) algorithm selects a target server when a client
establishes a TCP connection, after which all HTTP requests on this connection
are sent to that server for execution. Global scheduling algorithms operating
at Layer 4 can be further divided into static algorithms (e.g., random, round-
robin) and dynamic algorithms that consider network client information (e.g.,
client IP address, TCP port) or server state information (e.g., number of active
connections, least-loaded server), or both.

On the other hand, a Layer 7 (content-aware) algorithm can establish a com-
plete TCP connection with a client. It can predict HTTP request content before
making scheduling decisions and benefit from session-layer information such as
session identification, URL size, URL type, and Cookies, in addition to Layer
4 information. In this manner, scheduling algorithms can deploy content-aware
request distribution. Layer 7 scheduling algorithms can also be broadly catego-
rized into static and dynamic algorithms [52]. Static algorithms do not consider
any load state information, while dynamic algorithms employ mechanisms to
monitor and evaluate server load states and request types, making them more
effective but also more complex than their static counterparts.

Ongoing research continues to advance load balancing algorithms. A simple
and commonly used Layer 4 load balancing algorithm is Weighted Round Robin
(WRR). This algorithm’ s core involves dynamically adjusting weights for each
server in the cluster, making these weights proportional to server load states
[62,52]. Many commercial products, such as Foundry Network’ s Server Iron XL
[65], Cisco switches with Local Director functionality [48], IBM’ s WebSphere
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Edge Server [57], and BEA’ s WebLogic Cluster [46], use weighted round-robin
algorithms. Additionally, the work in [54] proposes a weighted round-robin al-
gorithm implemented using optimized distribution mechanisms that can adap-
tively evaluate each server’ s load state.

The LARD [38] algorithm is a well-known Layer 7 distribution algorithm whose
goal is improving web service node cache hit rates. LARD’ s main principle
is scheduling all access requests to the same network target to the same web
server for execution. The LARD algorithm works well on traditional cluster
sites serving static pages. Another Layer 7 load balancing scheduling algorithm
[71,70,72] statically divides requests into different categories and sends requests
of the same category to specific servers for execution. Although effective from
system management and high cache hit rate perspectives, this algorithm ul-
timately results in very low server utilization because some server resources
remain unused and servers cannot be shared by all clients.

The ADAPTLOAD algorithm proposed in [67] classifies long and short transac-
tions based on request size and schedules them to specific servers for separate
execution to achieve shortest job execution times. This strategy is based on em-
pirical load resource requirement distribution information, such as request size
and frequency, and dynamically adjusts these parameters based on real-time
load monitoring. However, this method exhibits relatively poor load balancing
for dynamic requests [67]. Multi-class Round Robin (MC-RR) or Client-Aware
Policy (CAP) [63,52] are also commonly used Layer 7 algorithms. CAP’ s main
idea is that although network switches cannot accurately evaluate request ser-
vice times, they can classify requests from URLs and assess their server resource
requirements. CAP’ s biggest drawback is its lack of feedback on server load
state information.

The key point of the above methods is request classification and configuring
different categories according to various classifications. The advantage of Layer
7 network scheduling lies in its ability to classify network content and place
it on specific service nodes in heterogeneous cluster servers to achieve higher
cache hit rates, as in the LARD [38] strategy. On the other hand, Layer 7
scheduling introduces additional overhead on switches, creating system bottle-
necks. To overcome this disadvantage, some propose distributing requests based
on content awareness to design scalable network service systems [29,34]. These
structured solutions focus on optimizing scheduling algorithm architecture de-
ployment, which exceeds the scope of this paper’ s research.

2.3 Network Service Load Description

Almost all load balancing scheduling strategies evaluate server node load states
based on periodic sampling. Therefore, the accuracy of server load state eval-
uation is an important issue. Many load balancing algorithms collect instan-
taneous server load information, such as processor load, disk usage, and active
network connection counts, as load descriptors [71,70,68,72,69,49,65,73]. State
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information collected periodically by load monitors experiences intense fluctua-
tions during some peak load variation periods but remains relatively stable most
of the time, and historical load distribution data can help predict future states.

Previous work [50,66] used linear models to evaluate actual loads through mea-
sured resource information. Such models work well when measurement values
are highly correlated. However, when network servers are under high traffic
loads, the model’ s evaluation effectiveness becomes poor. Many more mature
methods exist but each has limitations. For example, ARIMA [66] requires
extensive training periods to calculate parameters, making it unsuitable for
real-time load balancing scheduling.

2.4 Performance Prediction

Scheduling decisions cannot rely solely on server resource state information;
they also require predictions of request arrival distributions and their resource
demands. For a long time, the primary methods for load performance model
research have been curve fitting and queuing models [36] to predict shared re-
source requirements for mainframes or large-scale servers. Curve fitting and
enterprise demand forecasting methods are used to quantitatively infer applica-
tion resource demands for various resources. Queuing models may be used to
seek the inherent quantitative relationship between expected average response
time under general working sets and the goal of maximizing resource utilization
[35]. A major limitation of using queuing theory models is their assumption of
a stable arrival rate for request distributions and their prediction of only overall
average performance. Additionally, queuing theory models cannot resolve load
competition conflicts under shared resource conditions. Implementation of these
methods requires significant human involvement, thereby increasing processing
costs. Moreover, because modeling quantification makes assumptions that de-
viate substantially from the dynamic changes in actual load distributions, their
extensive computations and cumbersome operations are unsuitable for online
automated systems. Most organizations must carefully consider their ability
to bear the increased overhead when adopting these methods. Furthermore,
modern enterprise data centers contain hundreds or thousands of large shared
servers. To reduce management overhead, enterprises are competing to upgrade
their data center architectures to explore management applications for resource
requirements. In addition to these two methods, there are complex offline ma-
chine learning methods [43], genetic algorithms [75], content-based classification
[76], data mining [74], and time series analysis [16] prediction models. Their
common major disadvantage is the need to introduce substantial computational
and control overhead. Meanwhile, complex mathematical computation models
require idealized assumptions about loads, preventing them from truly reflect-
ing load information, and calculation results will inevitably deviate from actual
conditions.
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2.5 Access Control

An important goal is enabling network servers to maintain request execution
even at maximum load or overload. However, increased load leads to increased
response times. If an impatient user aborts request execution, the server pro-
cessing this request enters a request timeout state. Each request task requires
resource allocation for TCP connection operations, packet parsing, and request
processing. Even when timeouts occur, these resources are still consumed. This
inefficient operation causes web server system throughput to drop dramatically
under high load, even maintaining resource utilization at 100%. To prevent this
behavior, we need a high-load control mechanism in load balancing scheduling.
Methods such as access control [71], special scheduling strategies [62], or compre-
hensive approaches combining both have been proposed to solve this problem.
Simple access control methods discard requests directly without considering
their resource impact. However, different request types have different resource
demands, and load balancing scheduling algorithm access control mechanisms
must consider these differences.

Previous work has addressed web server access control research. In [69], the
authors used classical feedback control theory to propose a performance control
mechanism that guarantees Apache web server response times within a desired
range. In [45], an adaptive control method was used to bind response times
in three-tier architecture network sites. In [39], a QoS-aware load balancing
mechanism used stochastic high-level Petri nets to model and simulate cluster
network servers. In [56], a control theory-based load balancing algorithm was
proposed for deploying user session migration on cluster network servers. In [44],
the authors proposed a kernel-level solution that periodically monitors socket
receive queues and processor run queues to maintain QoS requirements. This
method can adapt to load changes and adjust resource allocation on loads.

3. Network Service Performance Prediction Model

In the capability service computing architecture, we primarily study concur-
rent execution control of web services, database services, and typical office ap-
plications within this shared management framework. Therefore, our service
performance model analyzes the application characteristics and request distri-
butions of these three service types through extensive experiments, attempting
to abstract the quantitative relationship between performance requirements of
these three typical enterprise applications and request quantities and required
resources (this paper only concerns processors and memory, though similar work
can be extended to other resources). This model is ultimately applied to service
request distribution scheduling decisions and integrated as a functional module
into the capability service computing framework to coordinate the Distributed
Virtual Machine Monitor (DVMM) for dynamic adaptive management of large-
scale heterogeneous services running on the framework.

In reference [12], we first proposed this performance model and applied it to
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resource demand prediction models. The model’ s key input is the dynamic
number of active connections, monitored at the request scheduling layer. To
maintain independence between traditional management and virtual resource
management dimensions, this model is used by the request scheduling module.
Experimental results demonstrate the model’ s effectiveness.

3.2 Database Service Performance Model

To test database service performance, we used TPC-W [19] as the workload,
where Emulated Browsers (EBs) simulate users sending and receiving HTML
content using HTTP and TCP/IP protocols on the network. Each EB submits
a series of requests within a user session. The emulated user load is “decision-
generated” by a customer behavior model specifying browsing patterns, the num-
ber of emulated users, and think time (the interval between receiving the last
byte of a result page and submitting the first byte of the next request).

The resulting relationship between R and D is shown in equations (3) and (4).

3.3 Office Application Service Performance Model

We used the desktop office benchmark Xnee, a Linux tool for recording and
playing back screen operation events on X windows. We created 12 typical office
application operation user behaviors based on different application behaviors,
using a session to represent a user’ s operation trace over a period. According to
actual office application pattern patterns collected in reference [36], we adjusted
these 12 user behaviors to conform to corresponding application scales for work.

By measuring average response times for several sessions under different pro-
cessor and memory resource configurations, we can similarly obtain the office
application performance relationship, as shown in formulas (5) and (6).

4. Network Service Request Distribution

This paper’ s main work focuses on the service scheduling management layer
of the capability service computing framework. Based on network service char-
acteristics, we designed a network service request distribution control system
as shown in Figure 4.1. The service scheduling manager receives load requests,
then uses the performance model to calculate and predict the most reasonable
scheduling decision based on performance objectives and system resource infor-
mation fed back by the online monitor, and finally performs dynamic request
distribution. The global control correction module’ s function is to analyze
whether the performance model’ s predictive decisions are correct based on
performance data fed back by the monitor combined with historical data. If
scheduling imbalance occurs due to prediction errors, the global controller feeds
back a deviation value, and the service scheduling manager dynamically mod-
ifies each application server’ s weight based on this correction value, enabling
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the scheduling layer to distribute requests evenly according to server working
capacity and load.

4.1 Service Request Scheduling

The service request scheduling management layer handles scheduling relation-
ships among multiple services and numerous virtual machines. User service
requests are first obtained by the management node VMScheduler, which then
schedules service requests to a specific virtual server for execution according to
certain scheduling algorithms based on service type and each application server’
s load situation—this is the dynamic distribution of service requests.

For request scheduling, we adopted the LVS (Linux Virtual Server) [20] architec-
ture for network application load distribution and load balancing management.
By modifying the kernel’ s weighted least-connection scheduling algorithm, we
implemented a Dynamic Feedback Balancing Scheduler (DFBS) that can coop-
erate with resource flowing to enable dynamic adaptive adjustment of large-scale
concurrent heterogeneous services across the entire system.

Figure 10 shows the LVS architecture, which mainly includes three functional
parts: load balancers for job scheduling, service clusters equivalent to virtual
machine-based server images, and backend shared resources that can be man-
aged and integrated using system-level virtual machines. The clear functional di-
vision and hierarchical structure make deploying LVS into the utility computing
framework very natural, with relatively easy system construction, maintenance,
and performance scaling.

4.2 Algorithm Design Principles

Since our request distribution scheduling algorithm is applied in a dynamic
adaptive real-time decision module, its design must comply with certain real-
time system constraints, mainly in three aspects:

1. Fairness: Due to dynamic flowing of virtual resources, the available re-
sources of virtual hosts managed by the scheduler are dynamically elastic. Dur-
ing scheduling decisions, these available resource changes must be monitored,
and a quantitative metric must calculate each virtual server’ s comprehensive
load. Only by dynamically adjusting request distribution based on comprehen-
sive load can scheduling achieve fairness.

2. Timeliness: General network applications submit thousands of session re-
quests to servers per second on average, requiring decision time to be as short
as possible during request distribution. Otherwise, the entire request service
response time will be lengthened due to decision delays, degrading overall ser-
vice performance and user experience. Therefore, we adopt offline performance
prediction model learning methods to shorten decision time.

3. Effectiveness: The ultimate scheduling goal is to enable large-scale het-
erogeneous services running on the entire utility platform to share resources in

chinarxiv.org/items/chinaxiv-201611.00024 Machine Translation


https://chinarxiv.org/items/chinaxiv-201611.00024

ChinaRxiv [$X]

isolation, provide normal service functions for users, and improve system re-
source utilization. Request scheduling must effectively achieve this scheduling
objective.

4.3 Scheduling Algorithm Design

When clients access the network through TCP connections, the time required
and computing resources consumed vary greatly depending on many factors,
such as request service type, current network bandwidth conditions, and current
server resource utilization. Some heavy-load requests require compute-intensive
queries, database access, and long response data streams, while light-load re-
quests often only need to read an HI'ML page or perform simple calculations.
Meanwhile, heterogeneous server processing capabilities are in a non-uniform
state, and their processing times for the same TCP connection access differ. Par-
ticularly in virtual machine cluster server environments, virtual host resources
are dynamically elastic and constantly changing.

The vast differences in request processing times and non-uniformity of heteroge-
neous server processing capabilities may lead to skewed server utilization, where
some servers become overloaded with long request queues, continuously receiv-
ing new requests, while other servers remain essentially idle. This results in long
customer wait times, poor experienced system service quality, and underutilized
system capacity.

Actual TCP/IP traffic distribution is wave-shaped, with small and large flows
occurring periodically. Web access traffic also exhibits self-similarity, requiring
a dynamic feedback mechanism that utilizes server group states to address the
self-similarity of access flows.

Based on the design principles introduced in the previous section, we designed
the adaptive Dynamic Feedback Balancing Scheduler (DFBS). The algorithm
considers servers’ real-time loads and actual system response conditions, contin-
uously adjusting the proportion of requests processed among servers to prevent
some servers from receiving large numbers of requests when overloaded, thereby
improving overall system throughput to ensure fairness and effectiveness.

Figure 11 [77] shows the algorithm’ s working environment: a monitor dae-
mon runs on the load scheduler. The system initially uses the weighted least-
connection scheduling algorithm in the kernel and assigns initial weights to the
virtual machine cluster. Simultaneously, the monitor daemon periodically col-
lects load information from each server to learn about dynamic scaling of virtual
resources. This resource load information can calculate a server’ s load metric
to evaluate current server load levels, i.e., available resource quantities. The
IP Virtual Server (IPVS) also periodically returns connection count values to
the monitor daemon. Based on this count, we can calculate request distribu-
tion predictions across virtual machine nodes as input metrics for request load
and use performance models to evaluate whether current connection counts are
overloaded. If overload is estimated, the virtual machine’ s weight is set to zero;
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otherwise, the comprehensive load value is calculated based on previously cal-
culated server load and request load. The monitor daemon calculates a new set
of weights from each server’ s comprehensive load value and current weight. If
the difference between new weights and current weights exceeds a set threshold,
the monitor daemon sets the server’ s weight in the kernel’ s IPVS weighted
least-connection scheduling. The algorithm’ s main execution flow is shown in
Figure 12.

4.4 Summary

This chapter utilizes the Linux Virtual Server, a kernel-level load balancing
tool for Linux, adopts its kernel-level implemented weighted least-connection
scheduling algorithm, and references the dynamic feedback ideas of Professor
Zhang Wensong from National University of Defense Technology [77] to design
and implement a dynamic feedback load balancing scheduling algorithm for net-
work service requests under virtual resource dynamic scaling systems. The algo-
rithm collects comprehensive load state parameters such as virtual resource and
service request load distribution, calculates server weights, and applies them to
kernel algorithm modifications to dynamically and adaptively solve the match-
ing problem between resource flowing and application load.

We chose the Linux Virtual Server tool not only for its network service request
load balancing distribution function but also for recognizing the many advan-
tages of this dynamic scaling approach in system reliability, scalability, and
availability. Integrating it into our capability service computing framework not
only compensates for resource flowing deficiencies but also provides significant
flexibility in service deployment and system control, greatly saving overhead for
virtual environment management and maintenance. Our research shows that
adding a service request scheduling module to the capability service comput-
ing framework can combine well with the resource flowing module, achieving
comprehensive management of the entire virtual system from local to global
dimensions. This also represents a cloud computing implementation method
proposed by our group, providing a solution for enterprise data centers facing
problems such as low resource utilization, difficult deployment, low availability,
and high management costs.

5. Application of Capability Service Computing Frame-
work

Our research group has implemented a resource flowing management system
named RAINBOW-a trustworthy, reliable, and efficient virtual computing en-
vironment for the Internet. RAINBOW has already implemented on-demand
resource flowing algorithms for virtual computing environments. By adding
scheduling, monitoring, and control modules to the RAINBOW system, we
implemented the DFBS scheduling algorithm, forming a complete adaptive dy-
namic scheduling system as a practical application implementation of this paper’
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s research work.

5.1 Basic Virtualization Architecture for Capability Services

In our system, to achieve virtualization, computing resources are divided into
two layers: the application scheduling management layer and the computing
resource management layer, as shown in Figure 13.

The computing resource management layer’ s function is to use the Distributed
Virtual Machine Monitor (DVMM) to integrate physical server resources, unify
management of all physical computing resources, and build a virtual computing
platform on this foundation to run a series of flexibly constructed virtual ma-
chines. The application scheduling management layer’ s function is to monitor
current loads of virtual machines in the system and perform real-time scheduling
and actual execution of applications based on virtual server loads when users
issue service requests, achieving system-wide load balancing and improving uti-
lization.

Above the computing resource management layer is the application management
layer. Since computing resources have been virtualized, users need not concern
themselves with underlying details such as application configuration and exe-
cution location during application use. In application virtualization, after each
client submits a request, the request’ s logical execution is handed over to the
lower-layer computing resource virtualization. In computing resource virtual-
ization, applications are flexibly scheduled to execute on a virtual server in the
computing capability pool, which is built upon the foundation of DVMM’ s
management of physical hardware resources.

5.2 Service Scheduling Management Layer

Using LVS’ s virtual IP address translation, we separated the actual execution
servers of network applications. As shown in Figure 14, the scheduling module
that directly receives user-sent requests is only responsible for processing service
request scheduling, while specific execution runs within a virtual machine in the
real-time allocated computing capability pool.

The functions of each module in the application scheduling management layer
structure are as follows:

Global Controller: The global controller manages all physical information
in the system, including all managed physical nodes, virtual machines created
on each physical node, and resource allocation and usage for each machine.
Through this management information, the system uses the performance model
introduced in this paper to calculate the maximum load capacity of large num-
bers of heterogeneous services on the system and returns results to scheduling
and local management modules for request and resource allocation.

The global controller also receives service requests proposed by Web services. Af-
ter receiving application scheduling requests, it sends scheduling inquiry requests
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to the corresponding scheduling modules and passes corresponding virtual server
information to them. The scheduling module deploys virtual server configura-
tions using this received information, adding corresponding virtual servers to
the scheduling list. The global controller periodically requests management
information from local management modules of corresponding virtual servers,
requiring each node to return server management information including virtual
host IP, virtual host name, and physical node location. Simultaneously, it passes
global resource allocation calculation results to local management modules’ ac-
tivity parameters to guide intra-node resource flowing decisions. The global
controller also frequently interacts with scheduling modules, dynamically up-
dating virtual server information for specific services on one hand, and feeding
back maximum supported connection number predictions to scheduling modules
to modify scheduling weights on the other.

The global controller also uses performance model predictions to optimize inter-
service request scheduling from a macro perspective and optimize application-
layer scheduling to achieve admission control for ensuring normal system oper-
ation under high-load states, thereby further optimizing the matching between
system request scheduling and resource flowing and improving system stability
and availability.

Scheduler: The scheduler module implements the DFBS scheduling algorithm
and is responsible for processing Web service request scheduling. The scheduler
itself cannot directly obtain virtual servers’ current load information, which is
acquired through Gmond. After obtaining current load conditions of all virtual
servers, the scheduler determines an appropriate server as the scheduling result
based on the DFBS balancing algorithm and service request types proposed by
the global controller. As shown in Figure 14, the scheduler connects to Gmetad,
which collects data and sends it to the scheduler for calculation and weight
adjustment based on servers’ current loads. This weight value is proportional to
the number of allocated connections—the larger the weight, the more connections
allocated. Weight calculation considers both virtual server processor capabilities
and current available resource sizes.

Ganglia: Ganglia is a distributed system performance monitoring system, a
Linux-based graphical software for monitoring system performance, including
processor, memory, disk utilization, read /write loads, and network traffic. Gan-
glia has two daemons: Gmond (client) and Gmetad (server). Gmetad collects
processor and memory load changes on distributed virtual servers and returns
real-time system-wide data on processor and memory loads when the sched-
uler requests virtual server cluster load information. Gmond and Gmetad work
together to monitor current loads on virtual servers at the client side.

Local Manager: The local manager module manages individual physical nodes,
primarily maintaining capability allocation information management among vir-
tual machines running on physical nodes. The local manager collects virtual
resource utilization data from local sources and obtains current resource quotas
for each virtual server, i.e., dynamic decision results of resource flowing. Most
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importantly, it can collect dynamic parameters of resource flowing algorithms,
including flowing thresholds and activity weights. With this information, the
scheduler can timely terminate request allocation to service nodes approaching
flowing thresholds, avoiding system overhead from unnecessary resource flowing.

6.1 Experimental Design

Experimental Environment:

Computing platform: 5 physical servers

- 2.0GHz, 2x4-core AMD Opteron (4 cores per CPU)
- 2GB cache

- 8GB RAM

- 1000Mb Ethernet

Client server array: 9 servers and 1 laptop

Network environment: Gigabit Ethernet LAN with server platform and client
array in the same LAN

Operating system: CentOS 4.4

Xen version: 3.0.4

Web server: Apache

Database: MySQL

Desktop office software: OpenOffice, Firefox, Adobe Reader, etc.

Experimental Test Benchmarks:

1. httperf [18] for web service performance testing

2. TPC-W [19] for database service performance testing
3. Xnee for office application performance testing

Experimental Deployment:

Seven virtual machines were created on each physical server, each running one
type of test benchmark: three as Apache servers, three as database servers, and
one as a desktop office application server. Each virtual machine was initially
allocated T00MB memory resources (4.9GB total), with remaining memory allo-
cated to domain0. Each virtual machine was configured with one virtual CPU
(VCPU), with 7 VCPUs from the 7 virtual machines bound to 4 physical cores.
To minimize virtualization’ s impact on system performance, the other 4 cores
were bound to domainQ. Thus, the two 4-core Opteron processors were config-
ured with one shared by domainU and the other exclusively used by domainO.
We adopted Xen’ s default Credit-based CPU scheduling algorithm. Initial pri-
ority settings for the three services were 1:1:1:1:1:1:1. At the service request
scheduling layer, the resource monitor was set to collect virtual machine pro-
cessor resource usage information every second and memory free information
every five seconds. The global weight adjustment decision monitor’ s historical
information interval was 15 minutes. The resource layer started the dynamic
resource flowing algorithm [11] to enable virtual machine resource dynamic scal-
ing. For each virtual machine, memory overload threshold was set at 50MB
remaining free memory, processor overload threshold at 95% usage, and desired
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processor usage at 70%. Local flowing algorithm collection cycles were 1 sec-
ond for processor and 3 seconds for memory, while the global flowing algorithm
collection cycle was 30 seconds. Specific resource flowing algorithm details can
be found in [36]. The request scheduling algorithm treats the resource layer as
a resource-elastic virtual machine cluster system, viewing the resource flowing
layer as a black box.

Performance Parameter Definitions:

1. Web service performance metric uses average response time

2. TPC-W service performance metric uses average WIPS (Web Interactions
Per Second)

3. Office application performance metric uses application response time, defined
as the sum of application startup time and operation execution time

6.2 Experimental Results and Analysis

Table 2 compares three scenarios: DFBS scheduling without resource flowing,
round-robin scheduling with resource flowing, and DFBS scheduling with re-
source flowing, showing performance and resource utilization improvements rel-
ative to round-robin scheduling without resource flowing.

The first row shows DFBS scheduling without resource flowing, which mainly
achieves resource allocation through load balancing scheduling. Due to long and
short jobs in databases, load scheduling yields significant performance improve-
ments of 4.2%. Desktop office services show substantial response time improve-
ments during application startup and shutdown when resources are abundant.
DFBS can fully perceive actual virtual machine available resources, scheduling
requests to nodes with minimum comprehensive load and maximum available
resources, achieving 23.8% performance improvement over round-robin schedul-
ing. Web services show only 1% improvement because each request is relatively
uniform and servers are homogeneous, making round-robin scheduling work well.

The second row shows performance improvements from resource flowing when
using round-robin scheduling. In experiments, system parameters were adjusted
near service saturation points to create resource competition. Resource flowing
allocates resources on demand according to service priorities. Web services have
low priority, so while improving the other two services, they can only minimize
Web performance degradation. The results show that resource flowing provides
substantial performance improvement potential.

The third row shows performance improvements from resource flowing combined
with dynamic feedback balancing scheduling. Compared with the second row,
comprehensive management of the entire service system resources across two
dimensions enables more reasonable request scheduling and higher utilization
efficiency. Like the second row, due to resource competition, while improving
high-priority TPC-W and desktop office performance, low-priority Web service
improvements are much smaller.
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TPC-W has the highest priority and is allocated the most resources under the
same conditions. Since its request load long/short job distribution is more typi-
cal, we primarily evaluate our DFBS scheduling algorithm effectiveness through
its performance results. For comparison, we conducted a separate test providing
TPC-W with sufficient resources under the same load, measuring a maximum
possible improvement of 12%. As shown in Table 2, DFBS scheduling combined
with resource flowing can achieve 86.7% of this performance improvement upper
bound (10.4/12x100%).

The table shows relatively small resource utilization improvements, primarily
because experimental parameters were set near load critical points, with total
resource utilization already exceeding 80% before scheduling and flowing. There-
fore, the listed resource utilization improvements do not represent improvements
from service consolidation but merely additional resource ## under already high
utilization through request scheduling and resource flowing. This paper does not
address the impact of service consolidation on resource utilization improvements
and will not elaborate further.

Experimental results fully demonstrate that under limited total available re-
sources, to support large-scale concurrent services, the service request scheduling
module proposed in this paper can achieve matching with the resource flowing
management module. It can ensure performance improvements for high-priority
services while keeping performance degradation of low-priority services within
acceptable levels, guaranteeing overall service availability. Simultaneously, the
service scheduling module effectively compensates for resource flowing deficien-
cies, expanding performance improvement space beyond what resource flowing
alone provides, achieving comprehensive system management from intra-node
to inter-node dimensions with significant results.

7. Conclusion

Current information system architectures composed of large numbers of PCs and
a few servers still face many problems, such as substantial computing resource
waste, high total management costs, incompatibility among different system
platforms and applications, and high probability and losses from data disasters.
To solve these problems, we propose replacing traditional PC-server models
with capability service computing models. The capability service model uses
virtualization technology to integrate numerous network services into a shared
framework to improve resource utilization. In this shared data center, we im-
plement a multi-level resource flowing architecture that automatically allocates
resources on demand among virtual machines providing different services. This
architecture models resources through optimization theory and proposes local
and global resource flowing algorithms based on the model. These algorithms
can ensure higher-priority service performance while minimizing performance
degradation of lower-priority services when resource competition occurs. How-
ever, in practical applications, we found that current virtual machine resource
scheduling technologies can only solve resource allocation within local nodes, and

chinarxiv.org/items/chinaxiv-201611.00024 Machine Translation


https://chinarxiv.org/items/chinaxiv-201611.00024

ChinaRxiv [$X]

resource flowing causes dynamic scaling of virtual machine resources. If service
request scheduling cannot perceive this dynamic change, resource scheduling
management cannot match resource flowing with application load.

As Academician Li Guojie stated [78], integrating the entire Internet into a
giant supercomputer to achieve comprehensive sharing of computing resources,
storage resources, data resources, and information resources will be the applica-
tion model of the next-generation network. This model coincides with the cloud
computing model. The capability service computing virtualization architecture
we propose represents a concrete implementation of Academician Li Guojie’ s
academic thinking. Currently, we cannot yet expand the computing domain to
the entire Internet but have conducted simple preliminary small-scale research
within local area networks. Through resource flowing provided by virtualization
technology and service request distribution scheduling, we have achieved compre-
hensive sharing of computing resources, storage resources, and data resources,
establishing an implementation example of cloud computing. If computing re-
source and storage resource virtualization technologies are our power plants,
then services deployed on them are the generated electricity. Users using this
system are as convenient as using electricity—a mouse click sends a request for
execution and returns results. Users need not know where requests are executed,
need not perform tedious configuration and installation, nor need to endlessly
upgrade their own equipment.

The capability service computing framework is one implementation of cloud
computing. This paper’ s work explores service request scheduling prediction
and algorithms under the capability service computing framework, attempting
to solve the matching problem between load distribution space and resource
flowing space, hoping to obtain optimal management solutions from the global
resource management domain.
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